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1.  NETCENTS-2 INTRODUCTION
1.1 Organization

HQ 754th ELSG/ES -- Directorate of Acquisition

1.1.1 Identification

HQ 754th ELSG/ES
ATTN: Francine N. Nix

490 East Moore Drive, Bldg 892, Suite 270
MAFB-Gunter Annex, AL  36114

1.2 NETCENTS-2 Goal

The goal of the overall NETCENTS-2 program is to support missions that require voice, data, and video communications, information services, solutions, and products to deliver the right information, in the right format, to the right place, at the right time – efficient in peace, effective in war, and ensuring success across the spectrum of operations.  NETCENTS-2 supports the IT lifecycle to include legacy operational and sustainment activities, re-engineering of legacy capabilities into target architectures and environments, and future service-oriented capabilities.  NETCENTS-2 is an enabler to meet Air Force IT transformation goals to allow for innovation with the ability to more rapidly provision and field capabilities.  NETCENTS-2 enables the ability to segregate aspects of full system lifecycles into more granular components that can be composed into integrated capabilities for the warfighter.  Furthermore, NETCENTS-2 enables different solution providers to participate over the course of the program lifecycle.  For example, the solution providers for development may be different from those that accomplish deployment, operation, and support.  

1.3 NETCENTS-2 Scope

The NETCENTS-2 ID/IQ contracts will provide a wide range of IT Network-centric and Telephony products, services and solutions covering the full spectrum of netcentric operations and missions, including existing legacy infrastructure, networks, systems and operations as well as emerging requirements based on the AF Chief Information Officer’s (CIO’s) SOA construct.  The contracts will provide Network-Centric Information Technology, Networking, and Security, Voice, Video and Data Communications, system solutions and services to satisfy the Combat Support (CS), Command and Control (C2), and Intelligence Reconnaissance and Surveillance (ISR) Air Force and Department of Defense (DoD) requirements worldwide.  These contracts will provide users the capabilities to find, access, collaborate, fuse, display, manage, and store information on the Department of Defense (DoD) Global Information Grid (GIG).   AF sites may include commercial-off-the-shelf (COTS) National Security Systems (NSS), intelligence data handling equipment, C2 equipment, Local Area Networks (LAN), Wide Area Networks (WAN), secure and non-secure video, voice and data systems, and/or mission equipment. The equipment processes information of varying security classifications and may include sites that are Sensitive Compartmented Information Facilities (SCIFs).

All effort supported under this contract shall be provided in accordance with Department of Defense, United States Air Force, or DOD Intelligence Information Systems (DoDIIS), and National Security Agency standards as applicable to the task order.  Efforts under this contract will support industry best practices when not proscribed by aforementioned standards.
1.4 NETCENTS-2 Acquisition Strategy 

NETCENTS-2 consists of various related IDIQ contracts in an effort to meet the above-stated goals. There are functions where performance on one task order may limit, because of dependencies or type of activity (e.g., support to the Government), work on other task orders.  Total solutions will potentially be composed of combinations of subsets of the contract.  NETCENTS-2 comprises the following suite of contracts:

1. Netcentric Products – COTS products to support the network 

2. NetOps and Infrastructure Solutions – Solutions to support network operations, core enterprise services, and infrastructure development and operations (including legacy Telephony) 

3. Application Services  –  Services to sustain, migrate, integrate, re-engineer, and expose Mission Applications for secure access by authorized users, by establishing web and netcentric services, to include help desk, testing and operational support, in legacy and netcentric enterprise environments.  

4. Enterprise Integration and Service Management (A&AS) - Enterprise level integration/portfolio management activities

5. IT Professional Support and Engineering Services Advisory and Assistance Services (A&AS) 

The NETCENTS-2 contracts enable the delivery of products, services and solutions that adhere to the AF Enterprise Architecture (AF EA) and complement each other as depicted in Figure 1. 
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Figure1.  Relationship of Contract Areas

1.5 Air Force IT Challenge

Currently, the Air Force has multiple, disparate and sub-optimized collections of computing and communications resources.  Each set of resources is managed independently, resulting in costly and inefficient redundancy.  Different networks, multiple computing centers, and stove-pipe systems all make it difficult for end users to access consistent and relevant information in a timely manner, allocate resources to respond to demand, and consequently make timely and informed decisions.

1.6 NETCENTS-2 Solution

NETCENTS-2 is a vehicle enabling the IT lifecycle to include legacy operational and sustainment activities, migration of legacy systems, and future service-oriented capabilities.  NETCENTS-2 provides a streamlined, enterprise-supported contract vehicle that enables the consolidation of many existing base-level contracts for Operations and Maintenance (O&M) activities. In addition, NETCENTS-2 supports the re-engineering and modernization of legacy systems through the rapid, incremental delivery of solutions, enabling improved day-to-day operations and warfighting mission execution.  NETCENTS-2 provides a contract vehicle for the acquisition of the components, such as infrastructure, services, resources and activities, required to implement service-oriented capabilities. 

To support the re-engineering of legacy systems and future service-oriented capabilities, the AF has created a set of information sharing business rules called the Singularly-Managed Infrastructure (SMI) and Enterprise Level Security (ELS) (SMI-ELS).  SMI-ELS is not a technical solution or specific product, instead it guides a business model informed by governance and architecture that affects all aspects of a Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel and Facilities (DOTMLPF) solution for the effective implementation of a secure Netcentric Data Strategy (NCDS). SMI-ELS gives form to processes such as architecture and acquisition; technical solutions such as networks, vocabulary-based web services, applications, data repositories, and computing infrastructures; and force transformation, to drive Air Force systems and users into higher degrees of information and knowledge-based operations.
The NETCENTS-2 scope of work directly supports SMI-ELS objectives, as follows: 

1. SMI: The Singularly Managed Infrastructure will place AF core service computing and                                             communications resources under a single enterprise-wide management construct.  This does not mean consolidating resources into a single physical location for management purposes.  Many high-end computing platforms, like those used to run simulations, may have internal management constructs as their resources are not shared across the enterprise.  However, any interaction between these localized collections and any other computing resources will fall under the SMI construct.  Likewise, not all communications (i.e., MILSTAR satellites) may be individually managed under the SMI concept, but the overall capability delivered by these resources will adhere to SMI concepts.  The SMI will operate over existing physical locations, with some adaptation of those physical locations based on business case analyses, to manage all computing resources from the enterprise perspective.  Existing data centers, such as the MAJCOM Computing Centers, will be integrated into the SMI and the management of the resources within those Centers will be subject to the SMI processes and procedures.


2. ELS: The Enterprise Level Security will enable authorized users to locate, access, and utilize information from authoritative sources regardless of the location of the data as long as information security guidelines stipulated are met. 
NETCENTS-2 also provides the contract vehicle to support the development of vocabulary-based web services, content delivery and presentation services, and new mission applications that operate in netcentric enterprise environments and exploit SOA infrastructures.
This contract provides the services management support required by SMI-ELS.  Service Management (SM) ensures that: (1) agreed upon services are delivered when and where they are supposed to be delivered and (2) services operate as agreed upon.  Using NETCENTS-2 contract vehicles, portfolio managers implement SM with a focus on risk mitigation and policies that require built-in closed-loop governance mechanisms. 

1.7 Governance

The services and solutions delivered under NETCENTS-2 in support of Air Force operations will be subject to the oversight of an Air Force enterprise level governance structure and set of processes.  The governance processes will employ systems engineering fundamentals, ensure adherence to the Air Force Enterprise Architecture, and be implemented along with the normal reviews in the acquisition process.  The governance structure has three tiers, strategic, operational, and tactical, where policy will be set at the strategic level, reviews for compliance and technical rigor will be done at the operational level, and contract mechanics will be handled at the tactical level.  Further explanation of the governance structure is explained in the User’s Guide.

2.  PURPOSE
The objective of this contract is to provide non-personal Advisory and Assistance Services (A&AS) to provide a broad range of enterprise-level support services for Enterprise Integration and Service Management activities to the Air Force including but not limited to locations inside the contiguous United States (CONUS), outside the contiguous United States (OCONUS) and war zone areas.  This contract supports the Global Information Grid (GIG) architecture; Defense Information Infrastructure (DII), Air Force,  Defense Communications Systems info-structure for computer networks and telecommunications network mission areas and Intelligence Community Information Sharing environments.  The services acquired on this contract apply to the full range of security domains, Unclassified through Top Secret/Collateral classifications, plus Special Category (SPECAT) and compartments (e.g., Sensitive Compartmented Information (SCI)).  

2.1 Goal
The goal of this contract is to provide a full range of enterprise-level support services for Enterprise Integration and Service Management activities to support the full spectrum of netcentric operations and missions.  It will help our war fighters be efficient in peace and effective in war while providing them the right information in the right format to the right place at the right time.  This contract will support United States Air Force customers that work in transitory, static, and deployed locations throughout the world.  These services will align with joint and interagency policies and guidance to support assets and capabilities to create an interoperable force capability. This contract will also help the DoD achieve information superiority as called for in Joint Vision 2020 and supports adherence to the Systems Engineering Process (SEP) as specified in the DoD 5000 – series.  

2.2 Scope
The Enterprise Integration and Service Management contract will provide a wide range of non-personal enterprise-level engineering, integration, and services management support worldwide for US Air Force customers.  This contract will provide users with services to enable 1) enterprise integration, and 2) service management support for both infrastructure and mission capabilities.  This will include services to integrate capabilities within a domain and between domains within the enterprise.

2.3 Netcentric Strategies, Standards, and the Use of This Contract by Other Agencies and Departments

Specific standards, guidance, and applicable documents within this contract are written with the intent of accomplishing Air Force netcentric strategies and National Information Sharing strategies.  These strategies will evolve over time and, when appropriate, the AF will revise and replace standards accordingly.  The contractor shall conform to Air Force strategies and visions and adhere to associated standards.  If used by other agencies and departments for the same purpose, they may specify and substitute other standards, guidance, and applicable documents within their task orders that are appropriate to provide solutions tailored to meet their netcentric strategies.

The EISM contracts are for AF use only.  All orders for EISM shall be issued by HQ 754th ELSG/ES Contracting Office.  
3.  TECHNICAL REQUIREMENTS
For each advisory and assistance service requirement, the contractor shall respond to Requests for Quote (RFQs) and Requests for Proposal (RFPs) with proposals which shall include required labor categories, work breakdown structures, and hour justifications for Government evaluation.  This PWS encompasses the scope of requirements the contractor is required to perform.   Individual task orders will describe specific requirements.  All of the requirements identified in Section 3 are for A&AS services tied to a fundamental IT requirement.  The contractor shall perform the following requirements throughout the life of this contract, regardless of the requirements associated with individual ID/IQ task orders written against this PWS.  

3.1 Enterprise Integration Support

The contractor shall support the Government to:

· Maintain information about legacy systems in enterprise architectures

· Incorporate enterprise technical standards into enterprise architectures

· Evaluate and recommend emerging and evolving technologies and solutions 

· Maintain target enterprise architectures to include definition of the infrastructure and mission capabilities

· Conduct analyses to support portfolio management regarding legacy environments

· Define target architectures for legacy environment re-engineering

· Develop plans and strategies to re-engineering of legacy environments to the target enterprise architecture

· Conduct engineering analyses and assessments to support legacy environment re-engineering

· Conduct enterprise architecture analysis to identify capability gaps

· Generate requirements to resolve capability gaps

· Define target architectures to address capability gaps

· Develop implementation plans to fulfill capability requirements

· Conduct enterprise-wide and cross-domain engineering and architectural analyses

· Develop tools and methodologies to support enterprise integration activities 

· Assist Communities of Interest (COIs) in the execution of their responsibilities IAW the COI Primer

· Reengineer enterprise business processes 

· Develop enterprise service standards and processes

· Define service architectures (i.e., the composition of interrelated services necessary to deliver a capability) for re-engineering of legacy applications and legacy environments

· Define service architectures for the implementation of new capabilities

· Develop plans and strategies to re-engineer legacy applications and legacy environments into the target service architectures

· Develop plans and strategies to implement new service architectures 

· Conduct engineering analyses, modeling and assessments of service architectures 

· Develop transition plans to migrate existing legacy applications and legacy environments to service architectures 

· Construct and maintain enterprise-level Service Level Agreements (SLAs) 

· Assess performance of fielded and operational commodities within the enterprise to meet their SLAs.

3.2 Service Management Support

In this contract, Service Management (SM) is defined as a discipline for managing information technology (IT) systems, philosophically centered on the customer's perspective of IT's contribution to the business. The contractor shall provide SM support as described in the paragraphs below.  This contract focuses on advisory and assistance support for the enterprise or strategic level requirements.

The contractor shall support the Government to:

· Ensure legacy services adhere to enterprise standards

· Ensure new services adhere to enterprise standards

· Maintain service lifecycle management information

· Conduct service performance assessment and scalability planning

· Develop tools and methodologies to support service lifecycle management activities

· Plan for provisioning to include the following:

· Commoditization – Defining the composition of capability packages, as listed below, for consumption throughout the enterprise:

· Infrastructure

· Products

· Services

· Content

· Services

· Information assets

· Security

· Metadata artifacts

· Performance assessment artifacts

· Management artifacts 

· Commoditization – Generation of the capability packages, as defined above. 

· Operations Support to include the following:  

· Commodity Operations – The collection of metrics measuring the performance and risk of the operation of commodities within the enterprise.

· Performance Evaluation and Risk Assessment – The analysis of metrics measuring the performance and risk of the operation of commodities within the enterprise.

· Re-Commoditization – Repackaging of capability packages in response to performance and risk assessments, as defined above.

· Runtime support – direct engineering support to operators in terms of performance tuning, near real time reconfiguration of fielded commodities, and crisis response and resolution.


4.  GENERAL REQUIREMENTS

4.1 Place of Performance 

The place of performance will be designated in each TO. Work shall be performed at either the customer (Government) or contractor site. Travel to other Government or contractor facilities may be required and will be specified in each TO.  Exercise and deployment support will be identified in applicable TOs.
4.2 Normal Hours of Operation 

The average workweek is 40 hours. The average workday is 8 hours and the window in which those 8 hours may be scheduled is between 6:00 AM and 6:00 PM, Monday through Friday or as specified in the TO, except for Days as listed in Section G, Clause 5352.237-9002.  Billable hours are limited to the performance of services as defined in the TO.  Government surveillance of contractor performance is required to give reasonable assurance that efficient methods and effective cost controls are being used.  Work in excess of the standard 40 hour work week requires prior written approval by the Quality Assurance Personnel (QAP).

4.3 Billable Hours 

In order for man-hours to be billed, deliverable services must have been performed in direct support of a requirement in the TO PWS. In the course of business, situations may arise where Government facilities may not be available for performance of the TO requirements (i.e., base closure due to weather, Force Protection conditions, etc.). When the base is officially closed no contractor services will be provided and no charges will be incurred and/or billed to any TO. There may also be occasions when support contractors are invited to participate in morale and recreational activities (i.e., holiday parties, golf outings, sports days and other various social events). Contractor employees shall not be directed to attend such events by the Government. Since a contract employee is not a government employee, the contract employee cannot be granted the same duty time activities as Government employees. Participation in such events is not billable to the TO and contractor employee participation should be IAW the employees, company’s policies and compensation system.

4.4 Non-Personal Services 

The Government will neither supervise contractor employees nor control the method by which the contractor performs the required tasks. Under no circumstances shall the Government assign tasks to, or prepare work schedules for, individual contractor employees. It shall be the responsibility of the contractor to manage its employees and to guard against any actions that are of the nature of personal services, or give the perception of personal services. If the contractor feels that any actions constitute, or are perceived to constitute personal services, it shall be the contractor’s responsibility to notify the Task Order (TO) Contracting Officer (CO) immediately. These services shall not be used to perform work of a policy/decision making or management nature, i.e., inherently Governmental functions. All decisions relative to programs supported by the contractor shall be the sole responsibility of the Government.   These operating procedures maybe superseded by Theater Commander’s direction during deployments.
4.5 Contractor Identification 

All contractor/subcontractor personnel shall be required to wear AF-approved or provided picture identification badges so as to distinguish themselves from Government employees. When conversing with Government personnel during business meetings, over the telephone or via electronic mail, contractor/subcontractor personnel shall identify themselves as such to avoid situations arising where sensitive topics might be better discussed solely between Government employees. Contractors/subcontractors shall identify themselves on any attendance sheet or any coordination documents they may review. Electronic mail signature blocks shall identify their company affiliation.  Where practicable, contractor/subcontractors occupying collocated space with their Government program customer should identify their work space area with their name and company affiliation.

4.6 Training 

Contractor personnel are required to possess the skills necessary to support their company’s minimum requirements of the labor category under which they are performing.  Training necessary to meet minimum requirements will not be paid for by the Government or charged to TOs by contractors.

4.6.1 Mission-Unique Training

In situations where the Government organization being supported requires some unique level of support because of program/mission-unique needs, then the contractor may directly charge the TO on a cost reimbursable basis. Unique training required for successful support must be specifically authorized by the TO CO. Labor expenses and travel related expenses may be allowed to be billed on a cost reimbursement basis. Tuition/Registration/Book fees (costs) may also be recoverable on a cost reimbursable basis if specifically authorized by the TO CO. The agency requiring the unique support must document the TO file with a signed memorandum that such contemplated labor, travel, and costs to be reimbursed by the Government are mission essential and in direct support of unique or special requirements to support the billing of such costs against the TO.

4.6.2 Other Government-Provided Training 

The contractor’s employees may participate in other Government-provided training, on a non-discriminatory basis as among contractors, under the following circumstances:

(1) The contractor employees’ participation is on a space-available basis,

(2) The contractor employees’ participation does not negatively impact performance of this task order,

(3) The Government incurs no additional cost in providing the training due to the contractor employees’ participation, and

(4) Man-hours spent due to the contractor employees’ participation in such training are not invoiced to the task order.

4.7 Information Assurance (IA) Technical Considerations

The contractor shall ensure that all advisory and assistance deliverables meet the requirements of the DoD Information Assurance Certification and Accreditation Process (DIACAP), DoDI 8500.2, Intelligence Community Directive 503, or the most current standards and guidance that are applicable.  The contractor shall provide advisory and assistance services that are in compliance with and support DoD, USAF and Intelligence Community (IC) Public Key Infrastructure (PKI) policies.  The contractor shall support activities to make applications PK-enabled (PKE) in order to achieve standardized, PKI-supported capabilities for biometrics, digital sig​na​tures, encryption, identification and authentication.  The contractor shall assist in defining user and registration requirements to Local Registration Authorities (LRAs).  The contractor shall provide solutions that meet confidentiality, data integrity, authentication, and non-repudiation requirements.  Contractor solutions shall comply with National Institute for Standards and Technologies (NIST) and Federal Information Processing Standards (FIPS) standards or IC standards as applicable.  

Technical or management certifications are required for anyone performing Information Assurance activities.  The contractor shall ensure personnel are compliant with DoD 8570.01-M, Information Assurance Workforce Improvement Program, 19 December 2005, and Department of Defense Directive (DoDD) 8570.01, Information Assurance Workforce Training, Certification and Workforce Management and as stipulated in Section H, Clause H101.
4.8 Systems Engineering 

The contractor shall employ disciplined systems engineering processes in accomplishing contract  tasking, using commercial best practices IAW of AFI 63-1201, Life Cycle Systems Engineering, for systems engineering processes in planning, architecting, requirements development and management, design, technical management and control, technical reviews, technical measurements, integrated risk management, configuration management, data management, interface management, decision analysis, and test and evaluation,  verification and validation.  Task orders may further refine the systems engineering processes according to MAJCOM policies and practices. The contractor shall employ the principles of open technology development described in the DoD Open Technology Development Guidebook (http://www.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf  ) and in Net-Centric Enterprise Solutions for Interoperability (NESI) body of knowledge (see http://nesipublic.spawar.navy.mil/ ), and systems engineering activities used in developing contractor solutions shall adhere to open architecture designs for hardware and software, and employ a modular open systems architecture approach.   The contractor’s systems engineering planning and design activities shall also adhere to the DoD’s and IC’s Information Sharing and Net Centric Strategies published by the IC and DoD CIOs (see http://www.defenselink.mil/cio-nii/ )  and the engineering body of knowledge and lesson’s- learned accumulated in NESI.  

4.9 Architecture and System Design 

The contractor shall support the design and development of systems and associated enterprise architectures.  The contractor shall provide all required architectural documentation in compliance with Department of Defense Architectural Framework (DoDAF) Enterprise Architecture guidance or other guidance as specified in the task order.
5.  CONTRACT REQUIREMENTS

The following contract requirements are applicable to all Task/Delivery orders.

5.1 Performance Reporting

The contractor’s performance will be monitored by the Government and reported in the Contractor Performance Assessment Reporting (CPARs).  Performance standards shall include the contractor’s ability to: 

1. Provide quality advisory and assistance services and customer support;

2. Meet customer’s agreed-upon timelines for scheduled delivery of services

3. Provide timely and accurate reports in accordance with paragraph 5; and

4. Respond to the customer’s requests for quotes and configuration assistance as identified in each task order.   

5.2 Program Management

The Contractor shall provide personnel resources, adequate contract and management systems (to include Cost Accounting Systems), and facilities to successfully meet, plan, organize, staff, direct, and control the implementation of all requirements stated in this contract. The Contractor shall implement production, delivery, and support of all components required under this contract. The Contractor shall also have the capability to manage a large number of multiple, NCITNTS system design and installation projects of varying complexity at various DoD and other non-DoD locations worldwide, simultaneously.

The Government will have access to the following types of data: Task/Delivery Order status; maintenance problem report or trouble ticket status; site configuration information to include "as shipped" configurations; engineering change proposal status. This data will be available as specified in the Task/Delivery Order.

5.2.1 Program Manager

The contractor shall identify a Program Manager who shall be the primary representative responsible for all work awarded under this contract, participating in Program Management Reviews and ensuring all standards referenced herein are adhered to.  

5.2.2 Services Delivery Summary

The contractor’s performance at the contract level will be assessed quarterly by a process that measures success towards achieving performance objectives as defined in Table 2 below.  The contractor will be responsible for delivering applicable performance data in a formal report titled Contractor Performance Report (CDRL A005).  The performance metrics reporting will be in accordance with AFI 63-124, Performance Based Services Acquisition and FAR Subpart 37.6, Performance-Based Acquisition.
	Desired Outcome
	Performance Objective
	Performance Threshold

	Overall Outcome
	Specific Outcomes
	
	Target
	Tolerance

	Compliance w/ Enterprise Integration and Service Management Services support requirements

(delivery, quality)
	Ensure compliance w/ Enterprise Integration and Service Management  Services deliverables requirements


	Deliver the Enterprise Integration and Service Management Services w/ predetermined outcomes and on time


	Documentation submitted IAW CDRL A001 verifies task order was completed on time

	98% of the time.



	
	Ensure compliance w/ Enterprise Integration and Service Management Services Customer Support requirements
	Customer Support Availability for Enterprise Integration and Service Management Services provided under contract


	24x7 Live Customer Support assistance is provided if required by task order
	98% of the time.

	
	Ensure completed task orders are invoiced and submitted to the Government in a timely manner.


	Invoices are received by the Government from the contractor within 30 calendar days of completion of task order.


	Documentation submitted IAW CDRL A001 verifies invoices were submitted on time

	99% of the time.



	
	Ensure delivery of all CDRLs by the contractor within the timeframe identified


	Completed on time or ahead of schedule


	CDRLs are delivered as identified


	98% of the time.



	
	Ensure adherence to quality requirements of all CDRLs by the contractor
	Quality CDRLs (conforming to design, specification or requirements) are delivered according to performance parameters
	CDRLs are delivered as identified
	98% of the time.

	Compliance with Enterprise Integration and Service Management Services Requirements


	Ensure Enterprise Integration and Service Management Services provided by the contractor are fulfilled within the timeframe identified by the task order.


	Task orders are completed on time or ahead of schedule


	Documentation submitted IAW CDRL A001 verifies task order was completed on time
	98% of the time.



	Compliance with Small Business Requirements


	Contractor meets Subcontracting requirements 
	SB requirements listed in clause H133 are met


	Documentation submitted IAW CDRL A006 verifies SB requirements were met


	All requirements  met


Table1.  Minimum Required Performance Metrics

5.2.3 Task Order Management

The contractor shall establish and provide a qualified workforce capable of performing the required tasks.  The workforce may include a project/task order manager who will oversee all aspects of the task order. The contractor shall use key performance parameters to monitor work performance, measure results, ensure delivery of contracted product deliverables and services, support management and decision-making and facilitate communications.  The contractor shall identify risks, resolve problems and verify effectiveness of corrective actions.  The contractor shall institute and maintain a process that ensures problems and action items discussed with the Government are tracked through resolution and shall provide timely status reporting.  Results of contractor actions taken to improve performance should be tracked, and lessons learned incorporated into applicable processes.  The contractor shall establish and maintain a documented set of disciplined, mature, and continuously improving processes for administering all contract and task order efforts with an emphasis on cost-efficiency, schedule, performance, responsiveness, and consistently high-quality delivery.  The contractor shall provide transition plans as required.

5.2.4 Travel 

The contractor shall coordinate specific travel arrangements with the individual Contracting Officer or Contracting Officer’s Representative to obtain advance, written approval for the travel about to be conducted. The contractor’s request for travel shall be in writing and contain the dates, locations, and estimated costs of the travel in accordance with the basic contract clause H047.

If any travel arrangements cause additional costs to the task order that exceed those previously negotiated, written approval by CO is required, prior to undertaking such travel.  Costs associated with contractor travel shall be in accordance with FAR Part 31.205-46, Travel Costs.  The contractor shall travel using the lower cost mode transportation commensurate with the mission requirements. When necessary to use air travel, the contractor shall use the tourist class, economy class, or similar accommodations to the extent they are available and commensurate with the mission requirements. Travel will be reimbursed on a cost reimbursable basis; no profit or fee will be paid.
5.2.5 Records, Files, Documents

All physical records, files, documents, and work papers, provided and/or generated by the Government and/or generated for the Government in performance of this PWS, maintained by the Contractor which are to be transferred or released to the Government or successor Contractor, shall become and remain Government property and shall be maintained and disposed of IAW AFMAN 33-363, Management of Records; AFI 33-364, Records Disposition – Procedures and Responsibilities; the Federal Acquisition Regulation, and/or the Defense Federal Acquisition Regulation Supplement, as applicable.  Nothing in this section alters the rights of the Government or the Contractor with respect to patents, data rights, copyrights, or any other intellectual property or proprietary information as set forth in any other part of this PWS or the Enterprise Integration and Service Management contract of which this PWS is a part (including all clauses that are or shall be included or incorporated by reference into that contract)."

5.2.6 Security

Individuals performing work under these task orders shall comply with applicable program security requirements as stated in the task order.  NETCENTS-2 will support the following levels of security:  Unclassified; Unclassified, But Sensitive; Secret (S); Secret Sensitive Compartmented Information (S/SCI); Top Secret (TS); and Top Secret Sensitive Compartmented Information (TS/SCI)
Certain task orders may require personnel security clearances up to and including Top Secret, and certain task orders may require all employees to be United States citizens.  The security clearance requirements will depend on the security level required by the proposed task order.  The task orders may also require access to sensitive compartmented information (SCI) for which SCI eligibility will be required.  Contractors shall be able to obtain adequate security clearances prior to performing services under the task order.  The Contract Security Classification Specification (DD Form 254) will be at the basic contract and task order level and will encompass all security requirements.  All contractors located on military installations shall also comply with Operations Security (OPSEC) requirements as set forth in DoD Directive 5205.02, Operations Security Program and AFI 10-701, Operations Security.  In accordance with DoD 5200.2-R, Personnel Security Program (Jan 87), DoD military, civilian, consultants, and contractor personnel using unclassified automated information systems, including e-mail, shall have, at a minimum, a completed favorable National Agency Check plus Written Inquiries (NACI).
The types of Personnel Security Investigations (PSI) required for the contractor vary in scope of investigative effort depending upon requirements of the Government and/or conditions of the contract/task order.  In cases where access to systems such as e-mail is a requirement of the Government, application/cost for the PSI shall be the responsibility of the Government.  In cases where access to systems is as a condition of the contract/task order, application/cost for the appropriate PSI shall be the responsibility of the contractor.  In such instances, the contractor shall diligently pursue obtaining the appropriate PSI for its employees prior to assigning them to work any active task order.
5.2.6.1 Transmission of Classified Material

The contractor shall transmit and deliver classified material/reports IAW the National Industrial Security Program Operations Manual (NISPOM) (DoD 5220.22-M).  These requirements shall be accomplished as specified in the task order.

5.2.6.2 Protection of System Data

Unless otherwise stated in the task order, the contractor shall protect system design related documents and operational data whether in written form or in electronic form via a network in accordance with all applicable policies and procedures for such data, including DOD Regulations 5400.7-R and 5200.1-R to include latest changes, and applicable service/agency/ combatant command policies and procedures.  The contractor shall protect system design related documents and operational data at least to the level provided by Secure Sockets Layer (SSL)/Transport Security Layer (TSL)-protected web site connections with certificate and or user id/password-based access controls.  In either case, the certificates used by the Contractor for these protections shall be DoD or IC approved Public Key Infrastructure (PKI) certificates issued by a DoD or IC approved External Certification Authority (ECA) and shall make use of at least 128-bit encryption.

5.2.6.3 Documentation and Data Management

The contractor shall establish, maintain, and administer an integrated data management system for collection, control, publishing, and delivery of all program documents.  The data management system shall include but not be limited to the following types of documents:  CDRLs, White Papers, Status Reports, Audit Reports, Agendas, Presentation Materials, Minutes, Contract Letters, and Task Order Proposals.  The contractor shall provide the Government with electronic access to this data, including access to printable reports.    

5.2.7 Performance of Services During Crisis Declared by the President of the United States, the Secretary of Defense, or Overseas Combatant Commander 

The performance of these services may not be considered mission essential during time of crisis.  Should a crisis be declared, the TO CO or representative will verbally advise the contractor of the revised requirements, followed by written direction.

5.2.8 Constraints

The Government, during the course of this contract, may encounter the following conditions:

(1) Surge: A situation requiring an increased level of services and/or support within the scope of the TO over a compressed schedule of time.

(2) Draw-down: A situation requiring the reduction of services and/or support within the scope of the TO resulting from, but not limited to, completion/deletion/transfer of programs or directed reductions.
5.2.9 On-Site Task Approval Process

The contractor shall, for CONUS tasks (7-day notice) and for OCONUS tasks (14-day notice), notify the on-site QAP in writing before a requirements analysis/conceptual design visit, site survey, and other on-site tasks are to be performed.  The following information must be provided; Names of Employees, SSAN, Security Clearance, Location, Project Number, On/About Date Planned for On-Site Work, Anticipated Duration of Visit, Support Required.

6.  DATA DELIVERABLES


The Government requires all deliverables that include Scientific and Technical Information (STINFO), as determined by the Government, be properly marked IAW DoD Directive 5230.24 and AFI 61-204 prior to initial coordination or final delivery.  Failure to mark deliverables as instructed by the government will result in non-compliance and non-acceptance of the deliverable.  The contractor will include the proper markings on any deliverable deemed STINFO regardless of media type, stage of completeness, or method of distribution.  Therefore, even draft documents containing STINFO and STINFO sent via e-mail require correct markings.  Additionally, as required by individual Task/Delivery Orders, the contractor shall formally deliver as a CDRL all intellectual property, software, licensing, physical records, files, documents, working papers, and other data for which the Government shall treat as deliverable.
The contractor shall provide reports identified below.  The format for each can be found in Section J, Exhibit A and B.
Exhibit A 

CDRL A001: Delivery Order Status Report

CDRL A002: Fiscal Year Order and Financial Status
CDRL A003: Reserved 

CDRL A004: Annual Execution Review to AFPEO/CM
CDRL A005: Contractor Performance Report
CDRL A006: Small Business Subcontracting Requirements
CDRL A007: Contractor Manpower Reporting (Format is TBD)

Exhibit B
CDRL B001: Small Business Participation

7.  ELECTRONIC ORDERING AND PROCESSING  

The vast majority of NETCENTS-2 products, services, or solutions will be procured using Requests for Quotes (RFQs) and Requests for Proposals (RFPs).  The contractor shall establish a web site that is interoperable (electronically and procedurally) with the NETCENTS Portal, its follow-on (e.g., AFWAY II), or equivalent, within 30 working days after contract award to manage, report, and provide indicative data/status on all delivery orders, RFQs, and RFPs.  The contractor shall maintain an operable interface with the current Government system and any future replacement system or changes to the existing system.  While the plan is for AFWAY II to be available before NETCENTS-2 contract award, current Government capabilities may initially require NETCENTS-2 customers to follow a link on the legacy AFWAY system to get to the legacy NETCENTS Portal which will provide links to contractors’ NETCENTS-2 web sites.  Within 40 work days of NETCENTS-2 Contracting Officer announcement of the availability of AFWAY II, the contractor shall establish a working business-to-business (B2B) or Global Exchange (GEX) service interface through DISA with associated secure communications protocols and certificates or key-based authentication as required to communicate securely with NETCENTS-2 via AFWAY II.  As the Government anticipates improving the web-based NETCENTS reporting capabilities and processes in the future, NETCENTS-2 contractors shall adjust and comply with Government efforts to standardize and modernize Government e-commerce capabilities in order to establish and improve interactive solicitation (pre and post award) processes and reporting.  General policies and procedures will be established and published by the NETCENTS-2 PMO and shall be followed by the Contractor when transmitting, receiving, and processing NETCENTS-2 business documents.
8.  QUALITY CERTIFICATION
As a minimum, the prime contractor shall be certified ISO/IEC 20000 for the entire performance period of the contract, inclusive of options. This certification must be held at the organizational level performing the contract.
9.  Applicable Documents and standards  

The following certifications, specifications, standards, policies and procedures represent documents and standards that may be placed on individual contract task orders.  Individual task orders may impose additional standards to those required at the contract level.  The list below is not all-inclusive and the most current version of the document at the time of task order issuance will take precedence.  Other documents required for execution of tasks issued under NETCENTS-2 will be cited in the relevant Task Order.  Web links are provided wherever possible.

	1.  Federal Information Processing Standards (FIPS).

http://www.itl.nist.gov/fipspubs/
	2.  Military Standards, Specifications, and Regulations (MIL-STDs, DoD-STDs).

	3.  Code of Federal Regulations (CFRs).  http://www.gpoaccess.gov/cfr/index.html
	4.  National Institute for Standards and Technology (NIST) (formerly National Bureau of Standards, NBS) Documents.

http://www.nist.gov/

	5.  Joint Capabilities Integration and Development System (JCIDS), CJCSI 3170.01G,
http://www.dtic.mil/futurejointwarfare/strategic/cjcsi3170_01g.pdf
	6.  American National Standards Institute (ANSI) Documents.

http://www.ansi.org/

	7.  Electronic Industries Association (EIA) Standards.

Electronic Industries Association (Alliance)

http://www.eia.org/
	8.  Institute of Electrical and Electronics Engineers (IEEE) Standards.

Institute of Electrical and Electronics Engineers

http://www.ieee.org/

	9.  International Standards Organization (ISO) Documents

http://www.iso.ch/iso/en/ISOOnline.openerpage
	10.  Data Interchange Standards Community (E-Business)

http://www.disa.org/

	11.  International Committee for Information Technology Standards
http://www.incits.org/
	12.  International Telecommunications Union ITU

http://www.itu.int/home/

	13.  DoD IT Standards Registry (DISR)  

https://disronline.disa.mil/a/DISR/index.jsp
	14.  Security Technical Implementation Guides (STIGS)
http://iase.disa.mil/stigs/index.html

	15.  TL9000 Quality Management System
QuEST Forum
www.tl9000.org/
	16.  Info-structure Technology Reference Model (i-TRM)

https://itrm.hq.af.mil/itrm/Welcome.php

	17.  Global Information Grid (GIG)

https://www.jtfgno.mil/misc/mission.htm
	18.  Defense Information Systems Agency ATM and Voice Specification Standards http://www.disa.mil/ns/index.html

	19.  DoDD 8500.01E - Information Assurance (IA)

http://www.dtic.mil/whs/directives/corres/pdf/850001p.pdf
	20.  DoDI 8500.2 - IA Implementation

http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf

	21.  CJCSI 6211.02c - DISN Policy and  Responsibilities

http://www.dtic.mil/cjcs_directives/cdata/unlimit/6211_02.pdf
	22.  Federal Telecommunications Recommendation 1090-1997, Commercial Building Telecommunications Cabling Standard 

http://www.ncs.gov/library/fed_rec/FTR%201090-1997.pdf

	23.  ANSI/TIA/EIA-568-A, Commercial Building Telecommunications Cabling Standard
http://www.tiaonline.org/
	24.  ANSI/TIA/EIA-568-A-1 Propagation Delay and Delay Skew Specifications for 100 4-pair Cable

http://www.tiaonline.org/

	25.  ANSI/TIA/EIA-569-1990, Commercial Building Standard for Telecommunications Pathways and Spaces

http://www.tiaonline.org/
	26.  TIA/EIA Standard-SP-3490 DRAFT 11, Residential Telecommunications Cabling Standard

http://www.tiaonline.org/

	27.  ANSI/TIA/EIA-606-1993, Administration Standard for the Telecommunications Infrastructure of Commercial Building

http://www.tiaonline.org/
	28.  ANSI/TIA/EIA-607-1994, Commercial Building Grounding and Bonding Requirements for Telecommunications

http://www.tiaonline.org/

	29.  TIA/EIA-TSB-67, Transmission Performance Specifications for Field testing of Unshielded Twisted-Pair Cabling Systems

http://www.tiaonline.org/
	30.  TIA/EIA-TSB-72, Centralized Optical Fiber Cabling Guidelines

http://www.tiaonline.org/

	31.  TIA/EIA-TSB-75, Additional Horizontal Cabling Practices for Open Offices

http://www.tiaonline.org/
	32.  Joint Interoperability Test Command (JITC) Requirements
http://jitc.fhu.disa.mil/

	33.  National Security Agency Guidelines http://www.niap-ccevs.org/
	34.  The Common Criteria Evaluation and Validation Scheme

http://www.niap-ccevs.org/cc-scheme/

	35.  National Security Agency Rainbow Series

http://www.fas.org/irp/nsa/rainbow.htm
	36.  DoD IPv6 Memorandum, June 9, 2003, and DoD CIO IPv6 Memorandum, 29 September 2003

	37.  DoD IPv6 Generic Test Plan, Version 3

http://jitc.fhu.disa.mil/adv_ip/register/docs/dodipv6gpv3_aug07.pdf
	38.  DoD IPv6 Standards Profiles for IPv6 Capable Products, Version 2

https://www.opengroup.org/gesforum/ipv6/uploads/40/14291/DISR_IPv6_Product_Profile_v2.0_final_15Jun07.pdf

	39.  AFI 63-1201, Life Cycle Systems Engineering

http://www.e-publishing.af.mil/shared/media/epubs/AFI63-1201.pdf
	40.  DoD Enterprise Architecture (EA) Data Reference Model (DRM)
http://cio-nii.defense.gov/docs/DoD_DRM_v04_5Aug.pdf

	41.  DoD Instruction (DODI8320.04) Item Unique Identification (IUID) Standards for Tangible Personal Property,

http://www.acq.osd.mil/dpap/pdi/uid/directives.html
	42.  AFI 33-210, AF Certification and Accreditation (C&A) Program (AFCAP),
http://www.e-publishing.af.mil/shared/media/epubs/AFI33-210.pdf

	43.  AFI 33-200, Information Assurance, http://www.e-publishing.af.mil/shared/media/epubs/AFI33-200.pdf
	44.  DoDI 8510.01, Information Assurance Certification and Accreditation Process (DIACAP), http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf

	45.  OMB Memo, FDCC Guidance
http://www.whitehouse.gov/omb/assets/omb/memoranda/fy2008/m08-22.pdf
	46.  Netcentric Enterprise Solutions for Interoperability (NESI), 
http://nesipublic.spawar.navy.mil/

	47.  Joint Vision 2020, http://www.fs.fed.us/fire/doctrine/genesis_and_evolution/source_materials/joint_vision_2020.pdf
	48.  AFMAN 33-363, Management of Records, http://www.e-publishing.af.mil/shared/media/epubs/AFMAN33-363.pdf

	49. DoD Open Technology Development Guidebook (http://www.acq.osd.mil/jctd/articles/OTDRoadmapFinal.pdf  
	50. Unified Capabilities Requirements 2008 (UCR 2008)
http://www.disa.mil/ucco/apl_process.html?panel=1#A_Services

	51.  AFI 33-364, Records Disposition – Procedures and Responsibilities,
http://www.e-publishing.af.mil/shared/media/epubs/AFI33-364.pdf
	52.  AFPD 33-3, Information Management, 
http://www.e-publishing.af.mil/shared/media/epubs/AFPD33-3.pdf

	53.  Air Force Policy Directive (AFPD) 33-4, Enterprise Architecting
http://www.e-publishing.af.mil/shared/media/epubs/AFPD33-4.pdf
	54.  DoD 5220.22-M, National Industrial Security Program Operating Manual, http://www.dtic.mil/whs/directives/corres/html/522022m.htm

	55.  AFI33-401, Implementing Air Force Architectures,
http://www.e-publishing.af.mil/shared/media/epubs/AFI33-401.pdf
	56.  AF Enterprise Architecture (AF EA) Compliance Guidance (Version 1.0 (final), December 2008

	57.  Singularly Managed Infrastructure (SMI) With Enterprise Level Security (ELS) (SMI-ELS) Strategic Concept, 1 Sep 2009
	58.  Department of Defense Architecture Framework (DoDAF) Ver2.0, Vols 1-3, 28 May 2009

	59.  USAF Deficiency Reporting, Investigation and Resolution, TO 00-35D-54, http://www.tinker.af.mil/shared/media/document/AFD-070517-037.PDF
	60.  Federal Acquisition Regulation (FAR) Subpart 37.6, http://farsite.hill.af.mil/vffara.htm

	61.  Air Force Community of Interest (COI) Primer
	62.  DoD 8570.01, Information Assurance Training, Certification, and Workforce Management,
http://www.dtic.mil/whs/directives/corres/pdf/857001p.pdf

	63.  DoD 8570.01-M, Information Assurance Workforce Improvement Program, http://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf
	64.  DoD 5230.24, Distribution Statements on Technical Documents
http://www.dtic.mil/whs/directives/corres/pdf/523024p.pdf

	65.  AFI 63-124, Performance-Based Services Acquisition (PBSA),
http://www.e-publishing.af.mil/shared/media/epubs/AFI63-124.pdf
	66.  DoD 5400.7-R, DoD Freedom of Information Act Program, http://www.dtic.mil/whs/directives/corres/pdf/540007r.pdf

	67.  AFI 61-204, Disseminating Scientific and Technical Information,
http://www.e-publishing.af.mil/shared/media/epubs/AFI61-204.pdf
	68.  Intelligence Community Directive (ICD) 503, IT Systems Security, Risk Management, Certification and Accreditation, http://www.dni.gov/electronic_reading_room/ICD_503.pdf

	69.  DoD 5200.1-R, Information Security Program, http://www.dtic.mil/whs/directives/corres/pdf/520001r.pdf
	70. Procedures for Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS), DoDI 4630.8, http://www.dtic.mil/whs/directives/corres/pdf/463008p.pdf

	71. Interoperability and Supportability of Information Technology and National Security Systems, CJCSI 6212.01E, http://www.dtic.mil/cjcs_directives/cdata/unlimit/6212_01.pdf
	72. Operation of the Joint Capabilities Integration and Development System, CJCSM 3170.01C, http://www.dtic.mil/cjcs_directives/cdata/unlimit/m317001.pdf

	73. Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS), DODD4630.05, http://www.dtic.mil/whs/directives/corres/pdf/463005p.pdf
	74. DoD CIO Department of Defense Net-Centric Data Strategy, 
http://www.defenselink.mil/cio-nii/docs/Net-Centric-Data-Strategy-2003-05-092.pdf

	75. Data Sharing in a Net-Centric Department of Defense, DODD 8320.02, http://www.dtic.mil/whs/directives/corres/pdf/832002p.pdf
	76. Net-Centric Operations & Warfare Reference Model, https://acc.dau.mil/CommunityBrowser.aspx?id=28986&lang=en-US

	77. OASD Net-Centric Checklist, Ver. 2.1.3, 12 May 2004, https://acc.dau.mil/CommunityBrowser.aspx?id=22203
	78. Use of Commercial Wireless Devices, Services, and Technologies in the DoD Global Information Grid (GIG), DODD 8100.2, http://www.dtic.mil/dticasd/sbir/sbir041/srch/n076.pdf

	79. Industry Best Practices in Achieving Service Oriented Architecture (SOA), 22 April 2005, http://www.sei.cmu.edu/library/assets/soabest.pdf
	80. DISA Business 2 Business (B2B) Gateway Project Implementation Checklist (11 March 2008)

	81. Global Information Grid (GIG) Overarching Policy, DODD 8100.1, http://www.acq.osd.mil/ie/bei/pm/ref-library/dodd/d81001p.pdf
	82. DISA DMZ GEX Customer Application Checklist (December 2008)

	83. Global Information Grid Architectural Vision
http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA484389&Location=U2&doc=GetTRDoc
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