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DL1.  DEFINITIONS


 The terms used in this publication were selected from the NSTISSI 4009 
(reference (j)) definitions when possible.   Where new terms are used, the revised or 
new definitions will be submitted as changes to reference (j).


DL1.1.1.  Accountability.   Property that allows auditing of IS activities to be 
traced to persons or processes that may then be held responsible for their actions.   
Accountability includes authenticity and non-repudiation.


DL1.1.2.  Accreditation.   Formal declaration by a Designated Approving 
Authority (DAA) that an IS is approved to operate in a particular security mode using a 
prescribed set of safeguards at an acceptable level of risk.


DL1.1.3.  Acquisition Organization.   The Government organization that is 
responsible for developing a system.


DL1.1.4.  Active System.   A system connected directly to one or more other 
systems.   Active systems are physically connected and have a logical relationship to 
other systems.


DL1.1.5.  Architecture.   The configuration of any equipment or interconnected 
system or subsystems of equipment that is used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, switching, interchange, 
transmission, or reception of data or information; includes computers, ancillary 
equipment, and services, including support services and related resources.


DL1.1.6.  Assurance.   Measure of confidence that the security features, practices, 
procedures and architecture of an IS accurately mediates and enforces the security 
policy.


DL1.1.7.  Authenticity.   Property that allows the ability to validate the claimed 
identity of a system entity.


DL1.1.8.  Availability.   Timely, reliable access to data and information services 
for authorized users.


DL1.1.9.  Audit.   Independent review and examination of records and activities to 
assess the adequacy of system controls, to ensure compliance with established
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policies and operational procedures, and to recommend changes in controls, policies, 
or procedures.


DL1.1.10.  Benign System.   A system that is not related to any other system.   
Benign systems are closed communities without physical connection or logical 
relationship to any other system.   Benign systems are operated exclusive of one 
another and do not share users, information, or end processing with other systems.


DL1.1.11.  Certification.   Comprehensive evaluation of the technical and 
non-technical security features of an IS and other safeguards made in support of the 
accreditation process, to establish the extent to which a particular design and 
implementation meets a set of specified security requirements.


DL1.1.12.  Certification Authority (Certifier).   Individual responsible for making 
a technical judgement of the system's compliance with stated requirements, identifying 
and assessing the risks associated with operating the system, coordinating the 
certification activities, and consolidating the final certification and accreditation 
package.


DL1.1.13.  Certification Requirements Review (CRR).   The review conducted by 
the DAA, Certifier, program manager, and user representative to review and approve 
all information contained in the System Security Authorization Agreement (SSAA).   
The CRR is conducted before the end of Phase 1.


DL1.1.14.  Certification Test and Evaluation (CT&E).   Software and hardware 
security tests conducted during the development of the IS.


DL1.1.15.  Communications Security (COMSEC).   Measures and controls taken 
to deny unauthorized persons information derived from telecommunications and to 
ensure the authenticity of such telecommunications.   Communications security 
includes cryptosecurity, transmission security, emission security, and physical security 
of COMSEC material.   


DL1.1.16.  Compartmented Mode.   INFOSEC mode of operation wherein each 
user with direct or indirect access to a system, its peripherals, remote terminals, or 
remote hosts has all the following:


DL1.1.16.1.  Valid security clearance for the most restricted information 
processed in the system;
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DL1.1.16.2.  Formal access approval and signed nondisclosure agreements 
for that information which a user is to have access; and


DL1.1.16.3.  Valid need-to-know for information which a user is to have 
access.


DL1.1.17.  Computer Security (COMPUSEC).   Measures and controls that ensure 
confidentiality, integrity, and availability of IS assets including hardware, software, 
firmware, and information being processed, stored, and communicated.


DL1.1.18.  Computing Environment.   The total environment in which an 
automated information system (IS), network, or a component operates.   The 
environment includes physical, administrative, and personnel procedures as well as 
communication and networking relationships with other ISs.


DL1.1.19.  Confidentiality.   Assurance that information is not disclosed to 
unauthorized persons, processes, or devices.


DL1.1.20.  Configuration Control.   Process of controlling modifications to 
hardware, firmware, software, and documentation to ensure that the IS is protected 
against improper modifications prior to, during, and after system implementation.


DL1.1.21.  Configuration Management.   Management of security features and 
assurances through control of changes made to hardware, software, firmware, 
documentation, test, test fixtures, and test documentation throughout the life cycle of 
an IS. 


DL1.1.22.  Configuration Manager.   The individual or organization responsible 
for configuration control or configuration management.


DL1.1.23.  Data Integrity.   Condition existing when data is unchanged from its 
source and has not been accidentally or maliciously modified, altered, or destroyed.


DL1.1.24.  Dedicated Mode.   IS security mode of operation wherein each user, 
with direct or indirect access to the system, its peripherals, remote terminals, or remote 
hosts, has all of the following:


DL1.1.24.1.  Valid security clearance for all information within the system;
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DL1.1.24.2.  Formal access approval and signed nondisclosure agreements 
for all the information stored and/or processed (including all compartments and/or 
special access programs); and


DL1.1.24.3.  Valid need-to-know for all information contained within the 
IS.   When in the dedicated security mode, a system is specifically and exclusively 
dedicated to and controlled for the processing of one particular type or classification of 
information, either for full-time operation or for a specified period of time.


DL1.1.25.  Defense Information Infrastructure (DII).   The DII encompasses 
information transfer and processing resources, including information and data storage, 
manipulation, retrieval, and display.   More specifically, the DII is the shared or 
interconnected system of computers, communications, data, applications, security, 
people, training, and other support structure, serving the Department of Defense's local 
and worldwide information needs.   The DII connects DoD mission support, command 
and control, and intelligence computers and users through voice, data, imagery, video, 
and multimedia services, and provides information processing and value-added 
services to subscribers over the Defense Information Systems Network (DISN).   
Unique user data, information, and user applications software are not considered part 
of the DII.


DL1.1.26.  Designated Approving Authority (DAA or Accreditor)   Official with 
the authority to formally assume responsibility for operating a system at an acceptable 
level of risk.   This term is synonymous with designed accrediting authority and 
delegated accrediting authority.


DL1.1.27.  Developer.   The organization that develops the IS.


DL1.1.28.  DoD Information Technology Security Certification and Accreditation 
Process (DITSCAP).   The standard DoD process for identifying information security 
requirements, providing security solutions, and managing IS security activities.


DL1.1.29.  Emissions Security (EMSEC).   Protection resulting from measures 
taken to deny unauthorized persons information derived from intercept and analysis of 
compromising emanations from crypto-equipment or an IS.


DL1.1.30.  Environment.   Aggregate of external procedures, conditions, and 
objects effecting the development, operation, and maintenance of an IS.


DL1.1.31.  Evolutionary Program Strategies.   Generally characterized by design, 
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development, and deployment of a preliminary capability that includes provisions for 
the evolutionary addition of future functionality and changes, as requirements are 
further defined (reference (i)).


DL1.1.32.  Governing Security Requisites.   Those security requirements that must 
be addressed in all systems.   These requirements are set by policy, directive, or 
common practice set; e.g., by Executive Order, Office of Management and Budget 
(OMB), Office of the Secretary of Defense, a Military Service or DoD Agency.   
Governing security requisites are typically high-level requirements.   While 
implementations will vary from case to case, these requisites are fundamental and must 
be addressed.


DL1.1.33.  Grand Design Program Strategies.   Characterized by acquisition, 
development, and deployment of the total functional capability in a single increment 
(reference (i)).


DL1.1.34.  Incremental Program Strategies.   Characterized by acquisition, 
development, and deployment of functionality through a number of clearly defined 
system "increments" that stand on their own (reference (i)).


DL1.1.35.  Information Assurance (IA).   Information operations protect and 
defend information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and nonrepudiation.   This includes providing for 
restoration of ISs by incorporating protection, detection, and reaction capabilities.


DL1.1.36.  Information Assurance Support Environment (IASE).   The IASE is an 
on-line web-based help environment for DoD INFOSEC and IA professionals.


DL1.1.37.  Information Category.   The term used to bind information and tie it to 
an information security policy.


DL1.1.38.  Information Operations.   Actions taken to affect adversary 
information and ISs while defending one's own information and ISs.


DL1.1.39.  Information Security Policy.   The aggregate of directives, regulations, 
rules, and practices that regulate how an organization manages, protects, and 
distributes information.   For example, the information security policy for financial 
data processed on DoD systems can be contained in Public Laws, Executive Orders, 
DoD Directives, and local regulations.   The information security policy should also 
list all the security requirements applicable to specific information.
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DL1.1.40.  Information System (IS).   The entire infrastructure, organization, 
personnel, and components for the collection, processing, storage, transmission, 
display, dissemination, and disposition of information.


DL1.1.41.  Information System Security (INFOSEC).   Protection of ISs against 
unauthorized access to information, whether in storage, processing, or transit, and 
against the denial of service to authorized users, including those measures necessary to 
detect, document, and counter such threats.


DL1.1.42.  Information System Security Officer (ISSO).   The person responsible 
to the DAA for ensuring the security of an IS throughout its life cycle, from design 
through disposal.   Synonymous with system security officer.


DL1.1.43.  Information Technology (IT).   The hardware, firmware, and software 
used as part of the IS to perform DoD information functions.   This definition includes 
computers, telecommunications, automated ISs, and automatic data processing 
equipment.   IT includes any assembly of computer hardware, software, and/or 
firmware configured to collect, create, communicate, compute, disseminate, process, 
store, and/or control data or information.


DL1.1.44.  Infrastructure-centric.   A security management approach that 
considers ISs and their computing environment as a single entity.


DL1.1.45.  Integrator.   The organization that integrates the IS components.


DL1.1.46.  Integrity.   Quality of an IS reflecting the logical correctness and 
reliability of the operating system; the logical completeness of the hardware and 
software implementing the protection mechanisms; and the consistency of the data 
structures and occurrence of the stored data.   Note that, in a formal security mode, 
integrity is interpreted more narrowly to mean protection against unauthorized 
modification or destruction of information.


DL1.1.47.  Interim Approval To Operate (IATO).   Temporary approval granted 
by a DAA for an IS to process information based on preliminary results of a security 
evaluation of the system.


DL1.1.48.  Legacy Information System.   An operational IS that existed prior to 
the implementation of the DITSCAP.


DL1.1.49.  Maintainer.   The organization that maintains the IS.
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DL1.1.50.  Maintenance Organization.   The Government organization responsible 
for the maintenance of an IS.   (Although the actual organization performing 
maintenance on a system may be a contractor, the maintenance organization is the 
Government organization responsible for the maintenance.)


DL1.1.51.  Mission.   The assigned duties to be performed by a resource.


DL1.1.52.  Mission Justification.   The description of the operational capabilities 
required to perform an assigned mission.   This includes a description of a system's 
capabilities, functions, interfaces, information processed, operational organizations 
supported, and the intended operational environment.


DL1.1.53.  Non-Developmental Item (NDI).   Any item that is available in the 
commercial marketplace; any previously developed item that is in use by a Department 
or Agency of the United States, a State or local government, or a foreign government 
with which the United States has a mutual defense cooperation agreement; any item 
described above that requires only minor modifications in order to meet the 
requirements of the procuring Agency; or any item that is currently being produced that 
does not meet the requirements of definitions above, solely because the item is not yet 
in use or is not yet available in the commercial marketplace.


DL1.1.54.  Multilevel Mode.   INFOSEC mode of operation wherein all the 
following statements are satisfied concerning the users who have direct or indirect 
access to the system, its peripherals, remote terminals, or remote hosts:


DL1.1.54.1.  Some users do not have a valid security clearance for all the 
information processed in the IS;


DL1.1.54.2.  All users have the proper security clearance and appropriate 
formal access approval for that information to which they have access; and


DL1.1.54.3.  All users have a valid need-to-know only for information for 
which they have access.


DL1.1.55.  Operational Security (OPSEC).   Process denying information to 
adversaries about capabilities and/or intentions by identifying, controlling, and 
protecting unclassified generic activities.
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DL1.1.56.  Other Program Strategies.   Strategies intended to encompass 
variations and/or combinations of the grand design, incremental, evolutionary, or other 
program strategies (reference (i)).


DL1.1.57.  Passive System.   A system related indirectly to other systems.   
Passive systems may or may not have a physical connection to other systems, and their 
logical connection is controlled tightly.


DL1.1.58.  Program Manager.   The person ultimately responsible for the overall 
procurement, development, integration, modification, or operation and maintenance of 
the IS.


DL1.1.59.  Residual Risk.   Portion of risk remaining after security measures have 
been applied.


DL1.1.60.  Risk.   A combination of the likelihood that a threat will occur, the 
likelihood that a threat occurrence will result in an adverse impact, and the severity of 
the resulting impact.


DL1.1.61.  Risk Assessment.   Process of analyzing threats to and vulnerabilities 
of an IS and the potential impact that the loss of information or capabilities of a system 
would have on national security.   The resulting analysis is used as a basis for 
identifying appropriate and cost-effective measures.


DL1.1.62.  Risk Management.   Process concerned with the identification, 
measurement, control, and minimization of security risks in ISs to a level 
commensurate with the value of the assets protected.


DL1.1.63.  Security.   Measures and controls that ensure confidentiality, integrity, 
availability, and accountability of the information processed and stored by a computer.


DL1.1.64.  Security Inspection.   Examination of an IS to determine compliance 
with security policy, procedures, and practices.


DL1.1.65.  Security Process.   The series of activities that monitor, evaluate, test, 
certify, accredit, and maintain the system accreditation throughout the system life cycle.


DL1.1.66.  Security Requirements. Types and levels of protection necessary for 
equipment, data, information, applications, and facilities to meet security policy.
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DL1.1.67.  Security Requirements Baseline.   Description of the minimum 
requirements necessary for an IS to maintain an acceptable level of security.


DL1.1.68.  Security Specification.   Detailed description of the safeguards 
required to protect an IS.


DL1.1.69.  Security Test and Evaluation (ST&E).   Examination and analysis of 
the safeguards required to protect an IS, as they have been applied in an operational 
environment, to determine the security posture of that system.


DL1.1.70.  Sensitive Information.   Information the loss, misuse, or unauthorized 
access to or modification of, which could adversely affect the national interest or the 
conduct of federal programs, or the privacy to which individuals are entitled under 5 
U.S.C. Section 552a (Privacy Act) (reference (at)), but that has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress to 
be kept secret in the interest of national defense or foreign policy.   (Systems that are 
not national security systems, but contain sensitive information, are to be protected in 
accordance with the requirements of the Computer Security Act of 1987 (reference (c)).


DL1.1.71.  System.   The set of interrelated components consisting of mission, 
environment, and architecture as a whole.


DL1.1.72.  System Entity.   A system subject (user or process) or object.


DL1.1.73.  System Integrity.   The attribute of an IS when it performs its intended 
function in an unimpaired manner, free from deliberate or inadvertent unauthorized 
manipulation of the system.


DL1.1.74.  System High Mode.   IS security mode of operation wherein each user, 
with direct or indirect access to the IS, its peripherals, remote terminals, or remote 
hosts, has all of the following:


DL1.1.74.1.  Valid security clearance for all information within an IS;


DL1.1.74.2.  Formal access approval and signed nondisclosure agreements 
for all the information stored and/or processed (including all compartments and/or 
special access programs); and


DL1.1.74.3.  Valid need-to-know for some of the information contained 
within the IS.
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DL1.1.75.  System Security Authorization Agreement (SSAA).   The SSAA is a 
formal agreement among the DAA(s), the Certifier, user representative, and program 
manager.   It is used throughout the entire DITSCAP to guide actions, document 
decisions, specify IA requirements, document certification tailoring and level-of-effort, 
identify potential solutions, and maintain operational systems security.


DL1.1.76.  TEMPEST.   Short name referring to investigation, study, and control 
of compromising emanations from IS equipment.


DL1.1.77.  Threat.   Any circumstance or event with the potential to harm an IS 
through unauthorized access, destruction, disclosure, modification of data, and/or 
denial of service.


DL1.1.78.  Threat Assessment.   Formal description and evaluation of threat to an 
IS.


DL1.1.79.  Trusted Computing Base (TCB).   Totality of protection mechanisms 
within a computer system, including hardware, firmware, and software, the 
combination responsible for enforcing a security policy.


DL1.1.80.  User.   Person or process authorized to access an IS.


DL1.1.81.  User Representative.   The individual or organization that represents 
the user or user community in the definition of IS requirements.


DL1.1.82.  Validation Phase.   The users, acquisition authority, and DAA agree on 
the correct implementation of the security requirements and approach for the 
completed IS.


DL1.1.83.  Verification Phase.   The process of determining compliance of the 
evolving IS specification, design, or code with the security requirements and approach 
agreed on by the users, acquisition authority, and DAA.


DL1.1.84.  Vulnerability.   Weakness in an IS, system security procedures, 
internal controls, implementation that could be exploited.


DL1.1.85.  Vulnerability Assessment.   Systematic examination of an IS or 
product to determine the adequacy of security measures, identify security deficiencies, 
provide data from which to predict the effectiveness of proposed security measures, 
and confirm the adequacy of such measures after implementation.
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AL1.  ABBREVIATIONS AND/OR ACRONYMS


AL1.1.  AIS Automated Information System
AL1.2.  ASAP As soon as possible
AL1.3.  C&A Certification and Accreditation
AL1.4.  CDR Critical Design Review
AL1.5.  CM Configuration Management
AL1.6.  COMPUSEC Computer Security
AL1.7.  COMSEC Communications Security
AL1.8.  CONOPS Concept of Operations
AL1.9.  COTS Commercial Off-The-Shelf
AL1.10.  CRR Certification Requirements Review
AL1.11.  DAA Designated Approving Authority
AL1.12.  DAC Discretionary Access Controls
AL1.13.  DCID Director of Central Intelligence Directive
AL1.14.  DGSA DoD Goal Security Architecture
AL1.15.  DITSCAP DoD Information Technology Security


Certification and Accreditation Process
AL1.16.  DISN Defense Information System Network
AL1.17.  DISSP Defense Wide Information Systems


Security Program
AL1.18.  DODIIS Department of Defense Intelligence


Information System
AL1.19.  DoD Department of Defense
AL1.20.  DT&E Developmental Test and Evaluation
AL1.21.  EPL Evaluated Product List
AL1.22.  EPROM Erasable Programmable Read-Only Memory
AL1.23.  ERTZ Electromagnetic Radiation TEMPEST Zone
AL1.24.  EMSEC Emissions Security
AL1.25.  FCA Functional Configuration Audit
AL1.26.  FIPS Federal Information Processing Standard
AL1.27.  GOTS Government Off-The-Shelf
AL1.28.  IA Information Assurance
AL1.29.  IASE Information Assurance Support Environment
AL1.30.  IATO Interim Approval To Operate
AL1.31.  INFOSEC Information Systems Security
AL1.32.  IOT&E Initial Operational Test and Evaluation
AL1.33.  ISSO Information Systems Security Officer
AL1.34.  IS Information System
AL1.35.  IT Information Technology
AL1.36.  IV&V Independent Verification and Validation
AL1.37.  LAN Local Area Network
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AL1.38.  LCM Life-Cycle Management
AL1.39.  MAIS Major Automated Information System
AL1.40.  MDAPS Mandatory Procedures for Major Defense


Programs
AL1.41.  MILDEP Military Department
AL1.42.  MIL-STD Military Standard
AL1.43.  NATO North Atlantic Treaty Organization
AL1.44.  NCSC National Computer Security Center
AL1.45.  NDI Non-Developmental Item
AL1.46.  NIST National Institute of Standards and Technology
AL1.47.  NSA National Security Agency
AL1.48.  NSTISSAM National Security Telecommunications and


Information Systems Security Advisory
Memorandum


AL1.49.  NSTISSI National Security Telecommunications and
Information Systems Security Instruction


AL1.50.  NSTISSIC National Security Telecommunications and
Information Systems Security Committee


AL1.51.  NSTISSI 4009 National Telecommunications and Information
Systems Security (INFOSEC) Glossary


AL1.52.  NOFORN No Foreign Dissemination
AL1.53.  OMB Office of Management and Budget
AL1.54.  OPSEC Operational Security
AL1.55.  O/S Operating System
AL1.56.  PCA Physical Configuration Audit
AL1.57.  PCS Physical Control Space
AL1.58.  PDR Preliminary Design Review 
AL1.59.  PROM Programmable Read-Only Memory
AL1.60.  P. L. Public Law
AL1.61.  RTM Requirements Traceability Matrix
AL1.62.  SCI Sensitive Compartmented Information
AL1.63.  SCIF Sensitive Compartmented Information Facility
AL1.64.  SFUG Security Features Users Guide
AL1.65.  SIOP-ESI Single Integrated Operations


 Plan - Extremely Sensitive Information
AL1.66.  SSAA System Security Authorization Agreement
AL1.67.  ST&E Security Test and Evaluation
AL1.68.  TCB Trusted Computing Base
AL1.69.  TCSEC             Trusted Computer Security Evaluation Criteria
AL1.70.  TFM Trusted Facility Manual
AL1.71.  WAN Wide Area Network
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C1.  CHAPTER 1


INTRODUCTION


C1.1.  BACKGROUND 


C1.1.1.  The Office of Assistant Secretary of Defense directed the Defense Wide 
Information Systems Security Program (DISSP) to create standardized requirements 
and processes for accreditation of computers, systems and networks in its August 19, 
1992, memorandum, "The Defense Information Systems Security Program," (reference 
(a)).   A security process improvement working group was formed to develop this 
standard process.   Their task was to develop a standard certification and accreditation 
(C&A) process that would meet the policies defined in DoD Directive 5200.28, Public 
Law (P.L.) 100-235 (1988), Office of Management and Budget (OMB) Circular 
A-130, Appendix III, Director of Central Intelligence (DCID) 1/16 and DoD Directive 
5220.22 (references (b) through (f)).


C1.1.2.  DoD Directive 5200.40, "DoD Information Technology Security 
Certification and Accreditation Process (DITSCAP)" (reference (g)), established the 
DITSCAP as the standard C&A process for the Department of Defense.   This Manual 
supports the DITSCAP by presenting a detailed approach to the activities comprising 
the C&A process.   This Manual provides standardized activities leading to 
accreditation and establishes a process and management baseline.   C&A assistance 
may be obtained from the DoD Information Assurance Support Environment (IASE).   
The IASE provides both self-help and assisted help in implementing uniform C&A 
practices and describes in detail how to execute the C&A activities.   Unclassified 
users 1 may access the IASE at http://iase.disa.mil or by e-mail to ASE@ncr.disa.mil.   
Classified users may access the IASE on the SIPRNet at http://cassie.iiie.disa.smil.mil 
or by e-mail to IASE@iiie.disa.smil.mil.


C1.1.3.  The DITSCAP Application Manual is a stand-alone reference manual or 
handbook.   Chapter 1 provides an introduction to the DITSCAP, Chapter 2 is an 
overview of the security process.   Each phase of the DITSCAP is composed of 
activities.   Some activities have subordinate tasks.   Chapter 3 provides a detailed 
description of the DITSCAP Phase 1 activities and tasks.   Chapters 4, 5, and 6 provide 
similar information for Phases 2, 3, and 4.   Chapter 7 describes the DITSCAP
__________ 
  1 Only users with .mil or .gov accounts are permitted to access the IASE.


 


DoD 8510.1-M, July 31, 2000


20 CHAPTER 1







 relationship to a system life cycle.   Chapter 8 is a summary of management roles and 
responsibilities.


C1.2.  TECHNOLOGY OVERVIEW 


C1.2.1.  Within the Department of Defense, IS and networks perform a wide 
variety of functions.   Ever increasing reliance is being placed on these systems, 
regardless of their classifications, to accomplish the DoD missions.   The information 
and processes must be protected to ensure an appropriate level of confidentiality, 
integrity, availability, and accountability and to ensure that Defense operations are not 
disrupted and DoD missions are accomplished.   When properly administered, the level 
of protection is based on the value of the information to the mission of the Agency and 
the value of its IS resources.   The value of the information is related to the adverse 
impact that the loss of, alteration of, denial of access to, or unauthorized access to 
information would have on the Department of Defense in accomplishing its missions.   
The value that the Department of Defense and national-level decision makers place on 
this information is manifested through the current security policies and procedures 
established through public laws and national and DoD regulatory publications.


C1.2.2.  DoD Directive 5200.28, reference (b), mandates the accreditation of 
automated information systems (IS), to include stand-alone personal computers, 
connected systems, and networks.   The interpretation and implementation of this 
Directive varies across Service and Agency boundaries.   As shown in Figure C1.F1., 
information technology has become more complex.
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Figure C1.F1.  Information Infrastructure


C1.2.3.  Technological advances now enable DoD IS users to process information 
at various locations and to access it from anywhere in the world.   These technological 
advances and a shrinking budget have collapsed the DoD infrastructure, caused 
information and processes to be distributed, and information to flow across systems.   
The challenge is to provide an effective level of security, in a distributed and 
interconnected environment, consistent with functional needs and within budget 
constraints.


C1.2.4.  Figure C1.F2. illustrates information access requirements.   Users and 
processes must be able to access information of different classifications and 
sensitivities across information categories and domains.   Information may be spread 
across multiple sites or systems.   The sites may be different Services or Agencies.   
The users may be other IS.   In some cases the information and the users may be 
collocated; however, frequently they are dispersed.   Security controls must manage 
information sharing among different user communities.   Information security has 
become a global responsibility with universal consequences.
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Figure C1.F2.  User Information Access Requirements


C1.2.5.  The DITSCAP applies to C&A professionals, users, acquisition and 
maintenance organizations, developers, system integrators and procurement officials.   
Each of these communities has a specific role in developing, procuring, employing and 
operating an IS with an acceptable level of residual risk.


C1.3.  DITSCAP OBJECTIVE 


The DITSCAP establishes a standard process, set of activities, general tasks, and a 
management structure to certify and accredit IS that will maintain the information 
assurance (IA) and security posture of the Defense Information Infrastructure (DII).   
This process supports an infrastructure-centric approach, with a focus on the mission, 
environment, and architecture.   For a system in development, the intent is to identify 
appropriate security requirements, design to meet those requirements, test the design 
against the same requirements, and then monitor the accredited system for changes or 
reaccredidation as necessary.
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C1.4.  DITSCAP CHARACTERISTICS 


C1.4.1.  A C&A process must be applicable to all DoD environments.   It must be 
capable of assessing the security posture of an individual system and the effect of each 
system on the security posture of every other system in its computing environment.   
The security process must be sufficiently flexible to evaluate systems in various 
life-cycle stages, systems under evolutionary development, and those single purpose or 
legacy systems for as long as they exist.


C1.4.2.  There are nine characteristics that provide the flexibility needed to 
support the diverse DoD mission requirements.   A process with these characteristics is 
essential to integrating information security into the developmental and operational 
processes of the next generation of DoD systems.   This process will permit IS to be 
evaluated based on mission versus risk in a computing environment where the systems 
are interdependent and, frequently, interactive.   The DITSCAP has these nine 
characteristics.   These characteristics are:


C1.4.2.1.  Tailorable.   The process is applicable to any system regardless of 
the system status in its life cycle or shift in program strategy.   The life cycle continues 
until the system is removed from DoD service.   The process may be applied to any 
program strategy (grand design, incremental, or evolutionary).


C1.4.2.2.  Scalable.   The process is applicable to systems differing in 
security requirements, size, complexity, connectivity, and data policies.


C1.4.2.3.  Predictable.   The process is uniformly applicable to any system.   
It minimizes personal opinion and subjectivity.


C1.4.2.4.  Understandable.   The process provides the participants with a 
consistent view of the security requirement compliance of the system.


C1.4.2.5.  Relevant.   The process facilitates the identification of security 
requirements and solutions that are achievable (available, affordable, and within the 
context of the development approach, IA strategies, and mission needs).


C1.4.2.6.  Effective.   The process results in and maintains an accreditation 
for the target system.


C1.4.2.7.  Evolvable.   The process allows for the incorporation of lessons 
learned, as well as changes in security policy and technology, in a manner that meets 
the time schedule of the mission.
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C1.4.2.8.  Repeatable.   The process provides corresponding results when 
applied or reapplied to similar IS.


C1.4.2.9.  Responsive.   The process accommodates timely responses 
essential for supporting emergent Military Department (MILDEP) and national 
operational requirements and priorities.
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C2.  CHAPTER 2


THE SECURITY PROCESS


C2.1.  SECURITY PROCESS OVERVIEW 


C2.1.1.  C&A Process.   Chapters 3 through 6 describe a process that standardizes 
all activities leading to a successful accreditation.   The principal purpose of the 
process is to protect and secure the entities comprising the DII with a proper balance 
between the benefits to the operational missions, the risks to those same missions, and 
the life-cycle costs.   Standardizing the process helps to ensure that the shared interests 
of the common infrastructure are approximately represented and accounted for in the 
decision-making process.   The DITSCAP, Figure C2.F1., consists of the Definition, 
Verification, Validation, and Post Accreditation Phases.


C2.1.1.1.  Phase 1, Definition.   The Definition Phase includes activities to 
verify the system mission, environment and architecture, identify the threat, define the 
levels of effort, identify the Designated Approving Authority 2 (DAA) and 
Certification Authority (Certifier), and document the C&A security requirements.   
Phase 1 culminates with a documented agreement between the Program Manager, 
DAA, Certifier, and user representative on the approach and results of the Phase 1 
activities.


C2.1.1.2.  Phase 2, Verification.   The Verification Phase includes activities 
to document compliance of the system with previously agreed on security 
requirements.   For each life-cycle development activity, DoD Directive 5000.1 
(reference (h)), there is a corresponding set of security activities that verifies 
compliance with the security requirements and constraints and evaluates vulnerabilities.


C2.1.1.3.  Phase 3, Validation.   The Validation Phase includes activities to 
assure the fully integrated system in its specific operating environment and 
configuration provides an acceptable level of residual risk.   Validation culminates in 
an approval to operate. 
__________


  2 The DAA is also referred to as the Accreditor throughout this Manual.
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C2.1.1.4.  Phase 4, Post Accreditation.   The Post Accreditation Phase 
includes activities to monitor system management, configuration, and changes to the 
operational and threat environment to ensure an acceptable level of residual risk is 
preserved.   Security management, configuration management, and periodic 
compliance validation reviews are conducted.   Changes to the system environment or 
operations may warrant beginning a new DITSCAP cycle.
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Figure C2.F1.  Overview of the DITSCAP Phases
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C2.1.1.5.  DITSCAP uses a single document approach.   All the information 
relevant to the C&A is collected into the one document, the Systems Security 
Authorization Agreement (SSAA).   The SSAA is designed to fulfill the requirements 
of OMB Circular No. A-130 (reference (d)) for a security plan and to meet all the 
needs for C&A support documentation.


C2.1.1.6.  The key to the DITSCAP is the agreement between the program 
manager,3 DAA, Certifier, and user representative.   These individuals resolve critical 
schedule, budget, security, functionality, and performance issues.   This agreement is 
documented in the SSAA.   The SSAA is used to guide and document the results of the 
C&A.   The objective is to use the SSAA to establish an evolving, yet binding, 
agreement on the level of security required before the system development begins or 
changes to a system are made.   After accreditation, the SSAA becomes the baseline 
security configuration document.


C2.1.2.  Life-Cycle and Tailoring.   The DITSCAP process applies to all systems 
requiring C&A throughout their life cycle.   It is designed to be adaptable to any type 
of any IS and any computing environment and mission.   It may be adapted to include 
existing system certifications, evaluated products, new security technology or 
programs and adjusted to the applicable standards.   The DITSCAP may be mapped to 
any system life-cycle process but is independent of the life-cycle strategy.   The 
DITSCAP is designed to adjust to the development, modification, and operational 
life-cycle phases.   Each new C&A effort begins with Phase 1, Definition, and ends 
with Phase 4, Post Accreditation, in which follow-up actions ensure that the approved 
IS or system component continues to operate in its computing environment according 
to its accreditation.   The activities defined in these four phases are mandatory.   
However, implementation details of these activities may be tailored and, where 
applicable, integrated with other acquisition activities and documentation. 
   
__________
 3 Program manager is used in this Manual to refer to the acquisition organization's program manager during the system 
acquisition, the system manager during operation of the system, or the maintenance organization's program manager when a 
system is undergoing a major change.
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C2.1.3.  Certification Levels.   The DITSCAP certification tasks must be 
performed at one of four certification levels.   To determine the appropriate level of 
certification, the Certifier must analyze the system business functions, national, DoD, 
and Agency security requirements, criticality of the system to the organization's 
mission, software products, computer infrastructure, data processed by the system, and 
types of users.   Considering this information, the Certifier determines the degree of 
confidentiality, integrity, availability, and accountability required for the system.   
Based on this analysis, the Certifier recommends a certification level:   Level 1 – basic 
security review, Level 2 – minimum analysis, Level 3 – detailed analysis, or Level 4 – 
comprehensive analysis.   The DITSCAP certification tasks must be performed at one 
of these four levels of certification.


C2.2.  RISK MANAGEMENT 


C2.2.1.  Background.   Risk management is the total process of identifying, 
measuring, controlling, and minimizing or reducing the security risk incurred by an IS 
to a level commensurate with the value of the assets protected.   Risks are generally 
defined as the coexistence of a threat and a vulnerability.   NSTISSI 4009, reference 
(j), defines a threat as "any circumstance or event with the potential to cause harm to 
an IS through unauthorized access, destruction, disclosure, modification of data, and/or 
denial of service."   Reference (j) also defines vulnerability as "a weakness in an IS, 
system security procedures, internal controls, or implementation that could be 
exploited."   Threats exist at many levels, but may pose little concern unless there is a 
vulnerability that may be exploited by that threat.   Either eliminating or reducing the 
capabilities of the threat agent or the corresponding vulnerability may reduce a risk.   
The goal is to obtain what OMB Circular No. A-130 (reference (d)), defines as 
"adequate security."   Reference (d) defines adequate security as "security 
commensurate with the risk and magnitude of harm resulting from the loss, misuse, or 
unauthorized access to or modification of information."   This definition explicitly 
emphasizes the risk-based policy for cost-effective security established by the 
Computer Security Act.   NIST Special Publication 800-12, "An Introduction to 
Computer Security," reference (k), provides additional insight into risk management.


C2.2.1.1.  Risk Assessment and Identification.   Risks may be identified 
during normal operations or as the result of a C&A effort, risk analysis, or an 
incident.   Reference (c) no longer requires the preparation of formal risk analysis or 
assessment.   In the past substantial resources have been expended preparing complex 
analyses of systems with limited tangible benefit in terms of improved security for the 
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IS.   Rather than try to precisely measure risk, security efforts are better served by 
generally assessing risks and taking actions to manage them.   While formal risk 
assessments need not be preformed, the need to determine adequate security will 
require that a risk-based approach be used.   This risk approach should consider the 
major factors in risk management, the value of the system or application, threats, 
vulnerabilities, and the effectiveness of current or proposed safeguards.


C2.2.1.2.  The DITSCAP C&A effort is structured to first develop a threat 
assessment.   Then, as a result of Phase 2 and 3 analysis and testing, vulnerabilities 
will be identified.   The Phase 2 Vulnerability Assessment Task provides guidance to 
evaluate the vulnerabilities.   Similarly vulnerabilities may be identified as a result of a 
security incident.


C2.2.2.  Risk Management Concept.   After the threats and vulnerabilities are 
identified, reducing the vulnerability or the threat must minimize the risk.   The best 
management procedures will thoroughly evaluate the risk in light of potential 
safeguards.   Alternative risk abatement measures should be considered in the light of 
cost versus risk.
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C3.  CHAPTER 3


PHASE 1, DEFINITION


C3.1.  PHASE 1 OVERVIEW 


C3.1.1.  Phase 1 initiates the DITSCAP process by acquiring or developing the 
information necessary to understand the IS under evaluation and then using that 
information to plan the C&A tasks.   The objectives of the Phase 1 activities, Figure 
C3.F1., are to agree on the intended system mission, security requirements, C&A 
boundary, level of effort, and resources required.
   


Figure C3.F1.  Definition Activities


C3.1.2.  Phase 1 tasks define the C&A level of effort, identify the principal C&A 
roles and responsibilities, and culminate with an agreement on the method for 
implementing the security requirements.   This agreement is documented in the 
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SSAA.   The SSAA also describes the applicable set of planning and certification 
actions, resources, and documentation required for the C&A.   The SSAA outline, 
Appendix 1, lists information that should be included.


C3.1.3.  Phase 1 starts when an IS is developed or modified in response to a 
business case, operational requirement, mission needs, or significant change in threat.   
The activities provide an understanding of the IS, document the security requirements, 
develop a security architecture approach, and determine the scope, level of effort, 
documentation required, and schedule for the certification actions.   Any change to 
existing systems initiates the DITSCAP.   During the registration and negotiation 
activities the program manager, DAA, Certifier, and user representative determine 
what actions are required in response to the system change.


C3.2.  SSAA OVERVIEW 


C3.2.1.  The SSAA is a formal agreement among the DAA(s), Certifier, user 
representative, and program manager.   The SSAA is used throughout the entire 
DITSCAP process to guide actions, document decisions, specify IA requirements, 
document certification tailoring and level of effort, identify possible solutions, and 
maintain operational systems security.   The characteristics of an SSAA are listed in 
Table C3.T1.


 
Table C3.T1.   SSAA Characteristics


1. Describes the operating environment and threat.


2. Describes the system security architecture.


3. Establishes the C&A boundary of the system to be accredited.


4. Documents the formal agreement among the DAA(s), Certifier, user representative, and program 
manager.


5. Documents all requirements necessary for accreditation.


6. Documents all security criteria for use throughout the IS life cycle.


7. Minimizes documentation requirements by consolidating applicable information into the SSAA (security 
policy, concept of operations, architecture description, etc.).


8. Documents the DITSCAP plan.


9. Documents test plans and procedures, certification results, and residual risk.


10. Forms the baseline security configuration document.


C3.2.2.  Each IS must be covered by an SSAA.   In some cases a single SSAA may 
include several systems.   For type accreditation's, an SSAA may be prepared for the 
system software and hardware considered under the type accreditation.   This SSAA 
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should be shipped to each prospective installation site with the software and 
hardware.   In this situation, the site manager will receive confirmation and 
documentation of the C&A results and the equipment included in the SSAA.   After 
installation of the IS, the information from the type SSAA should be included in the 
target system's (network or site) SSAA.   The system configuration and security 
environment must still be certified during Phase 3.


C3.2.3.  The physical characteristics of the SSAA will depend on the certification 
complexity and organizational requirements.   The SSAA can be a single document or 
a complex document with multiple appendices and enclosures.   The goal is to produce 
an SSAA that will be the basis of agreement throughout the system's life cycle.   The 
SSAA is intended to consolidate security related documentation into one document.   
This eliminates the redundancy and potential confusion caused by multiple documents 
to describe the system, security policy, system and security architecture, etc.   When 
feasible, the SSAA may be tailored to incorporate other documents as appendices or by 
reference.


C3.2.4.  The DAA, Certifier, user representative, and program manager have the 
authority to tailor the SSAA to meet the characteristics of the IS, operational 
requirements, security policy, and prudent risk management.   The SSAA format is 
flexible enough to permit adjustment throughout the system's life cycle as conditions 
warrant.   New requirements may emerge from design necessities, existing 
requirements may need to be modified, or the DAA's overall view of acceptable risk 4 
may change.   When that occurs, the SSAA is updated to accommodate the new 
components.   Either the program manager or Certifier develops the SSAA in Phase 1.   
It is updated in each phase as the system development progresses and new information 
becomes available.   In this sense, the SSAA is a living document.   The completed 
SSAA contains those items that must be agreed to by the DAA, Certifier, user 
representative, and program manager.


C3.2.5.  The SSAA must identify all costs relevant to the C&A process.   The 
program manager must add a C&A funding line item to the program budget to ensure 
the funds are available.   Funding must cover any contractor support, travel, or test tool 
costs associated with certification, test development, testing and accreditation.   The 
SSAA is a binding agreement among Government and Government contractor 
entities.   The provisions for developing and implementing the SSAA must be included 
in contractual documents between the Government and its contractors. 
__________
  4 Acceptable risk must consider the balance between the benefits derived from the use of the system, the risks posed to both the 
system and community users, and the costs required to alleviate the risks.
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C3.3.  PHASE 1 ACTIVITIES 


C3.3.1.  Phase 1 contains three activities:   preparation, registration, and 
negotiation.   Any security related changes should initiate the DITSCAP process for 
any existing or legacy IS.   When the DITSCAP process is initiated for legacy systems, 
the available C&A documentation should be converted to the SSAA format.


C3.3.2.  Preparation.   The DITSCAP process starts when an IS is developed or 
modified in response to a business case, operational requirements, mission needs, or 
significant change in threats to be countered.   During the preparation activity, 
information and documentation is collected about the system.   This information 
includes capabilities and functions the system will perform, desired interfaces and data 
flows associated with those interfaces, information to be processed, operational 
organizations supported, intended operational environment, and operational threat.   
Typically, this information is contained in the business case or mission needs 
statement, system specifications, architecture and design documentation, user manuals, 
operating procedures, network diagrams, and configuration management 
documentation, if available.   National, Agency, and organizational-level security 
instructions and policies should also be reviewed.   Table C3.T2. identifies the types of 
information collected and reviewed during the preparation activity.


 
Table C3.T2.   Materials Reviewed During Preparation


1. Business Case


2. Mission Needs Statement


3. System Specifications


4. Architecture and Design Documents


5. User Manuals


6. Operating Procedures


7. Network Diagrams


8. Configuration Management Documents


9. Threat Analysis


10. Federal and Organizational IA and Security Instructions and Policies
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C3.3.3.  Registration.   Registration initiates the risk management agreement 
process among the program manager, DAA, Certifier, and user representative.   
Information is evaluated, applicable IA requirements 5 are determined, risk 
management and vulnerability assessment actions begin, and the level of effort 
required for C&A is determined and planned.   Registration begins with preparing the 
system description and system identification and concludes with preparing an initial 
draft of the SSAA.


C3.3.3.1.  Registration tasks guide the evaluation of information necessary to 
address the risk management process in a repeatable, understandable, and effective 
manner.   Registration tasks identify security requirements and the level of effort 
required to complete the C&A.   The requirements and level of effort are guided by the 
degree of assurance needed in the areas of confidentiality, integrity, availability, and 
accountability.   Registration tasks consider the system development approach, system 
life-cycle stage, existing documentation, system business functions, environment 
(including the threat assessment), architecture, users, data classification and categories, 
external interfaces, and mission criticality.   The registration tasks are listed in Table 
C3.T3.


 
Table C3.T3.   Registration Tasks


1. Prepare business or operational functional description and system identification.


2. Inform the DAA, Certifier, and user representative that the system will require C&A support (register the 
system).


3. Prepare the environment and threat description.


4. Prepare system architecture description and describe the C&A boundary.


5. Determine the system security requirements.


6. Tailor the DITSCAP tasks, determine the C&A level of effort, and prepare a DITSCAP plan.


7. Identify organizations that will be involved in the C&A and identify resources required.


8. Develop the draft SSAA.


C3.3.3.2.  A key registration task is to prepare a description of the 
accreditation boundary (system boundary, facilities, equipment, etc.) and the external 
interfaces with other equipment or systems.   The accreditation boundary should 
include all IS equipment that is to be addressed in the C&A.   The IS facility and 
__________ 
 5 National and DoD-level guidance define IA requirements.   Additional IA requirements may be defined by each Service or 
Agency or may be developed from International Standard 15408, the Common Criteria.
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 equipment must be under the control of the DAA.   Any facility or equipment that is 
not considered or is not under the control of the DAA should be considered as external 
interfaces.


C3.3.3.3.  Currently known threats should be assessed against the specific 
business functions and system description to determine the required protection.   The 
threat, and subsequent vulnerability assessments, must be used in establishing and 
selecting the IA policy objectives that will counter the threat.


C3.3.3.4.  The DITSCAP has four levels of certification to provide the 
flexibility for appropriate assurance within schedule and budget limitations.   To 
determine the appropriate level of certification, the Certifier must analyze the system 
business functions, national, DoD, and Service or Agency security requirements, 
criticality of the system to the organizations mission, software products, computer 
infrastructure, data processed by the system, and types of users.   Considering this 
information, the Certifier determines the degree of confidentiality, integrity, 
availability, and accountability required for the system.   Based on this analysis, the 
Certifier recommends a certification level:   Level 1 - basic security review, Level 2 – 
minimum analysis, Level 3 – detailed analysis, or Level 4 – comprehensive analysis.   
The DITSCAP certification tasks must be performed at one of these four levels of 
certification.


C3.3.3.5.  The DITSCAP should be tailored to address the specific needs of 
the system, security requirements, and program requirements.   For example, if a type 
accreditation is planned, a Certification Test and Evaluation (CT&E) may be added to 
Phase 2.   The corresponding Phase 3 Security Test and Evaluation (ST&E) must then 
be tailored to provide the necessary assurance that the type accredited software and/or 
hardware is correctly installed in an operational environment that completes the 
specified requirements.   The type accreditation SSAA must also be tailored to fit the 
type accreditation concept.   The type accreditation SSAA should document the CT&E 
results in the SSAA and define the intended operating environment as well as any 
restrictions or operating procedures required for the type accredited system.   The type 
accredited SSAA should be delivered to each operating site with the type accredited 
system.   The site managers may then include the type accreditation in their C&A 
process without repeating the software and hardware tests for the type accredited 
system.


C3.3.3.6.  The SSAA is prepared during the registration activities.   When 
registration activities are concluded, the Certifier submits a draft SSAA to the DAA,
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program manager, and user representative.   The draft SSAA is then used as the basis 
for discussions during the negotiation activity.


C3.3.4.  Negotiation.   During negotiation all the participants 6 involved in the IS's 
development, acquisition, operation, security certification, and accreditation reach 
agreement on the implementation strategy to be used to satisfy the security 
requirements identified during system registration.   The negotiation tasks are shown in 
Table C3.T4.


 
Table C3.T4.   Negotiation Tasks


1. Conduct the Certification Requirements Review (CRR).


2. Agree on the security requirements, level of effort, and schedule.


3. Approve final Phase 1 SSAA.


C3.3.4.1.  Negotiation starts with a review of the draft SSAA.   The DAA 
conducts a complete review of the draft SSAA to determine that all applicable IA and 
security requirements are included.   The Certifier conducts an evaluation of the 
technical and non-technical security features of the IS based on the negotiated 
certification level of effort.   The Certifier is the technical expert that documents 
tradeoffs between security requirements, cost, availability, and schedule to manage 
security risk.   The program manager reviews the SSAA for accuracy, completeness, 
costs, and schedule considerations.   The user representative reviews the SSAA to 
determine if the system will support the user's mission and that appropriate security 
operating procedures will be available at system delivery.   All participants review the 
proposed certification level and resource requirements to determine that the 
appropriate assurance is being applied.


C3.3.4.2.  A CRR must be held for the C&A participants.   The CRR review 
must result in an agreement regarding the level of effort and the approach that will be 
taken to implement the security requirements.   The review must include the 
information documented in the SSAA (mission and system information, operational 
and security functionality, operational environment, security policy, system security 
requirements, known security problems or deficiencies, and other security relevant 
information). 
__________


  6 These individuals may choose to designate someone to represent them in the negotiations.   (In some cases, the DAA 
may designate the Certifier to act in his or her behalf.)   Unless noted, the terms will be used interchangeably to mean the principle 
or their designated representative and the staff that supports them.
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C3.3.4.3.  The purpose of negotiation is to ensure that the SSAA properly and 
clearly defines the approach and level of effort.   During negotiation, all participants 
must develop an understanding of their roles and responsibilities.   Negotiation ends 
when the responsible organizations adopt the SSAA and concur that those objectives 
have been reached.


C3.4.  PHASE 1 TASKS 


Throughout this Manual the DITSCAP tasks are be numbered using the convention 
where the first number indicates the phase of the DITSCAP where the task is 
performed and the second number is the number of the task in that phase.   For 
example, Task 2-1 is the first task in phase 2.


C3.4.1.  Task 1-1, Review Documentation. 


C3.4.1.1.  Task Objective.   The objective of this task is to obtain and review 
documentation relevant to the system.


C3.4.1.2.  Task Description.   In the review documentation task, information 
and documentation is collected about the system.   This information includes 
capabilities and functions the system will perform, operational organizations 
supported, intended operational environment, and operational threat.   Typically, this 
information is contained in the business case or mission needs statement, system 
specifications, architecture and design documentation, user manuals, operating 
procedures, network diagrams, and configuration management documentation, if 
available.   National, Agency, and organizational-level security instructions and 
policies should also be reviewed.


C3.4.1.3.  Prerequisite Tasks.   None.


C3.4.1.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.1.5.  Output/Products.   None.


C3.4.2.  Task 1-2, Prepare the System and Functional Description and System 
Identification. 
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C3.4.2.1.  Task Objective.   The objective of this task is to prepare an 
accurate description of the system.


C3.4.2.2.  Task Description.   The system and functional description and 
system identification task describes the system mission and functions, system 
capabilities and Concept of Operations (CONOPS).   While the details of the system 
may not be clear at the outset of system development, the mission needs should 
provide a starting point.   From the information obtained, the system's general concept 
and boundaries should be fairly well understood.   In either developing or obtaining the 
system description, knowing what is not part of the system is as important as knowing 
what is part of the system.


C3.4.2.2.1.  System Identification.   Identify the system being developed 
or entering the C&A process.   Provide the name, organization, and location of the 
organization developing the mission needs and the organizations containing the 
ultimate user.


C3.4.2.2.2.  System Description.   Describe the system focusing on the 
information security relevant features of the system.   Describe all the components of 
the system.   The system description should clearly state the purpose of the system and 
the capabilities desired.   The system description should include a high-level 
description of the system architecture, including diagrams or drawings to amplify the 
description.


C3.4.2.2.3.  Functional Description and Capabilities.   Describe the 
system clearly delineating what functions or capabilities are expected in the fully 
accredited system.   If the information is insufficient for the functional description to 
be written, the system is not ready to begin the C&A process.   The functional 
description should include the following sections:


C3.4.2.2.3.1.  System Capabilities.   Clearly define the functions or 
capabilities expected in the fully accredited system and the mission for which it will be 
used.   Include functional diagrams of the system.   Provide the intended flows of data 
into the system, data manipulation, and product output.
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C3.4.2.2.3.2.  System Criticality.   Define the system criticality and 
the acceptable risk7 for the system in meeting the mission responsibilities.   System 
criticality should consider the impact if the system were not operational (the impact of 
loss of life from system failure, inability to meet contingencies, impact to credibility, 
and danger to national security).   System criticality will affect the level of risk that is 
acceptable.   The gain realized by fielding a system with a higher security risk must 
exceed the risks of either not fielding or delaying fielding to implement further security 
measures.


C3.4.2.2.3.3.  Classification and Sensitivity of Data.   Define the 
type and sensitivity of the data processed by the system.   Determine the national 
security classification of information to be processed (unclassified, confidential, secret 
and top secret) along with any special compartment.   Special handling requirements 
must also be identified.   Systems processing sensitive but unclassified information will 
also have additional security requirements.   Identify the type of information processed 
(Privacy Act, financial, critical operational, proprietary, and administrative).


C3.4.2.2.3.4.  System Users.   Define the user's security clearances, 
their access rights to specific categories of information processed, and the actual 
information that the system is required to process.   For example, a system's authorized 
users may include both Government and contractor personnel.   If the information 
types indicate that proprietary information from commercial organizations other than 
the users will be processed, sufficient controls must be designed into the system to 
prevent the contractor personnel from gaining intentional or unintentional access to the 
proprietary data. 


C3.4.2.2.3.5.  System Life Cycle.   Define the system life cycle and 
where the system is in relationship to its life cycle. 8   The expected system life-cycle 
information may not be known; however, there are usually significant indicators as to
__________ 
 7 While each Service or Agency has created their own definition of acceptable risk, the generally accepted use of the term is the 
"Judicious and carefully considered assessment by the DAA that the residual risk inherent in the operation of the IS or network is 
acceptable."


 
 8 Although the DITSCAP is designed to be tailored to the system life cycle, it should be started as early as possible in the life 
cycle.
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 which life-cycle program is necessary to satisfy the requirement in a timely manner.   
For example, if a sensor support system is urgently needed to provide tactical support 
to ongoing operations, there is a good possibility that an accelerated development and 
acquisition process will be used.   The C&A process must be prepared to keep pace 
with this effort, which requires resource allocation on the part of the Certifier and 
DAA.


C3.4.2.2.4.  System CONOPS.   Describe the system CONOPS, 
including functions performed jointly with other systems.   Many systems have a 
document that describes the system CONOPS.   If so include a short summary in the 
SSAA.   The CONOPS document may be added as an appendix or listed as a 
reference.   If a CONOPS is not available, a CONOPS must be prepared using the 
assistance of any existing materials and the Agencies involved.


C3.4.2.3.  Prerequisite Tasks.   None.


C3.4.2.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.2.5.  Output/Products.   SSAA, Section 1.


C3.4.3.  Task 1-3, Register the System. 


C3.4.3.1.  Task Objective.   The objective of this task is to identify the 
Agencies and individuals involved in the C&A process and determine the current status 
of the system.


C3.4.3.2.  Task Description.   This task identifies the applicable security and 
user authorities and informs them of the system status.


C3.4.3.2.1.  Identify Authorities.   Identify the Agency or organization 
that will serve as the DAA, Certifier, and user representative.   Identify individuals and 
their responsibilities in the C&A process.   Each individual plays a specific and 
important role in the development, modification, acquisition, and use of a system.   
Each Agency or organization is responsible for informing the appropriate authorities 
when changes to an existing system are planned.


C3.4.3.3.  Prerequisite Tasks.   Tasks 1-1 and 1-2.


DoD 8510.1-M, July 31, 2000


42 CHAPTER 3







C3.4.3.4.  Input.   System and Functional Descriptions.


C3.4.3.5.  Output/Products.   None.


C3.4.4.  Task 1-4, Prepare the Environment and Threat Description. 


C3.4.4.1.  Task Objective.   The objective of this task is to define the system 
environment and potential threats to the system.


C3.4.4.2.  Task Description.   The environment and threat description task 
describes the operating environment, system development environment, and potential 
system threats.   The description of the operating environment should address all 
relevant parts of the system's environment, including descriptions of the physical, 
administrative, development, and technical areas.   The description should also include 
any known or suspected threats specifically directed at the described environment.


C3.4.4.2.1.  Operating Environment.   Describe the physical, personnel, 
communications, emanations, hardware, software, and procedural security features that 
will be necessary to support site operations.   Operating environment security involves 
the measures designed to prevent unauthorized personnel from gaining physical access 
to equipment, facilities, material and documents and to safeguard the assets against 
espionage, sabotage, damage, and theft.


C3.4.4.2.1.1.  Facility.   Describe the physical environment in which 
the system will operate including floor plans, equipment placement, electrical and 
plumbing outlets, telephone outlets, air conditioning vents, sprinkler systems, fences, 
and extension of walls from true floor to true ceiling.


C3.4.4.2.1.2.  Physical Security.   Identify the procedures needed to 
counter potential threats that may come from inside or outside the organization.   
Identify the routine office security practices that ensure unauthorized access to 
protected resources is prohibited.   The physical security description should also 
consider safety procedures for personnel operating the equipment.


C3.4.4.2.1.3.  Administrative Security.   Identify the administrative 
security procedures including the manual operations that counter threats.   For 
example, separation of duties is an administrative activity that provides internal 
controls designed to make fraud, abuse, or espionage difficult without collusion.
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C3.4.4.1.2.4.  Personnel.   Identify the number and type of personnel 
required to maintain the system.


C3.4.4.1.2.5.  COMSEC.   Determine if National Security Agency 
(NSA)-approved COMSEC and COMSEC key management procedures are required.


C3.4.4.1.2.6.  TEMPEST.   Determine if the equipment and site are 
required to meet TEMPEST and RED-BLACK requirements.


C3.4.4.2.1.7.  Maintenance.   Identify routine preventive 
maintenance procedures and the number of personnel required to maintain the 
system.   Certain categories of information mandate special maintenance procedures to 
ensure physical security protection against unauthorized access to the information or 
system resources.


C3.4.4.2.1.8.  Training.   Identify the training for individuals 
associated with the system's operation and determine if the training is appropriate to 
their level and area of responsibility.   This training should provide information about 
the security policy governing the information being processed as well as potential 
threats and the nature of the appropriate countermeasures.


C3.4.4.2.2.  System Development, Integration, and Maintenance 
Environment.   Describe the system development approach and the environment within 
which the system will be developed.   The system development approach is an 
information security strategy that incorporates security into each phase of a system's 
life cycle.   Determine where a system is in its life cycle and evaluate the status of 
existing documentation, development/implementation schedule, milestones, and 
costs.   The program manager can take actions to interject the required degree of 
security effectively into the appropriate phases of the system's life cycle.


C3.4.4.2.2.1.  Describe the information access and configuration 
control issues for the system.   A closed security environment occurs when both of the 
conditions described in Table C3.T5. are true.   An open security environment is any 
environment that does not fully meet the conditions for a closed environment.
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Table C3.T5.   Closed Security Environment Conditions


Security Clearance and Information Access


Software developers (including maintenance) and system integrators have sufficient clearances and authorizations 
to provide a reasonable level of assurance that they will not deliberately introduce malicious logic into either the 
environment or the system.   The clearance requirements do not apply if no association or connection can be 
made between the development activity and the intended operational system.   Sufficient clearance is defined as 
follows:


    If the maximum classification of data to be processed is confidential, developers should have a confidential 
clearance.


    If the maximum classification of data to be processed is secret or higher, developers must have at least a secret 
clearance.


    If the system will process only unclassified information, developers do not require a security clearance.   
However, if the system development or integration requires access to unclassified information with special 
controls, these individuals must first be authorized access to that information and then must abide by the special 
control requirements.


Configuration Control


The configuration control mechanisms must provide sufficient assurance that changes to the system are carefully 
controlled and introduced only after significant review and acceptance by a Configuration Control Board.   The 
Configuration Control Board's review must include an evaluation of the impact of the proposed change on the 
overall system security posture.   In the deliberations, the security engineer or IT security manager for the project 
must be an integral member of the review board.


C3.4.4.2.3.  Threat Description and Risk Assessment.   Define the 
potential threats and single points of failure that can affect the confidentiality, 
integrity, and availability of the system.   Clearly state the nature of the threat that is 
expected and where possible, the expected frequency of occurrence.   Unintentional 
human error, system design weaknesses, and intentional actions on the part of 
authorized as well as unauthorized users can cause these events.   Most systems have 
common threats, such as penetration attempts by hackers, damage or misuse by 
disgruntled or dishonest employees, and misuse by careless or inadequately trained 
employees.   Generic threat information is available, 9 but it must be adapted to clearly 
state the threats expected to be encountered by the system (perceived threat).


C3.4.4.2.3.1.  Evaluate the degree of risk to the system.   The cost 
benefit analysis of alternative is then used to identify appropriate cost-effective 
countermeasures to mitigate the risk.   These countermeasures include technical, 
physical, personnel, and administrative countermeasures. 
__________


 9 The National Security Telecommunications and Information Systems Security Committee (NSTISSIC) prepares the 
"Annual Assessments of the Status of National Security Telecommunications and Information Systems Security within the United 
States Government" that includes generic threat statements that may be tailored to the specific system.   The intelligence 
organization that is responsible for supporting the organizations that will operate the system may also have a threat statement.   
There is also a sample threat statement available on the IASE.
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C3.4.4.3.  Prerequisite Tasks.   Tasks 1-2 and 1-3.


C3.4.4.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.4.5.  Output/Products.   SSAA, Section 2.


C3.4.5.  Task 1-5, Determine the System Security Requirements. 


C3.4.5.1.  Task Objective.   The objective of this task is to identify the system 
security requirements.


C3.4.5.2.  Task Description.   The system security requirements task defines 
the National, DoD and data security requirements, governing security requisites, 
network connection rules, and configuration management requirements.   The DAA, 
Certifier, program manager, and user representative must reach an agreement on the 
security for the system and certification level based on these requirements and the 
CRR.   The requirements may have significant cost and schedule impacts that need to 
be resolved in the negotiation activity.


C3.4.5.2.1.  Applicable Instructions or Directives.   Determine the 
security instructions or directives applicable to the system.   In most cases, this will 
include national level directives, OMB Circulars A-123 (reference (l)) and A-130 
(reference (d)), and DoD Directives.   Each Service or Agency may also have 
directives that dictate security requirements.   All the directives that will impact the 
ultimate user should be identified.   The general knowledge portion of the IASE has a 
list of these directives and may contain the current directive or instructions or how to 
locate the them.   Many systems are required to meet the requirements of the Trusted 
Computer Security Evaluation Criteria (TCSEC) (reference (m)).   In these cases, the 
certification team should obtain the requirements for that level, for example, Level C2.


C3.4.5.2.2.  Governing Security Requisites.   Determine requirements 
stipulated by local agencies and the DAA.   Contact the DAA and user representative 
to determine if they have any additional security requirements.
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C3.4.5.2.3.  Data Security Requirements.   Determine the type of data 
processed by the system.   The type of data may require additional protections.   
Contact the data owner or organizations that have access to the system or share data 
with the system to determine their security requirements. 


C3.4.5.2.4.  Security Concept of Operations.   Describe the security 
CONOPS including system input, system processing, final outputs, security controls 
and interactions and connections with external systems.   Include diagrams, maps, 
pictures, and tables in the security CONOPS.   This section must be understandable by 
nontechnical managers.   If a system CONOPS is available, a summary of the security 
portions of that CONOPS should be reviewed and added to the SSAA.   If a security 
CONOPS, Trusted Facility Manual (TFM), or Security Features User's Guide (SFUG) 
is available, a summary of that information should added to the SSAA.   The security 
CONOPS, TFM, or SFUG document may then be added as an appendix or listed as a 
reference in the SSAA.


C3.4.5.2.5.  Network Connection Rules.   Identify any additional 
requirements incurred if the system is to be connected to any other network or 
system.   For example, the DISA DAA for SIPRNet has connection requirements for all 
systems connected to the SIPRNet.   These additional security requirements must be 
evaluated in the C&A.   These requirements and those of other systems that may be 
connected to the system or network must be added to the SSAA.


C3.4.5.2.6.  Configuration Management.   Determine if there are any 
additional requirements based on the Configuration Management Plan.   The user 
representative or program manager's organization may have regulations or instructions 
regarding the procedures for review and approval of modifications or changes to the 
system.   These instructions may be described in a Configuration Management Policy 
or Configuration Management Review Board or Change Control Board charter.   These 
documents should be reviewed to determine if any additional requirements exist.


C3.4.5.2.7.  Reaccreditation Requirements.   Determine if there are 
unique organizational requirements related to the reaccredidation or reaffirmation of 
the approval to operate the system.   These requirements must be documented in the 
SSAA.
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C3.4.5.2.8.  Requirements Traceability Matrix (RTM).   Analyze the 
directives and security requisites to determine the system security requirements.   Take 
a section of a directive and parse it into a basic security requirement statement.   The 
security requirements may then be entered into a RTM to support the remainder of the 
C&A effort.   Table C3.T7. provides an example of a portion of a RTM matrix.   (The 
review column identifies the review process for each requirement, where I - Interview, 
D - Document Review, T - Test, and O - Observation.)
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Table C3.T7.   Sample RTM Format


Req. # Requirement Source Related 
Requirement


Review Comments


I D T O


1.0 GENERAL


1.1 FUNDAMENTAL COMPUTER 
SECURITY REQUIREMENTS


FUND.1 Requirement 1 - 
SECURITY 
POLICY - There 
must be an explicit 
and well-defined 
security policy 
enforced by the 
system.....


TCSEC 
INTRO. p.3, 
TNI 2.2.1 


DOJ 
2640.2C - 14


X X X See 
FUND.2 - 
FUND.6


FUND.2 Requirement 2 - 
MARKING - 
Access control 
labels must be 
associated with 
objects....


TCSEC 
INTRO. p.3


TCSEC 
2.2.1.1


X X X See 
DAC.1 - 
DAC.6


1.2 GENERAL 
REQUIREMENTS


GEN.1 Agencies must 
implement and 
maintain a program 
to assure that 
adequate security 
(see definition in 
App. A) is provided 
for all Agency 
information 
collected, 
processed, 
transmitted, stored, 
or disseminated in 
general support 
systems & major 
applications.


OMB Circ. 
A-130 
Appendix III, 
A. 
3.(reference 
(d))


X X X


C3.4.5.3.  Prerequisite Tasks.   Tasks 1-2 through 1-4.


C3.4.5.4.  Input.   National Directives, OMB Circulars, DoD Directives, 
Service or Agency directives, as applicable, System CONOPS, Security CONOPS, 
Trusted Facility Manual, Security Features Users Guide, Configuration Management 
Documents.


C3.4.5.5.  Output/Products.   SSAA, Section 5.
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C3.4.6.  Task 1-6, Prepare the System Architecture Description. 


C3.4.6.1.  Task Objective.   The objective of this task is to prepare a high 
level overview of the types of hardware, software, firmware and associated interfaces 
envisioned for the completed system.   Refinements and changes to the architecture 
should be made after completing the system security requirements and as the SSAA is 
reviewed and revised.


C3.4.6.2.  Task Description.   The system architecture task defines the system 
hardware, software, firmware, and interfaces.   This description contains an overview 
of the internal system structure including the anticipated hardware configuration, 
application software, software routines, operating systems, remote devices, 
communications processors, network, and remote interfaces.   The system architecture 
includes the configuration of any equipment or interconnected system or subsystem of 
equipment used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or reception of data 
or information and includes computers, ancillary equipment, software, firmware, and 
similar procedures and services, including support services and related resources.


C3.4.6.2.1.  System Hardware.   Describe the target hardware and its 
function.   Include an equipment list as an attachment.   If the development effort 
involves a change of existing hardware, identify the specific hardware components 
being changed.


C3.4.6.2.2.  System Software.   Describe the operating system(s), 
database management system(s), and software applications and how they will be 
used.   Identify whether the software is commercial off-the-shelf (COTS), Government 
off-the-shelf (GOTS), or on the Evaluated Product List (EPL).   This includes 
manufacturer-supplied software, other COTS, and all program-generated application 
software.


C3.4.6.2.3.  System Firmware.   Describe the firmware that is stored 
permanently in a hardware device that allows reading and executing of the software, 
but not writing or modifying it.   For example, firmware includes programmable 
read-only memory (PROM) and enhanced PROM (EPROM) devices.   State whether 
the firmware is a standard commercial product, unique, or on the EPL.


C3.4.6.2.4.  System Interfaces.   Describe the system's external interfaces 
including the purpose of each external interface and the relationship between the 
interface and the system.   Describe the significant features of the communications 
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layout, including a high level diagram of the communications links and encryption 
techniques connecting the components of the system, associated data communications, 
and networks.


C3.4.6.2.5.  Data Flows.   Describe the system's internal interfaces and 
data flows including the types of data and the general methods for data transmission.   
Describe the specific transmission media or interfaces to other systems.   The 
description must include diagrams or text to explain the flow of critical information 
from one component to another.


C3.4.6.2.6.  Accreditation Boundary.   Describe the boundary of the 
system.   The description must include diagrams or text to clearly delineate which 
components are to be evaluated as part of the C&A task and which are not included.   
All components included must be described in the systems description.   Elements 
outside the accreditation boundary must be included in the section on external 
interfaces.


C3.4.6.3.  Prerequisite Tasks.   Tasks 1-1 through 1-5.


C3.4.6.4.  Input.   System Specification, Architecture and Design Documents, 
and Network Diagrams.


C3.4.6.5.  Output/Products.   SSAA, Section 3.


C3.4.7.  Task 1-7, Identify the C&A Organizations and the Resources Required. 


C3.4.7.1.  Task Objective.   The objective of this task is to identify the 
organizations and individuals involved in the C&A process.


C3.4.7.2.  Task Description.   This task identifies the appropriate authorities, 
resource, and training requirements and determines the certification team's roles and 
responsibilities.   The C&A process may involve many organizations spanning a 
number of roles.


C3.4.7.2.1.  Organizations.   Identify the organizations, individuals, and 
titles of the key authorities in the C&A process.


C3.4.7.2.2.  Resources.   Identify the resources required to conduct the 
C&A.   If a contractor is involved or individuals from other Government organizations 
are temporarily detailed to assist in the C&A process, funding requirements must be 
defined and included in the SSAA.   The composition and size of the team will depend 
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of the size and complexity of the system.   The team must have members with 
composite expertise in the whole span of activities requirement and who are 
independent of the system developer or project manager.   Identify the roles of the 
certification team and their responsibilities.


C3.4.7.2.3.  Resources and Training Requirements.   Describe the 
training requirements, types of training, who is responsible for preparing and 
conducting the training, what equipment is required, and what training devices must be 
developed to conduct the training, if training is required.   Funding for the training 
must be identified.


C3.4.7.2.4.  Other Supporting Organizations.   Identify any other 
organizations or working groups that are supporting the C&A process.


C3.4.7.3.  Prerequisite Tasks.   Tasks 1-2 and 1-3.


C3.4.7.4.  Input.   None.


C3.4.7.5.  Output/Products.   SSAA, Section 6.


C3.4.8.  Task 1-8, Tailor the DITSCAP and Prepare the DITSCAP Plan. 


C3.4.8.1.  Task Objective.   The objective of this task is to tailor the 
DITSCAP to the system and prepare the DITSCAP plan.


C3.4.8.2.  Task Description.   This task determines the appropriate 
certification level and adjusts the DITSCAP activities to the program strategy and 
system life cycle.   Tailoring the security activities to system development activities 
ensures that the security activities are relevant to the process and provide the required 
degree of analysis.   Tailoring permits the DITSCAP to remain responsive to 
operational requirements and priorities.


C3.4.8.2.1.  Certification Level.   Determine the certification level.   
While the C&A phases and activities remain the same for any system, the level of 
analysis is tailored to the system.   Four levels of certification are identified in Table 
C3.T8.
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Table C3.T8.   Certification Levels


Level Certification Level Description


1 Minimum Security 
Checklist


Level 1 requires completion of the minimum security checklist.   The system user 
or an independent Certifier may complete the checklist.


2 Minimum Analysis Level 2 requires the completion of the minimum security checklist and 
independent certification analysis.


3 Detailed Analysis Level 2 requires the completion of the minimum security checklist and a more 
in-depth, independent analysis.


4 Extensive Analysis Level 4 requires the completion of the minimal security checklist and the most 
extensive independent analysis.


C3.4.8.2.1.1.  Select the alternative for each of the seven 
characteristics that describe the system.   The alternatives are described in the 
following sections.   Each system characteristic selection has an assigned weight.   
Enter the assigned weight in the right column on Table C3.T9.   The total of these 
weights is used to select the appropriate certification level.


 
Table C3.T9.   System Characteristics an Weights


Characteristic Alternatives and Weights Weight


Interfacing Mode Benign (w=0), Passive (w=2), Active (w=6)


Processing Mode Dedicated (w=1), System High (w=2), Compartmented (w=5), Multilevel (w=8)


Attribution Mode None (w=0), Rudimentary (w=1), Selected (w=3) Comprehensive (w=6)


Mission-Reliance None (w=0), Cursory (w=1), Partial (w=3), Total (w=7)


Availability Reasonable (w=1), Soon (w=2), ASAP (w=4) Immediate (w=7)


Integrity Not-applicable (w=0), Approximate (w=3), Exact (w=6)


Information 
Categories


Unclassified (w=1), Sensitive (w=2), Confidential (w=3), Secret (w=5), Top Secret 
(w=6), Compartmented/Special Access Classified (w=8)


Total of all weights


C3.4.8.2.1.1.1.  Interfacing Mode.   The interfacing mode 
categorizes interaction.   The question concerns containment of risk; for example, if a 
problem were to occur with the operation, data, or system, what would be the risk to 
other operations, data, or systems with which it interacts.   The interactions of systems 
may be through either physical or logical relationships.   These relationships are 
referred to as benign, passive, or active.


C3.4.8.2.1.1.1.1.  Benign.   A benign system has no 
interaction with other systems (no physical or logical relationships).   All relationships 
are restricted to a closed community.
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C3.4.8.2.1.1.1.2.  Passive.   In a passive system, the system 
has only indirect interaction with other systems; systems may or may not have physical 
relationships, but have tightly controlled logical relationships.   An example of a 
passive system is receive only, no interactive sessions.   The passive case permits 
lower-level protocols to support passive interactions.


C3.4.8.2.1.1.1.3.  Active.   An active system has direct 
interaction with other systems, with both physical and logical relationships.   The 
active case may allow multiple interactive sessions with multiple operations, systems, 
infrastructures, or data.


C3.4.8.2.1.1.2.  Processing Mode.   The processing mode 
distinguishes the way processing, transmission, storage, or data is handled.   It reflects 
the use of the system by one or more different sets of users or processes.   The 
alternatives are dedicated mode, compartmented mode, system high, and multilevel.   
Each of the modes exhibits unique security qualities.


C3.4.8.2.1.1.2.1.  Dedicated Mode.   Dedicated mode is 
where each user, with direct or indirect access to the system, its peripherals, remote 
terminals, or remote hosts, has a valid security clearance for all the information within 
the system, formal access approval, and signed nondisclosure agreements for all the 
information stored and/or processed by the system.   The user also has a valid 
need-to-know for all the information contained within the IS.   When in the dedicated 
security mode, a system is specifically and exclusively dedicated to and controlled for 
the processing of one particular type or classification of information, either for 
full-time operation or for a specified period of time.


C3.4.8.2.1.1.2.2.  System High Mode.   System High mode 
is where each user, with direct or indirect access to the system, its peripherals, remote 
terminals, or remote hosts, has a valid security clearance for all the information within 
the IS, formal access approval, and signed nondisclosure agreements for all the 
information stored and/or processed by the system.   The user also has a valid 
need-to-know for some of the information contained within the IS.


C3.4.8.2.1.1.2.3.  Compartmented Mode.   Compartmented 
mode is where each user, with direct or indirect access to the system, its peripherals, 
remote terminals, or remote hosts, has a valid security clearance for the most restricted 
information processed in the system, formal access approval, and signed nondisclosure 
agreements for the information that a user is to have access.   The user also has a valid 
need-to-know for the information to which they have access.
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C3.4.8.2.1.1.2.4.  Multilevel Mode.   Multilevel mode is 
where some of the users, with direct or indirect access to the system, its peripherals, 
remote, terminals, or remote hosts, do not have a valid security clearance for all the 
information processed in the IS.   All users have the proper security clearance, formal 
access approval, and a valid need-to-know for that information to which they have 
access.


C3.4.8.2.1.1.3.  Attribution Mode.   The attribution mode 
distinguishes the degree or complexity of accountability required to identify, verify, 
and trace system entities as well as changes in their status.   The four alternatives are 
none, rudimentary, selected, and comprehensive.


C3.4.8.2.1.1.3.1.  None.   None means no processing, 
transmission, storage, or data carries the need to attribute them to users or processes.


C3.4.8.2.1.1.3.2.  Rudimentary.   Rudimentary means the 
most basic processing, transmission, storage, or data carries the need to attribute them 
to users or processes.


C3.4.8.2.1.1.3.3.  Selected.   Selected means some 
processing, transmission, storage, or data carries the need to attribute them to users or 
processes.


C3.4.8.2.1.1.3.4.  Comprehensive.   Comprehensive means 
all or almost all processing, transmission, storage, or data carries the need to attribute 
them to users or processes.


C3.4.8.2.1.1.4.  Mission-Reliance.   Mission-reliance relates the 
degree to which the success of the mission relies on the operation, data, infrastructure, 
or system.   The criticality of the mission in a broader context is independent of that 
factor and is used separately.   The four alternatives are none, cursory, partial, or total.


C3.4.8.2.1.1.4.1.  None.   None means that the mission is 
not dependent on the specific aspect (the operation, data, infrastructure, or system).


C3.4.8.2.1.1.4.2.  Cursory.   Cursory means that the 
mission is only indirectly dependent on the specific aspect (the operation, data, 
infrastructure, or system).


DoD 8510.1-M, July 31, 2000


55 CHAPTER 3







C3.4.8.2.1.1.4.3.  Partial.   Partial means that the mission is 
partially dependent on the specific aspect (the operation, data, infrastructure, or 
system).


C3.4.8.2.1.1.4.4.  Total.   Total means that the mission is 
totally dependent on the specific aspect (the operation, data, infrastructure, or system).


C3.4.8.2.1.1.5.  Availability.   Availability relates the degree to 
which the operation, data, infrastructure, or system needs to be available from a 
security perspective.   Availability concerns are those that relate to security risks 
(non-tolerable operational impacts) and does not include those that are only 
performance concerns.   The four alternatives are reasonable, soon, As Soon As 
Possible (ASAP), or immediate.


C3.4.8.2.1.1.5.1.  Reasonable.   Reasonable means that the 
specific aspect (the operation, data, infrastructure, or system) must be available in 
reasonable time to avoid operational impacts.


C3.4.8.2.1.1.5.2.  Soon.   Soon means that the specific 
aspect (the operation, data, infrastructure, or system) must be available soon (timely 
response) to avoid operational impacts.


C3.4.8.2.1.1.5.3.  As Soon As Possible ASAP).   ASAP 
means that the specific aspect (the operation, data, infrastructure, or system) must be 
available as soon as possible (quick response) to avoid operational impacts.


C3.4.8.2.1.1.5.4.  Immediate.   Immediate means that the 
specific aspect (the operation, data, infrastructure, or system) must be available 
immediately (on demand) to avoid operational impacts.


C3.4.8.2.1.1.6.  Integrity.   Integrity relates the degree to which 
the integrity of operation, data, infrastructure, or system is needed from a security 
perspective.   Integrity concerns are those that relate to security risks (non-tolerable 
operational impacts) and does not include those that are only performance concerns.   
The three alternatives are not-applicable, approximate, or exact.


C3.4.8.2.1.1.6.1.  Not-Applicable.   Not-applicable means 
that the degree of integrity for a specific aspect (the operation, data, infrastructure, or 
system) is irrelevant as to operational impacts.
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C3.4.8.2.1.1.6.2.  Approximate.   Approximate means that 
the degree of integrity for a specific aspect (the operation, data, infrastructure, or 
system) must be approximate in order to avoid operational impacts.


C3.4.8.2.1.1.6.3.  Exact.   Exact means that the degree of 
integrity for a specific aspect (the operation, data, infrastructure, or system) must be 
exact in order to avoid operational impacts.


C3.4.8.2.1.1.7.  Information Category.   The mission of each 
system will determine the information that is processed.   The mission and information 
will influence the environment and security requirements applicable to each 
information category.   Information categories are defined by their relationships with 
common management principles and security requirements promulgated by the security 
policy for each information category.   Processing, transmission, storage, and data of 
more than one category of information does not create a new category but instead 
inherits and must satisfy all the security requirements of the assigned categories.   Each 
of the identified categories may carry additional restrictions or special handling 
conditions such as NATO-releasable or No Foreign Dissemination (NOFORN).   The 
information categories are unclassified, sensitive, confidential, secret, top secret, or 
compartmented and/or special access classified.


C3.4.8.2.1.1.7.1.  Unclassified.   This category of 
information includes all information that is not classified and is not sensitive as defined 
below.


C3.4.8.2.1.1.7.2.  Sensitive Information.   This category 
includes information the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interests or the conduct of Federal programs, 
or the privacy that individuals are entitled under 5 U.S.C. Section 552a (reference (at)), 
but that has not been specifically authorized under criteria established by an Executive 
Order or an Act of Congress to be kept secret in the interest of national defense or 
foreign policy.   Systems that are not national security systems, but contain sensitive 
information are to be protected according to the requirements of P.L. 100-235 
(reference (c)).   In many cases, it may be useful to further characterize the sensitive 
information by determining the subcategory.   This may indicate additional national, 
DoD, Service, or Agency requirements that are imposed by processing that type of 
information.   The subcategories are:


C3.4.8.2.1.1.7.2.1.  Privacy Act.   This category includes 
all information covered by the Privacy Act, including medical, pay, and personnel 
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information.   Information may be either classified or unclassified.   Privacy Act 
category information requires handling according to a common sensitivity.   Privacy 
Act information usually requires system and information access control.


C3.4.8.2.1.1.7.2.2.  Financially Sensitive.   This category 
includes financially and contractually sensitive information.   Information may be 
either classified or unclassified.   Financially sensitive category information usually 
requires handling according to a common sensitivity, but may require special assurance 
mechanisms such as two-person verification of transactions.   Financially sensitive 
category information requires system and information access control.


C3.4.8.2.1.1.7.2.3.  Proprietary.   This category includes 
information provided by a source or sources under the condition that it not be released 
to other sources.   This information may require system or information access control.


C3.4.8.2.1.1.7.2.4.  Administrative/Other.   This category 
includes DoD information associated with housekeeping activities, information marked 
For Official Use Only, and unclassified information that does not fall into any of the 
other information categories.


C3.4.8.2.1.1.7.3.  Confidential.   This category includes all 
classified information designated Confidential.   The disclosure of confidential 
information could reasonably be expected to cause damage to national security.   A 
security clearance is required for access to Confidential materials and systems.


C3.4.8.2.1.1.7.4.  Secret.   This category includes all 
classified information designated Secret.   The disclosure of secret information could 
reasonably be expected to cause serious damage to national security.   A security 
clearance is required for access to Secret materials and systems.


C3.4.8.2.1.1.7.5.  Top Secret.   This category includes all 
classified information designated Top Secret.   The disclosure of top secret information 
could reasonably be expected to cause exceptionally grave damage to national 
security.   A security clearance is required for access to Top Secret materials and 
systems.


C3.4.8.2.1.1.7.6.  Compartmented/Special Access 
Classified.   This category includes all information that requires special access and a 
security clearance.   Examples include Sensitive Compartmented Information (SCI), 
Single Integrated Operations Plan-Extremely Sensitive Information (SIOP-ESI), and 
special access programs.
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C3.4.8.2.1.2.  Based on the total weights calculated for the system, 
select the certification level using Table C3.T10.   In some cases the characteristics of 
a particular category may dictate a higher classification level that that indicated by the 
total weights.   In these cases, the higher weight should be used.


 
Table C3.T10.   Certification Level


Certification Level Weight


Level 1 If the total of the weighing factors in Table C3.T1. are < 16.


Level 2 If the total of the weighing factors in Table C3.T1. are 12 - 32.


Level 3 If the total of the weighing factors in Table C3.T1. are 24 - 44.


Level 4 If the total of the weighing factors in Table C3.T1. are 38 - 50.


C3.4.8.2.1.3.  After the system characteristic alternatives are 
selected and the appropriate weight entered into the chart, the total weight of the 
system is calculated.   Using Table C3.T10., the appropriate level is identified.   Table 
C3.T11. provides an example for determining the certification level.   With a total 
weight of 27, the following system would be evaluated at either Level 2 or 3 as agreed 
to by the DAA, Certifier, program manager, or user representative.


 
Table C3.T11.   Certification Level Example


Characteristic Alternative Weight


Interfacing Mode Active 6


Processing Mode System High 2


Attribution Mode Basic 3


Mission-Reliance Total 7


Availability ASAP 4


Integrity Approximate 3


Information Categories      Sensitive      2


Total of all weights 27


C3.4.8.2.2.  Tailoring.   Tailor the DITSCAP process to address the 
specific needs of the system, security requirements, and program requirements.


C3.4.8.2.2.1.  Programmatic Considerations.   Adjust the DITCAP 
tasks to the selected program strategy.   This Manual generally describes the DITSCAP 
for the grand design acquisition strategy (see Chapter 7).   Other program strategies 
may require tailoring.   For example, if the system is to be built and fielded in 
increments, the C&A process should be adapted to evaluate the increments as they are 


DoD 8510.1-M, July 31, 2000


59 CHAPTER 3







developed and fielded.   If an increment does not modify the security-related portions 
of the system, then C&A activities may not be necessary for that increment.   
Similarly, if an increment changes only a portion of the system, then the C&A may be 
adapted to examine only the portions of the system that have been modified.   The 
approach should be clearly defined in the SSAA.


C3.4.8.2.2.2.  Security Environment.   Identify any security 
requirements that might affect the level of effort required for the C&A process.   The 
security requirements may include personnel, physical, administrative, procedural, 
operational, computer, network, and communications security components.


C3.4.8.2.2.3.  IS Characteristics.   Identify the characteristics of the 
system that might influence the level of effort required for the C&A process.


C3.4.8.2.4.  DITSCAP Plan.   Prepare a DITSCAP plan that documents 
the tailoring and defines the activities required for the C&A process.   The tasks, 
milestones and schedule must be consistent with the system development or 
maintenance schedule.   The level of effort and roles and responsibilities must also be 
consistent with the program development process and management plan.   The DAA, 
Certifier, program manager, and user representative must review the SSAA and 
DITSCAP plan to ensure the C&A effort is consistent with the program schedules.   
The DAA must receive certification evidence in sufficient time to review the material 
and make an informed decision regarding the approval to operate the system.


C3.4.8.3.  Prerequisite Tasks.   Tasks 1-4 through 1-7.


C3.4.8.4.  Input.   None.


C3.4.8.5.  Output/Products.   SSAA, Section 7.


C3.4.9.  Task 1-9, Draft the SSAA. 


C3.4.9.1.  Task Objective.   The objective of this task is to complete and 
assemble the SSAA document.


C3.4.9.2.  Task Description.   This task completes the SSAA document.   As 
each Phase 1 task is completed, a section of the SSAA is prepared.   These sections 
must be assembled into the formal SSAA document.   The certification team is 
responsible for the preparing the SSAA.   After the document is completed, the draft 
SSAA is submitted to the DAA, Certifier, program manager, and user representative
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for their review.   The draft SSAA establishes a reference for discussions during 
negotiation.


C3.4.9.3.  Prerequisite Tasks.   Task 1-1 through Task 1-8.


C3.4.9.4.  Input.   Draft SSAA sections.


C3.4.9.5.  Output/Products.   Completed draft Phase 1 SSAA document.


C3.4.10.  Task 1-10, Conduct Certification Requirements Review. 


C3.4.10.1.  Task Objective.   The objective of this task is to conduct a CRR.


C3.4.10.2.  Task Description.   The CRR task provides an opportunity for the 
DAA, Certifier, program manager, and user representative to discuss the system 
functionality, security requirements, level of effort, and planned C&A scheduled.   The 
CRR must result in an agreement regarding the level of effort and the approach that 
will be taken to implement the security requirements.


C3.4.10.3.  Prerequisite Tasks.   Task 1-1 through Task 1-9.


C3.4.10.4.  Input.    Completed draft Phase 1 SSAA document.


C3.4.10.5.  Output/Products.   None.


C3.4.11.  Task 1-11 Establish Agreement on Level of Effort and Schedule. 


C3.4.11.1.  Task Objective.   The objective of this task is to agree on the 
C&A level of effort and schedule.


C3.4.11.2.  Task Description.   This task ensures that the DAA, Certifier, 
program manager, and user representative agree to the level of effort and schedule for 
the C&A activities.


C3.4.11.3.  Prerequisite Tasks.   Task 1-10.


C3.4.11.4.  Input.   Completed draft Phase 1 SSAA document.


C3.4.11.5.  Output/Products.   None.


C3.4.12.  Task 1-12, Approve Phase 1 SSAA. 
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C3.4.12.1.  Task Objective.   The objective of this task is to obtain the DAA's 
approval on the Phase 1 SSAA.


C3.4.12.2.  Task Description.   In this task the DAA makes a decision on the 
Phase 1 SSAA, approving the system functionality, operating environment, 
development environment, potential threats, security requirements, system architecture, 
organization and resource requirements, tailoring factors, certification level, and 
DITSCAP plan.


C3.4.12.3.  Prerequisite Tasks.   Task 1-11.


C3.4.12.4.  Input.   SSAA.


C3.4.12.5.  Output/Products.   Approved SSAA.


C3.5.  PHASE 1 ROLES AND RESPONSIBILITIES 


C3.5.1.  Security Roles and Responsibilities. 


C3.5.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During the C&A, the Certifier, and 
certification team support the DAA.   At other times, the DAA will be supported by the 
system Information Systems Security Officer (ISSO).   The level and type of support 
will be defined by the organizations involved.   During Phase 1, the DAA is 
responsible for the activities shown in Table C3.T12.


 
Table C3.T12.   DAA Responsibilities


1. Define accreditation requirements.


2. Obtain a threat assessment for the system.


3. Assign a Certifier to conduct vulnerability and risk assessments.


4. Support the DITSCAP tailoring and level of effort determination.


5. Approve the SSAA.


C3.5.1.2.  Certifier and Certification Team Responsibilities.   During Phase 1, 
the Certifier and certification team are responsible for the activities shown in Table 
C3.T13.
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Table C3.T13.   Certifier and Certification Team Responsibilities


1. Support the DAA as the technical expert in the certification process.


2. Begin vulnerability and risk assessments.


3. Review threat definition.


4. Identify the security requirements.


5. Tailor the DITSCAP, determine the appropriate certification level, and prepare the DITSCAP Plan.


6. Provide level of effort and resource requirements.


7. Develop the SSAA.


8. Provide oversight for the CRR.


C3.5.1.3.  ISSO Responsibilities.   During Phase 1, the ISSO is responsible 
for the duties shown in Table C3.T14.


 
Table C3.T14.   ISSO Responsibilities


1. Assist the DAA, Certifier, and certification team in the certification effort.


2. Review the business case or mission statement to determine that it accurately describes the system.


3. Review the environment description to verify that it accurately describes the system.


C3.5.2.  User Representative Responsibilities.   The user representative provides 
input into the SSAA to ensure that the system meets the operational need, will meet 
availability and integrity requirements, and has a realistic security policy that can be 
maintained in the operational environment.   During Phase 1, the user representative is 
responsible for the duties shown in Table C3.T15.


 
Table C3.T15.   User Representative Responsibilities


1. Support the DITSCAP tailoring and level of effort determination.


2. Provide a business case or mission statement.


3. Validate or define system performance, availability, and functionality requirements.


4. Provide data sensitivity, end user functionality, and user organization information.


5. Verify the ability to comply with the SSAA during operations.


C3.5.3.  Acquisition or Maintenance Organization Responsibilities. 


C3.5.3.1.  Program Manager Responsibilities.   During Phase 1, the program 
manager is responsible for system development and supports the security process.   
The program manager's responsibilities in Phase 1 are shown in Table C3.T16.
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Table C3.T16.   PM Responsibilities


1. Initiate the dialogue with the DAA, Certifier, and user representative.


2. Define the system schedule and budget.


3. Support the DITSCAP tailoring and determine the certification level.


4. Define the system architecture.


5. Integrate system security requirements into the system.


6. Prepare Life-Cycle Management Plans.


7. Define the security architecture.


C3.5.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 1, the program management support staff provides support to the program 
manager to determine the level of effort and provide cost and schedule evaluations.


C3.5.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 1, the developer, integrator, or maintainer is responsible for the duties shown in 
Table C3.T17.


 
Table C3.T17.   Developer, Integrator or Maintainer Responsibilities


1. Provide technical equipment environment requirements.


2. Provide target hardware and software architecture.


3. Provide information regarding the system development organization.


4. Determine the feasibility of technical solutions and security requirements.


C3.5.3.4.  Configuration Management Responsibilities.   During Phase 1, the 
configuration management staff support the program manager in the development and 
maintenance of system and system documentation.


C3.5.3.5.  System Administration Responsibilities.   There are no system 
administration responsibilities in Phase 1.
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C4.  CHAPTER 4


PHASE 2, VERIFICATION


C4.1.  PHASE 2 OVERVIEW 


C4.1.1.  Phase 2 activities, Figure C4.F1., verify the evolving system's compliance 
with the risk management requirements in the SSAA.   These activities occur between 
the signing of the initial version of the SSAA and the certification of the system or 
components (beginning of Phase 3).   Phase 2 activities include verifying security 
requirements during system development or modification, certification analysis, CT&E 
(type accreditation only), and analysis of the certification results.   The SSAA is 
refined during Phase 2.


Figure C4.F1.  Verification Activities


C4.1.2.  Phase 2 starts with a review of the SSAA and ends with an updated SSAA 
for Phase 3.   Phase 2 activities examine the evolving system in a process similar to an 
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Independent Verification and Validation (IV&V).   As the system development activity 
progresses and details of the system evolve, the certification effort examines the 
updated system and its design.   All the Phase 2 activities are tailored to meet the 
certification level defined in Phase 1.


C4.2.  PHASE 2 ACTIVITIES 


C4.2.1.  SSAA Refinement.   Phase 2 starts with a review of the SSAA.   If there 
has been a significant time delay since the completion of Phase 1 or if new people are 
involved in the C&A process, the SSAA should be reviewed in detail.   The SSAA is 
updated throughout Phase 2 to include changes made during system development or 
modification and to include the results of the certification analysis.   At each stage of 
the development or modification, details are added to the SSAA.   Any changes in the 
system that affect its security posture must be submitted to the DAA, Certifier, 
program manager, and user representative for approval and inclusion in the revised 
SSAA.


C4.2.1.1.  During the Phase 2 activities, evidence is collected to support the 
certification.   As more details about the hardware and software architecture become 
available, the design information is added to the SSAA as justification to support the 
agreed on level of certification actions.   When security test plans and procedures are 
completed they are added to the SSAA.   Security testing resource estimates should be 
reviewed and refined as system development or modification continues.   This 
information must also be included in the SSAA.   Vulnerability Evaluation Reports and 
Analysis Summary Reports are included with the evidence and added to the SSAA.   
Should any changes occur to the security posture proposed in the approved SSAA, 
these changes need to be submitted to the DAA, Certifier, program manager, and user 
representative for approval and inclusion in the revised agreement.


C4.2.2.  System Development and Integration.   System development and 
integration activities are those activities required for development or integration of the 
IS components as defined in the system's functional and security requirements.   The 
specific activities will vary depending on the overall program strategy, the life-cycle 
management process, and the position of the IS in the life cycle.   During system 
development and integration, there are corresponding Phase 2 certification analysis 
tasks.   This activity verifies that the requirements in the SSAA are met in the evolving 
system before it is integrated into the operating environment.


C4.2.3.  Initial Certification Analysis.   The initial certification analysis 
determines if the IS is ready to be evaluated and tested during Phase 3, Validation.   
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Initial certification analysis verifies that the development, modification, and integration 
efforts will result in a higher probability of success for an accreditable IS before Phase 
3 begins.   Certification tasks are tailored to the system development activities to 
ensure that the tasks are relevant to the process and provide the required degree of 
analysis to ensure conformance with the SSAA.   Tailoring also gives the DITSCAP 
the flexibility to adjust the level of effort to fit the operational need.   In that manner, 
tailoring permits the DITSCAP to remain responsive to national and military priorities.


C4.2.3.1.  The initial certification analysis verifies by analysis, investigation, 
and comparison methodologies that the IS design implements the SSAA requirements 
and that the IS components that are critical to security, function properly.   Phase 2 
initial analysis tasks complement the functional testing certification tasks that occur 
during Phase 3.   Each of these tasks is discussed in greater detail in the following 
sections.   Phase 2 tasks are identified in Table C4.T1.


 
Table C4.T1.   Initial Certification Tasks During Verification


1. System Architecture Analysis.


2. Software Design Analysis.


3. Network Connection Rule Compliance Analysis.


4. Integrity Analysis of Integrated Products.


5. Life-Cycle Management Analysis.


6. Security Requirements Validation Procedures Preparation.


7. Vulnerability Assessment.


C4.2.3.2.  When the Phase 2 initial certification analysis is completed the 
system should have a documented security specification, comprehensive test plan and 
procedures, and written assurance that all network and other interconnection 
requirements have been determined.   When systems are being deployed to multiple 
locations, their planned interfaces with other components of the operating environment 
must be verified.   COTS and GOTS products used in the system design must be 
evaluated to ensure that they have been integrated properly and that their functionality 
meets the security and operational needs of the system.   Life-cycle management plans 
must be analyzed to verify that sufficient plans and procedures are in place to maintain 
the security posture.   Phase 3 test procedures are prepared as applicable.   Phase 2 
tasks conclude with a vulnerability assessment to identify the risk that must be 
addressed by physical, personnel, procedural, or educational training and awareness in 
the operational environment.


C4.2.4.  Assess Analysis Results.   At the conclusion of each development or 
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integration milestone, the certification analysis results are reviewed.   If the results 
indicate significant deviation from the SSAA, the DITSCAP should return to Phase 1 
to resolve the problems.   If the results are acceptable, the DITSCAP proceeds to the 
next task or to Phase 3.


C4.3.  INITIAL CERTIFICATION ANALYSIS TASKS   


C.4.3.1.  The certification analysis tasks are discussed in the sections below.   
After each task is completed, a Task Analysis Summary Report must be prepared.   
This report must include the information shown in Table C4.T2.   Complete the 
Minimum Security Activity Checklist, Appendix 2, for each task and level.   The 
Minimum Security Checklist is exempt from licensing in accordance with paragraph 
C4.4.3. of DoD 8910.1-M (reference (au)).


 
Table C4.T2.   Task Analysis Summary Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C4.3.2.  Task 2-1, System Architecture Analysis. 


C4.3.2.1.  Task Objective.&   The objective of this task is to ensure that the 
system architecture complies with the architecture description agreed on in the SSAA.


C4.3.2.2.  Task Description.   The system architecture analysis task verifies 
how well the security requirements defined in the SSAA are integrated into the system 
security architecture.   The security architecture should state clearly which 
requirements are to be implemented by the system architecture and which requirements 
will be satisfied within the system's operating environment.   Analysis of system level 
information reveals how effectively the security architecture implements the security 
policy and requirements.   The interfaces between this and other systems must be 
identified.   These interfaces must be evaluated to assess their effectiveness in 
maintaining the security posture of the infrastructure.


C4.3.2.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.2.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system level information to evaluate the security architecture 
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compliance with the approach stated in the SSAA.   The system architecture must be 
evaluated for compliance with the security requirements.   The interfaces between this 
and other systems must be identified and their ability to preserve the security integrity 
must be evaluated.   The system architecture must be evaluated for consistency with 
other governing architectures (Department of Defense Intelligence Information System 
(DoDIIS) Reference Model, etc.).


C4.3.2.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a detailed analysis of the system level information to evaluate the 
security architecture compliance with the stated approach in the SSAA.   The system 
architecture must be evaluated for compliance with the security requirements.   The 
interfaces between this and other systems must be identified and their ability to 
preserve the security integrity must be evaluated.   Security test plans and procedures 
must be developed.   Each security requirement identified in the SSAA must be 
validated through testing.   The system architecture must be evaluated for consistency 
with other governing architectures (DoDIIS Reference Model, etc.).


C4.3.2.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a comprehensive analysis of the system level information to 
evaluate the security architecture compliance with the stated approach in the SSAA.   
The system architecture must be evaluated for compliance with the security 
requirements.   The interfaces between this and other systems must be identified and 
their ability to preserve the security integrity must be evaluated.   The system analysis 
must include fault tree analysis, flaw hypothesis, or similar types of analysis.   
Security test plans and procedures must be developed.   Each security requirement 
identified in the SSAA must be validated through testing.   The system architecture 
must be evaluated for consistency with other governing architectures (DoDIIS 
Reference Model, etc.).


C4.3.2.3.  Prerequisite tasks.   System design.


C4.3.2.4.  Input.   SSAA, System Architecture, and System Design 
Specifications.


C4.3.2.5.  Output/Products.   A System Architecture Analysis Summary 
Report must be prepared.   This report must include the items shown in Table C4.T2.


C4.3.2.6.  Suggested References. 


C4.3.2.6.1.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))
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C4.3.2.6.2.  "Computer Security Considerations in Federal 
Procurements" (NIST Special Publication 800-4) (reference (o))


C4.3.2.6.3.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p)).


C4.3.2.6.4.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q)).


C4.3.2.6.5.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.2.6.6.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.2.6.7.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022, Version 1) (reference (t))


C4.3.3.  Task 2-2, Software, Hardware, and Firmware Design Analysis. 


C4.3.3.1.  Task Objective.   The objective of this task is to assess the 
software, hardware, and firmware security architecture to evaluate the compliance of 
the design with the stated approach in the SSAA and to evaluate compliance with all 
planned requirements.


C4.3.3.2.  Task Description.   This task evaluates how well the software, 
hardware, and firmware reflects the specified technical security requirements of the 
SSAA and the security architecture of the system.   This task will identify and evaluate 
security-critical software, hardware, and firmware, and evaluate the design, and 
identify and evaluate the vulnerabilities.   This task may include a detailed analysis of 
software, hardware, and firmware specifications and design documentation.   The 
Trusted Computing Base (TCB) must be identified and analyzed for proper and full 
implementation of the security requirements.   The task must assess whether the critical 
security features (identification and authentication, access controls, auditing, etc.) are 
implemented correctly and completely.


C4.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.3.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system design, software, hardware, and firmware 
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specifications, and design documentation.   The design must be evaluated for 
compliance with the approach stated in the SSAA.   This evaluation must include an 
examination of the software, hardware, and firmware requirements specification to 
ensure the security requirements in the security architecture are traceable to specific 
requirements.


C4.3.3.2.2.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Any discrepancies must be evaluated as potential security vulnerabilities.   
This examination must include software applications, software routines, operating 
system (O/S) features, firmware, and hardware capabilities critical to maintaining the 
security (confidentiality, integrity, availability, and accountability) standards necessary 
for certification and accreditation.


C4.3.3.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a detailed analysis of the system design, software, hardware, and 
firmware specifications, and design documentation.   The design must be evaluated for 
compliance with the approach stated in the SSAA.   This evaluation must include an 
examination of the software, hardware, and firmware requirements specification to 
ensure the security requirements are in the requirements specification and are 
traceable to specific features in the system architecture.   Review the design by 
analyzing design documentation and attending design reviews.   The analysis must 
include fault tree or flaw analysis.   The interfaces between components must be 
examined for compliance with the security requirements.   The examination 
includes all interfaces with software previously developed (COTS, GOTS, or reuse 
software).   The analysis and evaluation must determine if the identification and 
authentication, access controls, and discretionary access controls have been 
implemented correctly and completely.


C4.3.3.2.3.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Any discrepancies must be evaluated as potential security vulnerabilities.   
This examination must include software applications, software routines, O/S features, 
firmware, and hardware capabilities critical to maintaining the security 
(confidentiality, integrity, availability, and accountability) standards necessary for 
certification and accreditation.
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C4.3.3.2.3.2.  If a TCB has been integrated into the system, the 
boundaries must be examined to ensure that they are clearly defined and that the 
integrity of the TCB is maintained in its interaction with other system 
components.   The examination must determine that only external interfaces are 
used by non-TCB elements to access the TCB. 


C4.3.3.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a comprehensive analysis of the system design, software, 
hardware, and firmware specifications, and design documentation.   The design must 
be evaluated for compliance with the approach stated in the SSAA.   This evaluation 
must include an examination of the software, hardware, and firmware requirements 
specification to ensure the security requirements are in the requirements specification 
and are traceable to specific features in the system architecture.   Review the design by 
analyzing design documentation and attending design reviews.   The analysis must 
include fault tree or flaw analysis, and if appropriate, covert channel analysis.   The 
interfaces between components must be examined for compliance with the security 
requirements.   The examination includes all interfaces with software previously 
developed (COTS, GOTS, or reuse software).   The analysis and evaluation must 
determine if the identification and authentication, access controls, and discretionary 
access controls have been implemented correctly and completely.


C4.3.3.2.4.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Source code of the security-critical components' interfaces to 
non-security-critical components must be examined.   Fault tree or flaw hypothesis 
or a similar type of analysis must be used to evaluate any vulnerabilities disclosed 
by the evaluation.   Any discrepancies must be evaluated as potential security 
vulnerabilities.   This examination must include software applications, software 
routines, O/S features, firmware, and hardware capabilities critical to maintaining the 
security (confidentiality, integrity, availability, and accountability) standards necessary 
for certification and accreditation.


C4.3.3.2.4.2.  If a TCB has been integrated into the system, the 
boundaries must be examined to ensure that they are clearly defined and the integrity 
of the TCB is maintained in its interaction with other system components.   The 
examination must determine that only external interfaces are used by non-TCB 
elements to access the TCB.   The examination must ensure that the TCB uses only 


DoD 8510.1-M, July 31, 2000


72 CHAPTER 4







external interfaces to access non-TCB modules or TCB modules in a distributed 
architecture. 


C4.3.3.3.  Prerequisite Tasks.   Task 2-1.


C4.3.3.4.  Input.   SSAA, System and Security Architecture, System Design 
Documentation, and Task 2-1 System Architecture Analysis Summary Report.


C4.3.3.5.  Output/Products.   The Software, Hardware, and Firmware 
Analysis Summary Report must be prepared.   This report must include the information 
shown in Table C4.T2.


C4.3.3.6.  Suggested References. 


C4.3.3.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.3.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.3.6.3.  "Computer Security Considerations in Federal 
Procurements" (NIST Special Publication 800-4) (reference (o))


C4.3.3.6.4.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.3.6.5.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.3.6.6.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.3.6.7.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003) (reference (y))


C4.3.3.6.8.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.3.6.9.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))
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C4.3.3.6.10.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017) (reference (z))


C4.3.3.6.11.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018) (reference (aa))


C4.3.3.6.12.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.3.6.13.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022) (reference (t))


C4.3.3.6.14.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.3.4.  Task 2-3, Network Connection Rule Compliance Analysis. 


C4.3.4.1.  Task Objective.     The objective of this task is to evaluate the 
connections to other systems and/or networks to ensure that network and overall 
system security policies are enforced.


C4.3.4.2.  Task Description.   This task evaluates the intended connections to 
other systems and networks to ensure the system design will enforce specific network 
security policies and protect the IS from adverse confidentiality, integrity, availability, 
and accountability impacts.   The connection of an IS to a network requires that the 
particular system will not adversely affect the network's security posture.   Connection 
also requires that the network will not adversely affect the IS's own security posture.


C4.3.4.2.1.  Network analysis may include the evaluation of intended 
interfaces for compliance with the security connection rules not only for the network, 
but also for the IS.   The system CONOPS must be examined to identify all the 
connections and interfaces intended for the system.   It is important to determine if 
connections exist that were not in the initial concept, but added after the initial fielding 
or modification of the system.   The interfaces to the networks or other systems must 
be evaluated to determine if the system and network security can be maintained at both 
ends of the interface.   They must also be evaluated to ensure that end-to-end 
connection constructs are maintained and security connection rules are applied.


C4.3.4.2.2.  Level 1.   Complete the Minimal Security Activity Checklist.
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C4.3.4.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   Test plans and procedures should be developed.


C4.3.4.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   The system design must be examined to verify that the interfaces 
identified comply with the connection rules.   Test plans and procedures must be 
developed to validate compliance with the network connection rules.


C4.3.4.2.4.1.  The security test plans and procedures must be 
structured to evaluate the effectiveness of the security features and ensure that 
there are no methods of circumventing these features.   The test plans and 
procedures for network or system interfaces must demonstrate that the network 
security policies and procedures are in place and functional.


C4.3.4.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   The system design must be examined to verify that the interfaces 
identified comply with the connection rules.   Test plans and procedures must be 
developed to validate compliance with the network connection rules.
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C4.3.4.2.5.1.  The security test plans and procedures must be 
structured to evaluate the effectiveness of the security features and ensure that there 
are no methods of circumventing these features.   The test plans and procedures for 
network or system interfaces must demonstrate that the network security policies and 
procedures are in place and functional.


C4.3.4.3.  Prerequisite Tasks.   Tasks 2-1 and 2-2.


C4.3.4.4.  Input.   SSAA, Task 2-1 System Architecture Analysis Summary 
Report and Task 2-2 Software, Hardware, and Firmware Analysis Summary Report.


C4.3.4.5.  Output/Products.   A Network Compliance Summary Report must 
be prepared.   This report must include the information shown in Table C4.T2.


C4.3.4.6.  Suggested References. 


C4.3.4.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.4.6.2.  "Software Verification and Validation:   Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.4.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.4.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.4.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001) (reference (x))


C4.3.4.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003) (reference (y))


C4.3.4.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021) (reference r))


C4.3.4.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))
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C4.3.4.6.9.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.4.6.10.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018) (reference (aa))


C4.3.4.6.11.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.4.6.12.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C4.3.4.6.13.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.3.5.  Task 2-4, Integrity Analysis of Integrated Products. 


C4.3.5.1.  Task Objective. The objective of this task is to evaluate the 
integration of COTS, GOTS, or Non-Developmental Item (NDI) software, hardware, 
and firmware to ensure that their integration into the system design complies with the 
system security architecture and the integrity of each product is maintained.


C4.3.5.2.  Task Description. Integrity analysis of products being integrated 
into the system must identify the security functionality of each product.   The 
certification team should verify the product security functionality to confirm that the 
needed security functions are present and properly integrated into the system.   This 
task determines whether or not evaluated products are being used for their intended 
purpose.   Product integrity analyses must include an examination of system and 
subsystem interfaces, product evaluations by the National Institute of Standards and 
Technology (NIST) or the National Computer Security Center (NCSC), information 
flows, and applicable use of selected product features.


C4.3.5.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.5.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone a Common Criteria (CC) 
evaluation, the evaluation results must be examined to ascertain that the product is 
being used in the manner for which it was evaluated.   If the product was obtained from 
another certified system, the operational scenario and mission must be examined to 
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ensure that they are consistent with the parent system.   System level interfaces must be 
examined and evaluated to determine that the integrity of the product has been 
maintained.


C4.3.5.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone a CC evaluation, the evaluation 
results must be examined to ascertain that the product is being used in the manner for 
which it was evaluated.   If the product was obtained from another certified system, the 
operational scenario and mission must be examined to ensure that they are consistent 
with the parent system.   Preservation of product integrity analysis must include 
configuration control of hardware and firmware components, examination of 
system and subsystem interfaces, examination of product evaluations by NIST or 
NCSC, information flows, and applicable use of selected product features.   The 
task must verify that the integrity of each product is maintained when interfaced 
with the system.


C4.3.5.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone CC evaluation, the evaluation 
results must be examined to ascertain that the product is being used in the manner for 
which it was evaluated.   If the product was obtained from another certified system, the 
operational scenario and mission must be examined to ensure that they are consistent 
with the parent system.   Preservation of product integrity analysis must include 
configuration control of hardware and software components, examination of system 
and subsystem interfaces, examination of product evaluations by NIST or NCSC, 
information flows, and applicable use of selected product features.   All interfaces and 
information flows must be examined to determine that only external interfaces are 
used to access the product.   The task must verify that the integrity of each product is 
maintained when interfaced with the system. 


C4.3.5.3.  Prerequisite Tasks.   Tasks 2-1 and 2-2.


C4.3.5.4.  Input.   SSAA, Task 2-1 System Architecture Analysis Summary 
Report and Task 2-2 Software, Hardware, and Firmware Analysis Summary Report.


C4.3.5.5.  Output/Products.   Integrated Products Analysis Summary Report 
must be prepared.   This report must include the information shown in Table C4.T2.


C4.3.5.6.  Suggested References. 
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C4.3.5.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.5.6.2.  "Software Verification and Validation:   Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.5.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.5.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.5.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.5.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C4.3.5.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.5.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.5.6.9.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.5.6.10.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.5.6.11.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.5.6.12.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-011, Version 1) (reference (t))


C4.3.5.6.13.  ""Assessing Controlled Access Protection" 
(NCSC-TG-028) (reference (q))


C4.3.6.  Task 2-5, Life-Cycle Management Analysis. 
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C4.3.6.1.  Task Objective.   The objective of this task is to evaluate the ability 
of configuration management (CM) practices to preserve the integrity of the identified 
security-relevant software and hardware.


C4.3.6.2.  Task Description.   This task analyzes the system life-cycle 
management plans to determine that CM practices are, or will be, in place and are 
sufficient to preserve the integrity of the security relevant software and hardware.   In 
some cases, the security requirements may dictate special needs for the development 
environment and the development or integration team (cleared facilities or cleared 
programmers).   If this is the case, the development approach, procedures, and 
engineering environment are assessed during the system development.   This process 
may require examining the types of documents or procedures shown in Table C4.T3.


 
Table C4.T3.   System Life-Cycle Management Documentation


1. Life-Cycle Management Plan.


2. Configuration Identification Procedures.


3. Configuration Control Procedures.


4. Configuration Status Accounting Procedures.


5. Configuration Audit Procedures and Reports.


6. Software Engineering (development approach and engineering environment) Procedures.


7. Trusted Distribution Plans.


C4.3.6.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.6.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.


C4.3.6.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.   The task must 
determine whether CM procedures are in place and are used.   A Functional 
Configuration Audit (FCA) and Physical Configuration Audit (PCA) of security 
components must be performed.   (These audits may be completed in conjunction 
with or as part of similar system audits.)   The FCA and PCA must verify the 
configuration items against the SSAA, the development CM plan, and the security 
test configuration.
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C4.3.6.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.   The task must 
determine whether CM procedures are in place and are used.   CM of system 
administration documentation, automated tools, and security test cases must be 
analyzed and evaluated.   An FCA and PCA of security components must be 
performed.   (These audits may be completed in conjunction with or as part of, similar 
system audits.)    The FCA and PCA must verify the configuration items against the 
SSAA, the development CM plan, and the security test configuration.


C4.3.6.3.  Prerequisite Tasks.   None.


C4.3.6.4.  Input.   Life-Cycle Management Plan, Configuration Identification 
Procedures, Configuration Control Procedures, Configuration Status Accounting 
Procedures, Configuration Audit Procedures and Reports, Software Engineering 
Procedures, and Trusted Distribution Plans.


C4.3.6.5  Output/Products.   A Life-Cycle Management Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C4.T2.


C4.3.6.6.  Suggested References. 


C4.3.6.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C4.3.6.6.2.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.6.6.3.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.6.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.6.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))
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C4.3.6.6.6.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac)) 


C4.3.6.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.6.6.8.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C4.3.6.6.9.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.6.6.10.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C4.3.6.6.11.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C4.3.6.6.12.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.6.6.13.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.7.  Task 2-6, Security Requirements Validation Procedures. 


C4.3.7.1.  Task Objective. The objective of this task is to prepare the written 
procedures used in Phase 3 to validate compliance with the technical security 
requirements.


C4.3.7.2.  Task Description. In this task, the certification team writes the 
procedures to be used in Phase 3 to validate compliance with all the defined technical 
security requirements.   The security requirements document should identify the type 
of review required to validate each requirement:   test, observation, review, or 
interview.   Many organizations use an RTM to identify the applicable security 
requirements and the appropriate method to validate those requirements.   At 
certification Level 1, the test procedures may be a detailed checklist.   At certification 
Levels 2 through 4, a test, observation, review, or interview should verify compliance 
with each requirement.   If test procedures are prepared, they should be added to the 
SSAA.
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C4.3.7.2.1.  Level 1. Verify the questions in the Minimum Security 
Checklist are appropriate to evaluate the system.   Add additional questions to the 
checklist to completely assess the system and components being accredited.


C4.3.7.2.2.  Level 2. Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


 
Table C4.T4.   Test Procedure Format


Test Number


RTM Number


Source


Requirement Statement


Test Objective


Test Methodology


Test Scenario


Desired Results


Actual Results


Conclusions


Vulnerability Analysis                                                                                             .


C4.3.7.2.3.  Level 3.   Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


C4.3.7.2.4.  Level 4.   Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


C4.3.7.3.  Prerequisite Tasks.   Task 2-1 through Task 2-5.


C4.3.7.4.  Input.   Minimum Security Checklist, Task Summary Reports from 
prerequisite tasks, System Design Documentation.
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C4.3.7.5.  Output/Products.   Customized Minimum Security Checklist, Test 
plans and procedures.


C4.3.7.6.  Suggested References.   None.


C4.3.8.  Task 2-7, Vulnerability Assessment. 


C4.3.8.1.  Task Objective.   The objective of this task is to evaluate security 
vulnerabilities (confidentiality, integrity, availability, and accountability), evaluate 
residual risk, and recommend appropriate countermeasures.


C4.3.8.2.  Task Description.   This certification task evaluates security 
vulnerabilities with regard to confidentiality, integrity, availability, and accountability 
and recommends applicable countermeasures.   The Certifier will use this information 
for preparing the risk assessment.   The DAA should determine the acceptable level of 
risk to protect the system commensurate with its value to the Department of 
Defense.10   In Phase 2, the vulnerability assessment concentrates on the sufficiency to 
the specified technical security requirements to protect and secure the information 
resources.


C4.3.8.2.1.  During vulnerability assessment, each of the vulnerabilities 
and discrepancies identified during the evaluation of the system architecture, system 
design, network interfaces, product integration, and configuration management 
practices is analyzed to determine its susceptibility to exploitation by any related 
threat.   The analysis should use techniques such as static penetration, flaw hypothesis, 
and threat-vulnerability pairing.   The design level risk assessment will be determined 
by ranking the evaluated vulnerabilities against threat, ease of exploitation, potential 
rewards to the exploiter, and a composite of the three areas.   All risks must be 
identified and evaluated.   The evaluation should indicate the operational impacts 
associated with these risks.   Appropriate countermeasures must be determined for 
each of the high-risk vulnerabilities.


C4.3.8.2.2.  Level 1.   Complete the Minimal Security Activity Checklist. 
__________


 10 An acceptable level of residual risk is based on the relationship of the threat to the system and the information 
processed; to the IS's mission, environment, and architecture; and its security confidentiality, integrity, availability, and 
accountability (authenticity and nonrepudiation) objectives.
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C4.3.8.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   All results must be documented and consolidated 
into a draft certification package. 


C4.3.8.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   Countermeasures must be proposed to offset the 
risk of vulnerabilities.   All results must be documented and consolidated into a draft 
certification package.


C4.3.8.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   Countermeasures must be proposed to offset the 
risk of each vulnerability.   A cost to implement each proposed countermeasure 
versus risk tradeoff analysis must be performed.   All results must be documented 
and consolidated into a draft certification package.


C4.3.8.3.  Prerequisite Tasks.   Task 2-1 through Task 2-6.


C4.3.8.4.  Input.   Task Summary Reports from prerequisite tasks, System 
Design Documentation, Preliminary Design Review (PDR) and Critical Design 
Review (CDR) Results, Source Code, IV&V Reports.


C4.3.8.5.  Output/Products.   A Vulnerability Assessment Report must be 
prepared.


C4.3.8.6.  Suggested References. 


C4.3.8.6.1.  "Guidelines for Automatic Data Processing Physical and 
Risk Management" (FIPS Publication 31) (reference (ag))
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C4.3.8.6.2.  "Guideline for Automatic Data Processing Risk Analysis" 
(FIPS Publication 65) (reference (ah))


C4.3.8.6.3.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C4.3.8.6.4.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.8.6.5.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.8.6.6.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.8.6.7.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.8.6.8.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.8.6.9.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y)) 


C4.3.8.6.10.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C4.3.8.6.11.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.8.6.12.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C4.3.8.6.13.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C4.3.8.6.14.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))
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C4.3.8.6.15.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.8.6.16.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.8.6.17.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.8.6.18.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C4.3.8.6.19.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.4.  PHASE 2 ROLES AND RESPONSIBILITIES 


C4.4.1.  Security Team Responsibilities. 


C4.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   In the Verification Phase, the DAA oversees 
the evaluation of the system.   The DAA also reviews the SSAA to ensure it accurately 
describes the system, the threat, environment, security requirements, system 
vulnerabilities, and all conditions under which the system will be operated.


C4.4.1.2.  Certifier and Certification Team.   The Certifier conducts a 
technical and nontechnical evaluation of the system.   In Phase 2, the Certifier or 
certification team is responsible for the activities shown in Table C4.T5.


 
Table C4.T5.   Certifier and Certification Team Responsibilities


1. Conduct the Phase 2 certification analysis tasks.


2. Identify and assess system vulnerabilities.


3. Report certification results to the DAA, program manager, and user representative.


4. Provide advice to the DAA, program manager, and user representative regarding the readiness of the 
system to move into the Validation Phase.


5. Maintain C&A schedules, plan of action, and milestones based on performance of the technical effort.


6. Integrate changes into the SSAA.


DoD 8510.1-M, July 31, 2000


87 CHAPTER 4







C4.4.1.3.  ISSO Responsibilities.   During Phase 2, the ISSO is responsible 
for the tasks shown in Table C4.T6.


 
Table C4.T6.   ISSO Responsibilities


1. Review the mission statement to determine if it accurately describes the system.


2. Review the environment description to determine if it accurately describes the system.


C4.4.2.  User Representative Responsibilities.   During Phase 2, the user 
representative is responsible for the tasks shown in Table C4.T7.


 
Table C4.T7.   User Representative Responsibilities


1. Support certification actions.


2. Prepare Security Rules of Behavior and Standard Operating Procedures.


3. Provide changes to the mission statement, functional environment, and organizational structure to the 
certification team.


4. Verify the feasibility of security solutions and the ability to comply in the operational environment.


C4.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C4.4.3.1.  Program Manager Responsibilities.   The program manager is 
responsible for development of the system.   During Phase 2, the program manager is 
responsible for the tasks show in Table C4.T8.


 
Table C4.T8.   Program Manager Responsibilities


1. Develop system or system modifications.


2. Support the certification efforts by providing updates on the mission statement, environmental 
description, and architectural changes.


3. Review the certification results.


4. Make system modifications as necessary to reduce or eliminate system vulnerabilities.


C4.4.3.2.  Program Management Support Staff Responsibilities.   The 
program management support staff perform the tasks shown in Table C4.T9 during 
Phase 2.
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Table C4.T9.   Program Management Support Staff Responsibilities


1. Determinate the level of effort.


2. Support cost and schedule determinations.


3. Monitor progress.


4. Maintain system documentation.


C4.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 2 the developer, integrator, or maintainer is responsible for the tasks shown in 
Table C4.T10.


 
Table C4.T10.   Developer, Integrator or Maintainer Responsibilities


1. Provide hardware and software architecture to the acquisition organization.


2. Provide technical equipment environment requirements to the acquisition organization.


3. Develop or integrate technical security solutions and security requirements.


C4.4.3.4.  Configuration Management Responsibilities.   During Phase 2, the 
configuration management staff supports the program manager in the development and 
maintenance of system documentation.


C4.4.3.5.  System Administration.   There are no system administration 
responsibilities in Phase 2.
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C5.  CHAPTER 5


PHASE 3, VALIDATION


C5.1.  PHASE 3 OVERVIEW 


C5.1.1.  Phase 3 activities, Figure C5.F1., validate that the preceding work has 
produced an IS that operates in a specified computing environment with an acceptable 
level of residual risk.   This phase consists of activities that occur after the system is 
integrated and culminates in the accreditation of the IS.   Phase 3 includes a review of 
the SSAA, an evaluation of the integrated IS, certification, and accreditation.
  


Figure C5.F1.  Validation Phase


C5.1.2.  Phase 3 certification tasks include certification of software, firmware, 
hardware, and inspections of operational sites to ensure their compliance with physical 
security, procedural security, TEMPEST and COMSEC requirements, personnel 
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security, and security education, training, and awareness requirements.   Phase 3 
includes tasks to certify the compatibility of the computing environment with the 
description provided in the SSAA.   DITSCAP flexibility permits the certification 
actions to be scaled to the type of IS being evaluated and tailored to the program 
strategy used in the development or modification of the system.


C5.1.3.  Each IS must be covered by an SSAA.   In some cases a single SSAA may 
include several systems.   For type accreditation's, an SSAA may be prepared for the 
system software and hardware considered under the type accreditation.   This SSAA 
should be shipped to each prospective installation site with the software and 
hardware.   The site manager will receive confirmation and documentation of the C&A 
results and the equipment included in the SSAA.   After installation of the IS, the 
information from the type SSAA should be included in the target system's (network or 
site) SSAA.   The system configuration and security environment must still be certified 
during Phase 3.


C5.2.  PHASE 3 ACTIVITIES 


C5.2.1.  SSAA Refinement.   Phase 3 begins with a review of the SSAA to ensure 
that its requirements and agreements still apply.   That review continues throughout 
Phase 3.   At each stage of the validation process, details are added to the documents 
reflecting the current state of the system.   Required changes must be submitted to the 
DAA, Certifier, program manager, and user representative so the revised agreement 
may be approved and implemented.


C5.2.2.  Certification Evaluation of the Integrated System.   This activity certifies 
that the fully integrated and operational system will comply with the requirements 
stated in the SSAA and the system will be operated with an acceptable level of residual 
risk.   During this activity, certification tasks are performed to ensure that the IS is 
functionally ready for operations.   The certification tasks and the extent of the tasks 
will depend on the level of certification analysis in the SSAA.   The certification tasks 
are listed in Table C5.T1.
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Table C5.T1.   Phase 3, Validation Tasks


1. Security Test and Evaluation


2. Penetration Testing


3. TEMPEST and RED-BLACK Evaluation


4. COMSEC Compliance Evaluation


5. System Management Analysis


6. Site Accreditation Survey


7. Contingency Plan Evaluation


8. Risk Management Review


C5.2.2.1.  As each task is completed, the results are evaluated and 
documented.   The Certifier must evaluate the tasks for completeness and determine if 
the activity is consistent with the approach stated in the SSAA.   The results of the 
completed task analysis are then documented and added to the SSAA.   If problems 
occur while evaluating the integrated system, the Certifier must notify the program 
manager.   If the problem can be fixed, the Certifier can repeat the task analysis 
activity.   The problem and the solution must be included as part of the findings.


C5.2.3.  Recommendation to DAA.   This activity begins after completion of all 
certification tasks and ends with a system accreditation recommendation.   The 
purposes of this activity are to consolidate the findings developed during certification 
of the integrated system and submit the Certifier's report to the DAA.


C5.2.3.1.  If the Certifier concludes that the integrated IS satisfies the SSAA 
technical requirements, the Certifier issues a system certification.   The systems 
certification certifies that the IS has complied with the documented security 
requirements.   Supplemental recommendations might also be made to improve the 
system's security posture.   Such recommendations should provide input to future 
system enhancements and configuration management decisions.


C5.2.3.2.  In some cases, the Certifier may uncover security deficiencies, but 
continue to believe that the short-term system operation is within the bounds of 
acceptable risk.   The Certifier may recommend an Interim Approval To Operate 
(IATO) with the understanding that deficiencies will be corrected in a time period 
specified by the DAA.   These deficiencies must be reflected in the SSAA and an 
agreement obtained on the conditions under which the system may be operated and the 
date by when the deficiencies will be remedied.


C5.2.3.3.  If the Certifier determines that the system does not satisfy the 
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security requirements and that short-term risks place the system operation or 
information in jeopardy, the Certifier must recommend that the IS not be accredited.


C5.2.4.  DAA Accreditation Decision.   After receipt of the Certifier's 
recommendation, the DAA reviews the SSAA and makes an accreditation 
determination.   This determination is added to the SSAA.   The final SSAA 
accreditation package includes the Certifier's recommendation, the DAA authorization 
to operate, and supporting documentation.   The SSAA must contain all the 
information necessary to support the Certifier's recommendation including security 
findings, deficiencies, risks to operate, and actions to resolve any deficiencies.


C5.2.4.1.  If the decision is to accredit, the decision must include the security 
parameters under which the IS is authorized to operate.   If the system does not meet 
the requirements stated in the SSAA, but mission criticality mandates that the system 
become operational, an IATO may be issued.   The DAA, Certifier, program manager, 
and user representative must agree to the proposed solutions, schedule, security 
actions, milestones, and maximum length of time for the IATO validity.


C5.2.4.2.  When the system accreditation has been issued, the responsibility 
for the SSAA will move to the ISSO.   When a decision is made to accredit the system, 
the DITSCAP begins Phase 4.   If the DAA withholds accreditation, the decision must 
state the specific reasons for denial and, if possible, provide suggested solutions.   The 
DITSCAP then reverts to Phase 1 to resolve the issues.


C5.2.4.3.  In some situations a common set of software, hardware, and 
firmware is installed at multiple locations.   Since it is difficult to accredit the common 
systems at all possible locations, the DAA may issue a type accreditation for a typical 
operating environment.   The type accreditation is the official authorization to employ 
identical copies of a system in a specified environment.   The SSAA must be modified 
to include a statement of residual risk and clearly define the intended operating 
environment.   The SSAA must identify specific uses of the system, operational 
constraints and procedures under which the system may operate.   In that case, the 
DAA would include a statement with the accreditation, such as, "This system is 
supplied with a type accreditation.   With the type accreditation, the operators assume 
the responsibility to monitor the environment for compliance with the environment as 
described in the accreditation documentation."   The program manager, user 
representative, and ISSO should ensure that the proper security operating procedures, 
configuration guidance, and training is delivered with the system.
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C5.3.  PHASE 3 CERTIFICATION TASKS 


C5.3.1.  Phase 3 Task Overview.   During Phase 3, eight certification tasks are 
performed on the integrated operational system to ensure that the IS is functionally 
ready for operational deployment.   The certification tasks and the extent of the tasks 
will depend on the certification level agreed on in the SSAA.   After each task is 
completed, a Task Analysis Summary Report must be prepared.   This report must 
include the information shown in Table C5.T2.   For each task and level, complete the 
Minimum Security Checklist, Appendix 2.


 
Table C5.T2.   Task Analysis Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C5.3.2.  Task 3-1, Security Test and Evaluation (ST&E). 


C5.3.2.1.  Task Objective.   The objective of this task is to evaluate the 
technical implementation of the security design and to ascertain that security software, 
hardware, and firmware features affecting confidentiality, integrity, availability, and 
accountability have been implemented as documented in the SSAA and that the 
features perform properly.


C5.3.2.2.  Task Description.   ST&E validates the correct implementation of 
identification and authentication, audit capabilities, access controls, object reuse, 
trusted recovery, and network connection rule compliance.   Individual tests evaluate 
system conformance with the requirements, mission environment, and architecture.   
Test plans and procedures should address all the security requirements and provide 
sufficient evidence of the amount of residual risk.   These results must validate the 
proper integration and operation of all security features.


C5.3.2.2.1.  Hands-on testing should focus on TCB interfaces, system 
initialization, shutoff, and aborts to ensure that the system remains in a secure state.   
Because it is not feasible to include every possible input when testing a system, the 
tester should select those inputs that exercise every security module or every system 
security function and place stress on the system.   Errors should be introduced to test if 
the system fails to perform its function when given invalid commands.   If network
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connections are being used, the team should verify that the connection rules are 
enforced.


C5.3.2.2.2.  When a system is developed for deployment to multiple 
locations a type accreditation may be desirable.   In this situation, a CT&E should 
occur at a central integration and test facility or at one of the intended operating sites, 
if such a facility if not available.   Software and hardware security tests of common 
system components at multiple sites are not recommended.   At the conclusion of the 
type accreditation CT&E, the test results, Certifier's recommendation, and the type 
accreditation are documented in the SSAA.   This SSAA is then sent with the software 
and hardware suite to each site where the IS will be installed.   The site will not need 
to repeat the baseline test conducted by the type accreditation effort.   However, the 
system installation and security configuration should be tested at each operational site 
in the site ST&E.


C5.3.2.2.3.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.2.2.4.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Determine if high-level technical (hardware, software, and firmware) 
security requirements identified in Phase 1 have a corresponding test procedure.   The 
tests should be developed to test the correct implementation of the security policy.


C5.3.2.2.4.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.


C5.3.2.2.4.2.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.2.5.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Determine if high-level technical (hardware, software, and firmware) 
security requirements identified in Phase 1 have a corresponding test procedure.   The 
tests should be developed to test the correct implementation of the security policy.


C5.3.2.2.5.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
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defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.   Security functions must be tested to verify the integration and 
operation of all security features.   The testing must validate the correct 
implementation of identification and authentication, audit analysis, access controls, 
object reuse, trusted recovery, discretionary access controls, and network 
connection rule compliance.


C5.3.2.2.5.2.  If available, the TFM and SFUG must be validated 
for correctness.   Key procedures in the TFM and SFUG must be evaluated for 
completeness.


C5.3.2.2.5.3.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.2.6.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Determine if all technical (hardware, software, and firmware) security 
requirements identified in Phase 1 have a corresponding test procedure.   The tests 
should be developed to test the correct implementation of the security policy.


C5.3.2.2.6.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.   Security functions must be tested to verify the integration and 
operation of all security features.   The testing must validate the correct 
implementation of identification and authentication, audit analysis, access controls, 
object reuse, trusted recovery, discretionary access controls, and network connection 
rule compliance.


C5.3.2.2.6.2.  The TFM and SFUG must be validated for 
correctness.   All the procedures in the TFM and SFUG must be evaluated for 
completeness.


C5.3.2.2.6.3.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
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ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.3.  Prerequisite Tasks.   Task 2-1 and Task 2-7.


C5.3.2.4.  Input.   Test plan and procedures.


C5.3.2.5.  Output/Products.   An ST&E Analysis Summary Report must be 
prepared.   This report must include the information shown in Table C5.T2.


C5.3.2.6.  Suggested References. 


C5.3.2.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.2.6.2.  "Software Verification and Validation: Its Role in Computer 
Assurance and Its Relationship with Software Project Management Standards" (NIST 
Special Publication 500-165) (reference (v))


C5.3.2.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.2.6.4.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C5.3.2.6.5.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C5.3.2.6.6.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-021) (reference (r))


C5.3.2.6.7.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C5.3.2.6.8.  "Assessing Controlled Access Protection (NCSC-TG-028) 
(reference (q)).


C5.3.3.  Task 3-2, Penetration Testing. 


C5.3.3.1.  Task Objective.   The objective of this task is to assess the system's 
ability to withstand intentional attempts to circumvent security features through 
exploitation of the technical security vulnerabilities.
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C5.3.3.2.  Task Description.   Penetration testing is strongly recommended 
for systems of any complexity or criticality.   Penetration testing assesses the system's 
ability to withstand intentional attempts to circumvent system security features by 
exploiting technical security vulnerabilities.   Penetration testing may include insider 
and outsider penetration attempts based on common vulnerabilities for the technology 
being used.


C5.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.3.2.2.  Level 2.   Complete the Minimal Security Activity Checklist.


C5.3.3.2.3.  Level 3.   Analyze the penetration testing to evaluate the 
procedures to determine compliance with the approach stated in the SSAA.   The 
testing must include insider and outsider penetration attempts based on known 
vulnerabilities.   The implemented systems must be tested for flaws, with the 
results described to an appropriate level for the exploitation.


C5.3.3.2.4.  Level 4.   Analyze the penetration testing to evaluate the 
procedures to determine compliance with the approach stated in the SSAA.   The 
testing must include insider and outsider penetration attempts based on known 
vulnerabilities.   The implemented systems must be tested for flaws, with the results 
described to an appropriate level for the exploitation.


C5.3.3.3.  Prerequisite Tasks.   Task 2-1 through Task 2-7.


C5.3.3.4.  Input.   Vulnerability Assessment Report, IV&V Reports, and Task 
Summary Reports from all prerequisite tasks.


C5.3.3.5.  Outputs/Products.   A Penetration Testing Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.3.6.  Suggested References. 


C5.3.3.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.3.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))
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C5.3.3.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.3.6.4.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C5.3.3.6.5.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac)).


C5.3.3.6.6.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C5.3.3.6.7.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C5.3.3.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C5.3.3.6.9.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C5.3.3.6.10.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C5.3.3.6.11.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C5.3.3.6.12.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C5.3.3.6.13.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C5.3.3.6.14.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022) (reference (t))


C5.3.3.6.15.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C5.3.4.  Task 3-3, TEMPEST and RED-BLACK Verification. 
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C5.3.4.1.  Task Objective.   The objective of this task is to validate that the 
equipment and site meet the TEMPEST and RED-BLACK requirements.   (Conduct 
only if TEMPEST applies.)


C5.3.4.2.  Task Description.   TEMPEST and RED-BLACK verification may 
be required to validate that the equipment and site meet the security requirements.   In 
these situations, the site should be inspected to determine if the environment is 
adequate and that adequate practices are being followed.


C5.3.4.2.1.  Level 1.   Not required.


C5.3.4.2.2.  Level 2.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the 
Physical Control Space (PCS).   At a minimum, determine that adequate separation 
exists between RED and BLACK cables, inspect RED power lines for adequate 
filtering, inspect RED safety grounds and adherence to minimal grounding criteria, 
examine potential fortuitous conductors for presence of proper dielectric separators at 
each PCS or secure area, and for the presence of telephone system isolators.


C5.3.4.2.3.  Level 3.   Analyze the TEMPEST compliance with the 
approach states in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for presence of proper dielectric separators at each PCS or secure area, and for the 
presence of telephone system isolators.   Determine the TEMPEST zones for the 
facility.   Inspect the facility and the equipment to determine that the equipment is 
placed in the proper zones or that TEMPEST equipment is used if the facility is 
not zoned.


C5.3.4.2.4.  Level 4.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for presence of proper dielectric separators at each PCS or secure area, and for the 
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presence of telephone system isolators.   By walkaway and conduction tests, profile 
the electromagnetic radiation TEMPEST zone (ERTZ) of all RED systems, cables, 
and components.   Ensure that the ERTZ is within the PCS from a 
three-dimensional perspective.


C5.3.4.3.  Prerequisite Tasks.   None.


C5.3.4.4.  Input.   Operational equipment's electric specifications, drawings, 
and detailed theory of operation, facility physical controlled space drawings and 
equipment location.


C5.3.4.5.  Output/Products.   A TEMPEST/RED-BLACK Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.4.6.  Suggested References. 


C5.3.4.6.1.  "Compromising Emanations Laboratory Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-92) (reference (ai))


C5.3.4.6.2.  "Compromising Emanations Field Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-93) (reference (aj))


C5.3.4.6.3.  "Procedures for TEMPEST Zoning" (NSTISSAM 
TEMPEST/2-92) (reference (ak))


C5.3.4.6.4.  "Guidelines for Facility Design and Red-Black Installation" 
(NACSEM 5203) (reference (al))


C5.3.5.  Task 3-4, COMSEC Compliance Verification. 


C5.3.5.1.  Task Objective.    The objective of this task is to validate that 
appropriate COMSEC approval has been granted.   (Conduct only is COMSEC 
applies.)


C5.3.5.2.  Task Description.    This task validates that National Security 
Agency (NSA) approved COMSEC is in use and that COMSEC key management 
procedures are used.   COMSEC analysis evaluates how well the SSAA-defined 
COMSEC requirements are integrated into the system architecture and site 
management procedures.
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C5.3.5.2.1.  Level 1.   Not required.


C5.3.5.2.2.  Level 2.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.


C5.3.5.2.3.  Level 3.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.   Analyze 
the COMSEC modules for compliance with the approach stated in the SSAA and 
for consistency with the system architecture.


C5.3.5.2.4.  Level 4.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.   Analyze 
the COMSEC modules for compliance with the approach stated in the SSAA.   The 
COMSEC modules must be evaluated for consistency with the system architecture 
and that cryptographic principles are appropriate for particular applications.


C5.3.5.3.  Prerequisite Tasks.   None.


C5.3.5.4.  Input.   Key management plan and procedures, Tailored Functional 
System Requirements Specifications, embedded COMSEC modules design 
documentation.


C5.3.5.5.  Output/Products.   A COMSEC Analysis Summary Report must be 
prepared.   This report must include the information shown in Table C5.T2.


C5.3.5.6.   Suggested References. 


C5.3.5.6.1.  "Communications Security" (COMSEC) (DoD Directive 
C-5200.5) (reference (am))


C5.3.5.6.2.  "Defense Special Security Communications Systems:  
Security Criteria and Telecommunications Guidance" (DoD C-5030.58-M) (reference 
(an))


C5.3.5.6.3.  "Communications Security (COMSEC) Monitoring" 
(NTISSD 600) (reference (ao))
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C5.3.5.6.4.  "INFOSEC Software Engineering Standards and Practices 
Manual" (NSA DS-80) (reference (ap))


C5.3.6.  Task 3-5, System Management Analysis. 


C5.3.6.1.  Task Objective.   The objective of this task is to ensure that system 
security management procedures are in place, operational, and effective.   This task 
verifies that configuration management policies and programs consider security 
implications in all modifications to the accredited system baseline and operational 
concept.


C5.3.6.2.  Task Description.   The system management infrastructure must be 
examined to determine whether it adequately supports the maintenance of the 
environment, mission, and architecture described in the SSAA.   Infrastructure 
components include security policies, system and security management organizations, 
system operating procedures, security training and awareness, Rules of Behavior, 
incident response plan and procedures, virus detection, and configuration management 
organization and processes.   These components provide insight into security 
operations at the site.


C5.3.6.2.1.  An effective configuration management program is 
mandatory if an established security posture is to be maintained.   The system 
management analysis task evaluates the configuration management practices to 
determine their ability to preserve the integrity of the security relevant software and 
hardware.   A system baseline identifies all hardware, software, and firmware 
components and external interfaces, supports future security evaluations, and 
establishes a know reference point from which to make future accreditation decisions.   
Configuration management practices must include periodic reverification of the system 
configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.2.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.6.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.   The procedures must 
include the management hierarchy with respect to the ability of the ISSO to report 
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security incidents and implement changes, management procedures, self-assessment 
techniques, and security intrusion detection.


C5.3.6.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.


C5.3.6.2.4.1.  An effective configuration management program is 
mandatory if an established secure posture is to be maintained.   Evaluate the 
configuration management practices to determine their ability to preserve the 
integrity of the security relevant software and hardware.   A system baseline that 
identifies all information hardware, software, and firmware components and 
external interfaces provides for future security evaluations and establishes a 
known reference point from which to make future accreditation decisions.   
Configuration management practices must include periodic reverification of the 
system configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.


C5.3.6.2.5.1.  Evaluates the configuration management practices to 
determine their ability to preserve the integrity of the security relevant software and 
hardware.   A system baseline that identifies all information hardware, software, and 
firmware components and external interfaces provides for future security evaluations 
and establishes a known reference point from which to make future accreditation 
decisions.   Configuration management practices must include periodic reverification 
of the system configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.5.2.  An FCA must be used to demonstrate the readiness 
of the software for government acceptance testing, as applicable.   A PCA must be 
conducted to check the hardware and software prior to delivery to the 
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organization.   This check ensures that everything (hardware and software) has 
been delivered.


C5.3.6.3.  Prerequisite Tasks.   System integration, Task 2-5 and Task 2-7.


C5.3.6.4.  Input.   Life-Cycle Management Plan Analysis Summary Report, 
and Vulnerability Assessment Report.


C5.3.6.5.  Output/Products.   A System Management Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.6.6.  Suggested References. 


C5.3.6.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C5.3.6.6.2.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C5.3.6.6.3.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.6.6.4.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C5.3.6.6.5.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.7.  Task 3-6, Site Accreditation Survey. 


C5.3.7.1.  Task Objective.   The objective of this task is to evaluate the site to 
ensure that the integration and operation of the system, with its certified design and 
operational concept, pose an acceptable risk to the information being processed.


C5.3.7.2.  Task Description.   The site accreditation survey task validates that 
the site operation of the IS is accomplished as documented in the SSAA.   The site 
accreditation survey analyzes the operational procedures for the IS, environment, 
personnel security, and physical security to determine if they pose any unacceptable 
risks to the information being processed.   Where the IS is not confined to a fixed site
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(tactical or mobile systems and embedded systems in ships or aircraft), the IS must be 
examined in representative sites or environments.


C5.3.7.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.7.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.3.  Prerequisite Tasks.   Tasks 2-5 and Task 3-1 through Task 3-5.


C5.3.7.4.  Input.   Site security procedures and practices, Rules of Behavior, 
Trusted Facility Manual, and Security Features Users Guide.


C5.3.7.5.  Output/Products.   A Site Accreditation Survey Analysis Summary 
Report must be prepared that includes the information shown in Table C5.T2.


C5.3.7.6.  Suggested References. 


C5.3.7.6.1.  "Office of Management and Budget Circular No. A-130" 
(reference (d))


C5.3.7.6.2.  "Guideline for Password Usage" (FIPS Publication 112) 
(reference (aq))
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C5.3.7.6.3.  "Computer Data Authentication" (FIPS Publication 113) 
(reference (ar))


C5.3.8.  Task 3-7, Contingency Plan Evaluation. 


C5.3.8.1.  Task Objective.   The objective of this task is to ensure that 
contingency plans are developed and provide reasonable continuity of IS support if 
events occur that prevent normal operations.


C5.3.8.2.  Task Description.   The contingency plan evaluation task analyzes 
the contingency, backup, and continuity of service plans to ensure the plans are 
consistent with the requirements identified in the SSAA.   Periodic testing of the 
contingency plan is required by DoD Directive 5200.28 (reference (b)) for critical 
systems and is encouraged for all systems.


C5.3.8.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.8.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.3.  Prerequisite Tasks.   None.


C5.3.8.4.  Input.   Contingency Plan.


C5.3.8.5.  Output/Products.   A Contingency Plan Analysis Summary Report 
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must be prepared.   This report must include the information shown in Table C5.T2.


C5.3.8.6.  Suggested Reference.   "Guidelines for ADP Contingency 
Planning" (FIPS Publication 87), reference (as)


C5.3.9.  Task 3-8, Risk Management Review. 


C5.3.9.1.  Task Objective.   The objective of this task is to assess the overall 
system security design and architecture against the concept of operations, operational 
environment, information security policy requirements, and threats to ensure that risks 
to confidentiality, integrity, availability, and accountability of the information and 
system are acceptable.


C5.3.9.2.  Task Description.   The risk management review task assesses the 
operation of the system to determine if the risk to confidentiality, integrity, availability, 
and accountability is being maintained at an acceptable level.   This review should 
assess the system vulnerabilities with respect to the documented threat, ease of 
exploitation, potential rewards, and probability of occurrence.   The operational 
procedures and safeguards should be evaluated to determine their effectiveness and 
ability to offset risk.   The risk management review quantifies the risks the system 
assets are exposed to in the physical, personnel, administrative, and operating 
procedures, communications, emanations, hardware, software, and data security 
areas.   A risk is derived from the analysis of a threat and vulnerability to that threat.   
The purpose of this analysis is to determine if countermeasures are adequate to limit 
the probability of loss or the impact of loss is reduced to an acceptable level.   For each 
residual risk, a statement should be made to indicate the rationale for accepting or 
rejecting the risk and possible future modifications to resolve the problem.   If future 
solutions are proposed, a tentative implementation schedule should be included.   This 
is the final review before developing the recommendation to the DAA.


C5.3.9.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.9.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place and are current.   The Security Awareness 
Program must provide program and functional managers, end users, IS management, 
operations and programming staff, and security staff with the tools and procedures 
required to ensure that the security system is maintained.
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C5.3.9.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place, are current and effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.


C5.3.9.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place, are current and effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Conduct tests to 
verify the effectiveness of the Rules of Behavior and Incident Response Plan.


C5.3.9.3.  Prerequisite Tasks.   Tasks 2-7 and Tasks 3-1 through 3-7.


C5.3.9.4.  Input.   Vulnerability Assessment Report, Threat Analysis, System 
Design Documentation, PDR and CDR Results, Source Code, IV&V Results.


C5.3.9.5.  Output/Products.   A Risk Management Analysis Summary Report 
must be prepared that includes the information shown in Table C5.T2.


C5.3.9.6.  Suggested References.   None.


C5.4.  PHASE 3 ROLES AND RESPONSIBILITIES 


C5.4.1.  Security Team Responsibilities. 


C5.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During Phase 3 the DAA is responsible for the 
activities shown in Table C5.T3.
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Table C5.T3.   DAA Responsibilities


1. Assess the vulnerabilities and residual risk.


2. Decide if the security safeguards and residual risk are acceptable.


3. Approve any corrective actions required.


4. Sign the accreditation document.


C5.4.1.2.  Certifier and Certification Team Responsibilities.   During Phase 3, 
the Certifier and certification team are responsible for the tasks shown in Table C5.T4.


 
Table C5.T4.   Certifier and Certification Team Responsibilities


1. Complete the Phase 3 certification analysis tasks.


2. Maintain C&A schedules, plan of action and milestones based on performance of the technical effort.


3. Integrate changes to the security architecture and system security requirements into the SSAA.


4. Identify and assess system vulnerabilities.


5. Recommend risk mitigation measures.


6. Report certification results to the DAA, program manager, and user representative.


7. Prepare final SSAA (including all certification evidence).


8. Provide a recommendation for or against accreditation.


C5.4.2.  User Representative Responsibilities.   The user representative is 
responsible for the tasks shown in Table C5.T5. during Phase 3.


 
Table C5.T5.   User Representative Responsibilities


1. Support certification actions.


2. Implement and maintain Standard Operating Procedures and Rules of Behavior.


3. Provide changes to the mission statement, functional environment, and organizational structure to the 
certification team.


4. Review certification results.


C5.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C5.4.3.1.  Program Manager Responsibilities.   The program manager is 
responsible for the tasks shown in Table C5.T6. during Phase 3.


 
Table C5.T6.   Program Manager Responsibilities


1. Support certification team performance of Phase 3 tasks.


2. Provide access to the IS for the ST&E.


3. Make system modifications as necessary to reduce or eliminate system vulnerabilities.
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C5.4.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 3, the program management support staff has the DITSCAP responsibilities 
shown in Table C5.T7.


 
Table C5.T7.   Program Management Support Staff Responsibilities


1. Determine the level of effort.


2. Support the cost and schedule determinations.


3. Monitor C&A progress.


4. Maintain system documentation.


C5.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 3, the developer, integrator, or maintainer is responsible for the tasks shown in 
Table C5.T8.


 
Table C5.T8.   Developer, Integrator, or Maintainer Responsibilities


1. Develop or integrate technical security solutions and security requirements.


C5.4.3.4.  Configuration Management Responsibilities.   During Phase 3, the 
configuration management staff support the program manager in the development and 
maintenance of system documentation.


C5.4.3.5.  System Administrator Responsibilities.   There are no system 
administration responsibilities in Phase 3.
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C6.  CHAPTER 6


PHASE 4, POST ACCREDITATION


C6.1.  PHASE 4 OVERVIEW 


C6.1.1.  Phase 4 Overview.   Phase 4, Figure C6.F1., contains activities required 
to continue to operate and manage the system so that it will maintain an acceptable 
level of risk.   Post accreditation activities include ongoing maintenance of the SSAA, 
system operations, security operations, configuration management, and compliance 
validation.
   


Figure C6.F1.  Post Accreditation Phase


C6.1.2.  Phase 4 begins after the system has been integrated into the operational 
computing environment and accredited.   Phase 4 continues until the IS is removed 
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from service, a major change is planned for the system, or a periodic compliance 
validation is required.   In the first case, the DITSCAP responsibilities of the 
acquisition organization shift to the system manager or designated maintenance 
organization.   In the other two cases, the DITSCAP reverts to Phase 1.   When a major 
change is planned for a legacy system or the legacy system's periodic validation is 
required, the DITSCAP process is initiated starting at Phase 1.


C6.2.  PHASE 4 ACTIVITIES 


C6.2.1.  System and Security Operation.   The system operation activity include 
the secure operations of the IS and the associated computing environment.   System 
maintenance tasks ensure that the IS continues to operate within the stated parameters 
of the accreditation.


C6.2.1.1.  Secure system operation depends on the organization and its 
procedures.   Site operations staff and the ISSO are responsible for maintaining an 
acceptable level of residual risk.   That is done by addressing security considerations 
when changes are made to either the IS baseline or to the baseline of the computing 
environment operational site.   The ISSO is responsible for determining the extent that 
a change affects the security posture of either the IS or the computing environment, for 
obtaining approval of security relevant changes, and for documenting the 
implementation of that change in the SSAA and site operating procedures.   Users are 
responsible for operating the system under the security guidelines established in the 
SSAA.


C6.2.1.2.  Maintaining a security system is an ongoing process that manages 
risk against the IS, the computing environment, and its resources.   Effective 
management of the risk continuously evaluates the threats that the system is exposed 
to, evaluates the capabilities of the system and environment to minimize the risk, and 
balances the security measures against cost and system performance.   Secure system 
management preserves the acceptable level of residual risk based on the relationship of 
mission, environment, and architecture of the IS and it's computing environment.   
Secure system management is a continuous review and approval process that involves 
the users, ISSOs, acquisition or maintenance organizations, and DAA.   The Phase 4 
security tasks are described in Table C6.T1.
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Table C6.T1.   System/Security Operations Tasks


1. SSAA Maintenance


2. Physical, Personnel, and Management Control Review


3. TEMPEST Evaluation


4. COMSEC Compliance Evaluation


5. Contingency Plan Maintenance


6. Configuration Management


7. QSystem Security Management


8. Risk Management Review


C6.2.2.  Compliance Validation.   Periodic review of the operational system and 
its computing environment must occur at predefined intervals, as defined in the 
SSAA.11   The purpose of this activity is to ensure the system continues to comply with 
the security requirements, current threat assessment, and concept of operations.   The 
compliance review should ensure that the contents of the SSAA adequately address the 
functional environment into which the IS has been placed.   The compliance validation 
tasks should repeat all the applicable Phase 2 and 3 tasks.   When compliance 
validation is conducted, the minimum tasks that should be completed are listed in 
Table C6.T2.


 
Table C6.T2.   Compliance Validation Tasks


1. Site and Physical Security Validation


2. Security Procedures Validation


3. System Changes and Related Impact Validation


4. System Architecture and System Interfaces Validation


5. Management Procedures Validation


6. Risk Decisions Validation


 11 OMB, DoD, Service, and Agency directives have mandatory recertification and reaccredidation requirements.   These 
requirements must be included in the SSAA, governing security requisites.
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C6.3.  PHASE 4 CERTIFICATION TASKS 


C6.3.1.  Phase 4 Task Overview.   Phase 4 tasks include both evaluation and 
maintenance of the secure system operation, site procedures and practices, and 
environmental requirements unique to the site.   The extent of the tasks will depend on 
the certification level agreed on in the SSAA.   After each task is completed, a Task 
Analysis Summary Report must be prepared.   This report must include the information 
shown in Table C6.T3.


 
Table C6.T3.   Task Analysis Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C6.3.2.  Task 4-1, SSAA Maintenance. 


C6.3.2.1.  Task Objective.   The objective of this task is to update the SSAA 
whenever necessary to ensure it reflects the current operating system mission, 
environment and architecture.


C6.3.2.2.  Task Description.   SSAA maintenance is an ongoing task.   Each 
time any change occurs to the system mission, the threat, operating environment, 
security architecture, or any operating procedures, those changes should be reflected in 
the SSAA.


C6.3.2.2.1.  Level 1.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.2.2.  Level 2.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.2.3.  Level 3.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.
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C6.3.2.2.4.  Level 4.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.3.  Prerequisite Tasks.   All Phase 1, 2, and 3 tasks.


C6.3.2.4.  Input.   Approved SSAA.


C6.3.2.5.  Output/Products.   A revised SSAA.


C6.3.2.6.  Suggested References.   None.


C6.3.3.  Task 4-2, Physical, Personnel, and Management Control Review. 


C6.3.3.1.  Task Objective.   The objective of this task is to evaluate the 
deployment environment of a previously accredited system to ensure compliance with 
the SSAA.


C6.3.3.2.  Task Description.   The Phase 3 Site Accreditation Survey task 
validated that the site operation of the IS was accomplished as documented in the 
SSAA.   This task continues to analyze the operational procedures for the IS, 
environmental concerns, operational procedures, personnel security controls, and 
physical security to determine if they pose any unacceptable risks to the information 
being processed.


C6.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C6.3.3.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.


C6.3.3.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.
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C6.3.3.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.


C6.3.3.3.  Prerequisite Tasks.   Task 2-5 and Task 3-5 through Task 3-8.


C6.3.3.4.  Input.   Task Summary Reports from all prerequisite tasks, Site and 
System Security Operating Procedures.


C6.3.3.5.  Output/Products.   A Physical, Personnel, and Management 
Control Review Summary Report summary report must be prepared.   This report must 
include the information shown in Table C6.T3.


C6.3.3.6.  Suggested References. 


C6.3.3.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C6.3.3.6.2.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C6.3.3.6.3.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C6.3.4.  Task 4-3, TEMPEST Evaluation. 


C6.3.4.1.  Task Objective.   The objective of this task is to validate that the 
equipment and site continue to meet TEMPEST and RED-BLACK requirements, as 
appropriate.


C6.3.4.2.  Task Description.   Periodic TEMPEST and RED-BLACK 
verification may be required to ensure that the equipment and site meet the security 
requirements.   In these situations the site should be inspected to determine if adequate 
practices are being followed and the equipment may be subjected to TEMPEST testing.


C6.3.4.2.1.  Level 1.   Not required.


C6.3.4.2.2.  Level 2.   Analyze the TEMPEST compliance with the 
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stated approach in the SSAA.   A RED-BLACK facility evaluation must be performed 
to determine if adequate TEMPEST practices are followed to prevent potential 
TEMPEST transmissions beyond the PCS.   At a minimum, determine that adequate 
separation exists between RED and BLACK cables, inspect RED power lines for 
adequate filtering, inspect RED safety grounds and adherence to minimal grounding 
criteria, examine potential fortuitous conductors for the presence of proper dielectric 
separators at each PCS or secure area and for the presence of telephone system 
isolators.


C6.3.4.2.3.  Level 3.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between Red and Black 
cables, inspect Red power lines for adequate filtering, inspect Red safety grounds and 
adherence to minimal grounding criteria, examine potential fortuitous conductors for 
the presence of proper dielectric separators at each PCS or secure area and for the 
presence of telephone system isolators.   Determine the TEMPEST zones for the 
facility.   Inspect the facility and the equipment to determine whether the 
equipment is placed in the proper zones, or TEMPEST equipment is used if the 
facility is not zoned.


C6.3.4.2.4.  Level 4.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for the presence of proper dielectric separators at each PCS or secure area, and for the 
presence of telephone system isolators.   By walkaway and conduction tests profile 
the ERTZ of all RED systems, cables, and components.   Ensure that the ERTZ is 
within the PCS from a three-dimensional perspective.


C6.3.4.3.  Prerequisite Tasks.   Task 3-3.


C6.3.4.4.  Input.   Previously conducted TEMPEST Surveys and Tests, 
Sensitive Compartmented Information Facility (SCIF) Accreditation Report, 
Equipment Electrical Operation Specifications, Drawings, and detailed Theory of 
Operation; Facility Physical Controlled Space Drawings and Equipment Location.
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C6.3.4.5.  Output/Products.   A TEMPEST Evaluation Summary Report must 
be prepared that includes the information shown in Table C6.T3.


C6.3.4.6.  Suggested References. 


C6.3.4.6.1.  "Laboratory TEMPEST Test Standard" (NSTISSAM 
TEMPEST/1-92) (reference (ai))


C6.3.4.6.2.  "Compromising Emanations Field Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-93) (reference (aj))


C6.3.4.6.3.  "Procedures for TEMPEST Zoning" (NSTISSAM 
TEMPEST/2-92) (reference (ak))


C6.3.4.6.4.  "Guidelines for Facility Design and Red/Black Installation" 
(NACSEM 5203) (reference (al))


C6.3.5.  Task 4-4, COMSEC Compliance Evaluation. 


C6.3.5.1.  Task Objective.   The objective of this task is to validate that 
appropriate COMSEC approval has been granted and continues to support the 
requirements and agreements in the SSAA.


C6.3.5.2.  Task Description.   This task determines that COMSEC approved 
key management procedures continue to be used.   COMSEC analysis continuously 
evaluates how well the SSAA defined COMSEC requirements are integrated into the 
system architecture and the site management procedures.


C6.3.5.2.1.  Level 1.   Not required.


C6.3.5.2.2.  Level 2.   Analyze the key management plan to evaluate its 
compliance with the approach stated in the SSAA.   The plan must be evaluated for 
completeness and compliance with the COMSEC operational and security 
requirements.


C6.3.5.2.3.  Level 3.   Analyze the key management procedures to 
evaluate its compliance with the approach stated in the SSAA.   The key management 
plan and procedures must be evaluated for completeness and compliance with the 
COMSEC operational and security requirements.    Analyze the COMSEC modules 
to evaluate their compliance with the approach stated in the SSAA.   The 
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COMSEC modules must be evaluated for consistency with the system architecture.


C6.3.5.2.4.  Level 4.   Analyze the key management procedures to 
evaluate its compliance with the approach stated in the SSAA.   The key management 
plan and procedures must be evaluated for completeness and compliance with the 
COMSEC operational and security requirements.   The analysis of the COMSEC 
modules must be evaluated for compliance with the approach stated in the SSAA.   
The modules must also be evaluated for consistency with the system architecture 
and to ensure that cryptographic principles are appropriate for particular 
applications. 


C6.3.5.3.  Prerequisite Tasks.   Task 3-4.


C6.3.5.4.  Input.   Key Management Plan and Procedures, Tailored 
Functional System Requirements Specifications, embedded COMSEC Modules Design 
Documentation, previous evaluation of integration of embedded COMSEC modules 
into the system.


C6.3.5.5.  Output/Products.   A COMSEC Compliance Evaluation Summary 
Report must be prepared that includes the information shown in Table C6.T3.


C6.3.5.6.  Suggested References. 


C6.3.5.6.1.  "Communications Security (COMSEC)" (DoD Directive 
C-5200.5) (reference (am))


C6.3.5.6.2.  "Defense Special Security Communications Systems:  
Security Criteria and Telecommunications Guidance (DoD C-5030.58-M) (reference 
(an))


C6.3.5.6.3.  "Communications Security (COMSEC) Monitoring" 
(NTISSD 600) (reference (ao))


C6.3.5.6.4.  "INFOSEC Software Engineering Standards and Practices 
Manual" (NSA DS-80) (reference (ap))


C6.3.6.  Task 4-5, Contingency Plan Maintenance. 


C6.3.6.1.  Task Objective.   The objective of this task is to ensure that 
contingency plans are maintained and provide reasonable continuity of IS support 
when events occur that prevent normal operations.
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C6.3.6.2.  Task Description.   Periodically review the contingency plan and 
related procedures to ensure they remain current.   A contingency plan should cover 
emergency response, back-up operations, and post-disaster recovery.   The plan should 
consider natural disasters, enemy actions, or malicious attacks.   Adequate resources 
must be available to support the continuity of operations in an emergency situation.


C6.3.6.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C6.3.6.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.3.  Prerequisite Tasks.   Task 3-7.


C6.3.6.4.  Input.   System and Site Contingency Plans, Contingency Plan 
Analysis Summary Report.


C6.3.6.5.  Output/Products.   A Contingency Plan Maintenance Summary 
Report must be prepared that includes the information shown in Table C6.T3.


C6.3.6.6.  Suggested Reference.   "Guidelines for ADP Contingency 
Planning" (FIPS Publication 87) (reference (as)) 


C6.3.7.  Task 4-6, Configuration Management. 


C6.3.7.1.  Task Objective.   The objective of this task is to continually assess 
proposed changes to the system to determine if they will impact the security posture of 
the accredited system.


C6.3.7.2.  Task Description.   After an IS is approved for operation in a 
specific computing environment, changes to the IS and the computing environment 
must be controlled.   While changes may adversely affect the overall security posture 
of the infrastructure and the IS, change is ongoing as it responds to the needs of the 
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user and new technology developments.   As the threats become more sophisticated or 
focused on a particular asset, countermeasures must be strengthened or added to 
provide adequate protection.   Therefore, configuration management is required to 
maintain an acceptable level of residual risk.


C6.3.7.2.1.  Accreditation is based on security assumptions that tie 
certified hardware and software of each system to the configuration of the computing 
environment.   Changes in the IS configuration, operational mission, computing 
environment, or to the computing environment's configuration may invalidate the 
security assumptions.


C6.3.7.2.2.  The program manager, ISSO, and system users must support 
the system configuration management process.   They must be involved in the 
configuration management process to ensure that changes do not have an adverse affect 
on the security posture of the system and its associated IS.   The strategy for managing 
change must be defined in the SSAA.   The ISSO must review and approve changes 
relating to security and document the implementation of a change in the SSAA.   
Changes that significantly affect the system security posture must be forwarded to the 
DAA, Certifier, user representative, and program manager.


C6.3.7.2.3.  Level 1.   Review the proposed system changes to determine 
if they have any impact on the system security posture.


C6.3.7.2.4.  Level 2.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
they are implemented.   Monitor the system for events that may indicate that the 
system needs to be recertificed.   These events may include changes to security 
critical software or hardware, changes to the threat, changes in the mission, or 
unauthorized system changes.   Update the SSAA as appropriate.


C6.3.7.2.5.  Level 3.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
they are implemented.   Monitor the system for events that may indicate that the system 
needs to be recertificed.   These events may include changes to security critical 
software or hardware, changes to the threat, changes in the mission, or unauthorized 
system changes.    Test the system with automated tools to verify that the system 
configuration has not changed.   Update the SSAA as appropriate.


C6.3.7.2.6.  Level 4.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
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they are implemented.   Monitor the system for events that may indicate that the system 
needs to be recertificed.   These events may include changes to security critical 
software or hardware, changes to the threat, changes in the mission, or unauthorized 
system changes.   Test the system with automated tools to verify that the system 
configuration has not changed.   Update the SSAA as appropriate.


C6.3.7.3.  Prerequisite Tasks.   Task 2-5, Task 3-5, and Task 4-1.


C6.3.7.4.  Input.   Current SSAA, System Design Documentation, PDR and 
CDR results, Source Code, Configuration Management Review Board minutes and 
notes, System Change Requests.


C6.3.7.5.  Output/Products.   A Configuration Management Summary Report 
must be prepared.   This report must include the information shown in Table C6.T3.


C6.3.7.6.  Suggested Reference.   "Configuration Management Military 
Standard" (MIL-STD-973) (reference (ab))


C6.3.8.  Task 4-7, Risk Management Review. 


C6.3.8.1.  Task Objective.   The objective of this task is to assess the overall 
system security design, architecture, and other SSAA requirements against the concept 
of operations, operational environment, and threats to ensure that risk to 
confidentiality, integrity, availability, or accountability of the information and system 
remains acceptable.   Known threats, as well as any new threats, must be analyzed to 
determine if the system still adequately protects against all them.   Possible threat 
changes include those items shown in Table C6.T4.


 
Table C6.T4.   Possible Threat Changes


1. A change in the IT mission or user profile.


2. A change in the IT architecture, such as the addition of a LAN or WAN connection.


3. A change in criticality and/or sensitivity level that causes a change in the countermeasures required.


4. A change in the security policy.


5. A change in the threat or system risk.


6. A change in the activity that requires a different security mode of operation.


7. A breach of security, a breach of system integrity, or an unusual situation that may invalidate the 
accreditation by revealing a flaw in security design.


8. Results of an audit or external assessment.
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C6.3.8.2.  Task Description.   The risk management review task continues to 
assess the operation of the system to determine if the risk to confidentiality, integrity, 
availability, and accountability is being maintained at an acceptable level.   This 
review should assess the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures and safeguards should be evaluated to determine their effectiveness and 
ability to offset risk.   Any changes to the risk should immediately be reported to the 
DAA.


C6.3.8.2.1.  Level 1.    Complete the Minimal Security Activity Checklist.


C6.3.8.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place and are current.   The Security Awareness 
Program must provide program and functional managers, end users, IS management, 
operations and programming staff, and security staff with the tools and procedures 
required to ensure that the security system is maintained.   Evaluate the availability and 
effectiveness of tools and procedures to ensure that the security system is maintained.


C6.3.8.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place, are current, and are effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Evaluate the 
availability and effectiveness of tools and procedures to ensure that the security system 
is maintained.   Capabilities of the tools may include real-time monitoring and 
alerts, intrusion detection, network analysis, audit analysis, user management, risk 
analysis, and network configuration management tools.


C6.3.8.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
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procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place are current, and are effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Conduct tests to 
verify the effectiveness of the Rules of Behavior and Incident Response Plan.   
Evaluate the availability and effectiveness of tools and procedures to ensure that the 
security system is maintained.   Capabilities of the tools may include real-time 
monitoring and alerts, intrusion detection, network analysis, audit analysis, user 
management, risk analysis, and network configuration management tools.


C6.3.8.3.  Prerequisite Tasks.   Task 2-6, Task 3-6 through Task 3-8, and 
Task 4-1 through Task 4-6.


C6.3.8.4.  Input.   SSAA, Risk Analysis, Threat Analysis, Vulnerability 
Evaluation, and IV&V results, Task Summary Reports from all prerequisite tasks.


C6.3.8.5.  Output/Products.   An updated SSAA and a Risk Management 
Review Summary Report must be prepared.   This report must include the information 
shown in Table C6.T3.


C6.3.8.6.  Suggested References. 


C6.3.8.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C6.3.8.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C6.3.8.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C6.3.8.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C6.3.8.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))
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C6.3.8.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C6.3.8.6.7.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C6.3.8.6.8.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C6.3.8.6.9.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C6.3.8.6.10.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C6.3.8.6.11.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C6.3.8.6.12.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C6.3.8.6.13.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C6.3.8.6.14.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C6.3.8.6.15.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C6.3.8.6.16.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C6.3.8.6.17.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C6.3.9.  Task 4-8, Compliance Validation. 


C6.3.9.1.  Task Objective.   The objective of the compliance validation tasks 
are to ensure that the IS complies with the security requirements, current threat 
assessment, and concept of operations.
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C6.3.9.2.  Task Description.   The compliance validation tasks ensure that the 
contents of the SSAA adequately address the functional environment into which the IS 
has been placed.   The compliance validation tasks should repeat all the applicable 
Phase 2 and 3 tasks.   At a minimum, when compliance validation is conducted, the 
minimum tasks that should be conducted are listed in Table C6.T5.


 
Table C6.T5.   Compliance Validation Tasks


1. Site and Physical Security Validation


2. Security Procedures Validation


3. System Changes and Related Impact Validation


4. System Architecture and System Interfaces Validation


5. Management Procedures Validation


6. Risk Decisions Validation


C6.3.9.2.1.  Level 1.   Complete the Minimum Security Activity 
Checklist.


C.6.3.9.2.2.  Level 2.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.2.3.  Level 3.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.2.4.  Level 4.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.3.  Prerequisite Tasks.   All Phase 2 and 3 tasks.


C6.3.9.4.  Input.   Approved SSAA, Task Summary Reports from all 
prerequisite tasks.


C6.3.9.5.  Output/Products.   A Compliance Validation Summary Report 
must be prepared.   This report must include the information shown in Table C6.T3.


C6.3.9.6.  Suggested References. 


C6.3.9.6.1.  See references from related Phase 2 and 3 tasks.
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C6.4.  PHASE 4 ROLES AND RESPONSIBILITIES 


C6.4.1  Security Team Responsibilities. 


C6.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During Phase 4, the DAA is responsible for 
the tasks shown in Table C6.T6.


 
Table C6.T6.   DAA Responsibilities


1. Review proposed security changes.


2. Oversee compliance validation.


3. Monitor C&A integrity.


4. Establish reaccredidation requirements and ensuring all assigned systems comply with these 
requirements.


5. Decide to reaccreditate, accredit, IATO, or if the SSAA is no longer valid, terminate system operations.


C6.4.1.2.  Certifier and Certification Team Responsibilities.   The Certifier 
and certification team normally are not involved with the system in Phase 4.   Their 
roles and responsibilities in Phase 4 are to support of the DAA, system operators, and 
ISSO as mutually agreed.


C6.4.2.  User Responsibilities. 


C6.4.2.1.  User Representative Responsibilities.   During Phase 4, the user 
representative has the responsibilities shown in Table C6.T7.


 
Table C6.T7.   User Representative Responsibilities


1. Oversee the system operation according to the SSAA.


2. Report vulnerability and security incidents.


3. Report threats to the mission environment.


4. Review and update the system vulnerabilities.


5. Review changes to the security policy and standards.


6. Initiate SSAA review if there are changes in the threat or system configuration.


C6.4.2.2.  ISSO Responsibilities.   The ISSO is usually the security focal 
point within the user community, responsible for the secure operation of the IS within 
the environment agreed on in the SSAA.   The ISSO ensures the IS is deployed and 
operated according to the SSAA through integration of all the security disciplines 
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(COMPUSEC, COMSEC, EMSEC, personnel, physical, and administrative 
procedures) to maintain an acceptable level of residual risk.   The responsibilities of 
the ISSO during Phase 4 include those shown in Table C6.T8.


 
Table C6.T8.   ISSO Responsibilities


1. Periodically review the mission statement, operating environment, and security architecture to determine 
compliance with the approved SSAA.


2. Maintain the integrity of the site environment and accredited security posture.


3. Ensure that configuration management adheres to the security policy and security requirements.


4. Initiate the C&A process when periodic reaccredidation is required or system change dictates.


C6.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C6.4.3.1.  Program Manager Responsibilities.   The development program 
manager role shifts to the system operator in Phase 4.   During Phase 4, the program 
manager responsibilities are performed by the owner or operator of the IS, as shown in 
Table C6.T9.


 
Table C6.T9.   Program Manager Responsibilities


1. Report security related changes in the IS to the DAA and user representative.


2. Update the IS to address reported vulnerabilities and patches under configuration management.


3. Review and update life-cycle management policies and standards.


4. Resolve security discrepancies.


C6.4.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 4, the program management support staff is responsible for cost and schedule 
determinations, level of effort evaluation of subsequent C&A efforts, and system 
documentation.


C6.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 4, the developer/integrator responsibilities normally shift to the organization 
responsible for the system maintenance.   The Phase 4 responsibilities are shown in 
Table C6.T10.


 
Table C6.T10.   Developer, Integrator or Maintainer Responsibilities


1. Provide hardware and software architecture to the acquisition organization.


2. Provide system modifications or changes to the ISSO and informing the program manager, DAA, 
Certifier, and user representative.


3. Develop or integrate technical security solutions and security requirements.
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C6.4.3.4.  Configuration Control and Configuration Management 
Responsibilities.   During Phase 4, the configuration control and configuration 
management staff supports the PM in the development and maintenance of system 
documentation.


C6.4.3.5.  System Administration Responsibilities.   During Phase 4, system 
administration responsibilities include the tasks shown in Table C6.T11.


 
Table C6.T11.   System Administrator Responsibilities


1. Operate the system according to the SSAA.


2. Maintain an acceptable level of residual risk.


3. Inform the ISSO of any proposed changes or modifications to the system, information processed, 
operating procedures, operating environment that affect security.
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C7.  CHAPTER 7


SECURITY ACTIVITIES IN THE SYSTEM LIFE CYCLE


C7.1.  OVERVIEW 


DoD Directive 5000.1 (reference (h)) and DoD 5000.2-R, reference (i), describe the 
phases and milestones for the design, development, deployment, operation, support, 
and/or termination and disposal of major automated IS.   The security activities and 
conditions to initiate and complete each phase and milestone are defined in the 
sections below.


C7.2.  IS PROGRAM STRATEGIES 


C7.2.1.  A program strategy is the method used to design, develop, and deploy an 
IS through its life cycle.   Four general program strategies have been used; grand 
design, incremental, evolutionary, and other.


C7.2.1.1.  Grand Design Program Strategies.   Acquisition, development, and 
deployment of the total functional capability in a single increment characterize the 
grand design program strategies.   The required functional capability can be defined 
clearly, and further enhancement is not foreseen to be necessary.   A grand design 
program strategy usually is used when the user requirements are well understood, 
supported by precedent, easily defined, and assessment of other considerations (risks, 
funding, schedule, size of program, or early realization of benefits) indicates that a 
phased approach is not required.


C7.2.1.2.  Incremental Program Strategies.   Acquisition, development, and 
deployment of functionality through a number of clearly defined system increments 
that stand on their own characterize incremental program strategies.   The number, 
size, and phasing of the increments required for satisfaction of the total scope of the 
stated user requirement will be defined by the IS program manager, in consultation 
with the functional user.   An incremental program strategy usually is used when the 
user requirements are well understood and easily defined, but assessment of other 
considerations (risks, funding, schedule, size of the program, or early realization of 
benefits) indicates that a phased approach is more prudent or beneficial.
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C7.2.1.3.  Evolutionary Program Strategies.   Evolutionary program strategies 
are characterized by the design, development, and deployment of a preliminary 
capability that includes provisions for the evolutionary addition of future functionality 
and changes as requirements are further defined.   Evolutionary developments are 
conducted within the context of a plan for evolution towards an ultimate capability.   
The total functional requirements the IS must meet are refined successively through 
feedback from previous increments and reflected in subsequent increments.   
Evolutionary program strategies are particularly suited to situations where, although 
the general scope of the program is known and a basic core of user functional 
characteristics can be defined, detailed system or functional requirements are difficult 
to articulate (decision-aiding systems requiring extensive human-machine 
interaction).   The evolutionary program strategy differs from the incremental program 
strategy because the total functional capability is not completely defined at inception, 
but evolves as the system is built.


C7.2.1.4.  Other Program Strategies.   Other program strategies are intended 
to encompass variations and/or combinations of the program strategies in the previous 
subparagraphs, or other program strategies not listed above (OMB Circular A-109 
acquisitions (reference (av)), COTS, NDI, and commercial item acquisitions).


C7.3.  IS LIFE-CYCLE MANAGEMENT PROCESS 


C7.3.1.  An overview of the tasks applicable to each Life-Cycle Management 
(LCM) phase and the decision process for each milestone are described in the next 
sections.   Those tasks are essentially the same for all program strategies before 
Milestone I.   Subsequent tasks must be tailored to the program strategy approved at 
Milestone I.   The proposed program strategy must be outlined during the Concept 
Exploration and Definition phase (Phase 0) and approved at Milestone I.


C7.3.1.1.  Rapid prototyping may be used throughout the LCM process.   It 
may be used to support analysis performed during the Concept Exploration and 
Definition and Demonstration and Validation phases.   Additionally, rapid prototyping 
may be used to develop a subset of functionality in whichever program strategy is 
selected.


C7.3.1.2.  Depending on the selected program strategy, combined or repeated 
milestone decision points and associated activities within the user representative phase 
may be required.   The number of replicated decision points and how increments 
between those decision points are to be reviewed will be specified in the proposed 
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program strategy presented at Milestone I.   For example, in an evolutionary program 
strategy, there may be multiple Milestone II and Milestone III decision points, 
depending on the amount of functionality provided in each increment.   Replicated 
milestone decision point implies repeating the phases preceding the milestone decision 
point.   A second example is that the use of GOTS, COTS, and/or NDI products, 
requiring no custom changes, may result in the consolidation of the LCM 
Demonstration and Validation and the Development phases.   In that case, a combined 
Milestone II and III review is justified.   Similar tailoring may be applicable to 
migration systems.


C7.3.1.3.  At each milestone decision point, the status of program execution 
and plans for the next phase and the remainder of the program must be assessed.   The 
risks associated with that program and the adequacy of risk management planning must 
be addressed explicitly.   Additionally, program-specific results to be required in the 
next phase, called "exit criteria," must be established.   Exit criteria are critical results 
that must be attained during the next phase.   They can be viewed as gates through 
which a program must pass during that phase.   For example, they can include the 
requirement to achieve a specified level of performance in testing, or conduct a critical 
design review before committing funds for future procurement.


C7.3.2.  Milestones and Phases. 


C7.3.2.1.  Milestone 0 - Approval to Conduct Concept Studies.   After the 
mission need is validated, a Milestone 0 review is conducted to review the mission 
needs statement, identify possible alternatives, and authorize concept studies.


C7.3.2.2.  Phase 0 - Concept Exploration.   Phase 0 typically consists of 
competitive, parallel short-term concept studies.   The focus of these efforts is to define 
and evaluate the feasibility of alternative concepts and to provide a basis for assessing 
the relative merits of these concepts at the next milestone decision point.


C7.3.2.3.  Milestone I - Approval to Begin a New Acquisition Program.   The 
purpose of the Milestone I decision point is to determine if the results of Phase 0 
warrant establishing a new acquisition program and to approve entry into Phase I.


C7.3.2.4.  Phase I, Program Definition and Risk Reduction.   During this 
phase the program must become defined as one or more concepts, design approaches, 
and/or parallel technologies are pursued as warranted.   Assessments of the advantages 
and disadvantages of alternative concepts must be refined.   Prototyping, 
demonstrations, and early operational assessments must be considered and included as 
necessary to reduce risk and ensure that technology, manufacturing, and support risks 
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are well in hand before the next decision point.   Cost-drivers, life-cycle cost estimates, 
cost-performance trades, interoperability, and acquisition strategy alternatives must be 
considered to include evolutionary and incremental software development.   The 
activities of this phase will depend on the approved program strategy, Table C7.T1.


 
Table C7.T1.   Phase I Activities by Program Strategy


1. Grand Design.   Validate the selected system design and complete the technical specifications.


2. Incremental.   Design, code, test, and demonstrate a subset of functional capabilities to support the 
program strategy.


3. Evolutionary.   Design, code, test, and demonstrate a program that provides basic or elementary 
capabilities in the context of a plan for evolution towards an ultimate capability.


4. Other.   The activities to be accomplished during this phase will depend on the specific definition of the 
program strategy.


C7.3.2.5.  Milestone II - Approval to Enter Engineering and Manufacturing.   
The purpose of Milestone II is to determine if the results of Phase I warrant 
continuation of the program and to approve entry into Engineering and Manufacturing 
Development (or software engineering and development for a software intensive 
system).


C7.3.2.6.  Phase II - Engineering and Manufacturing Development.   The 
primary objectives of this phase are to translate the most promising design approach 
into a stable, interoperable, producible, supportable, and cost-effective design; validate 
the manufacturing or production process; and to demonstrate system capabilities 
through testing.   The activities of this phase, Table C7.T2., will depend on the 
approved program strategy.


 
Table C7.T2.   Phase II Activities by Program Strategy


1. Grand Design.   Develop the IS, test it when complete to ensure that it satisfies mission needs described 
in the mission needs statement and prepare for deployment.


2. Incremental.   The activities in this phase may be repeated.   For each recurrence of the phase, code, 
and test the applicable increments of the overall design.   Ensure that all capabilities to which the user 
agreed are satisfied.   Prepare for deployment.


3. Evolutionary.   The activities in this phase may be repeated.   For each recurrence of the phase, design, 
code, and test the applicable increments as they progress toward an overall design.   Ensure that all user 
agreements are satisfied.   Prepare for deployment.


4. Other.   The activities to be accomplished during this phase will depend on the specific definition of the 
program strategy.
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C7.3.2.7.  Milestone III - Production or Fielding/Deployment Approval.   The 
purpose of Milestone III is to authorize entrance into production for an ACAT I or into 
deployment for an ACAT IA program.


C7.3.2.8.  Phase III - Production, Fielding/Deployment, and Operational 
Support.   The objectives of this phase are to achieve an operational capability that 
satisfies the mission needs.   Deficiencies encountered in the Developmental Test and 
Evaluation (DT&E) and Initial Operational Test and Evaluation (IOT&E) must be 
resolved and fixes verified.   During the fielding/deployment and throughout 
operational support, the potential for modifications to the fielded/deployed system 
continues.


C7.3.2.8.1.  Operational Support.   The objectives of this activity are the 
execution of a support program that meets the threshold values of all support 
performance requirements and sustainment of them in the most life-cycle cost-effective 
manner.


C7.3.2.8.2.  Modifications.   Any modification that is of sufficient cost 
and complexity that it could itself qualify as an ACAT I or ACAT IA program must be 
considered for management purposes as a separate acquisition effort.   Modifications 
that do not cross the ACAT I or IA threshold must be considered part of the program 
being modified.   Modifications may cause a baseline deviation.   In either of these 
cases a new DITSCAP process must be initiated.
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C8.  CHAPTER 8


DITSCAP MANAGEMENT


C8.1.  MANAGEMENT OVERVIEW 


C8.1.1.  Many organizations within the Department of Defense have significant 
roles in contributing to the secure development and operation of the IS. 12   The 
DITSCAP approach allows the Services or Agencies to adapt the DITSCAP roles into 
their respective organizational management structure to best manage the risks to their 
mission throughout the IS life cycle:   system development, operation, maintenance, 
and disposal.


C8.1.2.  The DITSCAP management approach integrates existing C&A roles at 
multiple levels; first at the Service or Agency level, then at the site and system levels.   
At the Service or Agency level, the process should be tailored to the organization's 
specific needs and management approach.   At the site and system levels, the process 
should be tailored to implement Service or Agency requirements and to meet the needs 
of the specific system and the risks associated with operating that system.


C8.2.  DITSCAP ROLES AND RESPONSIBILITIES 


C8.2.1.  The key roles in the DITSCAP are the program manager, DAA, Certifier, 
and user representative.   Additional roles may be added to increase the integrity and 
objectivity of C&A decisions in support of the system business case or mission.   For 
example, the ISSO usually performs a key role in the maintenance of the security 
posture after accreditation.


C8.2.1.1.  Program Manager.   The program manager represents the interests 
of the system throughout its life cycle (acquisition or maintenance, life-cycle 
schedules, funding responsibilities, system operations, performance, and 
maintenance).   The organization the program manager represents is determined by the 
phase in the life cycle of the system. 
__________


 12 Only users with .mil or .gov accounts are permitted to access the IASE.
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C8.2.1.2.  DAA.   The DAA is usually a senior operational commander with 
the authority and ability to evaluate the mission, business case, and budgetary needs 
for the system in view of the security risks.   The DAA must have the authority to 
oversee the budget and IS operations of systems under his/her purview.   The DAA 
determines the acceptable level of residual risk and approves the system operation.


C8.2.1.3.  Certifier.   The Certifier (and certification team) provides the 
technical expertise to conduct the certification through the system's life cycle based on 
the security requirements documented in the SSAA.   The Certifier determines the 
level of residual risk and makes an accreditation recommendation to the DAA.


C8.2.1.4.  User Representative.   The operational interests of the systems 
users are vested in the user representative.   In the DITSCAP process, the user 
representative is concerned with system availability, access, integrity, functionality, 
and performance in addition to confidentiality as they relate to the system mission.


C8.2.1.5.  The DITSCAP allows these individuals to tailor and scope the 
C&A efforts to the particular mission, environment, system architecture, threats, 
funding, and schedule of the system.   Table C8.T1. summarizes the DITSCAP roles 
and responsibilities.
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Table C8.T1.   Management Responsibilities by DITSCAP Phase


Phase Mgmt. Roles Security Roles User Roles


Program Manager DAA Certifier User Rep.


Phase 
1


• Initiate security 
dialogue with DAA, 
Certifier, and user 
representative
• Define system 
schedule and budget
• Support DITSCAP 
tailoring and level of 
effort determination
• Define system 
architecture Prepare 
Life-Cycle 
Management Plans
• Define security 
architecture


• Define 
accreditation 
requirements
• Obtain threat 
assessment
• Assign the 
Certifier Support 
DITSCAP tailoring
• Approve the 
SSAA


• Begin vulnerability and 
risk assessments
• Review threat definition
• Lead DITSCAP 
tailoring
• Determine level of 
certification effort
• Describe certification 
team roles and 
responsibilities
• Draft SSAA


• Support DITSCAP 
tailoring and level of effort 
determination
• Define operational needs 
in terms of mission
• Identify vulnerabilities to 
mission
• Define operational 
resource constraints


Phase 
2


• Develop system or 
system modifications
• Support certification 
activities
• Review certification 
results
• Revise system as 
needed
• Resolve security 
discrepancies


• Support 
certification 
activities


• Conduct certification 
activities
• Assess vulnerabilities
• Report results to the 
program manager, 
DAA, and user 
representative
• Determine if system is 
ready for certification
• Update the SSAA


• Prepare security Rules of 
Behavior (ROB) and 
Standard Operating 
Procedures (SOP)
• Support certification 
actions
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Table C8.T1.   Management Responsibilities by DITSCAP Phase--Continued


Phase Mgmt. Roles Security Roles User Roles


Program Manager DAA Certifier User Rep.


Phase 
3


• Support certification 
activities
• Provide IS access for 
ST&E
• Provide system 
corrections under 
configuration management


• Assess vulnerabilities 
and residual risk
• Decide to accredit, 
IATO, or terminate system 
operations


• Conduct certification 
activities
• Evaluate security 
requirements 
compliance
• Assess 
vulnerabilities and 
residual risk
• Report results to the 
program manager, 
DAA, and user 
representative
• Recommend risk 
mitigation measures
• Prepare final SSAA
• Recommend 
accreditation type


• Support 
certification efforts
• Implement and 
maintain SOP and 
ROB
• Review 
certification results


Phase 
4


• Update IS to address 
Phase 3 reported 
vulnerabilities and patches 
under configuration 
management
• Report security related 
changes to the IS to the 
DAA and user 
representative
• Review and update 
life-cycle management 
policies and standards
• Resolve security 
discrepancies


• Review the SSAA
• Review proposed 
changes
• Oversee compliance 
validation
• Monitor C&A integrity
• Decide to reaccredit, 
accredit, IATO, or, if 
SSAA is no longer valid, 
terminate system 
operations


• Report 
vulnerability and 
security incidents
• Report threats to 
mission 
environment
• Review and 
update system 
vulnerabilities
• Review and 
change security 
policy and 
standards
• Initiate SSAA 
review if changes 
to threat or system


C8.3.  PROGRAM MANAGER 


C8.3.1.  The program manager coordinates all aspects of the system from initial 
concept, through development, to implementation and system maintenance.   The 
DAA, Certifier, and user representative provide advise, information, and guidance to 
the program manager throughout the DITSCAP process.


C8.3.2.  The program manager is responsible for the IS throughout the life cycle 
(cost, schedule, and performance of the system development).   The program manager's 
function in the DITSCAP is to ensure that the security requirements are integrated in a 
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way that will result in an acceptable level of risk to the operational infrastructure as 
documented in the SSAA.   The program manager keeps all DITSCAP participants 
informed of life-cycle actions, security requirements, and documented user needs.


C8.3.3.  During Phase 2, the program manager provides details of the system and 
its life-cycle management to the DAA, Certifier, and user representative.   The 
program manager must verify that the implementation of the system is consistent with 
the system security characteristics reflected in the SSAA.   As additional system details 
become available, the program manager ensures the SSAA is updated.   At the end of 
Phase 2, the program manager ensures a configuration management procedure is in 
place and the system is properly controlled during the certification process.


C8.3.4.  During Phase 3, the program manager ensures that the certification ready 
system is under configuration management.   The DAA, Certifier, and user 
representative validate that the operational environment and system configuration is 
consistent with the security characteristics reflected in the SSAA.


C8.4.  DAA 


C8.4.1.  The DAA is the primary Government official responsible for system 
security.   Based on national, Agency, and organizational policies and guidance, and 
input from the user representative and program manager, the DAA directs the security 
activities of the Certifier and ISSO.


C8.4.2.  The DAA is the official responsible for accepting a level of risk for the 
operation of the IS.   Based on the information available in the SSAA, the DAA can 
grant an accreditation, IATO, or may determine that the system's risks are not at an 
acceptable level and is not ready to be operational.   In reaching these decisions, the 
DAA is supported by all the documentation provided in the SSAA.


C8.4.3.  The IS may involve multiple DAAs.   If so, an agreement must be 
established among the DAAs.   The agreement is an integral portion of the SSAA.   In 
most cases, it will be advantageous to agree to a lead DAA to represent the DAAs 
involved in the system.


C8.5.  CERTIFIER 


The Certifier determines whether a system is ready for certification and conducts the 
certification process; a comprehensive evaluation of the technical and non-technical 
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security features of the system.   At the completion of the certification effort, the 
Certifier reports the status of certification and recommends to the DAA whether or not 
to accredit the system based on documented residual risk.   The Certifier should be 
independent from the organization responsible for the system development or 
operation.   Organizational independence of the Certifier ensures the most objective 
information for the DAA to make accreditation decisions.


C8.6.  ISSO 


The ISSO is responsible for administering the security requirements for an IS during its 
operation.   Within the user community, the ISSO is responsible for monitoring the 
secure operation of the IS within the environment defined in the SSAA.   The ISSO 
ensures the IS is deployed and operated according to the security requirements 
documented in the SSAA through integration of all the security disciplines (computer 
security, communication security, information security, emissions security, personnel, 
physical, and administrative procedures) to maintain an acceptable level of residual 
risk.   Since operational scenarios within DoD Services and Agencies vary, the exact 
location and number of ISSO(s) within a single Agency may be different.   The 
organization may appoint a single ISSO to coordinate the actions of an IS at multiple 
sites or environments or appoint an ISSO for each system, site, or environment.   User 
organizations should assign the ISSOs to an organizational position where the ISSO 
has direct access to the appropriate decision makers.


C8.7.  USER REPRESENTATIVE 


The users are responsible for the identification of operational requirements and the 
secure operation of a certified and accredited IS, based on the SSAA.   The user 
representative represents the user community and assists in the C&A process.   The 
user representative is the liaison for the user community throughout the life cycle of 
the system.   The user representative defines the system's operations and functional 
requirements and is responsible for ensuring that the user's operational interests are 
maintained throughout system development, modification, integration, acquisition, and 
deployment.
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AP1.  APPENDIX 1


SSAA OUTLINE AND DETAILED DESCRIPTION


AP1.1.  SSAA OUTLINE 


AP1.1.1.  Document.   The SSAA is a living document that represents the formal 
agreement between the DAA, CA, program manager, and user representative.   The 
SSAA is developed in Phase 1 and updated in each phase as the system development 
progresses and new information becomes available.   At a minimum, the SSAA should 
contain the information in the following sample outline:


1.0.  MISSION DESCRIPTION AND SYSTEM IDENTIFICATION


1.1.  System Name and Identification


1.2.  System Description


1.3.  Functional Description


1.3.1.  System Capabilities


1.3.2.  System Criticality


1.3.3.  Classification and Sensitivity of Data Processed


1.3.4.  System User Description and Clearance Levels


1.3.5.  Life Cycle of the System


1.4.  System CONOPS Summary


2.0.  ENVIRONMENT DESCRIPTION


2.1.  Operating Environment


2.1.1.  Facility Description


2.1.2.  Physical Security


2.1.3.  Administrative Issues
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2.1.4.  Personnel


2.1.5.  COMSEC


2.1.6.  TEMPEST


2.1.7.  Maintenance Procedures


2.1.8.  Training Plans


2.2.  Software Development and Maintenance Environment


2.3.  Threat Description


3.0.  SYSTEM ARCHITECTURAL DESCRIPTION


3.1.  System Architecture Description


3.2.  System Interfaces and External Connections


3.3.  Data Flow


3.4.  Accreditation Boundary


4.0.  SYSTEM SECURITY REQUIREMENT


4.1.  National and DoD Security Requirements


4.2.  Governing Security Requisites


4.3.  Data Security Requirements


4.4.  Security CONOPS


4.5.  Network Connection Rules


4.6.  Configuration Management Requirements


4.7.  Reaccreditation Requirements
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5.0.  ORGANIZATIONS AND RESOURCES


5.1.  Organizations


5.2.  Resources


5.3.  Training


5.4.  Other Supporting Organizations


6.0.  DITSCAP PLAN


6.1.  Tailoring Factors


6.1.1.  Programmatic Considerations


6.1.2.  Security Environment


6.1.3.  IS Characteristics


6.1.4.  Reuse of Previously Approved Solutions


6.2.  Tasks and Milestones


6.3.  Schedule Summary


6.4.  Level of Effort


6.5.  Roles and Responsibilities


AP1.1.2  Appendices.   Appendices should include system C&A artifacts.   
Optional appendices may be added to meet specific needs.   Include all documentation 
that is relevant to the C&A process.


  Appendix A      Acronyms


  Appendix B      Definitions


  Appendix C      References


  Appendix D      System Concept of Operations
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  Appendix E      Information System Security Policy


  Appendix F      Security Requirements and/or Requirements Traceability 
Matrix


  Appendix G      Certification Test and Evaluation Plan and Procedures 
(Type only)


  Appendix H      Security Test and Evaluation Plan and Procedures


  Appendix I      Applicable System Development Artifacts or System 
Documentation


  Appendix J      System Rules of Behavior


  Appendix K      Incident Response Plan


  Appendix L      Contingency Plans


  Appendix M      Personnel Controls and Technical Security Controls


  Appendix N      Memorandums of Agreement – System Interconnect 
Agreements


  Appendix O      Security Education, Training, and Awareness Plan


  Appendix P      Test and Evaluation Report(s)


  Appendix Q      Residual Risk Assessment Results


  Appendix R      Certification and Accreditation Statement
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AP2.  APPENDIX 2


MINIMAL SECURITY ACTIVITY CHECKLIST


 
Table AP2.T1.   Task 2-1 Level 1 Checklist


System Architecture Analysis YES NO N/A
1.  Does the systems architecture documentation describe the architecture, including 
graphics, of the system and interconnections providing or supporting, system 
functions?


2.  For a domain, does the systems architecture show how multiple systems link and 
interoperate, and describe the internal construction and operations of particular 
systems within the architecture?


3.  For the individual system, does the systems architecture include the physical 
connection, location, and identification of key nodes (including circuits, networks, 
etc.)?


4.  Does the system architecture specify system and component performance 
parameters (e.g., mean time between failure, maintainability, and availability)?


5.  Does the system architecture identify and describe the hardware configuration?


6.  Does the system architecture identify and describe the software configuration?


7.  Does the system architecture identify and describe the firmware to be used in the 
system?


8.  Does the system architecture identify and describe all system interfaces?


9.  Does the system architecture identify and describe all external connections?


10.  Does the system architecture define the accreditation boundary?


11.  Does the system security architecture implement the security policy and 
requirements?


12.  Does the architecture state how the security enforcing functions of the system 
will be provided?


13.  Does the system maintain a domain for its own execution that protects it from 
external interface or tampering?


14.  Are safeguards in place to detect and minimize inadvertent or malicious 
modification or destruction of the computer system?


15.  Does the system design documentation accurately reflect a decomposition of the 
system security policy and requirements into constituent system elements?
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Table AP2.T2.   Task 2-2 Level 1 Checklist


Software, Hardware, and Firmware Design Analysis YES NO N/A
1.  Was a security analysis conducted to determine the appropriate security 
requirements?


2.  Was the design specification evaluated and approved for the adequacy of 
software security measures necessary to meet the security requirements?


3.  Were all the security requirements incorporated in the software?


4.  Does the software security design meet the approval of the DAA?


5.  Does the software design documentation accurately reflect a decomposition of the 
system security policy and requirements into constituent software elements?


6.  Are security enforcing components identified?


7.  Are non-security-enforcing components identified whose failure or misuse could 
compromise security?


8.  Is there a close correspondence between the detailed design and the source 
code and/or hardware drawings?


9.  Were all the general requirements incorporated in the design?


10.  Is there evidence of traceability, such as matrices, tables, or trees, which map the 
security requirements to software components or modules containing the security 
designs and implementation?


11.  Does the system design documentation follow the appropriate document 
standards (DIDs, etc.) with respect to traceability compliance.


12.  Are there complete and appropriate references to other security relevant 
documents in the design documentation?


13.  Does the operating system support the security requirements?


14.  Does the operating system meet the requirement for identification?


        (a) Are all authorized users uniquely identified before granting access to the 
system?


        (b) Does the operating system enforce unambiguous USER IDs to identify its 
users?


        (c) Does the security administrator have a choice of automatic or manual 
disabling of USER IDs?


15.  Does the operating system meet the requirement for authentication?


        (a) Does the operating system verify the identity of all users prior to allowing 
access?


        (b) Does the operating system preserve the confidentiality and integrity of stored 
authentication information such as passwords, PINs, and authentication tokens?


16.  Does the operating system meet the requirement for data and system integrity?


        (a) Does the operating system have the capability to identify the original creator 
of any named or user-accessible resources such as data and processes?
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Table AP2.T2.   Task 2-2 Level 1 Checklist--Continued


Software, Hardware, and Firmware Design Analysis YES NO N/A
17.  Does the operating system meet the requirement for audit?


        (a) Does the audit log provide the capability to investigate unauthorized activities 
after they occur so that proper remedial action can be taken?


        (b) Are the audit requirements defined?


        (c) Does the operating system generate logs that contain information about 
security relevant events?


        (d) Are items selectable and definable for recording by the security 
administrator?


        (e) Are audit logs protected from unauthorized access or destruction by means 
of access controls based on user?


        (f) Are audit logs and audit control mechanisms protected from modification or 
destruction?


18.  Does the operating system meet the requirement for data confidentiality?


 
Table AP2.T3.   Task 2-3 Level 1 Checklist


Network Connection Rule Compliance Analysis YES NO N/A
1.  Does this system or network connect to any other network or systems?


2.  Are all the network interfaces and communications clearly identified?


  (a) Is there a network configuration diagram available?


  (b) Is there an identification of the information that is allowed to flow across the 
interface?


3.  Are the security requirements for each side of the interface identified?


4.  Are all security requirements for all interfaces defined?


5.  Do all communications links between remote facilities and the central LAN or 
central computer facility meet the requirements for the transmission of the highest 
classification of information to be transferred?


6.  Do all communications links between remote facilities and the central LAN or 
central computer facility meet the requirements for all categories of data contained in 
the system?


7.  Are all remote workstations or terminals uniquely identified when accessing the 
host?


8.  Does the network design comply with the security requirements?


9.  Are MOUs in place for each network interface?


10.  Are procedures in place to ensure that individual nodes of the network comply 
with the network countermeasures and requirements prior to interfacing with the 
network?
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Table AP2.T4.   Task 2-4 Level 1 Checklist


Integrity Analysis of Integrated Products YES NO N/A
1.  Are the COTS and GOTS products certified?


2.  Are the COTS and GOTS products accredited?


3.  Were the products developed by cleared developers or integrators?


4.  Have the COTS or GOTS products been evaluated for security vulnerabilities?


        (a) Have the products been checked for viruses, Y2K compliance, backdoors 
or trapdoors?


        (b) Is public domain software included in the products?


        (c) Were products developed in the C programming language?


        (d) Is JAVA used in the products?


        (e) Is Active-X used in the products?


        (f) Do the products run in user mode or kernel mode?


5.  Have any modifications been made to previously approved products?


6.  If modifications have been made, have the modifications been evaluated for 
security vulnerabilities?
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Table AP2.T5.   Task 2-5 Level 1 Checklist


Life-Cycle Management Analysis YES NO N/A
1.  Is all the software (including the current version number) reflected in the SSAA?


2.   Has all of the software on the system been properly licensed?


3.   Is authenticity of the operating system software verified by comparing the registry 
or shipment number of the software package with that contained in record 
communications from the originator?


4.  Is proper documentation available for all software, and are all modules and 
interfaces described in detail?


5.  Is an inventory of all software maintained?


6.  Are configuration management procedures in place for new additions of new 
software, updated software and maintenance of software?


7.   Prior to operational use of any new system release does the ISSO conduct 
sufficient testing to verify that the system meets the security requirements?


8.  Are new releases tested and debugged during dedicated time in a controlled 
environment?


9.  Are all software patches unique to the site tested by software personnel?


10.  Is the operating system software protected to the highest classification and for all 
restrictive categories of data which the central system is processing or storing online?


11.  Is there a backup copy of all applications software, operating system and system 
utilities maintained?


12.  Are the backup copies protected as described in item 10, above.


13.  At a minimum, are all software and backups stored in a fire rated container or 
off-site location?


14.  Are Configuration Management and Change Controls documented?


        (a) Is the authenticity of the operating system or executive software verified by 
comparing the registry or shipment number of the software package with that 
contained in record communications from the originator?


        (b) Prior to operational use of any new system release, does the ISSO conduct 
sufficient testing to verify that the system meets the documented and approved 
security specifications?


        (c) Are new releases tested and debugged during dedicated time in a controlled 
environment?


        (d) Are all software patches tested by system software personnel?


        (e) Does the ISSO or CM Review Board maintain a system baseline and 
backup?


        (f) Does ISSO maintain and monitor a log of all system patches?


        (g) Has the ISSO developed and approved a method to control access to 
system tapes or disks?


      (h) Has each individual user been assigned a unique user identification and 
password that has been randomly machine generated?
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Table AP2.T5.   Task 2-5 Level 1 Checklist--Continued


Life-Cycle Management Analysis YES NO N/A
15.  Are functional configuration audits performed?


16.  Is there a process in place for requesting and approving system changes before 
they are made?


17.  Are all system modifications documented and entered into the configuration 
management baseline?


18.  Are system modifications reflected in the SSAA and are procedures in place to 
keep the SSAA system configuration current?


 
Table AP2.T6.   Task 2-6 Level 1 Checklist


Vulnerability Assessment YES NO N/A
1.  Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in 
the SSAA?


2.  Have the vulnerabilities been analyzed to determine their susceptibility to 
exploitation?


3.  Have the vulnerabilities been analyzed to determine probability of their 
occurrence?


4.  Has the threat been properly documented and analyzed to determine the 
relationship to this system?


5.  Have the threat and vulnerabilities been analyzed to determine the risk to the 
system operation?


6.  Have additional countermeasures been identified to address the risks?


7.  If any residual risks remain, have they been documented in the SSAA?


8.  Are the residual risks acceptable for operation of this system?


9.  Have ST&E procedures been developed to evaluate the high risk areas?


10.  Is this system ready for full-scale integration and to progress to Phase 3?
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Table AP2.T7.   Task 3-1 Level 1 Checklist


Security Test and Evaluation (ST&E) YES NO N/A
1.  Has a system ST&E plan been prepared and is it sufficient to ensure thorough 
examination and exercising of the system's security confidentiality, integrity and 
availability control features and procedures to determine their effectiveness and 
reliability?


2.   Have system ST&E procedures been prepared?


        (a) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security confidentiality control features 
and procedures to determine their effectiveness and reliability?


        (b) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security integrity control features and 
procedures to determine their effectiveness and reliability?


        (c) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security availability control features and 
procedures to determine their effectiveness and reliability?


        (d) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security accountability control features 
and procedures to determine their effectiveness and reliability?


        (e) Are the procedures traceable to the security requirements in the RTM?


        (f) Are all security requirements tested?


3.   Have tools been identified to support the ST&E?


        (a) Have the tools been procured with sufficient licenses to test the entire system 
or network?


        (b) Will the ISSO or system manager retain a copy of the tool and a license to 
run the tool?


        (c) Are any proprietary tools being used?   If so, how will the Government obtain 
use of the tool for periodic retesting?


4.  Has the ST&E been performed?


5.  Have the results of the ST&E been documented in the SSAA?


6.  Have the ST&E results been analyzed to identify any vulnerabilities of this system?


7.   Have the vulnerabilities been documented in the SSAA?


8.  Does the ISSO maintain a copy of the ST&E plan and results?


 
Table AP2.T8.   Task 3-2 Level 1 Checklist


Penetration Testing YES NO N/A
1.  Is there an announced/unannounced monitoring/penetration vulnerability 
assessment process or procedures in place?


2.  Are vulnerabilities and discrepancies analyzed to determine their susceptibility to 
exploitation?


3.  Does the system have any intrusion detection or real time monitoring software 
installed?


4.  Are network analysis tools used to monitor the integrity of the system?
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Table AP2.T9.   Task 3-3 Level 1 Checklist


TEMPEST and RED/BLACK Verification YES NO N/A
1.  If TEMPEST requirements apply to this system, has a Red-Black inspection been 
conducted?


2.  Are the results of the Red-Black inspection acceptable?


3.  If TEMPEST requirements apply to this system, has TEMPEST testing been 
conducted?


4.  If TEMPEST testing has been conducted, are the results acceptable or is the 
physical control zone sufficient?


5.  Has NTISSI 7000 been used to determine the applicable TEMPEST 
countermeasures for computer systems processing classified material?


6.  Were the countermeasures implemented and maintained?


 
Table AP2.T10.   Task 3-4 Level 1 Checklist


COMSEC Compliance Validation YES NO N/A
1.  Have COMSEC protective measures been implemented to protect the 
transmission of classified and/or sensitive information?


2.  If classified information is being transmitted is it being protected by NSA-approved 
Type 1 encryption equipment and keying material?


3.  If sensitive information is being transmitted, is it being protected by products 
which conform to DES in FIPS PUB 46-1 and FIPS PUB 140 or their successors?


4.  If sensitive information being transmitted is not protected by DES products, has a 
waiver to these standards been granted pursuant to Section 3506(b) of Title 44 U.S. 
Code?


5.  If sensitive information is being transmitted is it being protected by NSA-approved 
Type 1 encryption equipment and keying material?


6.  If classified or sensitive information is being transmitted is it protected by a PDS?
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Table AP2.T11.   Task 3-5 Level 1 Checklist


System Management Analysis YES NO N/A
1.  Has a Computer System Security Program been established?


2.  Has the system (and all applications and network) been accredited?


        (a)   Did the accreditation use the DITSCAP process?


        (b)   Has a SSAA been developed?


        (c)   Has the SSAA been approved?


3.  Has the DAA determined if a risk assessment is required?.


        (a)   Has a risk assessment been performed?


        (b)   Does the ISSO maintain a copy of the risk assessment?


        (c)   Is the risk assessment kept updated and repeated?


        (d)   Is the risk assessment updated when any change is made to the facility, IT 
equipment, system software, or application software that affects the overall IT security 
posture?


        (e) Is the risk assessment updated when any change is made in operational 
configuration, data sensitivity, or classification level?


        (f) Is the risk assessment updated when any change is made that appears to 
invalidate the original conditions of accreditation?


4.  Is the system reaccredited when any change is made to the facility, IT equipment, 
system software, or application software that affects the overall IT security posture?


5.  Is the system reaccredited when any change is made in operational configuration, 
data sensitivity, or classification level?


6.  Is the system reaccredited when any change is made that appears to invalidate 
the original conditions of accreditation?


7.  Has an ISSO been appointed in writing?


8.  Is the ISSO the focal point for all security matters for the IT systems assigned?


9.   Have the duties and responsibilities of the ISSO been defined in writing?
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Table AP2.T11.   Task 3-5 Level 1 Checklist--Continued


System Management Analysis YES NO N/A
10.  Do the ISSO duties include the following:


        (a) Executing the Computer Security Program as it applies to the assigned IS 
including preparing and supporting the accreditation support documentation.


        (b) Maintaining an inventory of IS hardware, system software, and major 
functional application systems?


        (c) Monitoring system activity, e.g., identification of the levels and types of data 
handled by this IS system, assignment of passwords, review of audit trails, etc., to 
ensure compliance with security directives and procedures?


      (d)   Security oversight and monitoring of remote IS components or to ensure 
compliance with security requirements?


        (e) Conducting and documenting risk assessments for the assigned IS?


        (f) Supervising, testing and monitoring changes in the IT system affecting the IT 
activity posture as appropriate?


        (g) Implementing or overseeing the implementation of appropriate 
countermeasures?


        (h) Implementing or overseeing the implementation of the Security and Training 
and Awareness Program?


      (i)   Monitoring IT procurement for security impact to ensure compliance with 
security regulations and known security requirements for the assigned IS?


        (j) Ensuring that all IT security incidents or violations are investigated, 
documented and reported to appropriate authorities?


11.  Has the ISSO developed and approved a method to control access to system 
tapes or disks?


12.  Does the ISSO maintain a copy of the ST&E plan and results?


13.  Has each individual user been assigned a unique user identification and 
password that has been randomly machine generated?
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Table AP2.T12.   Task 3-6 Level 1 Checklist


Site Accreditation Survey YES NO N/A
1.  Has a Site Survey been completed?


2.  Has the system been Certified and Accredited previously?


3.  Does the computer facility meet the following requirements:


        (a) Is the system operated within the manufacturer's optimum temperature and 
humidity range specifications?


        (b) Are environmental systems dedicated to the computer facility?


        (c) Are environmental controls regulated by key designated personnel only?


        (d) Is a temperature/humidity recording instrument installed to monitor the 
system area?


              (1) Is the temperature/humidity instrument connected to an alarm to warn 
of near-limit conditions?


        (e) Is adequate lighting present?


        (f) Is emergency lighting available ?


        (g) Is electrical power reliable?


        (h) Are voltage regulators or other electronic devices present to prevent serious 
power fluctuations?


        (i) Does the facility have an interruptible power source?


        (j) Are cleaning procedures and schedules established and adhered to?


        (k) Is the facility overhead free of steam and water pipes?


        (l) Are plastic sheets available to protest the system from water damage?


        (m) Is there a facility fire bill?


        (n) Are emergency exits clearly marked?


        (o) Do employees receive periodic training in the following areas:


            (1) Power shut down and start up procedures?


            (2) Operation of emergency power?


            (3) Operation of fire detection and alarm systems?


            (4) Operation of fire suppression equipment?


            (5) Building evacuation procedures?


        (p) Is a master power switch or emergency cut-off switch to IT equipment 
present?


        (q) Is the master power switch located near the main entrance of the IT area?


        (r) Is the master power switch adequately labeled, or protected by a cover, to 
prevent accidental shut off?


        (s) If the system process critical applications, has a sequential shutdown 
routine?


         (t) Do a sufficient number of portable fire extinguishers exist?


        (u) Does a central fire suppression system exist?


        (v) Is automatic smoke/fire detection equipment present?


         (w) Does the fire/smoke system activate an alarm at the nearest fire station?
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Table AP2.T13.   Task 3-7 Level 1 Checklist


Contingency Plan Evaluation YES NO N/A
1.  Is there a contingency plan in existence for this system?


2.  Does the contingence plan, at a minimum, address the following:


        (a) The actions required to minimize the impact of a fire, flood, civil disorder, 
natural disaster, or bomb threat?


        (b) Backup procedures to conduct essential IS operational tasks after a 
disruption to the primary IS facility?


        (c) Recovery procedures to permit rapid restoration of the IS facility following 
physical destruction, major damage or loss of data?


3.  Does this contingency plan provide for the following:


        (a) Storage of system back-up data in off site storage or in the central computer 
facility in metal or other fire retardant cabinets?


        (b) Duplicate system tapes, startup tapes/decks, database save tapes, and 
application program tapes unique to the site to be maintained in a secure location 
removed from the central computer facility?


        (c) Identification of an alternate site containing compatible equipment?


        (d) Destruction or safeguarding of classified material in the central computer 
facility in the event that the facility must be evacuated?


4.  Has the contingency plan been tested during the past year?


5.  Does the ISSO maintain a copy of the contingency plan?


6.  Does the contingency plan contain criteria to state when it should be implemented 
and whom can make that decision?


 
Table AP2.T14.   Task 3-8 Level 1 Checklist


Risk Management Review YES NO N/A
1.  Has the DAA determined if a risk assessment is required?


2.  Has a risk assessment been performed?


        (a) Are risk analysis and incident response procedures documented?


        (b) Does the ISSO maintain a copy of the risk assessment?


        (c) Is the risk assessment kept updated and repeated?


3.  Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in 
the SSAA?


4.  Have the vulnerabilities been analyzed to determine their susceptibility to 
exploitation?


5.  Have the vulnerabilities been analyzed to determine probability of their 
occurrence?


6.  Has the threat been properly documented and analyzed to determine the 
relationship to this system?


7.  Have the threat and vulnerabilities been analyzed to determine the risk to the 
system operation?


8.  Have additional countermeasures been identified to address the risks?


9.  If any residual risks remain, have they been documented in the SSAA?


10.  Are the residual risks acceptable for operation of this system?


11.  Have ST&E procedures been developed to evaluate the high-risk areas?


12.  Is this system ready for accreditation and to progress to Phase 4?
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POLICY FOR THE DEFENSE SWITCHED NETWORK


References:  See Enclosure H


1.  Purpose.  This instruction establishes policy and prescribes
responsibilities for use and operation of the Defense Switched
Network (DSN)/Defense Red Switch Network (DRSN).


2.  Cancellation.  CJCS MOP 8, 13 February 1990, is canceled.


3.  Applicability.  This instruction applies to the Joint Staff,
combatant commands, Military Services, and Defense agencies.  This
instruction also identifies policy and responsibilities concerning
non-DOD governmental, foreign governmental, and civilian organization
requests for DSN support.  Requests for waivers to this instruction
will be forwarded by chain of command, including CINC, Service, or
Defense agency, to the Joint Staff, stating the reason compliance is
not possible.


4.  Policy


a.  As approved by OSD, the DSN is an interbase
telecommunications system that provides end-to-end common user
and dedicated telephone service, voice-band data, and dial-up
VTC for the Department of Defense.  The DSN is the switched
circuit telecommunications system of the DISN.  It provides
switched dial-up secure and nonsecure voice, voice-band data,
and video services to authorized users throughout the Department
of Defense in accordance with national security directives.  The
principal requirement and reason for the system's design is the
nonsecure dial-up voice (telephone) user.


CHAIRMAN OF THE JOINT
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b.  The DISN is an integrated network, centrally managed and
configured, to provide telecommunication services for all DOD
activities.  This information transfer service is designed to
provide dedicated point-to-point and switched voice, data,
imagery, and video teleconferencing services in support of
national defense C3I decision support requirements and Corporate
Information Management (CIM) functional business areas.


c.  Although the DISN is in its formative stages, there are
fully mature elements, such as the DSN and Joint Worldwide
Intelligence Communications System, that are currently
operational.  Upon full operational capability, the DISN will
provide the global long-haul information transfer infrastructure
by integrating separate CINC, Service, and Defense agency
networks into a DOD long-haul system to meet common-user and
special-purpose information transfer requirements.


d.  Secure voice service is provided by the Defense Red Switch
Network, a separate secure switched network that is considered
part of the DSN, and the STU-III/STE family of equipment that
provides end-to-end encryption over nonsecure DSN circuits.  The
DSN incorporates and uses telecommunica-tions equipment,
software, and services acquired through telecommunications
acquisition programs.


e.  The DSN is under the operational direction and management
control of the Director, DISA.  As the single systems manager,
the Director, DISA, will be responsive to the Chairman of the
Joint Chiefs of Staff, CINCs, Military Departments, and Defense
agencies.


5.  Scope.   This instruction outlines the military operational
requirements for the DSN and provides operational policy and
performance objectives.  CJCSI 6215.01 also describes the DSN and its
services and the procedures for requesting services, approvals, or
waivers.  Responsibilities for network management and DOD components
are also described herein.


6.  Responsibilities.  See Enclosure D.


7.  Procedures.  Detailed procedures for the DSN are outlined in
Enclosures A through H.


8.  Summary of Changes.  In addition to administrative changes, the
instruction clarifies several areas related to network
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management, network interfaces, and approval authority for telephone
precedence.


9.  Effective Date.  This instruction is effective upon receipt.


                  For the Chairman of the Joint Chiefs of Staff:


\Signature\
CHARLES T. ROBERTSON, JR.
Major General,  USAF
Vice Director, Joint Staff


Enclosures:
  A-DSN Operational Policy
  B-Policy for Nonsecure Voice Communications
  C-Policy for the Defense Red Switch Network
  D-Responsibilities
  E-Policy and Procedures for Connection of Specific
     Equipment to the DSN
  F-Precedence Approval Authorities
  G-Procedures for Requesting DSN Service
  H-References
Glossary
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ENCLOSURE A


DSN OPERATIONAL POLICY


1.  Purpose.  This enclosure provides general guidance, operational
policy, and performance objectives for the DSN.


2.  General


a.  The DSN will provide rapid, reliable, survivable, secure,
and economic telecommunications for C2 users to ensure effective
C2.  For reasons of economy, the DSN will also provide service
to lower priority users on a noninterference basis.


b.  The user terminal end of the DSN is the long-distance
termination equipment of the EO switch.  The portions of MFSs
and the portions of EO switches that are part of the DSN will
operate under DISA's operational management for the day-to-day
operations and configuration management (CM).


c.  The DSN system will be used only for official business or in
the interest of the government and will be the first choice for
all new and existing switched voice telecommunications
requirements.


3.  Nonsecure Voice.  DSN will primarily provide nonsecure dial-up
voice service.  Enclosures B, D, E, F, and G outline usage policy and
procedures to obtain service for switched voice nonsecure DSN users.


4.  Secure Voice System.  The SVS elements of the DSN will provide
secure voice to authorized users in accordance with national security
directives.  The SVS includes the DRSN, C2 conferencing, general
purpose conferencing, and the STU-III/STE family of equipment.  Red
Switches for the NMCC, NMCC Site R, and the primary command centers
at the combatant commands along with other locations are included in
the DRSN.  Enclosures C through G outline policy and procedures to be
used for all Red Switch actions that affect the DRSN.  


5.  Commercial-Leased Telecommunications.  DSN will use
commercial-leased telecommunications services where C2 capable, cost-
effective or mission-essential requirements dictate this means.  Use
of commercial-leased telecommunications in overseas areas will be
negotiated country by country by DISA, in coordination with the
appropriate CINC and O&M commands.
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6.  General and Military-Unique Requirements.  The DSN will adhere to
the following capability objectives to ensure its ability to support
effective military C2 functions.


a.  Survivable Service.  DSN will support C2 user traffic during
peacetime, crisis, conflict, natural disaster, network
disruptions, and will possess the robustness to provide a surge
capability when needed.  DSN priorities, in order, by stress
levels are:


(1)  Crisis, Preattack, and Theater Nonnuclear War.  DSN
network capabilities must support all peacetime readiness
(priority 3) users, plus surge requirements for nonnuclear
war.  These capabilities are handled according to
established precedence.


(2)  Postattack.  In CONUS, DSN will possess the  capability
to reconstitute itself from segments of the DSN surviving a
conventional or a nuclear war to support the National
Communications System in reconstituting national
communications. Overseas, DSN will possess the same
capabilities to support the NCS after a nonnuclear war.


(3)  Peacetime Readiness.  DSN will support C2 and    other
users.


(4)  Early Transattack (few weapons, possibly HEMP).  DSN
will support C2 user traffic as able.  HEMP protection will
be consistent with reference j.


(5)  Massive Nuclear Attack.  DSN will support special C2
user traffic as able.


b.  Assured Connectivity.  DSN will provide rapid, reliable, and
available service to C2 users.  Assured service or connectivity
is the ability for the DSN to optimize call completion rates for
all C2 users in accordance with the guidelines in this
instruction, despite degradation because of network disruptions,
natural disasters, or surges during crisis or war.  To meet
military unique requirements, the DSN was designed with a
military unique feature (MUF), the multilevel precedence and
preemption (MLPP) capability.  MLPP permits higher precedence
users to preempt lower precedence calls.  Special C2 Users
(FLASH and FLASH OVERRIDE within the current DSN MLPP framework)
will be provided with nonblocking service (P0.00) from user to
user.
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Assured service capability will ensure the connectivity from user
instrument to user instrument across the DSN, supporting
government-controlled private branch exchanges, EOs, overseas DSN
as well as integrating into tactical networks that incorporate
MLPP features. 


c.  Responsive Service.  The DSN will provide rapid, responsive,
reliable, and assured service to C2 users.  Special C2 users
(under current DSN MLPP scheme--FLASH and FLASH OVERRIDE) will be
provided nonblocking service.


d.  Surge Capacity.  The DSN design will be able to provide a 25-
percent increase in capacity to respond to military operations or
emergencies.


e.  Secure Service.  DSN will permit, by secure instruments or
switches, protection of classified and sensitive information
being passed to ensure its confidentiality, integrity,
availability, authentication, as well as protection from attacks
on the system that would result in denial of service.  DSN will
provide transmission support, switching support, and network
management for SVSs.


f.  Cost-Effective Service.  In compliance with OSD direction,
DSN will provide network flexibility to exploit new technology,
tariffs, and commercially available resources.  DSN will provide
integrated voice, data, and video services to use resources
effectively.  DSN will evolve incrementally to meet objectives as
opportunities occur to fund technological upgrading and service
growth.  DSN funding including investments, programmatic
initiatives, and operating budget will be DBOF funded.  DSN will
include only those capabilities that are cost effective for each
DOD user individually or to the Department of Defense in general.
 DSN will be programmatically and financially divided as required
to accommodate necessary funding and management arrangements. DSN
capital investment costs will be funded equitably.  Recurring
costs will be based on usage; the Military Departments, DOD
components, and all other authorized users  will budget and pay
for service usage of the DSN.  In addition, specifically
identified metropolitan calling areas may be established, if
requested by the Services, to appropriately allocate telecom-
munications costs to the users. The OCONUS CINCs may approve
specific metropolitan calling areas.  DISA assessment of impact
will be considered and the Joint Staff notified.  No blanket
approvals will be made.  All approvals will be revalidated at
least every 2 years.  The Joint Staff will be
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the approval authority for all CONUS metropolitan calling areas.


g.  Interoperable Service.  DSN will be designed with the
capability to permit interconnection and interoperation with
similar tactical, Federal Government, allied, and commercial
networks. 


h.  National Security and Emergency Preparedness Compliant
Service.  DSN will comply with the requirements, priorities, and
procedures established by the NCS regarding NS/EP.  In the
United States and its territories, NS/EP support will be
provided in accordance with FCC rules and regulations through
the commercial telecommunications industry and the TSP.  In
OCONUS areas not under the control of the US Government, NS/EP
support will be provided by the Military Services and CINCs
where feasible and available through agreements with host
governments and in accordance with TSP.


7.  Objective Technical Parameters and Special Functions


a.  Network Performance Objectives.  Network performance
objectives will be recommended by DISA in coordination with the
CINCs and Chiefs of the Services, validated by the Joint Staff,
and approved by OSD to provide DSN services to satisfy the DSN
system objectives or reduce costs.  These performance objectives
will employ commercial standards and practices when practical to
satisfy mission requirements.  The objective for ROUTINE
precedence calls traversing the network from an EO instrument is
a peacetime theater GOS of P0.07 (7 calls out of 100 will be
“blocked” during the “busy hour”) or better and an intertheater
GOS of P0.09 or better. DISA will report to the Joint Staff and
respective CINCs those network access points (EOs and MFSs) that
do not meet the following performance standards:


(1) GOS service criteria for intertheater of P0.09.   


(2) Theater objective of P0.07.  OCONUS CINCs may waive
specific theater EO ROUTINE GOS implementations.  DISA
assessment of network impact will be considered and the
Joint Staff notified.  Concurrence is required from all
affected components serviced by that EO switch.  No blanket
waivers will be approved. All waivers will be revalidated at
least every 2 years.


(3)  Any EO not meeting the special C2 user (DSN MLPP FLASH
OVERRIDE and FLASH) nonblocking criteria.
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(4)  The inability to reach the above target grade of
service criterion because of economic or operational
reasons.


b.  The DRSN, although measured separately, will meet the DSN
performance standards above.


c.  VTC, data, and other switched system application performance
objectives, will be identified by their respective operational
documents.


8.  Network and Applications.  In addition to secure and nonsecure
dial-up service, DSN provides and supports a variety of systems, and
programs and other applications:


a.  Switched Data.  The DSN will provide dial-up switched 56KBS
digital transmission services and, when possible, 64KBS paths
under the Narrowband ISDN protocol.  This feature will provide the
improved capability for the DSN to support video transmission,
bulk data transfer, and other switched data transmission
requirements.  DISA will provide network standards, network
management, transmission, and switching services.  Users are
responsible for procurement and operation and maintenance of their
customer premise equipment using the DSN transmission facilities.
 Network transmission will provide full interoperability for all
users. 


b.  Data.  The primary means of passing data over the DISN are
the packet-switched networks.  However, DSN will augment DISN
packet-switched data networks, as required, by providing
supplementary transmission backbone access where there are no
DISN data services.  These data services will conform to the
guidelines outlined in Enclosure E for connection to the DSN.


c.  Defense Message System (DMS).  The DMS consists of all
hardware, software, procedures, facilities, and personnel used
to exchange messages electronically between organiza-tions and
individuals of the Department of Defense. The current baseline
of the DMS consists of AUTODIN as well as the DDN.  The DISN
systems, to include the DSN, provide transport services as part
of the DISN.  Reference i outlines policy and guidance for the
DMS.  DSN will provide a transmission restoral capability for
DMS.


d.  Video Teleconferencing.  DSN will provide switched services
connectivity for the DOD common user video
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teleconferencing system.  The DSN will also provide switched
data circuit connectivity in support of user VTC long-haul
transmission requirements.  VTC programs and requirements are
outlined in a separate CJCSI.  Guidelines outlined in Enclosure
E of this document also apply to the VTC services.


9.  Network Interfaces.  Interfaces to the DSN will comply with the
DSN interface criteria established by DISA.  Use of network
interfaces not conforming to the DSN interface criteria must be
coordinated with DISA and approved by the Joint Staff.  In each of
these interfaces, a way to control the flow of traffic across the
interface will be established and monitored by DISA.  DSN will
support the following network interfaces:


a.  NATO's Initial Voice Switched Network.  DSN will
interoperate with the IVSN.  The IVSN-DSN interface has been
developed and implemented at locations as agreed among NATO, the
affected commands, and the Joint Staff.  DISA is responsible for
processing required agreements with NATO.


b.  Commercial Telephone Networks or Public Switched Networks


(1)  Automatic interconnection will not be allowed between
either an incoming long-distance DSN call and the local
commercial system (off-netting) or an incoming call from a
commercial system and the DSN (on-netting) except as
authorized in subparagraph 9b(4) below. 


(2)  Manual connection of official calls by operator
intervention at an EO switch or PBX may be authorized by the
authority controlling the EO or PBX.  The combatant
commands, Military Services, and Defense agencies are
responsible for preventing abuse of this capability.


(3)  Automatic interconnections to the private or public
switched networks for local subscribers may be provided for
local calls by the controlling authority by an EO switch or
PBX (often identified as dial 9 service).  Enhanced call
completion features such as call-forwarding, call-waiting,
etc., may be implemented if deemed appropriate in the local
area for local calls if mission essential.  These features
will in no way diminish the assured service connectivity
from user to user.  Military Services and Defense agencies
are responsible for any connection and usage charges to
public networks.  Particular care will be taken to make
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sure that this capability does not allow automatic on- or
off-netting of long-distance DSN or commercial calls.


(4)  Automatic interconnection to the DSN may be permitted
on a case by case basis, providing that the below listed
criterion are met.  Details of the scheme must be staffed
with DISA for a technical evaluation and forwarded to the
Joint Staff for approval.  All automated interfaces to the
DSN will have as a minimum:


(a)  Positive identification of all users and access
through some means such as personal identification
numbers (PIN).  If PINs are used, only one individual
will be permitted to use an assigned PIN.  There will
be no blanket issuance of access means or PINs to a
class of users.  


(b)  An identification system that is secure enough to
rapidly detect and prevent fraud by a compromised
system.  PINs or identification schemes need to be
operated with security features available to the best
commercial practices and devised to prevent intuitive
deduction or easy identification of the protection
scheme by unauthorized users.


(c)  A means of identifying all calls made through the
automated interconnection.  All calls will be verified
by the user on a periodic basis. 


(d)  A means of identifying costs of all calls for
appropriate billing of users.


(e)  No automatic interconnection is made for the
purpose of using the DSN to conduct unofficial
business.


c.  Tactical.  The DSN will connect with tactical communications
systems by a standard tactical entry points (STEP).  The STEP
will provide technical features to permit tactical
communications systems to interoperate with the DSN.  DISA will
maintain standards for STEP facilities.


d.  National Communications System (NCS).  In the United States,
the NCS will use the DSN and other switched systems to carry the
traffic of National Security and Emergency Preparedness (NS/EP)
users.  Postattack recovery and reconstitution of Federal
agencies in CONUS will center
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around support provided by the NCS.  Following attack, surviving
DSN network capabilities will be incorporated into the NCS.  DISA
is responsible for developing interoperability between the DSN
and the NCS.


10.  Netting.  Manual interconnection of long-distance (originating
at another switch) DSN calls with a local or long-distance commercial
network (on- or off-netting) is only allowed for the following
purposes:


a.  Health, Morale, and Welfare (HMW).  DSN may be used to place
HMW calls from or to OCONUS isolated or remote geographic
locations because of nonavailability of acceptable commercial
services.  CINCs will establish policy for authorization,
control, and duration of HMW calls to be compatible with
operational requirements, local restrictions, and host-nation
laws or agreements.  The following conditions apply to HMW use
of DSN:


(1)  Calls may be placed only through the local installation
operator or, in the absence of an installation operator,
from a telephone under a commander's supervision to ensure
compliance with the controls described below.


(2)  Calls should be placed only during normal nonduty hours
at the originating location and where possible timed to
avoid the normal duty period at the terminating location.


(3)  Calls must be placed only at the ROUTINE precedence and
normally should not exceed 15 minutes.  Off-netting at the
distant end is at the discretion of local commanders, who
are encouraged to permit HMW calls.  No off-net HMW call
will incur a toll charge to the government even if the
intent is to reimburse the government.  An off-net HMW call
that would incur a toll charge may be placed if the called
party agrees to accept the charges on a collect-call basis
or some other arrangement (i.e., credit card).


b.  Emergencies and Special Circumstances.  On- and off-netting
of official long-distance telephone traffic by a manual
interface is authorized for crisis or emergency conditions with
national security implications or for circumstances specifically
authorized by a CINC, Chief of a Service, or director of a
Defense agency.







CJCSI 6215.01
1 February 1995


A-9 Enclosure A


c.  Control.  CINCs will establish procedures for the positive
control of on- and off-net access for EOs within their AOR. 
Chiefs of the Services and Directors of Defense agencies will
establish procedures for positive control of on- and off-net
access for EOs in CONUS that are not CINC responsibility.


11.  Network Management.  DISA will establish DSN management  
systems and procedures to ensure responsive, secure, interoperable,
survivable, and cost-effective service.  As specified in reference b,
the DSN is under the operational direction and management control of
the Director, DISA, and will be responsive to the Chairman of the
Joint Chiefs of Staff, the CINCs, the Military Departments, and
Defense agencies and activities.


a.  DISA will possess read access capabilities to all switch
data base tables excluding those tables associated with non-DISA
controlled networks.


b.  DISA will maintain a CM data base of all switch
configurations and provide access to agencies, activities, and
Military Departments as authorized by the ASD(C3I), the Director
DISA, and the Joint Staff.


c.  DISA will have the ability to implement network control
commands to all DSN switches.  DISA will attempt to notify O&M
activities before implementing network controls.  In OCONUS
areas of operations, the theater CINC or commander may direct
additional access as required to meet theater operational needs.


d.  During emergencies, DISA will have the authority to
implement switch data base revisions that are required for
operation and management of the DSN.


e.  DISA will review and update, as appropriate, biennially, the
following DSN documents:


(1)  DSN Program Plan (including the worldwide DSN
Topology).


(2)  Worldwide Operational Policy for Single System
Management (SSM).


(3)  Network Configuration Management Plan.


(4)  DSN Security Guide.
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(5)  DSN Classification Guide.


(6)  DSN System Interface Criteria.


(7)  Generic Switching Requirement (EO).


(8)  Generic Switching Requirement (MFS).


(9)  Test and Evaluation Master Plan.


(10)  Joint Integrated Logistic Support Plan.


(11)  Worldwide Numbering and Dialing Plan.


f.  DISA will produce, update, and distribute the DSN Directory
annually.


12.  Network Security


a.  The design and operation of DSN will maximize protection of
switches, transmission links, and network management facilities
and provide protection against disruption, intrusion,
compromise, and denial of service.  Based on the mission,
priority, and susceptibility of user and switch operations,
security countermeasures will be applied to provide COMPUSEC,
COMSEC, physical, and personnel security protection.


b.  Physical security will be afforded secure voice terminals,
keying material, switching facilities, and management control
links in accordance with references c and i, and applicable
Service publications.  Special provisions applicable to
facilities used for transmission of SCI are contained in
reference a and applicable DISA and Service publications.


c.  A DRSN telephone will be considered self-authenticating to
the level of classification displayed on the instrument. It will
not connect unclassified terminals.


d.  The STU-III family of instruments is self-authenticating to
the level of classification displayed on the instrument. When
STU-III users are connected to the distant end by a Red Switch,
the information shown on the message display is of the Red
Switch interface, not the distant end.
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13.  Network Survivability Features


a.  Network Design.  Survivability features such as dual and
split homing, diverse and avoidance routing, automatic or
semiautomatic restoral, and physical protection will be limited
to high-priority functions and facilities with an established
mission requirement for survivability, as determined by the CINC
concerned, with validation by the Joint Staff.  DISA will ensure
the survivability features are incorporated into the design and
configuration of the DSN.


b.  Vulnerability Analysis.  DISA, in coordination with DIA and
NSA, will be responsible to initiate and provide technical
analysis of network survivability to include a risk analysis
every 2 years or when proposing major changes in the network
topology.  The analysis will report on the survivability and
vulnerability of the DSN and will be forwarded to the Joint
Staff for review.


14.  DSN Switches and Terminal Equipment         


a.  DSN Nodal and EO Switches.  These switch types are integral
parts of the DSN and provide the switching subsystem for the DSN
backbone.  DISA's DSN management responsibilities include:


(1)  The stand-alone nodal switch.


(2)  The nodal switch function of the multifunction switch.


(3)  All connectivity between nodal switches, EO switches
and nodal switches, and EO switches with other EO switches.


b.  C2 and NM capabilities.  The DSN nodal switch and the EO
switch will contain the necessary features to satisfy C2
requirements and will be supervised by and interconnected to the
DISA network management subsystem.  The user terminal end of DSN
is currently the long-distance termination in the EO switch. 
DISA system management responsibilities extend throughout the
network to the long-distance terminations in the EO.  DISA, as
the single system manager of DSN, is responsible for ensuring
special C2 user service and will establish criteria for handling
special C2 calls down to the end instrument.  The O&M command is
responsible for
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providing all C2 user service from the EO to the instrument in
accordance with DSN performance objectives and abuse control
procedures.  Executive override, preemption call waiting, or any
similar EO or PBX special feature will not be enabled to
interrupt a precedence DSN call or deny DSN precedence access
unless the precedence call is forwarded to an alternate number
or attendant position.  If a precedence call is forwarded to an
attendant position, the call in progress will be interrupted if
the attendant determines the precedence of the incoming call is
higher than the one in progress.  If a precedence call is
forwarded to an alternate number, that number will be
preemptable.


c.  PBX, PABX, and RSU.  Service changes or enhancements to DSN
switches will be coordinated with DISA for network impact
assessments.  Any PBX and PABX will be connected to, and served
by, an EO or the EO portion of the nodal switch. The PBX, PABX,
and RSU are considered customer premise equipment and are not
part of DSN; however, they must meet DSN interface standards.


(1)  The RSU must be software controlled by the EO 
providing DSN interconnection.  RSU subscribers may have all
features available to users of the supporting EO.


(2)  The PBX subscriber may not have direct precedence
originating capability unless the PBX meets the EO or SMEO
criteria for interfacing with the DSN.  PBX subscribers may
be offered indirect precedence originating capability
through an EO attendant position.


(a)  Special C2 users will not normally be provided
network access by a PBX.


(b)  PBXs with precedence terminating service through
an EO attendant will not have executive override,
preemption call waiting, or other features enabled that
will inhibit preemption or a precedence call.


(3)  DISA will design the network topology (MFS, EO) of the
DSN (i.e., where to connect PBXs into the DSN) and publish
it in the DSN Transition Implementation Plan.  The Services
or Defense agencies will coordinate recommendations with
DISA (and the CINC concerned if OCONUS) for switch
designation or redesignation.  DISA will evaluate and
engineer changes or redesign.  Inter- Service agreements
will be used to allocate PBX to EO
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support costs, and the Joint Staff will resolve differences.


(4)  At all PBX locations that are capable of implementing
MLPP access line interfaces, at least one access line will
be conditioned to incoming preemption or must have EO
operator intercept precedence calls.


(5)  PBX will meet grade of service objectives for the
network.


d.  DRSN  The Red Switches will provide high-quality, secure
voice service and will interconnect other secure networks to
critical command, control, and intelligence users within single
secure perimeters (Red enclaves).  Red Switches also will
provide high quality conferencing capability for crisis
management communications.  The DRSN will contain the necessary
features to satisfy C2 requirements.  Connectivity,
transmission, and network management for the DRSN will be
supported by the DSN.  DISA will provide an interface to the
nonsecure DSN voice dial-up network for Red Switch to STU-III
calls requiring that connectivity.  The DRSN was not designed to
tandem calls between STU-III instruments.


e.  Secure Voice Terminals.  The STU-III/STE family provides a
secure voice capability over the nonsecure switched voice
network.  Secure voice terminals are managed as CPE similar to
the nonsecure telephone instruments, but in accordance with
national, CINC, and Service or agency procedures.


f.  Customer Premises Equipment.  Nonsecure and secure
telephones, STU-III family telephone instruments, data
terminals, video conferencing facilities and equipment,
facsimile machines, and other user terminal equipment are the
responsibility of the user to manage as CPE.  This
responsibility includes the acquisition, operation, maintenance,
security, and funding of specified equipment.  DISA will be
responsible for establishing interface standards, ensuring
interoperability, and establishing procedures to minimize the
impact of the terminal equipment on the network.


g.  Network Access.  DISA will implement the controls necessary
to limit DSN network access to that authorized under this
instruction.  The CINCs, Services, and Defense agencies will
implement policies and procedures to limit use to that
authorized under this instruction.
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15.  Cost Recovery         


a.  DSN procurement, administration, operation and maintenance,
and network management costs funded through the DBOF will be
recovered by charging subscribers for the cost of providing
service based on predetermined subscriber rates.


b.  DISA will establish DSN subscriber rates for nonsecure
services based on usage.  In developing rates, DISA will
consider such factors as calling distance or area, precedence
level, type of service, usage, and special features.


16.  Approval Terminology.  The following terminology will be used
for actions in accordance with this policy:


a.  Validation.  The confirmation and declaration by competent
higher authority that a requirement is justified. Requirements
of a requesting agency are validated by the applicable CINC,
Chief of the Service, director of the Defense agency, or head of
an agency, respectively, or officials delegated this
responsibility.  Joint Staff validation, when required, will be
in accordance with reference h.  Validation of a requirement by
itself does not guarantee funding unless the funding profile is
included in the validation process.


b.  Coordination.  Any request for service that affects the
network within the geographic area of an overseas combatant
command requires prior coordination with and concurrence of the
affected CINC.  DISA coordination is required for all DSN and
SVS requirements.  New requirements for which funds have not
been previously programmed require coordination with the Chief
of the Military Service designated to provide funding.


c.  Approval.  The official sanctioning necessary to permit
implementation of a requirement.  The level at which approval
must be obtained will vary based on type of service required. 
Service approvals are not normally provided without identified
funding.


d.  Resolution.  Forwarding of a requirement to the Joint Staff
for action when the views of an activity are not in accordance
with current policy.
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17. DSN Support.  DSN supports three categories of users:


a.  Special C2 Users.  A special class of user who has access to
the DSN for essential communications for planning, directing,
and controlling operations of assigned forces pursuant to
assigned missions.  This user requires capabilities that provide
crisis, preattack, and theater nonnuclear war telecommunications
service for intelligence, alert, and strategic readiness.  This
user also requires communications among the President, Secretary
of Defense, Chairman and other members of the Joint Chiefs of
Staff, Chiefs of the Services, and the CINCs. Specifically,
these special C2 users are identified through one or more Joint
Staff, CINC, Service, or DOD agency validation processes.  They
are all DRSN subscribers as are the following identified
subscribers of common user networks:


(1)  Joint Staff-approved FLASH, FLASH OVERRIDE, or,
IMMEDIATE precedence origination capability.


(2)  CINC-validated minimum essential circuits.


(3)  CINC- or Service-approved IMMEDIATE and PRIORITY
precedence origination capability.


b.  C2 Users.  Users who have a requirement for C2
communications but do not meet the criteria for the class of
"special C2 user."  C2 users include any person (regardless of
the position in the chain-of-command) who issues guidance or
orders that direct, control, or coordinate any military forces
regardless of the nature of the military mission (including
combat support, administration and logistics), whether said
guidance or order is issued or effected during peace or wartime.
 C2 users are identified as users of Joint Staff, CINC-,
Service-, and agency-approved PRIORITY and ROUTINE precedence
origination capability.


c.  Other Users.  Users who have a requirement to use the DSN
for national security purposes but who do not meet the criteria
for the classes of "Special C2 users" or "C2 users."  These
users will be granted only ROUTINE access when it is not in
conflict with local PTT ordinances and they may be denied access
during contingency or crisis.  Included in this class are non-
DOD, nongovernmental, and foreign government users of OSD- or
Joint Staff-approved capability.







CJCSI 6215.01
1 February 1995


A-16 Enclosure A


18.  Precedence levels


a.  Assignment of Precedence Levels.  Access to a level of
precedence will be determined only by mission requirements and
will not be used as a means of improving a grade of service
above that provided to ROUTINE users.  Appropriate restoration
priority or TSP should be considered with all special C2
precedence requirements.  Any change in the assignment of
precedence levels must be reviewed by DISA to ascertain the
network impact and to size the DSN architecture to accommodate
the change.  All precedence requirements will be validated by
the appropriate CINC, Chief of the Service, or director of the
Defense agency, who will also approve requirements for IMMEDIATE
and PRIORITY service.  Requests for precedence are not
restricted by Maximum Calling Area (MCA).  Connectivity is
available to provide long-distance service if that service is
requested (budgeted and funded).  The Joint Staff is the
approval authority for FLASH and FLASH OVERRIDE calling
capabilities. With the exception of new missions, requests for
FLASH and FLASH OVERRIDE will normally be accompanied by a
tradeoff of equal precedence.


b.  Control of Precedence.  The CINCs, Chiefs of the Services,
and directors of Defense agencies will establish policy to
control use of precedence access through operator-assisted
calls.  EO users are authorized precedence and long-distance DSN
service only when a means is provided to positively control the
number of simultaneous outgoing  calls for each precedence level
entering the DSN (e.g., Classmarks, or Precedence Access
Threshold tables).  DISA will provide criteria for the EO
processing of precedence calls to and from DSN to achieve the
stated GOS and will determine the appropriate trunk sizing and
switch configuration based on CINC, Service, or agency
requirements and traffic engineering analysis.


c.  Temporary Precedence Upgrades.  Temporary DSN service
upgrading to support the NCA, Chairman of the Joint Chiefs of
Staff, CINCs; Chiefs of the Services, or other equivalent
personnel during travel is authorized for all precedence for up
to 30 days.  Temporary upgrading is also authorized for
emergencies and exercises.  Requests should follow the
procedures in Enclosure G and will be coordinated with DISA and
approved by the CINC or Chief of the Service concerned.
Approvals of FLASH OVERRIDE and FLASH access will be provided to
DISA and the Joint Staff.  The approval will
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indicate if a cost will be incurred for implementation and the
source of funds.


d.  Enclosure F identifies approval authority for DSN and DRSN
service requests.


19.  Administration.  The CINCs, Chiefs of Services, and directors of
Defense agencies will develop implementing policies and procedures
for the provisions of this policy.  The policies and procedures will
be coordinated with and provided to DISA for coordination to ensure
that they do not adversely affect network operation.
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(INTENTIONALLY BLANK)
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ENCLOSURE B


POLICY FOR NONSECURE VOICE COMMUNICATIONS


1.  Purpose.  This enclosure provides operational policy for the
nonsecure voice.


2.  General


a.  Use of the DSN is restricted to the official business of the
US Government.


b.  DSN is the official DOD switched voice network and will be
the preferred communications means for the special C2 and C2
user.  It is the primary secure (STU-III family) communications
means for nontactical C2 users.  DSN must be the user's first
choice; however, if DSN cannot be used in a timely manner or if
the called party does not have access to DSN service, other
long-distance calling means may be used.


c.   Non-DOD activities may be granted access to the network by
the Department of Defense when necessary for national security
and when not in conflict with local PTT ordinances of those
activities and individuals who have critical NS/EP needs and are
unable to use a commercial system.  If access is approved, DSN
services will be provided on a cost-reimbursable basis (normally
charged to the non-DOD requester through OSD; however,
reimbursement may be made through the sponsoring DOD component).
Requests by non-DOD users should be satisfied by available
commercial service or FTS-2000 if the use is clearly not
associated with the military mission of the Department of
Defense.  DOD policy is that under no circumstances will access
to DSN be granted simply as a cost-effective measure to
substitute for available commercial service.  Requirements of
non-DOD or nongovernmental activities or agencies (e.g.,
Department of Justice, State government organizations, DOD
contractors, labor unions, foreign embassies) are referred to
OSD for approval with a recommendation by the Joint Staff except
as provided in paragraph 3 below.


3.  Contractors


a.  DSN may be used by US civilian contractor personnel in
overseas areas when they are performing duties normally
performed by DOD civilian or military personnel.  DSN access may
be given to contractors in CONUS if their mission supports
deployed DOD forces.  DSN access may be provided to
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a foreign national contractor when validated by the appropriate
CINC, Chief of a Service, or director of a Defense agency and
approved by the Joint Staff.  Only DSN calls directly related to
and necessary for the accomplishment of contracted duties are
permitted between an overseas location and CONUS or within an
overseas theater.


b.  DSN may be used by contractor personnel within CONUS when
performing a mission normally performed by DOD civilian or
military personnel, subject to the following:


(1)  The contractor's function will be a C2 mission.  Study,
analysis, design engineering, and other similar support
functions are not authorized missions.


(2)  The DSN access provided to the contractor is equivalent
to that access previously provided to the military
organization originally performing the function. Requests
for this access (ROUTINE only) will be validated at the
local level and approved by an agent with written delegation
from the appropriate CINC, Service, or Defense agency. 
Precedence access above ROUTINE will be approved by the
CINC, Service, or Defense agency.


(3)  Contractors located in CONUS requiring new or increased
DSN access will have each specific request approved by the
appropriate CINC, Service, or Defense agency.  Blanket
approvals are not authorized.


c.  The requesting CINC, Chief of the Service, or director of
Defense agency will validate the requirement and certify that
contract documents contain guidance and restrictions, certified
by the contracting officer, to ensure that contractor use of DSN
complies with established network management procedures. 
Requests for approvals will identify the contract termination
date.


d.  Procedures for reviewing, monitoring, and controlling
contractor access to DSN will be published in Service, command,
or agency regulations.  As a minimum, a review of contractor
access to DSN will be conducted every 3 years and in conjunction
with every renewal or period of performance extension of the
contract.


e.  DISA will be provided copies of all contractor access
requests, approvals, and terminations.
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f.  Approvals and contracts will state that the Department of
Defense will have the right to terminate the service at any time
and that the Department of Defense will not guarantee the
quality or quantity of service to be supplied or be held liable
for any discontinuance or failure of the service.


4.  Foreign Governments.  Foreign government activities may be
granted access to the network by the Department of Defense for
national security and when not in conflict with existing agreements
or local PTT ordinances.  This access will be initiated by and
processed through the appropriate DOD sponsor in accordance with
reference g.


5.  Nonappropriated Fund Activities.  DSN use may be authorized for
NAF activities to conduct command management functions dealing with
appropriated funds matters.  Requests should be forwarded to
appropriate CINC or Service channels for approval and must be
certified by the commander of the NAF activity as required for
command management functions.  Calls dealing with NAF business or
functions other than command management will use the DSN on a cost
reimbursable basis and if it does not impact the operational
capabilities of the DSN.  The CINCs and Chiefs of the Services will
institute procedures to revalidate requirements periodically.


6.  Labor Unions.  Access to DSN will not be provided to labor unions
and will not be routinely authorized in contract documents.  The
basis for supporting a request to OSD will be clearly operational,
military-related function.  The Joint Staff, CINC, Military Service,
Defense agency concerned and DISA will be notified of command support
for a request to OSD for labor union access to DSN. 


7.  Foreign Military Sale of DSN Service.  DSN Service may be
approved as part of an FMS arrangement.  The use of DSN by DOD
personnel assigned to non-US (foreign government adviser, UN, NATO,
etc.) organizations must be validated or approved by the appropriate
CINC, Chief of the Service, or director of a Defense agency.  If
service is for non-US or non-DOD users, requirements should be
submitted to OSD.


8.  DSN Access by Friendly Foreign Governments and Treaty
Organizations.  CINCs may authorize the use of DSN, at ROUTINE
precedence, by personnel of friendly foreign governments or treaty
organizations for discussion of official US Government business with
US personnel if such use will not reduce the GOS objectives outlined
in this instruction.  CINCs will ensure
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effective control of this use and will authorize the service only
when other telecommunications facilities are unavailable or
unsatisfactory.  If the DSN access required by personnel of friendly
foreign governments or treaty organizations becomes routine or
becomes a formal requirement, the arrangement must be formalized by
an international agreement in accordance with reference g.
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ENCLOSURE C


POLICY FOR THE DEFENSE RED SWITCH NETWORK


1.  Purpose.  This enclosure provides operational policy for the
Defense Red Switch Network (DRSN).


2.  General


a.  The operational requirements for the DRSN were validated per
reference k, which specified DRSN service will be provided to
the NMCC, NMCC Site R, CINC primary command centers, and
component commands.  Also, the DRSN will provide the means to
access a variety of tactical secure voice systems (i.e., “long-
local” KY-68 terminals and AN/TTC-39 series switches).


b.  In September, 1993, existing and planned switching systems
were categorized in their relationship with the DRSN.  Per
reference l, "Category I" switches (connected to the DRSN and
under the operational management of DISA) pertain to this
instruction. Category II and III switches are not under
operational management of DISA and operate under separate
policies and procedures.  Additional category I switching
systems can be established by submitting documentation in the
format outlined in Enclosure G.


c.  The DRSN is the primary network for secure conferencing and
supports the majority of the Worldwide Secure Voice Conferencing
System (WWSVCS) conferees.  Other conferencing requirements will
be accommodated by the DRSN on a non-interfering basis.


d.  The DRSN is a dedicated secure network that is configured
and managed by DISA.  No automatic or dedicated trunking by
other Red Switches is authorized.


e.  The above requirements mandate dedicated 24-hour-a-day,
7-days-a-week, network management facilities to monitor the
status of the DRSN and take necessary actions in the event of
outages or world situation. 


3.  Non-DOD Activities.  Non-DOD activities will not be connected to
the DRSN without:


a.  Recommendation of a DOD sponsor.


b.  Concurrence of the Joint Staff.
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c.  Approval of OSD.


4.  Cost Recovery.  Those costs approved by the DBOF Manager for
common (network) funding will be contained within the rate structure
and interfaces in service.


5.  Request for DRSN Service.  Requests for DRSN service, authority,
and allocation of precedence is the same as the DSN.  The format for
requesting service is listed in Enclosure G.
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ENCLOSURE D


RESPONSIBILITIES


1.  Purpose.  This enclosure provides guidance on the
responsibilities for the operation of the DSN.  The responsibilities
outlined below refer to both the DSN nonsecure and secure voice
systems (DRSN network).


2.  Responsibilities 


a.  Office of the Secretary of Defense


(1)  Approves the DSN and DRSN Program Plans upon
recommendation and consultation with the Chairman of the
Joint Chiefs of Staff.


(2)  Approves access by non-DOD agencies, organizations,
activities, or entities upon consultation with the Joint
Staff.


b.  Joint Staff


(1)  Reviews the operational effectiveness of the DSN and
DRSN.  The Joint Staff will report to OSD those matters
having a major effect on the network.


(2)  Validates the DSN and DRSN Program Plans and submits to
OSD for approval.


(3)  Reviews and approves all requests for FLASH and FLASH
OVERRIDE capability validated by the CINCs, Chiefs of the
Services, and directors of Defense agencies.  The Joint
Staff will ensure that users granted FLASH OVERRIDE and
FLASH access have a continuing mission need for those levels
of service and will initiate action to discontinue such
access when the mission need changes.  These capabilities
will be revalidated on a biennial basis.


(4)  Reviews and approves all requests for network access to
the DRSN and connections between DRSN and non-DRSN secure
voice equipment.


(5)  Approves special telecommunications survivability
requirements for DSN.
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(6)  Reviews, validates, and approves service requirements
where the desired capability adversely affects the network.


c.  Director, DISA


(1)  Acts as the Single System Manager of DSN by providing
operational direction and management control of DSN.


(2)  Provides systems engineering program management of DSN
in response to DSN Program Plan validated, approved and
funded requirements.


(3)  Prepares and submits the DSN Program Plan to the Joint
Staff for validation.


(4)  Manages the effectiveness of the network on a
continuing basis and evaluates O&M practices and procedures
to ensure the C2 requirements are being met.


(5)  Periodically reports the status and operational
effectiveness of DSN to the Joint Staff.


(6)  Recommends DSN performance objectives and establishes
interface criteria in coordination with DOD components.


(7)  Publishes implementing documents for approved DSN
objectives in coordination with DOD components.


(8)  Provides DRSN connectivity and network management
within DSN.


(9)  Reviews, processes, and implements approved requests
for DSN telecommunications (data, secure and nonsecure
voice, and video) service.  If the potential exists to harm
network service, the request will be forwarded to the Joint
Staff for resolution.


(10)  Uses exercises to verify the readiness of DSN and its
ability to support user missions over the full range of
stress scenarios.


(11)  Budgets and funds for DSN through the DBOF and
publishes rates to recoup the DSN investment.







CJCSI 6215.01
1 February 1995


D-3 Enclosure D


(12)  Coordinates and reviews CINC, Service, and agency
policies and procedures when requested.


(13)  Produces and updates the DRSN Concept of Operations
and provide operational direction for all DRSN switching
centers.


(14)  Performs network management function identified in
Enclosure A on a real-time basis.


(15)  Recommends and, upon approval of the Joint Staff,
implements modifications to the DRSN.


(16)  Produces and updates, on a biennial basis, the
following DSN documents to be submitted through to the Joint
Staff, for validation, to OSD for approval.


(a)  DSN Program Plan (to include the worldwide DSN
Topology).


(b)  Worldwide Operational Policy for Single System
Management (SSM).


(c)  Network Configuration Management Plan.


(d)  DSN Security Guide.


(e)  DSN Classification Guide.


(f)  DSN System Interface Criteria.


(g)  Generic Switching Requirement (EO).


(h)  Generic Switching Requirement (MFS).


(i)  Test and Evaluation Master Plan.


(j)  Joint Integrated Logistic Support Plan.


(k)  Worldwide Numbering and Dialing Plan.


(17)  Produces, updates, and distributes the DSN Directory
on an annual basis.


(18)  Collects and maintains DRSN configuration management
information, to include:
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(a)  Network connectivity (switches and trunking),
performance specification, and excess capacity data.


(b)  Network routing, dialing, and numbering scheme.


(c)  Switch data bases.


(d)  Timing and synchronization scheme.


(e)  Interface and control criteria.


(f)  FLASH and FLASH OVERRIDE users' line
assignment and location.


(19)  Produces and updates, on a biennial basis, the
following DRSN documents:


(a)  Management Engineering Plan.


(b)  Configuration Management Plan.


(c)  Financial Management Plan.


(d)  Integrated Logistics Support Plan.


(e)  Security Guide.


(f)  Test and Evaluation Master Plan.


(g)  Network Vulnerability and Survivability Study.


(20)  Recommends consolidation and modification of the DSN
and DRSN to improve networks effectiveness or reduce costs.


(21)  Operates a DRSN testing facility and maintain
documentation pertaining to connection approval and
interface standards.


(22)  Provides logistic information to the designated
executive agency for logistic support.
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d.  The CINCs and the Joint Staff


(1)  Define, validate, coordinate, and approve requirements
for telecommunications services within their purview.


(2)  Forward approved DSN requirements and priorities to
DISA and the supporting Service for implementation.  The
CINCs will provide planning requirements for incorporation
into the DSN Program Plan.  Requirements for precedence
service will be forwarded to DISA in accordance with
established procedures.


(3)  Provide policy guidance and procedures in conformance
with this policy and in coordination with the Services and
DISA for use of DSN within their AORs.


(4)  Provide acquisition, operation, maintenance, and
logistic requirements for customer premise equipment,
including secure voice instruments.


(5)  Coordinate with DISA before approval to determine if a
DSN service request would degrade network performance.


(6)  Implement controls for and monitor the use of
precedence, on- and off-netting, and unofficial use of DSN
to prevent fraud, waste, or abuse.


(7)  Support DISA in exercises involving operational
elements of the DSN.


(8)  Review and validate operational requirements for DSN
and DRSN switches under their operational control.


(9)  Exercise review and approval authority over
requirements for IMMEDIATE and PRIORITY precedence
capability.  Revalidate these requirements on a biennial
basis.


(10)  Validate and forward requirements for FLASH and FLASH
OVERRIDE to the Joint Staff for approval in accordance with
Enclosure G.
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e.   Chiefs of the Services and Directors of Defense Agencies


(1)  Define, validate, coordinate, and approve requirements
for telecommunications services within their purview.


(2)  Forward approved DSN requirements and priorities to
DISA for coordination or implementation and provide planning
requirements for incorporation into the DSN Program Plan.


(3)  Program, budget, acquire, operate, maintain, and fund
for assigned portions of the DSN and for telecommunications
services provided by DSN.


(4)  Exercise review and approval authority over
requirements for IMMEDIATE and PRIORITY precedence
capability.  Revalidate these requirements on a biennial
basis.


(5)  Validate and forward requirements for FLASH and FLASH
OVERRIDE to the Joint Staff for approval in accordance with
Enclosure G.


(6)  Provide acquisition, operation, maintenance, logistic,
and funding support for CPE and terminal equipment,
including secure voice instruments.


(7)  Provide training and periodic technical evaluations to
ensure that facilities, equipment, and personnel meet DSN
performance objectives and interface requirements.


(8)  Provide policy and implement controls for and monitor
the use of precedence, on- and off-netting, and nonofficial
use of DSN to prevent fraud, waste, or abuse.


(9)  Support DISA in exercises involving operational
elements of the DSN.


(10)  Coordinate with DISA before approval to determine if a
DSN service request would degrade network performance.


(11)  Review and validate operational requirements for DSN
and DRSN switches under their operational control.
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(12)  Operate respective switching centers per directions
disseminated by DISA.


(13)  Provide DISA with real-time access (at least "read
only") to all elements of switch data bases.


(14)  Program, budget, fund, and provide support for all
switching centers under their direct operational control or
executive agency.


(15)  Provide logistic information to the designated
executive agency for logistic support.


(16)  Maintain required physical security and procedures on
switching centers currently operating with Sensitive
Compartmented Information subscribers and trunking.


f.  The Air Force


(1)  Performs executive agency duties for DRSN logistic
support to include engineering, training, and vendor
services.


(2)  Coordinates specific DRSN logistic requirements with the
network manager, CINCs, Military Department and agencies.


g.  Director, DIA


(1)  Provides guidance for security issues.


(2)  Accredits all DOD DRSN switching centers less those
under the operational control of the Director, NSA, that
handle special compartmented information.


(3)  Assists DISA in preparation of the DISN threat,
survivability, and vulnerability analysis.


h.  Director, NSA


(1)  Serves as security and INFOSEC advisor for the DSN and
DRSN networks.


(2)  Recommends countermeasures based on DIA threat analysis
in conjunction with DSN security designs.


(3)  Coordinates technical parameters of secure voice and
other secure terminals with DISA.
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(4)  Accredits those DRSN switching centers which handle
special compartmented information and are under the
operational control of the Director, NSA.


3.  Administration.  CINCs, Chiefs of Services, and directors of
Defense agencies will develop implementing policies and procedures
for the provisions of their assigned responsibilities. These
procedures will be coordinated with DISA to ensure that they are in
sync with the overall DSN network operations.
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ENCLOSURE E


POLICY AND PROCEDURES FOR CONNECTION OF SPECIFIC EQUIPMENT TO DSN


1.  Purpose.  To establish policy and procedures to support
connection of specific types of equipment to the DSN.


2.  General 


a.  Ancillary equipment connected to the DSN will be done in
such a way to ensure that the DSN grade of service standards
outlined in this document is not degraded.  The overriding
criterion is that adding new services or equipment will not be
detrimental to overall network performance.


b.  DISA will provide the technical interface standards for
equipment to the connected to the DSN.


c.  Users are responsible to coordinate with DISA on equipment
being connected to the DSN. 


3.  Secure Transmission with a STU-III  


a.  The STU-III will be used as the primary device to enable
secure communications over the DSN.  It may be used for secure
voice, data, or facsimile mode for voice communications. 


b.  Approval under provisions of this instruction is not
required for conversion of a telephone instrument to a STU-III
on DSN.  A STU-III connected to DSN will have the preempt
feature enabled at all times.


c.  When the STU-III is used to transmit secure data or
facsimile, the following criteria will be met:


(1)  The STU-III at each end will be monitored during the
complete transmission to ensure the circuit is maintained
and the STU-III is in the secure mode.


(2)  The STU-III preempt feature will be enabled at all
times.


(3)  National guidance for use of STU-III in secure data
transmission, including access control TEMPEST, and computer
security, be implemented.
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4.  Switched Data/Imagery 


a.  The DISN packet switched networks are the primary means to
transmit data.  However, the DSN switched voice (dial-up)
circuits may be used to supplement the packet switch networks
where packet switch connectivity is not available or where dial
up data connectivity is more operationally advantageous.


b.  Data processing equipment using DSN switched dial-up voice
or data will be capable of automatically disconnecting from the
access line or IST when the transmission is complete or the
circuit is preempted.


c.  DSN users with requirements to use the DSN for large volume,
extended holding times (in excess of one hour) or for dedicated
operational system requiring switch data connectivity will
coordinate with DISA for a technical evaluation of the
requirements.  This process is necessary to determine the impact
and to reconfigure the network. 


d.  DISA will provide technical assistance, interface standards,
and connection approval for the types of device being used over
the DSN.


5.  Dial-Up Facsimile.  DSN may be used to transmit nonsecure
facsimile traffic without a STU-III only if the facsimile machine (or
computer transmitting facsimile) automatically disconnects from the
DSN access line or IST within 1 minute after the facsimile
transmission ends or the circuit is preempted.  Dial-up secure
facsimile transmission with a STU-III will follow procedures outlined
in subparagraph 3c.


6.  Family of Off-line Cryptodevices TSEC/KL-43.  Use of TSEC/KL-43
cryptographic devices is authorized on DSN with the following
conditions.


a.  The KL-43 will be disconnected from the line immediately
after transmission of each message and will not be connected
while composing a message.


b.  Receiving and transmitting terminals will be monitored
during transmission, and any transmission exceeding 90 seconds
should be interrupted and reestablished.  The maximum 2000-
character message should take only 66 seconds for transmission.
 If the subscriber line at either end is preempted during a KL-
43 transmission, only the receiving KL-43 will give an audible
signal and display a message that
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synchronization has been lost. The sending KL-43 will continue
transmitting without any indication that the circuit has been
preempted.


7.  Video Teleconferencing.  The DSN will provide connectivity to the
DOD common user teleconferencing system by providing a dial-up
switched capability at the PX56KBS rate.


8.  DSN Control and DCS Orderwire Circuits.  DCS orderwire circuits,
and DSN dedicated and dial-up A/NM data and voice circuits are exempt
from the provisions of this instruction.
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ENCLOSURE F


PRECEDENCE APPROVAL AUTHORITIES


1.  Purpose.  This enclosure identifies the approval authorities for
DSN and DRSN precedence.


2.  Approval Authorities


                            REQUEST ORIGINATOR
                  |   MIL    U/S    DOD    NMCS    NON-DOD
TYPE REQUEST      |   SVS    CMD    AGY   J-STAFF   AGY
------------------|---------------------------------------
FLASH OVERRIDE    |   J      J      J      J        O
                  |
FLASH             |   J      J      J      J        O
                  |
IMMEDIATE         |   S#     C      D#     J        O
                  |
PRIORITY          |   S#     C      D#     J        O
                  |
ROUTINE           |   L      L      L      L        L


LEGEND


     J -  Joint Staff
     C -  Commander of combatant command
     S -  Chief of Service
     D -  Director of Defense agency
     O -  OSD
     L -  Local level (see Enclosure B, paragraphs 2 through 8)
     # -  OCONUS CINC approves requests in AOR.


Note:  Requests should be based on availability of funds and
         coordination with DISA.
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ENCLOSURE G


PROCEDURES FOR REQUESTING DSN SERVICE


1.  Purpose.  This enclosure provides procedures for requesting DSN
service approval.  The format contained in paragraph 4 will be used
for precedence requests for DSN and DRSN service.  Other requests
(e.g., switching changes, non-DOD customers) may be processed with
unformatted memorandums or messages.


2.  Applicability.  These procedures apply to the Joint Staff,
combatant commands, Services, and Defense agencies.  All activities
will request DSN service through their chain of command to
appropriate CINC or Service, per local procedures.  Non-DOD agency
requests sponsored by DOD components will also comply with these
procedures.  Non-DOD requests to the Joint Staff will be forwarded to
ASD(C3I) for consideration.


3.  General


a. Requests for DSN service, DRSN service, or non-DRSN Red
Switch connectivity will be submitted in the format shown below.
Requirements must be fully documented and justified. Combatant
commands and Services may tailor the format for requests that
they approve.  Future requirements (those appropriate for DSN
Project Plan) should be provided to DISA and the Services.


b.  Activities having validation or approval authority will
ensure that requirements comply with this instruction
specifically that:


(1)  Requests for DSN access are motivated by legitimate
mission requirements.


(2)  Precedence capabilities are justified in terms of
explicit mission need and negative impact if the request is
disapproved.  Network status provided by DISA will be
reviewed to determine what capabilities currently exist,
whether current access in service is fully used, and the
impact of requested service on the grade of service for the
requesting location.


(3)  Requirements that affect other combatant commands,
Services, or Defense agencies have been coordinated.


(4)  Tradeoffs are provided for new or increased levels of
service or capabilities as required.
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(5)  Appropriate restoration priorities are identified.


(6)  Requirements for non-DRSN Red Switch connectivity or
tandeming are justified and cannot be met by STU-III
terminals.


c.  Requests from activities outside the Department of Defense
will be forwarded through the Joint Staff to ASD(C3I) for
consideration.


4.  Request Format.  The following message format will be used
when requesting upgrades in DSN service:


FROM:          (Originating Activity)
TO:            JOINT STAFF WASHINGTON DC//J6T//*
               (* or activity with requisite approval authority)
INFO:          DA WASHINGTON DC//SAIS-PPS//
               CNO WASHINGTON DC//N61//
               HQ USAF WASHINGTON DC//SCMM//
               CMC WASHINGTON DC//CCT//
               DISA WASHINGTON DC//WE33/WE339//
               Validating authority, others as required.


(If approval authority is below the Joint Staff level, information
addressees will consist of affected commands or Services.  DISA will
be an information addressee on all such requests.)


UNCLAS or appropriate classification
MSGID/GENADMIN/as appropriate per MTF//
REF/as appropriate per MTF//
AMPN/as appropriate per MTF//
NARR/as appropriate per MTF//
REPLY/as appropriate per MTF//
RMKS/SUBJECT: CJCSI 6215.01 DSN (OR DRSN) REQUEST FOR
        (identify location or activity requesting service)//


1.  Description of required capability (concise narrative
description).


A.  Complete identification of the requirement (e.g., type of
change, deletion, or addition including circuit or equipment
quantities, configurations, sequence numbers).


B.  Unit, title, and geographic location of requesting agency.
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C.  Precedence requested.


D.  Start date (if short notice, give justification and mission
impact of delay).


E.  Restoration priority or TSP.


F.  Serving switch (EO, MFS).


G.  Terminating Equipment; e.g., Type, Brand, Model of PBX,
facsimile, data terminal/modem, VTC studio terminal equipment,
EAC, STU-III.


H.  Number of extensions required.  Indicate if extensions are
to be located in geographically separate locations that will
require long-haul connectivity to servicing switch.


I.  Location (geographic and physical).


J.  Tradeoff (identify by sequence number, CCSD, precedence,
Joint Staff approval number, or other pertinent data).


K.  DISA (DMS/DDN, etc.) or Joint Staff waivers in effect.


L.  Identification of the destination and expected frequency and
duration of calls, data transmissions, or facsimile
transmissions.  Information may also be expressed in terms of
Erlangs of traffic.


2.  Justification


A.  Present capabilities for DSN calling and why they are
inadequate.


B.  Detailed description of the mission directly supported by
the requirement or the mission change that generated the
requirement and mission impact if disapproved.


C.  Whether theater commander(s) approves and point of contact.


D.  Identification of expected yearly cost and source of funds.


E.  Identification of DISA (or DISA area representative) who
provided coordination and network impact assessment, office
code, and phone number or why DISA was not contacted.
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F.  Explanation if no tradeoff is provided.


G.  Other considerations or remarks as appropriate.


3.  Combatant command, Service, or agency point of contact (name,
office symbol, DSN and commercial phone numbers).//


(NOTE: Streamlined procedures authorized for deactivation or
cancellation of DSN/DRSN service)
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ENCLOSURE H


REFERENCES


a.  DOD 5200.2-r, January 1987, “DOD Personnel Security Program."


b.  DODD 5105.19, 25 June 1991, “Defense Information Systems Agency
(DISA).”


c.  DODD 5200.1, 7 January 1982, “DOD Information Security Program.”


d.  DUSD(C3I) memorandum, 23 June 1982, “DSN Definition, Purpose and
Scope.”


e.  USDRE memorandum, 9 September 1982, “Defense Switched Network.”


f.  OSD(C3I) memorandum, 11 December 1992, “Defense-Wide Secure Voice
Program.”


g.  CJCS MOP 43, 11 March 1992 (Rev 1), “Military Telecommunications
Agreements Between the United States and Regional Defense
Organizations or Friendly Foreign Nations.”


h.  CJCSI 5711.01, 12 July 1993, “Policy on Action Processing.”


i.  CJCSI 5721.01, 28 June 1993, “Defense Message System Network and
Connected Systems.”


j.  CJCSI 3222.01, 8 October 1993, “CJSC Prioritization of C3 Nodes
and Systems for High Altitude Electromagnetic Pulse Protection.”


k.  J-6A 01665-92, 17 November 1992, “Operational Requirement
Document for Secure Voice Requirements.”


l.  J-6A 01137-93, 27 September 1993, “Defense Red Switch Network
Defense-Wide Resources.”


m.  NACSI 4008, 4 March 1983, “Safeguarding COMSEC Facilities.”







CJCSI 6215.01
1 February 1995


H-2 Enclosure H


(INTENTIONALLY BLANK)







CJCSI 6215.01
1 February 1995


GL-1 Glossary


GLOSSARY


PART I--ABBREVIATIONS AND ACRONYMS


A/NM           administration/network management
AOR            area of responsibility
ASD(C3I)       Assistant Secretary of Defense (Command,
                    Control, Communications, and Intelligence)
AUTODIN        Automatic Digital Network
AUTOSEVOCOM    Automatic Secure Voice Communications Network
AUTOVON        Automatic Voice Network


CINC           commander of a unified command
C2             command and control
C3             command, control, and communications
C3I            command, control, communications, and intelligence
CCSD           command communications service designator
COMSEC         communications security
COMPUSEC       computer security
CONUS          continental United States
CPE            customer premise equipment
CSIA           Communications Service Industrial Activity


DBOF           Defense Business Operating Fund
DCS            Defense Communications System
DDN            Defense Data Network
DIA            Defense Intelligence Agency
DISA           Defense Information Systems Agency
DISN           Defense Information System Network
DRSN           Defense Red Switch Network
DSN            Defense Switched Network


EAC            emergency action console
EO             end office


FCC            Federal Communications Commission
FMS            foreign military sales
FTS            Federal Telecommunications System


GOS            grade of service


HEMP           high-altitude electromagnetic pulse
HMW            health, morale, and welfare


ISDN           Integrated Service Digital Network
IST            interswitch trunks
IVSN           Initial Voice Switched Network
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MCA            maximum calling area
MFS            multifunction switch
MLPP           multilevel precedence and preemption
MTF            message text format


NACSI          National Communications Security Instructions
NAF            nonappropriated fund
NATO           North Atlantic Treaty Organization
NCS            National Communications System
NM             Network management
NMCC           National Military Command Center
NMCS           National Military Command System
NSA            National Security Agency
NS/EP          National Security and Emergency Preparedness


OCONUS         outside CONUS
O&M            Operation and Maintenance


PABX           private automatic branch exchange
PBX            private branch exchange
PTT            public telephone and telegraph


RMC            (CSIA) Resource Management Committee
RSU            remote switching unit


SA             stand-alone switch
SCI            sensitive compartmented information
SMEO           small end office
STU-III        secure telephone unit three/low-cost terminal
SVS            secure voice system


TSP            Telecommunications Service Priority System


USACOM         US Atlantic Command
USCENTCOM      US Central Command
USEUCOM        US Europe Command
USPACOM        US Pacific Command
USSOUTHCOM     US Southern Command
USSPACECOM     US Space Command
USSOCOM        US Special Operations Command
USSTRATCOM     US Strategic Command
USTRANSCOM     US Transportation Command


VTC            video teleconferencing


WWSVCS         Worldwide Secure Voice Conferencing System
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PART II--DEFINITIONS


Automatic Voice Network.  Previously, the principal long-haul,
nonsecure voice communications within the Defense Communications
System.  Also called AUTOVON.  (JCS Pub 1-02)


avoidance routing.  Circuits routed so as to avoid critical junctions
and known target areas.


backbone.  The DSN backbone consists of nodal switches, connectivity
among nodals, long-distance termination at DSN EOs, connectivity
between EOs and nodal switches, and connectivity between EOs.


CINC.  Commander or designated staff element of one of the following
unified commands:  US Atlantic command, US Central Command, US
European Command, US Pacific Command, US Southern Command, US Space
Command, US Special Operations Command, US Strategic Command, US
Transportation Command.


command and control.  The exercise of authority and direction by a
properly designated commander over assigned forces in the
accomplishment of the mission.  Command and control functions are
performed through an arrangement of personnel, equipment,
communications, facilities, and procedures employed by a commander in
planning, directing, coordinating, and controlling forces and
operations in the accomplishment of the mission.  (JCS Pub 1-02)


C4 systems operational direction.  The authority necessary to ensure
effective operation of a C4 system or activity.  It includes the
authority to direct and assign tasks to C4 operating elements and
supervise the execution of those tasks; allocate and reallocate C4
systems or activity to accomplish the mission; and develop C4
technical standards, practices, methods, and procedures for
performance and operations.


communications security.  The protection resulting from all measures
designed to deny an unauthorized person information of value that
might be derived from the possession and study of telecommunications
or to mislead unauthorized persons to their interpretations of the
results of such possession and study. Also called COMSEC. 
Communications security includes:  (a) cryptosecurity, (b)
transmission security, (c) emission security, and (d) physical
security of communications security materials and information.
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1. cryptosecurity - The component of communications security
that results from the provision of technically sound crypto-systems
and their proper use.


2. transmission security - The component of communications
security that results from all measures designed to protect
transmissions from interception and exploitation by means other than
cryptanalysis.


3. emission security - The component of communications security
that results from all measures taken to deny unauthorized persons
information of value that might be  derived from intercept and
analysis of compromising emanations from crypto-equipment and
telecommunications systems.


4. physical security - The component of communications security
that results from all physical measures necessary to safeguard
classified equipment, material, and documents from access thereto or
observation thereof by unauthorized persons.  (JCS Pub 1-02)


computer security.  The protection resulting from all measures  
designed to prevent either deliberate or inadvertent unauthorized
disclosure, acquisition, manipulation, or modification of information
in the computer system.  COMSEC measures may be among those applied
in achieving computer security.


continental United States.  United States territory, including the
adjacent territorial waters, located within North America between
Canada and Mexico.  (JCS Pub 1-02)


diverse routing.  Connectivity servicing the same facility but routed
over geographically separate circuits.


dual homing.  The connection of a terminal so that it is served by
either of two separate switching centers.  This service uses a single
directory number.


end office.  An integral part of the DSN.  Any EO switch provides to
the users switched call connections and all DSN service features,
including MLPP.  The EO will provide long distance service by
interconnection with DSN nodal switches.  The EO will not serve as a
tandem in the DSN but may connect to other EOs where direct traffic
volume requires (Metro Calling Area).


grade of service.  The probability of call blockage expressed as a
percentage of calls blocked.  Grade P.05, for example, denotes
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that five calls of every 100 offered will probably fail to complete.


Joint Staff.  The staff of the Chairman, Joint Chiefs of Staff, as
provided for under the National Security Act of 1947, as amended by
the DOD Reorganization Act of 1986.


Joint Worldwide Intelligence Communications System (JWICS).  The
sensitive compartmented information component of the DISN.  The
primary mission of JWICS is to support the production and
dissemination of intelligence to the entire intelligence community.


management control.  The review, evaluation, coordination, and
management actions necessary to fulfill the responsibilities of
operational direction for a system or an activity.


maximum calling area.  A description of user calling privileges based
on the destination of the call.


multilevel precedence and preemption.  The capability to originate
calls based on precedence and to preempt calls of lower precedence in
the network.


nodal switch.  A tandem switch in the DSN that will connect multiple
EOs, provide access to a variety of transmission media, route calls
to other nodal switches, and provide network features such as MLPP. 
Nodal switches will be supervised by and  interconnected to the DSN
A/NM subsystem.  The two types of nodal switches in the DSN are:


a.  stand alone switch.  The SA switch functions solely as a
tandem switch in the DSN.


b.  multifunction switch.  This switch incorporates the combined
functions of an SA switch and an EO switch.  No physical division
exists between the EO and SA functions within the MFS, but a logical
division exists.


metropolitan calling area.  A community of interest having
operational telecommunications needs in the local area.


off-net calling.  Calls placed over DSN extended to commercial
telephone numbers.


on-net calling.  Calls from commercial telephone numbers to the DSN
network.
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precedence.  Calling capability assigned to a DSN or DRSN user
terminal. The five levels of precedence in ascending order are:


ROUTINE--Precedence designation applied to those official
government communications which require rapid transmission by
telephonic means but do not require preferential handling.


PRIORITY--Precedence reserved generally for telephone calls
requiring expeditious action by called parties and/or furnishing
essential information for the conduct of government operations.


IMMEDIATE--Precedence reserved generally for telephone calls
pertaining to: (1) Situations which gravely affect the security of
national and allied forces; (2) Reconstitution of forces in a
post-attack period; (3) Intelligence essential to national
security; (4) Conduct of diplomatic negotiations to reduce or
limit the threat of war; (5) Implementation of Federal Government
actions essential to national survival;
(6) Situations which gravely affect the internal security of the
United States; (7) Civil Defense actions concerning our population
and their survival; (8) Disasters or events of extensive
seriousness having an immediate and detrimental effect on the
welfare of the population; (9) Vital information having an
immediate effect on aircraft, spacecraft, or missile operations.


FLASH--Precedence reserved generally for telephone calls
pertaining to: (1) Command and control of military forces
essential to defense and retaliation; (2) Critical intelligence
essential to national survival; (3) Conduct of diplomatic
negotiations critical to the arresting or limiting of hostilities;
(4) Dissemination of critical civil alert information essential to
national survival; (5) Continuity of Federal Government functions
essential to national survival; (6) Fulfillment of critical United
States internal security functions essential to national survival;
(7) Catastrophic events of national or international significance.


FLASH OVERRIDE--Same as FLASH, capability available to (1) The
President of the United States, Secretary of Defense and Joint
Chiefs of Staff; (2) Commanders of combatant commands when
declaring Defense Condition One or Defense Emergency; (3)
CINCNORAD when declaring either Defense Condition One or Air
Defense Emergency and other national authorities the President may
authorize.  FLASH OVERRIDE cannot be preempted.
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preemption.  The act of seizing telecommunications connectivity from
a call of lower precedence to support calls of higher precedence.


private branch exchange.  A telephone exchange servicing a single
organization or area where service requires connection to another
telephone exchange for long-distance capabilities.  A PBX, either
manual or automatic (PABX), is customer premise equipment and is not
an integral part of DSN.  PBX and PABX are used interchangeably.


remote switching unit.  An out-stationed part of the parent switch,
controlled by the parent software.  The RSU concentrates originating
traffic from a number of local lines and then sends it to its parent
switching unit.  Similarly, the RSU deconcentrates terminating
traffic.  A subscriber of an RSU can enjoy all of the features
available to a direct subscriber of the parent switch.


Secure Voice System.  The title given to the collective secure voice
capabilities that replaced AUTOSEVOCOM and substantially expands and
improves the DOD secure voice posture.  The SVS will significantly
increase the number of secure voice users through extensive fielding
of the STU-III family of equipment.


small end office.  An EO switch terminating 1000 or less subscribers
and meeting the DISA SMEO specifications.  As used herein EO includes
SMEO unless specifically excluded.


split homing.  The connection of a DSN terminal to two switching
centers with the assignment of two DSN telephone numbers.


stress level.  The military operating conditions under which DSN must
function based on scenarios ranging from peacetime to massive nuclear
attack.


STU-III family.  One or more of the various models of the STU-III
terminal (STU-III, STU-IIIA, STU-III cellular, STU-IIIR, etc).


tandeming.  Use of the DRSN Red Switch network to extend a secure
call that should have been extended via other networks. The two cases
are: (1) a STU-III user interconnects with the Red Switch network at
a point other than the destination Red Switch and uses the network to
extend the call to the destination (prohibited). (2) a non-DRSN Red
Switch subscriber extends a call via the DRSN to another non-DRSN Red
Switch (limited).
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tandem switch.  A switch or portion of a Multifunction switch that
processes trunk group routing and connects only to other switches.


user.  An individual who is authorized to access DSN and uses a
specified set of services and features.
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to comply with records management legal and policy requirements. This publication applies to all Air
Force military, civilians, and contractor personnel under contract by the DoD who create records in their
area of responsibility (AOR), including the Air Force Reserve Command units and its members, civilians
and contractors, the Air National Guard and Air Force components assigned to the combatant commands
that are not directly responsive to the Combatant Commanders; and to contractors by contract or other
legally binding action, wherever an Air Force contract provides for the operation of a system of records or
portion of a system of records to accomplish an Air Force function. Information in this manual is directed
by Air Force Instruction (AFI) 33-364, Records Disposition--Procedures and Responsibilities, and may
result in updates to other Air Force Instructions. Chapter 6 contains standardized processes for handling
records in the during major deployments and fulfills the Air Force responses to the Audit on Global War
on Terrorism, Project F2003-FB1000-0858.000 and Audit on Shared Network Storage Management,
Project F2005-FB4000-0070.000 conducted by the Air Force Audit Agency. Send recommended changes
or comments to Headquarters Air Force Communications Agency (HQ AFCA/EASD), 203 W. Losey St,
Room 1100, Scott AFB IL 62225-5222, through appropriate channels, using Air Force (AF) Form 847,
Recommendation for Change of Publication, with an information copy or record copy to Secretary of the
Air Force, Air Force Records Office (SAF/XCPPA), 1401 North Wilson Blvd, Suite 601, Arlington, VA
22209. Ensure that all records created as a result of processes prescribed in this publication are maintained
in accordance with this manual, and are disposed of in accordance with the AFRIMS Records Disposition
Schedule (RDS) located at https://afrims.amc.af.mil/rds_series.cfm. The use of the name or mark of
any specific manufacturer, commercial product, commodity, or service in this publication does not imply
endorsement by the Air Force. Attachment 1 contains a glossary of references and supporting informa-
tion. 



http://www.e-publishing.af.mil

https://afrims.amc.af.mil/rds_series.cfm
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SUMMARY OF CHANGES


This document is substantially revised and must be completely reviewed. It establishes new require-
ments; directs use of the Electronic Records Management (ERM) Solution Guide, updates, clarifies, and
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Chapter 1  


OBJECTIVES AND RESPONSIBILITIES 


1.1.  Record Management Basics. Records are created by military, civilian, and contractor Air Force
employees. Record types include Draft records--those that can be altered and have not been signed or
officially released; and Final records--those that have been signed, officially released and cannot be
altered. Air Force employees have three basic obligations regarding records: (1) Create records needed to
do the business of the agency, reflect record decisions and actions taken, and/or document activities for
which they are responsible; (2) manage records by setting up directories and files, and filing materials (in
any format) regularly and carefully in a manner that allows safe storage and efficient retrieval when nec-
essary; and (3) ensure records are maintained in accordance with this manual, and disposed of in accor-
dance with the AFRIMS RDS (located at https://afrims.amc.af.mil/rds_series.cfm) and related Federal
regulations and legal requirements. This manual outlines the principles of applying electronic records
(e-records) management (ERM) by using existing resources and prepares your organization for transition
to an Enterprise Information Management (EIM) tool suite; provides standards for preserving, protecting
and disposing of Air Force records in/on electronic media or any other media and incorporating those
standards into each life cycle phase of the record. Records are media neutral and include all information
that can document business performance or transactions; was made or received in the performance of
duties; and could affect or impact a process, program, decision, etc. 


1.2.  Duties and Responsibilities. Refer to AFI 33-322, Records Management Program. 


1.3.  Record Maintenance Technologies. Records are the information that we preserve and manage.
Technology has revolutionized the flow of communication and significantly contributed to the challenges
of managing records in media other than paper. Various automated systems already store information as
records. Conversion of paper documents to electronic format such as microform, optical disk, video disk,
compact disk (CD), digital versatile disk (DVD), as well as scanning documents to a portable document
format (PDF) are acceptable. Electronic records are the media of choice for use, storage and maintenance.
Create new paper records after receiving approval by the Air Force Record Officer (AFRO). Requests
must include justification compliant with the exemptions specified in the Government Paperwork Reduc-
tion Act, Government Paperwork Elimination Act (GPEA), E-Government Initiatives; and DoD and Air
Force Net-Centric Strategies. Existing paper records may be destroyed after scanning to an approved for-
mat and validating content, or imputing information in an electronic record keeping system (ERKS). A
concerted effort should be made to reduce paper storage across the Enterprise. Chapter 2 and Chapter 6
provide guidance on using AFRIMS to manage all records, and the structure of records to transition to the
Air Force EIM Solution. 



https://afrims.amc.af.mil/rds_series.cfm
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Chapter 2  


AIR FORCE RECORDS INFORMATION MANAGEMENT SYSTEM (AFRIMS) 


2.1.  Air Force Records Information Management System (AFRIMS). AFRIMS is the mandatory,
unclassified, web-based tool suite, Government-Owned Technology Software designed to enhance and
standardize Air Force records management and procedures. The RDS, maintained in AFRIMS, is the
authoritative source for record dispositions. To ensure legal compliance and data integrity, the RDS
will not be supplemented, duplicated, or exported from AFRIMS. Records professionals use
AFRIMS to prepare file plans and associated record products; track training, staff assistance visits (SAV),
and staging area data. Air Force personnel (military, civilian, and contractor), personnel at .gov addresses,
and the public may view the RDS via the Non-Secure Internet Protocol Router Network/Internet at https:/
/afrims.amc.af.mil/rds_series.cfm; via the Air Force Portal under “Application A-Z Listing”); via the
Air Force e-Publishing website; and on the Air Force Link at http://www.af.mil/ Viewing the RDS
requires no password or user identification and no additional hardware or software to be installed. 


2.1.1.  AFRIMS Accounts. User accounts are created using the Air Force Portal identification (ID) as
the user’s AFRIMS ID. Record Custodians (RC) accounts are created by the Functional Area Records
Manager (FARM). FARM accounts are created by the local Base Records Manager (BRM). Accounts
for record professionals in tenant units are created by the host BRM with oversight by the unit major
command (MAJCOM), field operating agency (FOA), or direct reporting unit (DRU) Records Man-
ager (RM). Deployed record professional accounts are established through the BRM or AFRIMS help
desk DSN 779-6771. MAJCOM, FOA, and DRU accounts are created by the AFRO. This hierarchical
schema enables oversight of AFRIMS data across the Air Force. 


2.1.2.  Security. File plan titles will not contain sensitive, classified, For Official Use Only (FOUO), or
Privacy Act information. File plans replicated on shared drives and in the EIM solution containing
folder with sensitive or classified (on approved network media SECRET Internet Protocol Router
Network (SIPRNET) according DOD 5200.1-R) information/records must include the highest mark-
ing in the folder title. Restrict access to users with authority (to include clearance) and a need to view.
Primary folder titles align with the file plan title; sub-folders are unnumbered to allow project naming
and alphabetical sorting by the action officers and are not reflected on the file plan. Sub-folders will
contain only the record types described in the table and rule of the primary folder. Segregation of
records by disposition is required by the National Archives and Records Administration (NARA). 


2.1.3.  Description. AFRIMS automates records management functions and provides abbreviated,
on-line, up-to-date access to the RDS. Additionally, AFRIMS streamlines file plan development,
update and approval; creates disposition control and folder labels, tracks SAVs and record profes-
sional appointments, contact information and training; orchestrates the freezing/unfreezing of records;
facilitates staging area management; and streamlines record transfer and staging. The AFRO is the
AFRIMS program manager and update authority. 


2.2.  Air Force Records Information Management System (AFRIMS) File Procedures. U s e  the
“location” field of the file plan to show where documents are filed. Subdivisions (project folders) are not
required to be added in AFRIMS. Contact the organization’s Record Professional (RP) for additional
guidance. 



https://afrims.amc.af.mil/rds_series.cfm

https://afrims.amc.af.mil/rds_series.cfm

http://www.af.mil/
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2.2.1.  Files Maintenance and Disposition Plan. Upon completion or update of the file information into
AFRIMS, the system notifies the file plan approval point via electronic mail (E-mail) that the file plan
is ready for review. File plans must be coordinated through the Chief of the Office of Record (COR),
FARM and BRM in turn. FARMS that have approval authority must ensure that the BRM has access
to view the file plans. The approver reviews and approves or offers suggestions for changes. The file
plan is considered official after it has been accepted, and signed by COR. The file plan coordination
and approval process can be performed electronically through the transmission of the file plan via dig-
itally signed E-mails among the RC, FARM, COR, and the BRM. 


2.2.1.1.  File Plan Review. Record custodians will conduct a systematic review of file plans
(weekly at a minimum) is required. RDS restructuring changes cause file plans to become unap-
proved. When a file plan is disapproved as a result of format changes, file plan approval process
can be expedited by advising your approval point of contact that the disapproval was a result of
format changes in the RDS, not changes in the unit’s record collections. Include a report from
AFRIMS of the rule changes. You are not required to update for personnel changes. 


2.2.2.  File Disposition Control Label for Non-Electronic Media. AFRIMS generates file disposition
control labels. Use one disposition authority (table and rule) per record series or entry on the file plan. 


2.2.3.  Folder Labels for Non-Electronic Media. AFRIMS allows printing of folder labels for file plan
items, each office or all offices of record, or specific tables and rules. Manually mark folders contain-
ing classified records with the highest classification of the contents. Use folders for each record series
listed on the file plan and maintained in file cabinets. Records maintained outside the file cabinets, in
binders, card file boxes or posted on the wall do not need a folder. Place the disposition control label
on the guide cards or containers of physical media. 


2.2.4.  Filing Classified Records. Follow the procedures in paragraph 4.3. 


2.3.  File Cut-off Procedures. Cut-off files as indicated in paragraph 4.4. Destroy, transfer, or retire eligi-
ble records according to the latest cut-off instructions on the AFRIMS disposition control label. 


2.4.  Electronic and Other Non-Paper Records and Record Objects. Indicate location and medium of
both electronic and physical files on the file plan. 


2.4.1.  E-Records Creation. Current technology allows administrative, technical, and professional per-
sonnel to create, store, share and revise the documents more easily than in the traditional paper-based
office operation. It is essential to note that draft records can be altered and final records cannot be
altered. 


2.4.2.  All information created in or received while carrying out the Air Force missions is categorized
as a record. How long the record is needed to facilitate the work and the degree to which it must be
controlled is an attribute of its value to the mission or the agency, legal requirements, and its unique-
ness. Some products of traditional office work created on a microcomputer (e.g., letters, memoran-
dums, reports, etc.) may have no value after the product is filed and other records such as the master
files for the Air Force Document Storage and Retrieval System, Action Tracking System, Comptroller
Automated Budget System, or International Negotiation System are most valuable as computer files
and should be converted to physical media only by exception such as the response to a data call that
cannot be completed using computer files. 
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2.4.3.  Electronic Record Keeping (ERK) Concept. Electronic technology has greatly increased the
methods of creating, editing, maintaining, transmitting, and retrieving Air Force records. During the
information life cycle (creation through disposition) record value often extends beyond the traditional
paper form to comprise a variety of media. The ERK concept requires a system that accepts, pre-
serves, and makes accessible—into the future—any type of electronic document. Moreover, it must
ensure access regardless of hardware and software used to create the document. This concept requires
a climate of urgency, since there are an unprecedented number of e-records being created daily and
preservation time and need to view/access may change many times prior to life cycle completion. 


2.4.3.1.  Record Retention Media. To better facilitate the use of storage area networks (SAN),
in-active e-records may be transferred to off-site storage (platters, disks, CDs, etc.) until ready for
disposal or accession to National Archives and Records Administration (NARA). Laptops and
thumb drives are NOT approved for long-term record storage. Records created on laptops and or
thumb drives must be transferred to SAN or EIM storage as soon as possible. Deployed personnel
will follow procedures established at the location or as directed by the USCENTAF Records Man-
agement Program Office. Record storage is based on the available storage media, need and fre-
quency information is retrieved, formats commonly used to display the content to give the most
value to users, and any restrictions associated with corresponding retention rules in the RDS. Rel-
ative costs of storage and preservation, convenience of use and ease with which hard-copy docu-
ments can be regenerated from the machine-readable files may also impact the medium of choice
used for archival purposes when information exists in multiple formats. After conversion from
non-electronic to electronic media, original paper records may be destroyed. 


2.4.3.2.  Transition to Electronic Records Management (ERM). The contents of the computer’s
directory or the sum of all electronic folders may be equated to the traditional file drawer. Each
computer data subdirectory or electronic folder is equivalent to a paper file folder. Files in directo-
ries or folders are equivalent to individual documents in the physical folders. Directory or folder
names are equivalent to file folder labels to identify the broad functional category of the informa-
tion contained in them. Primary folder names contain filing instructions. Labeling, naming, and
filing conventions for e-records should be simple. Promotion of an effective electronic filing sys-
tem will be enhanced by like documents in the same place (on the same labeled diskette or in the
same directory on a hard drive) to avoid the necessity of rummaging through a drawer full of dis-
kettes or searching through multiple directories on hard drives to find needed documents. 


2.4.3.3.  Labeling Electronic Records (E-Records) or File Naming Conventions. Labels are essen-
tial to the accessibility of electronic media. Each document in electronic form must be identified
sufficiently to enable authorized personnel to retrieve, protect, and carry out its disposition. Label-
ing e-records is accomplished at two levels: external and internal. 


2.4.3.3.1.  External or Physical Labeling. External labeling includes physically placing labels
on e-record containers such as diskettes, disk jackets and magnetic tape containers, as well as
on the individual diskettes and tapes. Place the disposition control label on the guide cards or
on containers for compact disk read-only memory (CD-ROM), diskettes, cassettes, tapes, or
other electronic media. 


2.4.3.3.2.  Electronic Record (E-Records) Backup. Labels should show the same information
required on paper file folder labels as well as the hardware (computer equipment) and software
(computer program) that will read the information. External labels on e-records will include
the following on the diskette container/jacket: security classification, disposition instructions
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(table and rule from the RDS), originating office symbol, title of record, begin and end dates,
software used to create the record, and hardware used to produce the record. Labels should be
written on or typed before being affixed to prevent damage to the medium when physically
affixing labels to individual diskettes and tapes. Never erase information on a label once it is
in place. Choose an area away from all holes when affixing a label to a disk. 


2.4.3.3.3.  Internal or Electronic Labeling. Internal labeling consists of document and file nam-
ing within the computer system. Naming electronic files resembles labeling paper file folders
with two important differences. Most computer operating systems limit the length of a file
name. Some limit the name to a total of 11 characters (8 for a name and 3 for an extension);
others permit 25 to 30 characters, allowing more description. Conventions for file naming are
not currently standardized. Electronic document naming conventions should be readily under-
standable so that employees, their colleagues, and/or successors can find and use information
stored in computer hard drives, on local networks, and on disks and CD-ROMs. Electronic
labels located in subdirectories or folders must also provide sufficient information to find the
files within them. For example, a subdirectory labeled 90101GA.1 might show General Office
Administration files containing correspondence on arrangements for briefings, conferences,
and tours that are destroyed after 1 year. Any logical combination of alphanumeric characters
permitted by the operating system and descriptive of the series is suggested for naming subdi-
rectories or folders, as exemplified in Figure 2.1. below. 


Figure 2.1.  Computer Directory Showing Office Subdirectories. 


2.4.3.3.4.  Indexing and Retrieving Electronic Records (E-Records). The primary purpose of
indexing e-records is to provide a rapid and reliable method for the automatic retrieval of
user-selected sets of data. Indexing is critical when managing large holdings of records and
required for all e-records with retention greater than five years. Use Database Management
Systems (DMS), full text retrieval systems, or existing resources to create an index for retriev-
ing electronically stored information. 


2.4.3.3.4.1.  Create a master list of indexing terms with topics germane to your users.
Update and cross-references each topic on the master list to direct users and future index-
ers to more appropriate or related subject terms. 
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Chapter 3  


PLANNING AND ARRANGING RECORDS 


3.1.  Office Arrangement. Arrange records to provide safe and easy access for workers and to protect
FOUO, sensitive, classified information and Privacy Act material. 


3.2.  Basic Filing Arrangement. When possible, separate records series for ease of filing and retrieving
without separate indexing systems. If warranted by the volume of records, subdivide a series for ease of
filing, but avoid setting up subdivisions that contain only a few records. Keep paper folders to one inch in
volume when possible and limit electronic files based on the assigned storage. Unless directives specify
filing procedures, use one of the following arrangements. 


3.2.1.  Numerical. Use to identify or refer to paper files by number. 


3.2.2.  Chronological. Use when files are in date sequence or when the date is the primary means of
reference. Place record with the latest date on top. 


3.2.3.  Geographical. Use to file records (e.g., state, country, or city) when the geographical arrange-
ment is the primary means of reference. 


3.2.4.  Organizational. Use when the name of the organization or level of command is the primary
means of reference. 


3.2.5.  Alphabetical. Preferred method for electronic files as alphabetical sequence sorts quicker and
is much easier to locate than numerical files. File by name of project, person, company, base, unit,
organization, etc. Disregard articles, conjunctions, and prepositions and omit numbers when filing
alphabetically. 


3.2.6.  Subjective (Project Files). Use when the subject is the primary means of reference. If a records
series uses a subjective arrangement and subdivisions, the overall arrangement is subjective, even if
you file the subdivision in chronological order. 


3.3.  General Correspondence File. Keep general correspondence files to a minimum. The RDS is very
detailed; most files fall under one of the tables and rules for disposition purposes. 


3.4.  Standardization. The BRM approves standardized file plans (formats) pertinent to base- or
unit-level. For an office below the base- or unit-level, the COR approves the file plan. 


3.5.  File Drawers. After preparing the file plan and files disposition control and folder labels, arrange
physical file drawers in the sequence shown on the file plan, aligning labels on the left side of the drawer.
Electronic files include file plan replication on the shared storage network. The parent folders of each
record category is named and aligned to replicate the file plan. Sub-folders are created as needed by the
action officers and named by project, process, or contract number rather than file number. Sub-folders of
electronic files are not placed on the file plan. Sub-folders only use alphabetical naming convention to
ease search and retrieval in the shared environment. 







AFMAN33-363   1 MARCH 2008 11


3.6.  Charge Out Records. Prepare and place an AF Form 614 or 614A, Charge Out Record, in place of
a record or folder removed from physical files. Allow “copies” of final electronic records to be used by
those authorized. Record copies, regardless of media, are destroyed when no longer needed. 


3.7.  Instructions for Using Guide Cards, Folders, and Labels.  


3.7.1.  Disposition Guide Cards. Use a guide card with the disposition control label affixed to control
each physical record series listed on the file plan. Place a disposition guide card in front of each series
and in the same sequence shown on the file plan. Place the disposition control labels consistently
throughout the file. Keep disposition guide cards with the active and inactive files as long as the files
are kept in the current files area. Do not retire or discard disposition guide cards when retiring or
destroying the records; reuse them if they are still in serviceable condition. When a disposition guide
card cannot be placed in front of a records series, or when the records are kept away from the file
drawer, place the disposition control label on the container, or on a card or sheet of paper in the con-
tainer or binder, where they are conspicuous. Using a disposition guide card does not consistently
work well with hanging files. Cut down the guide card and place it with a disposition control label in
the hanging file. 


3.7.2.  Locator Guide Cards. Affix a guide card with a label in any position to facilitate reference to
the files. Use a locator guide card to support large volumes of records or to show a break of smaller
subdivisions. If necessary, use locator guide cards in active and inactive files. Locator guide cards are
custom and cannot be printed from AFRIMS. 


3.7.3.  Folders. Use folders to group related paper records together. Use a folder for each record series
or subdivision listed on the file plan when filed in a drawer. Do not use folders with notes, memos or
hand-writing as it can confuse the record user. Transitory materials may be filed in one of four folders.
Manually mark the folders containing classified records with the highest security classification of the
contents. 


3.7.4.  Folder Labels. Use AFRIMS-generated labels for each record series and subdivision listed on
the file plan. Position labels to suit the need of the office; be consistent throughout the file and remove
all memos and sticky notes. Place the folder labels on Kraft file folders in hanging files, not on the
hanging file. Include the year, (calendar or fiscal) on the folder labels for records with a retention
period of one year or longer. Using a pencil to mark the year will allow you to reuse folders and folder
labels. Cut off transitory records monthly; do not put the year on the folder labels. Perpetual-type
records that are cut off and disposed of after an event occurs, or when superseded, or no longer
needed, do not require the year on the label. When the contents of the folders become too bulky for
easy use, use as many folders as necessary. If so, label to show inclusive dates in each folder. Mark the
folders containing classified records with the highest classification of the contents. 


Exception: Label folders that move with the individual on reassignment (clinical, field personnel
records, flight records folders, or on-the-job training folders) according to the directive prescribing
their use. 


3.7.5.  Label for Locator Guide Cards. Type the item number and title of record series (or other key
designator) on the label of the locator guide card to make it easier to locate specific records. Include
the year, if needed, to distinguish between years in perpetual-type records. 
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3.7.6.  Drawer Labels. Include enough information on the drawer label to identify the records kept in
the drawer. The words “ACTIVE” and “INACTIVE” may suffice for small files. When the files
expand to more than one drawer, repeat the number on the drawer label. 
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Chapter 4  


FILING PROCEDURES RECORDS 


4.1.  Preparing Records for Filing.  


4.1.1.  Mark Paper Records for Filing. Ensure all actions are complete and records are ready for filing
by marking the upper right-hand corner of the document with the file code and proper official’s initials
(Figure 4.1.). Use the item number of the separate series from the file plan, and, if needed, the letter
or number of the subdivisions, a subject or enough identification to show where the record is to be
filed. Documents that are obviously ready for filing as soon as you create or receive them do not
require the file code or the official’s initials. Example: Suspense copies of a mail control form; mem-
oranda for record prepared for file only; signed receipts for a classified document loaned or trans-
ferred; document placed in library-type accumulations for reference use, such as reference copies of
publications; copies of messages placed in message reference files; and historical research and refer-
ence materials maintained by historians. A RC who maintains a high volume of records and spends a
significant amount of time filing in a records series can submit a waiver request to the BRM from file
coding Do not apply file codes to electronically stored records. 


Figure 4.1.  Document Showing Authorization and Code for Filing (Including Cross-Reference 
Designation). 


4.1.2.  Assemble Documents for Filing. Assemble documents for filing in the same manner as
required for their creation, dispatch, and use with the latest action on top. Save the last E-mail
response to capture an entire dialogue. Save E-mail attachments in their original format or convert to
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one of the approved formats (see paragraph 6.25.1.). Review the file and take necessary actions to get
missing information in the file or make a notation to show what part of the file is missing or where it
is filed if included in another folder. E-record pointers (hyperlinks) may be used as long as the record
metadata reflects the retention of the longest record associated to the linked document. If a record
requires a destruction certification, file a copy of the destruction certificate with the record or in the
folder. 


4.2.  Cross References. Use DD Form 2861, Cross-Reference, when filing a physical record that involves
more than one records series. If copied, use the copies instead of the DD Form 2861. Mark the copies by
using “X” along side the appropriate file code and circling the appropriate file code in the upper
right-hand corner to show where the duplicate copies are filed (Figure 4.1.). Cross reference of e-records
may be accomplished in the metadata fields. 


4.3.  Filing Classified Records. Safeguard classified files according to DoD 5200.1-R, Information
Security Program; and AFPD 31-4, Information Security. File classified material separately, unless it is
necessary to maintain continuity of a particular transaction or event, or the volume of unclassified mate-
rial is too small to justify establishing separate files. If the unclassified records must be maintained with
the classified, protect according to its highest classification. Do not file extra copies of classified records
except to support the case file. Show the highest classification of records in the file on the folder tab (or
on the folder label, if space permits). Otherwise, keep label and file designations the same as the folders
containing unclassified material. Stamp the outside front and back of the file folder with the highest clas-
sification of the records filed in the folder. File classified records or other classified material in equipment
authorized for each classification or in a secure area or vault. Keep separate folders for classified and
unclassified records on the same subject. Place a DD Form 2861 in both folders. When adding a classified
record to a large unclassified file, substitute a cross-reference sheet for the classified record. Do not make
any classified entries on the cross-reference sheets. 


4.4.  Files Cut-off Procedures. The COR makes sure RCs review the files (both paper and electronic) at
least annually, cut off the files, and separate active from inactive records. Destroy, transfer, or retire eligi-
ble records according to instructions on the file disposition control label and the RDS, with the cut-off
date determined by the table and rule. For transferring records to one of NARA’s Federal Records Center,
complete a SF Form 135, Records Transmittal and Receipt per Attachment 2. The act of initiating the
transfer to NARA of records already scheduled as permanent is a scheduled offer, now called a scheduled
transfer. Exception: There are many record series for which a cut-off date is not proper, such as material
eligible for immediate destruction when superseded, obsolete, no longer needed, or similar circumstances.
Also, there are perpetual files that continue as active until the specific disposition occurs. Review these
files at least annually to determine status. Document the results of this review and file the results with the
file plan in file number 0-1. 


4.5.  File Plans for Deployed Units. File plans for deployed units should consist as a minimum of items
that cover maintenance and disposition, policy and precedent, delegations, general correspondence, office
administrative files, transitory, word processing files hard copy maintained in organized file, and presen-
tation in accordance with the RDS. Add additional items as mandated by the specific mission of the
deployed unit. 
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Chapter 5  


FILING SUPPLIES AND EQUIPMENT 


5.1.  Filing Supplies and Equipment. Use the most economical filing supplies and equipment. The fol-
lowing is a suggested list of items to be used in maintaining files. Office improvement or upgrade is not
justification to request new filing equipment. 


5.2.  Standard Filing Supplies.  


5.2.1.  Guide Cards, Folders, Labels. Recommend the standard guide cards, file folders, and labels in
Table 5.1. unless a strong justification warrants using nonstandard supplies. 


Table 5.1.  Items to Use in Maintaining File Plans. 


5.2.2.  Letter-Size and Legal-Size Folders. Use letter-size folders and guides when possible. Local
supply activities may issue nonstandard filing supplies when standard supplies are not available and
when an Air Force directive prescribes them (e.g., supervisor’s employee work folders, six-part jack-
ets for aircraft maintenance records). 


5.3.  Suggested Standard Filing Equipment. Make sure all filing equipment, whether standard, non-
standard, or office system equipment is functionally compatible with the filing procedures in this manual.
Be sure equipment has file stops in order to use the guide cards and file folders, and the equipment has
drawer-labeling capability. The use of hanging files is authorized when office systems equipment is
approved. Use them as hanging “holders” rather than hanging folders, using a Kraft folder inside for filing
your records. Do not send hanging files when shipping records to staging area or records centers. Hanging


A B C
R 


U 


L 


E 


If the description is and it is then the National Stock 
Number is 


1 Guide cards Letter size, first or third cut 7530-00-988-6515 
2 Second cut 7530-00-988-6516 
3 Legal size, first or third cut 7530-00-988-6520 
4 Second cut 7530-00-988-6521 
5 File folders Kraft folders, letter size 7530-00-663-0031 
6 Kraft folders, legal size 7530-00-200-4308 
7 AFRIMS support Labels (4 by 1-7/16 inches) 7530-00-082-2662 


Labels (4 by 1 inch), Avery 5161 (or 
suitable equivalent) 
Labels (4 by 2 inches) Avery 5163 
(or suitable equivalent) 
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files are nonstandard filing supplies and can only be used as “holders” of the official file. Do not use them
in standard file cabinets or four- and five-drawer security safes that have file stops. If hanging files are
required, order them through supply channels. Consider used or reconditioned filing equipment as a suit-
able substitute for new filing equipment. Make excess filing equipment available to other offices within
an organization or turn it in for redistribution. 


5.4.  Shelf-Filing Equipment. Shelf-filing equipment, authorized in Allowance Standard 006, may be
more appropriate than filing cabinets for certain office needs. The seven-tier open-shelf file cabinet, with
or without doors, is standard equipment and is more economical. It also provides greater storage of
records per square foot than filing cabinets. Save-an-Aisle shelf files are authorized when justified by the
COR and approved by the BRM or Command Record Manager (CRM). 


5.5.  Procedures for Requesting and Controlling Filing Equipment and Nonstandard Filing Sup-
plies.  


5.5.1.  Filing Cabinets. Use letter-size cabinets to the maximum extent practicable for letter-size mate-
rial. Use legal-size cabinets when the majority of the filed material is legal-size or larger. Use key-lock
cabinets only when directives require material to be kept under lock and key. Consult with the BRM
when planning the use of powered or mechanized filing equipment. Do not contact the vendors’ rep-
resentatives directly without approval of the BRM and the contracting office. After consultation with
the BRM and after the COR concurs with the need for such equipment, send the request through the
BRM for approval. Consider the following factors: 


5.5.1.1.  The system for which the equipment is intended is well established and not likely to
undergo changes that would eliminate the need for the equipment within the next five years. 


5.5.1.2.  The location of the equipment is suitable. Ensure the records storage facility meets the
conditions described in Attachment 3. 


5.5.1.3.  The appropriate safety standards, physical features of the building and protection of clas-
sified information. 


5.5.2.  The COR reviews each request for nonstandard filing equipment or supplies and provides a
recommendation for approval to the BRM, who approves or disapproves the request. Upon approval,
the COR takes action to procure equipment. 
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Chapter 6  


MANAGING ELECTRONICALLY STORED INFORMATION (ESI) 


6.1.  Objectives.  


6.1.1.  The overall objectives of this chapter are to provide essential procedures to manage and protect
electronically stored information (ESI) while protecting the integrity of e-records throughout their
lifecycle. This chapter provides standards to ensure provisions for preserving, protecting, and dispos-
ing of records on electronic media are made and incorporated into each phase of the information life-
cycle and used to manage ESI throughout all phases. Amendments to Federal Record Center Program
(FRCP) guidance are published to address issues associated with the preservation and production of
all information in digital form, henceforth referred to in this manual as ESI. Attachment 4 provides
the announcement of these changes to the Enterprise. 


6.1.1.1.  Introduction of Electronic Records Management (ERM): 


6.1.1.1.1.  Provides a method for ensuring ESI is available and protected to support business
operations as well as meet statutory requirements to provide appropriate access throughout the
ESI life-cycle. 


6.1.1.1.2.  Provides guidance for maintaining and preserving ESI until the Air Force has a
Records Management Application compliant with DoD 5015.02-STD, Electronic Records
Management Software Applications Design Criteria Standard , and used across the Enterprise. 


6.1.1.1.3.  Describes the minimum records management requirements based on, including but
not limited to, the NARA policies, statutory requirements of Title 44 United States Code
(USC) Sections 1901 and 3301, 36 Code of Federal Regulations (CFR) Parts 1228, 1234, and
1236, and the DoDD 5015.02 and standards. 


6.1.1.1.4.  Assists Records Professionals (RPs) and Action Officers by providing a standard
ERM solution to the Enterprise, reminds commanders and agency directorates that they are
responsible for enforcing and monitoring compliance with legal, DoD and Air Force policies,
imposing ERM controls on all ESI in accordance with the Air Force Records Disposition
Schedule (RDS). 


6.1.1.2.  ERM requirements: 


6.1.1.2.1.  Paper records will co-exist with e-records; however, after 1 September 2007, paper
will be limited to those occasions when electronic media cannot be accepted in accordance
with the E-Government (E-Gov) Act, GPEA, and the President’s Management Agenda. 


6.1.1.2.2.  The integrity of ESI must be maintained throughout the life-cycle of final records.
Read-only access rights are provided to personnel who have a need-to-know as determined by
the appropriate authority when the ESI contains Privacy Act or other sensitive data. 


6.1.1.2.3.  Fundamental records management rules are media neutral and apply to all ESI. 


6.1.1.2.4.  System security is a records maintenance requirement. 


6.1.1.2.5.  Computer resources (hardware and software) are available to effectively and effi-
ciently manage ESI. 
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6.1.1.2.6.  Users have a basic working knowledge of computer technology (e.g., Microsoft
Windows and Office) and records management. 


6.1.1.2.6.1.  Users will receive annual records management training. Record professionals
include FARMs, CORs, and RCs will receive intermediate records management training;
CRMs and BRMs will receive advanced records management training. CORs may waive
records management training by providing a statement that they are capable of performing
their duties without the current intermediate records management training. Use their state-
ment date as the CORs training date in AFRIMS. A copy of the statement or COR training
completion certificate must accompany each lost record report. The Air Force Record
Officer / Program Manager (SAF/XCPPA) will establish training criteria and validate
requirements annually. 


6.1.1.2.7.  ERM compliance is mandatory. 


6.1.1.2.8.  Users understand the FRCP definition of ESI has been expanded to include any type
of information, draft and final records and non-record materials, relevant to an impending liti-
gation. ESI includes any information stored in a medium from which it can be retrieved and
examined. The most common sources of ESI are E-mail, working papers, drafts, duplicates,
copies and contract records. Personal records stored on Enterprise assets may be subject to dis-
covery. 


6.1.1.2.9.  Users are aware that FRCP rules create an extremely broad description of what ESI
must be disclosed, place a time limit for the disclosure, and institute a “good-faith” test for
retention schedules. These new rules often require quick identification and preservation of
e-records and a delayed response to an ESI request can be costly and compromise Air Force
interests during litigation. 


6.1.1.3.  ERM benefits. Air Force organizations will realize many benefits from managing official
e-records, such as, according to a Coopers & Lybrand study, faster retrieval of information,
reduced physical record storage space and paper holdings, and increased productivity (e.g., on
average each organization/person spends $280 recreating each “lost” document and spends $120
searching for each misfiled document). 


6.1.1.4.  ERM requires participation and cooperation of various functional owners with respect to
technologies and policies. 


6.1.1.4.1.  Managing e-records on a Shared Network Drive. This involves the participation of
the Network Control Center (NCC) staff, base/unit RPs, BRMs, FARMs, RCs and CORs. 


6.1.1.4.2.  ERM Rules of Engagement: 


6.1.1.4.2.1.  RCs create office file plans using the tools in the AFRIMS located at https://
afrims.amc.af.mil.rds_series.cfm. The location of e-records must be included in file
plans. 


6.1.1.4.2.2.  CORs are responsible for the physical and legal custody of records created or
received by the office, regardless of media. This responsibility includes monitoring com-
pliance of legal and regulatory requirements. 



https://afrims.amc.af.mil.rds_series.cfm

https://afrims.amc.af.mil.rds_series.cfm
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6.1.1.4.2.3.  Users creating and maintaining records have responsibilities to include com-
pliance and filing. RCs ensure users are trained to understand and perform their responsi-
bilities. 


6.1.1.4.2.4.  Program managers must identify vital records needed to continue day-to-day
operations without interruption or mission degradation after a disaster such as terrorist
attack, hurricane, etc. 


6.1.1.4.2.5.  Folder access is assigned to groups or individuals rather than documents.
Access to final records is always limited to read-only. RPs are the only group authorized to
delete records. 


6.1.1.4.3.  Transferring ESI to a Shared Drive. ESI may be placed on several drives for ease of
coordination or sharing. After the ESI is signed or approved the document becomes a final
record and must be transferred to the shared drive designated for records to allow life-cycle
management. 


6.1.1.4.4.  System Back-Up. The NCC provides daily back-up of the dedicated electronic stor-
age areas. Back-ups are used for record restoration when the system becomes corrupt or ESI is
lost. Duplicate back-ups are made for vital records and maintained in geographically separate
locations. 


6.1.1.4.5.  ERM Responsibilities by Role: 


6.1.1.4.5.1.  Users provide ESI descriptions to the RP. 


6.1.1.4.5.2.  The RP develops File Plans to incorporate each ESI category, designate elec-
tronic file (e-file) storage, and assign access. 


6.1.1.4.5.3.  COR reviews and signs the Files Maintenance and Disposition Plan. The
COR’s signature indicates the COR approves the record categories and validates vital
record identification, disposition, and folder access. After the COR signs, file plans are
work-flowed to the base approval authority. 


6.1.1.4.5.4.  A FARM may be delegated as the file plan approval authority by the BRM. 


6.1.1.4.5.5.  BRMs retain approval authority for file plans but may delegate this authority
to trained FARMs, provide RM assistance to FARMs and base agencies (host and tenant),
and provide training to FARMs/RCs and customers. 


6.1.1.4.5.6.  MAJCOM, FOA, and DRU RMs ensure units (host and tenant) on each base
are provided assistance to implement ERM and develop metrics to track implementation
and compliance with RM requirements. 


6.1.1.4.6.  Business Rules for e-files Management: 


6.1.1.4.6.1.  AFRIMS file plan disposition and folder titles are replicated on the shared
drive. 


6.1.1.4.6.2.  Access is restricted on folders containing sensitive, Privacy Act data. Access
is controlled by password and/or group permissions. 


6.1.1.4.6.3.  E-mail attachments are saved and filed with the original E-mail. 
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6.1.1.4.6.4.  Laws, policies and strategies to eliminate or reduce paper between Federal
agencies are enforced to limit paper to meet historical and legal compliance. 


6.1.1.4.6.5.  Document and folder names are kept short to prevent limitation of the
Microsoft Windows operating system, Microsoft Office programs, and some CD/DVD
burning (writing) software. 


6.1.1.4.7.  Creating/Revising e-files Area. Each office of record uses an approved Files Main-
tenance and Disposition Plan to store and manage their records. This plan must be created in
AFRIMS and serves as the foundation for managing the storage area. 


6.1.1.4.8.  E-Records Life-Cycle includes creating, filing, retrieval and use, transferring, and
disposal. 


6.1.1.4.9.  File e-records according to the Air Force Electronic Records Management (ERM)
Solution Using Existing Resources guide located under Helpful Links in AFRIMS. The guide
will also aid users determining record phase—draft or final. Draft records eligible for disposi-
tion require maintenance even though they are works in progress. 


6.1.1.4.10.  ESI retrieval is an important part of records management and is greatly enhanced
by completing the record metadata (summary information) at the time of document creation.
Microsoft applications have a summary information section (e.g., in Microsoft Word, click
Tools, click Options, click Save tab, click to place a checkmark in the box in front of “Prompt
for document properties”). Upon completion much of the metadata is completed by the com-
puter. 


6.1.1.4.11.  Transfer and Disposition. E-records are transferred from one place to another
many times during their life. If you are not a RP, your transfers may be limited to transferring
records from working or draft records to final records. 


6.1.1.4.12.  E-Records Storage issues: 


6.1.1.4.12.1.  Unprotected e-records are fragile and the risk of undetected alteration or
tampering is greater than with paper. The ability to update, revise, or reuse electronic
media makes the life-cycle brief and more complex than that of other record media. For
these reasons, action officers (AO) must determine security safeguards, access, and dispo-
sition as early as possible in the life-cycle of the record and the RP must ensure folder
access to sensitive information is restricted to those with a need to view. 


6.1.1.4.12.2.  The FARM, with support from the Client Support Administrator (CSA) and
NCC staff creates “READ ONLY” e-file directories on the organization’s network drive/
CD-ROM. The NCC and CSA share the responsibility for maintaining data integrity in
these directories. FARMs must ensure access is limited to those with a need-to-know on
records containing sensitive or Privacy Act information. 


6.1.1.4.12.3.  The FARM, CSA and NCC staff form a partnership to promote and provide
access to routine/non-sensitive records with a need-to-share strategy. 


6.1.1.4.12.4.  The RCs, FARMs, CSAs, and NCC staff validate back-up procedures; mon-
itor access to determine active and inactive records; move inactive records to off-line stor-
age; and strategically plan for future storage needs. 
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6.1.1.4.12.5.  The FARMs/RCs maintain the permissions for e-file users and assigning
rights and permissions for users and folders. This important aspect is critical when acquir-
ing dedicated storage for e-records and enabling records maintenance. 


6.1.1.4.13.  Mapping to and disconnecting from a Shared Network is accomplished by the user
who may obtain the specific location from the unit CSA or RP. 


6.1.2.  E-records are the data that is read and processed by a machine and satisfy the legal definition of
a record. 


6.1.2.1.  Records are media neutral; document business performance or transactions; are made or
received in the performance of duties; could affect or document policies, actions, or decisions; and
relate to actions or information that has value. 


6.1.2.2.  E-mail messages and database are common sources of e-records, even when the output is
converted to paper. 


6.1.2.3.  Automated Information Systems (AIS) create records and must be submitted for approval
and scheduling (reference paragraph 6.2.). 


6.1.2.4.  Electronic recordkeeping involves using a machine to create, store, retrieve, analyze,
transfer and/or delete records. 


6.1.3.  Scanned Documents. Paper records may be scanned into a NARA approved format, formats
can be found at http://www.archives.gov/records-mgmt/initiatives/transfer-to-nara.html. Evalu-
ate cost effectiveness prior to scanning, and perform 100% quality assurance evaluation (QAE) vali-
dation prior to destruction of paper. 


6.2.  Life Cycle Management of E-Records. Until implementation of the Air Force Enterprise Informa-
tion Management Solution, ESI is maintained in accordance with the Air Force ERM Solution to ease
record transition into an Enterprise solution. ERK systems and AIS require approval by the AFRO to meet
the requirements levied by Congress via Information Technology Management Reform Act (ITMRA, also
referred to as the "Clinger-Cohen Act"), the Government Information Security Reform Act (GISRA),
Public Law (P.L. 106-398, October 30, 2000, reference P.L. 106-398, Subtitle G, Section 1061 (pp.
266-272)). IT systems are “Any telecommunications and/or computer-related equipment or intercon-
nected system or subsystems of equipment used in the acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of voice, and/or data,
including software, firmware, and hardware (this includes automated information systems) according to
Title 44 United States Code, Sections 3301, and 3303; 36 Code Federal Regulations, Sections 1228.26
and 1234.32. 


6.3.  Record Management Roles and Responsibilities. In addition to duties outlined in AFI 33-322,
Records Management Program, the Record professionals (RP) must protect record content and comply
with FOUO, sensitive, Privacy Act, and other policy and legal requirements. 


6.3.1.  The AFRO is the Program Manager and the office of primary responsibility (OPR) for plan-
ning, managing and facilitating the records management program and related policies. The AFRO is
the approval/waiver authority for ERK systems within the Air Force containing long-term or perma-
nent records. The system OPR prepares an AF Form 1341, Electronic Record Inventory (Figure 6.1.),
the ERK Proposal, and an AF Form 525, Records Disposition Recommendation (Figure 6.2.) with
decision logic table attached (Table 6.1. for submission through the BRM and CRM to the AFRO for



http://www.archives.gov/records-mgmt/initiatives/transfer-to-nara.html
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approval. The AFRO then facilitates a system review by NARA staff to gain system approval and to
have the system and its records scheduled in the RDS. 


Figure 6.1.  Sample AF Form 1341, Electronic Record Inventory. 
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6.3.2.  The CRM at MAJCOM or the ARM at FOA, DRU, and affected unified and specified com-
mands is the approval authority for proposals on ERK systems for AISs in their command for records
kept less than 10 years. System OPRs prepare the AF Form 1341 and the ERK Proposal for submis-
sion to the CRM or ARM as applicable. 


6.3.2.1.  The CRM or Agency Records Manager (ARM) prepares actions on ERKS Proposals for
Temporary Records. CRM bases approval on, at a minimum, disposition according to the RDS.
The CRM provides copies of approved proposals to the Records Officer (RO) when requested. 


6.3.2.2.  Establish Procedures to Comply with this Manual. The CRM gives advice and guidance
to commanders and staff elements on ERKS as needed and periodically reviews electronic records
systems to ensure they conform to requirements of the records management program as described
in AFI 33-364. 


6.3.3.  The BRM gives advice and guidance to commanders, CORs, and FARMs on the specifics of
how to set up and maintain an ERK system; provides guidance on the records management program;
and works with the functional systems administrators for the records server to ensure official records,
to include E-mails and other e-records, are protected from unauthorized destruction and are backed up
regularly, i.e., daily or weekly. 


6.3.4.  The FARM assists the system OPR and RM in preparing proposals, in reviewing and evaluat-
ing ERK proposals for AISs, and oversees the administration of the unit ERK system. 


6.3.5.  The COR ensures all personnel maintain ESI according to the policy and legal requirements,
provides guidance to the RC, and is ultimately the one accountable for the ESI created in their func-
tional area. 


6.3.6.  The ERK System OPR for any e-records maintained outside the Air Force ERM Solution (e.g.,
those in locally-developed AISs) for which there is no Air Force disposition, prepares a separate ERK
system proposal for each series of records and sends the proposal through appropriate channels to the
Air Force RO for final NARA approval. 


6.3.7.  The CSA work closely with the NCC and RM to ensure sufficient space is allocated for the
storage of official e-records and to ensure appropriate permissions are established for records profes-
sionals and users according to the Air Force ERM Solution. 


6.3.8.  The NCC staff works closely with the BRM and CSA to maintain a central e-file repository for
the installation and ensures the repository is backed up in case of catastrophic failure to facilitate suc-
cessful disaster recovery. 


6.4.  Contractor Support. Government contractors who create or maintain Air Force e-records must
meet the requirements of this manual. The government OPR/Program Manager initiating outsourcing a
RM function includes these requirements in the Contract Statement of Work, Performance Work State-
ment, Statement of Need, etc. Contractor functions must submit an appointment letter identifying person-
nel to be trained to perform SAVs, utilize AFRIMS, etc. When no RP is assigned or identified, the
contractor quality assurance evaluator is responsible for all lifecycle record management and all duties
assigned to RP. 


6.5.  Electronic Record Keeping (ERK) Systems Solutions.  Records in AIS and managed outside an
Air Force ERM Solution must be identified and managed by the system according to Department of
Defense Instruction (DoDI) 5000.2, Operation of the Defense Acquisition System and AFI 63-101, Oper-
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ations Of Capabilities Based Acquisition System. The AIS OPR must determine the appropriate RDS rule
for each record and how long the records will remain in the system. Accountability and enforceability of
the record dispositions for system records are accomplished by scheduling the system with NARA
through the AFRO. Prepare AF Form 1341, Electronic Record Inventory, and the Electronic Recordkeep-
ing Proposal for submission through the BRM, CRM or ARM to the AFRO (AF.Records@penta-
gon.af.mil) for approval. Electronic record keeping systems must be DoD 5015.02-STD compliant and
have records management approval/coordination. 


6.6.  Documentation. The OPR must address the disposition of records in all life cycle phases and incor-
porate the documentation into applicable tables and rules of the RDS. The OPR keeps satisfactory infor-
mation to access, retrieve, and make changes to the records and up-to-date technical documentation for
each ERK that produces, uses, or stores data files. 


6.7.  Electronic Record Keeping (ERK) Decisions. The OPR must base decisions to initiate ERK on the
serviceability of the records, as determined under the appropriate records management instructions.
Records are serviceable if the system and filing procedures provide timely search and retrieval, and ease
of update with an adequate audit trail. 


6.8.  Vulnerability of Electronically Stored Information (ESI). Electronic records (e-records) and stor-
age systems require the careful management of procedures and equipment to ensure the continuing accu-
racy and availability of the information. Air Force 33-series publications contain requirements for
hardware and software management. An installation’s disaster plan must include a description of how
vital e-records are protected and recovered during any disaster according to AFI 33-364, and AFI
10-2501, Air Force Emergency Management Program Planning and Operations (formerly known as the
Full Spectrum Threat Response program). Each functional area must develop a Vital Records Plan or add
an appendix to the installations procedures. Refer to Attachment 5 for an example of the information
needed in a Vital Records Plan. 


6.9.  Maintaining and Preserving Electronically Stored Information (ESI). Changes in the FRCP
require access to drafts and records when responding to a record search as described in Attachment 6. To
better enable thorough searches, drafts and works in progress require shared storage/access and must be
included on the file plan. Exclude working papers, drafts, stenographic notes, tapes and disks that have
been transcribed; and charts, diagrams, or other graphic material used during briefings and data that is
summarized in final or other conclusion records. Accurate and complete external and internal labeling of
files and folders is essential to ensure identity and content of individual items, to retrieve information, and
to preserve the ESI from unintentional or intentional illegal destruction. 


6.9.1.  External Labels for Diskettes, CDs and DVDs. The OPR must properly identify information in
the document and on external storage labels. Identification should include the name of the organiza-
tion, the table and rule from the RDS, a descriptive title for the contents, the dates of creation, and
identification of hardware and software used. For permanent or unscheduled records, include the
name of the organizational unit responsible for the data, system title, and security classification, if
applicable. Additionally, maintain the following information for (but not necessarily attached to) each
particular media used to store ESI: file titles; dates of creation; dates of coverage; the recording den-
sity; type of internal labels, if any; volume serial number, if applicable; numbers of tracks; character
code/software dependency; and information about block size. For numeric data files, include record
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AFMAN33-363   1 MARCH 2008 25


format and logical record length, if applicable; data set names and sequence, if applicable; and the
number of records for each data set. 


6.9.2.  Other External Labels. Use the labels in paragraphs 6.9.2.1. through 6.9.2.3. as required. Note:
If unable to affix labels to any media, place the media in an envelope and affix the labels to the enve-
lope or container. 


6.9.2.1.  Records Management Disposition Control Label. The OPR places the label on guide
cards and physical media, as appropriate, and also uses a cross-reference method on that copy. 


6.9.2.2.  Standard Forms (SF) 706, Top Secret ADP Media Classification Label; 707, Secret ADP
Media Classification Label; and 708, Confidential ADP Media Classification Label. Label any
external medium with the highest classification of the contents when it contains classified infor-
mation using the appropriate label. 


6.9.2.3.  Air Force Visual Aid (AFVA) 33-276, Privacy Act Label. Protect Privacy Act material to
avoid inadvertent unauthorized access. This label is intended for use on external media such as
diskettes, CDs, DVDs, etc., not guide cards, file drawers, or other such stationary equipment/
materials. See AFI 33-332, Privacy Act Program, for complete details on the use of this visual aid. 


6.9.3.  Internal Identification. The originator of the document is responsible for the internal identifica-
tion. All systems require a unique name for new records or files in order to save the record on the
medium. The design of each computer operating system determines how physical file names are
entered into that system. The internal identification of magnetic tapes is controlled by the software
and written on the beginning of each tape. The OPR provides enough information to identify the
record and allow quick and easy retrieval. Use the RDS to resolve conflicts between internal and
external dates prior to purging tapes. 


6.9.4.  Internal Indexes. The OPR uses internal indexes with the file plan. At the time the e-record is
created, the OPR must indicate, as a minimum, the name of the record, the addressee, the date created,
the name or number of media on which the record is stored, and provide a short summary of the
record, if possible. 


6.10.  Selection and Maintenance of Magnetic Storage Media. Records are stored on a variety of stor-
age media, to include paper, magnetic tape, disks, CDs, and DVDs. This paragraph establishes selection
and maintenance policy strictly for magnetic media that store the official e-record. It focuses on e-records
that are parts of e-records systems being maintained outside the official ERK system for good reason. 


6.10.1.  Storage Media Selection. The OPR selects appropriate media for storing e-records outside of
the approved Air Force ERM, according to their life cycle. Media allows easy retrieval in a timely
fashion, distinguishes between record and non-record material, retains records in a usable format until
their authorized disposition according to the RDS, and allows a permanent text document to be printed
on paper or transfer to NARA or the Federal Records Center (FRC) after converting to the acceptable
format. In the current environment, the most common types of media are diskettes, hard disks, imme-
diate access storage devices, CD-ROMs and DVDs. 


6.10.1.1.  Diskettes. Follow the manufacturer’s instructions and Air Force 33-series instructions
for guidance when using diskettes. 
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6.10.1.1.1.  Care of Disks. Prevent disks from damage—do not use rubber bands or paper clips
on the diskette or its envelope. Keep magnets, including magnetic watches or instruments, at
least one foot from flexible and rigid disks to prevent erasing ESI stored on those disks. 


6.10.1.1.2.  Mailing Diskettes. Protect diskettes from damage and temperature extremes by
using sturdy envelopes when mailing or carrying diskettes in a briefcase. Hand carry and pass
diskettes over to security personnel before going through X-Ray machines. Under no circum-
stances will the AO store diskettes in luggage or briefcases when passing through any security
X-Ray machines. 


6.10.1.1.3.  Wet Diskettes. Prevent computer damage by discarding wet, scratched or damaged
diskettes and using backup copy. 


6.10.1.2.  Handling a CD-ROM or DVD. Maintain the integrity of the disk and the ESI on the disk
by following care and handlin g guidelines. 


6.10.1.2.1.  Handle the disk only by the outer edge to keep fingerprints from the surface. 


6.10.1.2.2.  Use a soft, lint-free cloth for cleaning the disk to remove dust or fingerprints. 


6.10.1.2.3.  Wipe from the center to the outer edges and never wipe in a circular motion. 


6.10.1.2.4.  Do not touch the unlabeled shiny side of a disk — that’s the recording surface. 


6.10.1.2.5.  Do not set a disk down on hard surfaces that can scratch the recording surface. 


6.10.1.2.6.  Do not use abrasive or solvent cleaners, audio CD disk cleaners, or conventional
vinyl record cleaning solutions on the disk. Chemical-based cleaners and cleaners that are safe
for audio CDs may not be safe for other CDs. 


6.10.1.3.  Storage. 


6.10.1.3.1.  Store disks in their storage cases to avoid scratches. 


6.10.1.3.2.  Store disks in a cool, dry place, away from direct light or sunlight. The ideal stor-
age temperature is between 23° F - 86° F. 


6.10.1.3.3.  Do not spill liquids or allow moisture to condense on the disk. 


6.10.2.  Online Storage with Hard Disks (to include Servers). A hard disk is a high capacity storage
and retrieval medium for computers. Hard disks, especially central servers where official records are
maintained are in common use and require a certain amount of housekeeping in the form of space
management, indexing, retention management, and backup to preclude losing records. 


6.11.  Official Records on Personally-Owned Computers, Hand-Held and Blackberries. The COR is
responsible for the official records created by those assigned to his or her office. CORs develop and mon-
itor processes to ensure employees do not use personally-owned computers (including systems at home)
to maintain or store Air Force (Government) records (AFI 33-202, Volume 1, Network and Computer
Security). Employees (military, civilian and contractor) must transfer records created on a person-
ally-owned computers such as laptops, handheld, or stored on thumb drives to the office repository. The
COR monitors and ensures the transfer of records to an approved repository is accomplished with two
workdays. 
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6.12.  Judicial Use of Records. Records on any media may contain information that is of legal signifi-
cance and may be admitted as evidence in state or federal court proceedings if authenticity, accuracy, and
general trustworthiness are established. ESI should be stored in a system and integrity must be established
by documenting the system’s operation and have controls imposed to enforce records management statu-
tory and policy requirements. 


6.12.1.  Air Force Records Searches. The AFRO notifies the Command/Agency RM that a search has
been requested; Command/Agency RMs follow the instructions that come with the notification. The
following instructions generally apply to each RP: 


6.12.1.1.  Conduct a thorough record search for documents including but not limited to the list of
categories or key words. 


6.12.1.2.  Prepare an index identifying each document by date and author, classification, category,
and the name, grade, duty location and telephone number of the individuals who performed the
search. 


6.12.1.3.  Separate documents containing Sensitive Compartmented Information and information
subject to Special Access Program restrictions from other documents. Identify and describe any
document withheld from production. Provide basis and justification for not producing the docu-
ment to respond to any challenge as soon as possible but not later than (NLT) the suspense estab-
lished by the AFRO. 


6.12.1.4.  If you do not have possession, custody or control of any requested documents but have
information concerning the location of such documents, provide that information as soon as possi-
ble but NLT the suspense established by the AFRO. 


6.12.1.5.  The MAJCOM, FOA, or DRU RM compiles a list of responses (inventory of documents
supplied and lists them by base and OPR responding, phone number, etc.) and provides per the
instructions provided in the search. 


6.13.  E-Record System Integrity. To enhance the legal admissibility of Air Force e-records, the office
of record must: 


6.13.1.  Document each e-record system that uses the same processes each time to electronically gen-
erate and store similar kinds of records and uses a standard retrieval approach. 


6.13.2.  Substantiate that security procedures for the ERK system prevent anyone from making
changes or deletions to a record the System Manager did not authorize and that security procedures
protect against power interruptions. 


6.13.3.  Identify the electronic media that stored the records throughout their life cycle, the maximum
time the e-records remain on each storage medium, and the disposition from the RDS for all e-records.
Document system operational status to e-record system malfunctions. To the maximum extent practi-
cable, ensure personal identifiers are recorded for personnel who review, revise, or otherwise affect
document content. Coordinate items in this paragraph and in 6.13.1. and 6.13.2. with records manage-
ment and legal personnel. 


6.14.  Security of Electronic Records (E-Records). Instructions on steps required prior to reusing mag-
netic media that have stored classified records are in AFSSI 5020, (FOUO) Remanence Security. 
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6.15.  Web Records and Web Pages. Web Records and Web Pages require life-cycle management
according to the Air Force RDS. The web author (person who provides the information to the web master)
must provide the organization’s record professional a monthly index of the disposition, date, and title of
each record on the web site. The record professional will identify the record location on the file plan, per-
form periodic reviews for record management life-cycle requirements, and report discrepancies and lost
records (AFI 33-364). Web authors will prepare an AF Form 525, Records Disposition Recommendation
(see Figure 6.2., Figure 6.3., Table 6.1. and AFI 33-364), for unscheduled records on the Web. Publish
the web author and page master name and contact information to provide users record dispositions when
a web page contains records with multiple dispositions. 
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Figure 6.2.  Sample of AF Form 525, Records Disposition Recommendation (Front). 
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Figure 6.3.  Sample of AF Form 525, Records Disposition Recommendation (Reverse). 
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Table 6.1.  Sample of Decision Logic Table to Accompany AF Form 525. 


6.15.1.  Non-Web Records. Previous versions of a Web page that do not qualify as records are defined
as “non-record” material and should be overwritten or deleted from the system within 30 days of the
final posting of the updated version of the Web page. Submit requests for waivers or exceptions to the
AFRO through the base and CRM or ARM. 


6.16.  Duplicate Records on Mixed Media. When records are duplicated on different media, the COR
must determine which medium has the official record and ensure the official record is managed according
to the appropriate records management instruction. Record copies are disposed of when no longer needed. 


6.17.  Records Integration. Electronic records may be integrated with those on other media. Limit use of
mixed media (e.g., paper and diskette) for parts of the same records. Where similar records that would
normally be grouped together (i.e., as for a case file) are on mixed media, provide for as much integration
of the records as possible or practical by converting all the records to a single media (e.g., all paper or all
electronic). Digitize incoming paper records by using scanners that save the documents in a PDF if signa-
ture authentication is not critical. Merge scanned records with their related electronic records. If appropri-
ate, print e-records or convert to some other medium. However, keep scanned documents to a minimum
due to the disk space of scanned documents. 


6.18.  Cross-Referencing. When necessary to keep related documents in two or more places or on two or
more media, cross-reference the records to the related stored records on different media. Identify all
e-records and their location on the file plan. 


6.19.  Appropriate Storage Media for Electronic Records (E-Records). Factors that influence infor-
mation loss on magnetic media include the variety of materials used by magnetic media manufacturers;
media storage and handling conditions; media usage; frequency of use, and changing technology. Where
less than optimal conditions prevail, loss of all or part of the record is possible. The COR must perform a


TABLE 6.1 


CONTRACTING 


A B C D 


R 


U 


L 


E 


If the records are or 
pertain to 


consisting of which are Then 


1 General Contract Case Files - 
$100,000 or Less/
Construction $2,000 or less 


Contracts, requisitions, purchase order, lease and bond 
surety records including correspondence and related 
papers pertaining to award, administration; receipt, 
inspection and payment; and other records prescribed in 
the Federal Acquisition Regulation 48 CFR 4.805; 
contracting or purchase organization copy and related 
papers for internal audit purposes 


transactions of 
$100,000 or less and 
construction 
contracts of $2,000 
or less 


Destroy 3 years after 
final payment.  
AUTH: General 
Records Schedule 
(GRS)3, Item 3a(2) 


2 General Contract Case Files – 
Over $100,000/Construction 
of Over $2,000 


Transactions of 
more than $100,000 
and all construction 
contracts over 
$2,000 


Destroy 6 years and 
3 months after final 
payment.  AUTH:  
GRS3, Item3a (1) 
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risk assessment to determine the appropriate medium for storage wherever records loss is at issue, espe-
cially records in deployed locations. 


6.20.  Retention Standards. The functional OPR of any system outside an ERK solution, such as AISs
that manage records, must make provisions to retain the e-records and their documentation for as long as
the Air Force needs them. These ERK systems must be approved by the AFRO and NARA. 


6.21.  Schedule Disposition. Schedule the disposition of all e-records as well as related documentation
and indexes. Records dispositions covering paper records also cover e-records in the same series. How-
ever, if the e-records are unscheduled, the functional OPR for the system must submit an AF Form 525 to
the BRM (including those operated for the Air Force and Unified and Specified Commands by a contrac-
tor) not later than one year after implementing the ERK system. 


6.22.  Setting Up Official Electronic Records (E-Records). Until there is an Air Force-approved
Records Management Application for records that have a non-permanent disposition, use the latest ver-
sion of the Air Force ERM Solution document (https://afrims.amc.af.mil/web_links.cfm). Bases, MAJ-
COMs, DRUs, and FOAs currently using their own integrations of recordkeeping systems must prepare
for transitioning into the Air Force-approved Records Management Application. 


6.23.  Scheduling Planned or Operational Systems. OPRs schedule information in each system in a
comprehensive manner by including data sets and files in the system; source documents and outputs; the
processing subset and special format files the system creates and uses; and system documentation and
data descriptions. OPRs also establish disposition instruction for each of these components in light of the
overall system. If the RDS does not contain an authorized disposition, the functional OPR must submit an
AF Form 525 through records management channels. 


6.24.  Destroying Electronic Records (E-Records). The record professional destroys e-records accord-
ing to authorized dispositions and ensures that the record is disposed of in a manner that protects any sen-
sitive, proprietary, or national security information. 


6.25.  Transferring Electronic Records (E-Records) to National Archives and Records Administra-
tion (NARA). NARA accepts transfer copies of e-records, related documentation, and indexes at the
times specified in the RDS. Transfer may take place at an earlier date if convenient for both Air Force and
NARA. NARA accepts e-records in three types of transfer media: magnetic tape, CD-ROM and file trans-
fer protocol (FTP). Transfer permanent e-records to NARA as soon as possible. 


6.25.1.  Formats to Transfer E-Records. Transfer e-records to NARA in a format that is not dependent
on specific hardware or software, written in American Standard Code for Information Interchange
(ASCII) or Extended Binary-Coded Decimal Interchange Code (EBCDIC) with all extraneous control
characters removed (except record length indicators for variable length records, marks delimiting a
data element, field, record or file, or Standard Generalized Markup Language tags). Do not compress
records unless pre-approved by NARA. Transfer data files and databases as flat files or as rectangular
tables, that is, as two-dimensional arrays, lists or tables. All records in a relational database should
have the same logical format. Each data element within a record should contain only one data value.
A record should not contain nested repeating groups of data items. Transfer documentation in elec-
tronic format as separate files; the transfer format standards for e-records apply to documentation
files. 



https://afrims.amc.af.mil/web_links.cfm
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6.25.2.  Use SF 258, Agreement to Transfer Records to the National Archives of the United States. The
OPR prepares and sends the SF 258 and AF Form 1341 through the BRM and CRM to Air Force
Records Office (AF.Records@pentagon.af.mil) for AFRO approval and signature prior to transfer-
ring files to NARA. Additional guidance on transferring permanent e-records is found on NARA’s
web site http://www.archives.gov. 


6.25.3.  Transfer of Magnetic Tape. Agencies may transfer e-records to NARA on magnetic tape using
either open-reel magnetic tape or tape cartridges. Open-reel tape should be on one-half inch 9-track
tape reels recorded at 1600 or 6250 bytes per inch and blocked no higher than 32,760 bytes per block.
Tape cartridges may be 18-track 3480-class cartridges recorded at 37,871 bits per inch and blocked at
no more than 32,760 bytes per block, or DLT tape IV cartridges that must be recorded in an uncom-
pressed format. 


6.25.4.  Transfer of Compact Disk-Read Only Memory (CD-ROM). CD-ROMs may be used as trans-
fer media for fielded data files or text files if they: conform to the International Organization for Stan-
dardization 9660 standard and to ASCII; are not compressed unless NARA has approved the transfer
of the compressed form in advance; and are individually addressable. The CD-ROMs may contain
software files and temporary records, but permanent records must be in files that contain only perma-
nent records. 


6.25.5.  File Transfer Protocol (FTP). Use FTP to transfer e-records scheduled for preservation into
NARA. Review 36 CFR 1228.270 (c)(3), available at http://www.archives.gov/about/regulations/
part-1228/l.html for specific requirements related to FTP transfers. 


6.25.6.  Servicing Documentation. When transferring records to NARA, the OPR sends adequate ser-
vicing documentation sufficient to support the use of the records for secondary analysis. Include spe-
cific information on how the media was written, identification and the definition of data sets
transferred, record layouts with their relative positions, completed AF Form 1341 with a data dictio-
nary that defines all data elements, code books for unique codes in the records, and completed
National Archives (NA) Form 14097, Technical Description for Transfer of Electronic Records to the
National Archives (see Figure 6.4.), available at http://www.archives.gov/records-mgmt/initia-
tives/transfer-records-to-nara.html. 



mailto:AF.Records@pentagon.af.mil

http://www.archives.gov

http://www.archives.gov/about/regulations/part-1228/l.html
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34 AFMAN33-363   1 MARCH 2008


Figure 6.4.  Sample NA Form 14097, Technical Description for Transfer of Electronic Records to the 
National Archives. 
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6.26.  Retirement to the Federal Record Centers (FRC). Organizations have authority to store mag-
netic tapes in FRCs that have heat and humidity-controlled storage. The functional OPR is responsible for
retrieving, inspecting and returning tapes to the FRC. Inspections are required when there is a significant
event, technology enhancement or record search. 


6.27.  Prescribed Forms. AF Form 1341, Electronic Record Inventory, AF Form 614, Charge Out
Record; and AF Form 614A, Charge Out Record (8 X 5½). 


6.28.  Adopted Forms. NA Form 14097, Technical Description for Transfer of Electronic Records to the
National Archives; DD Form 2861, Cross-Reference; AF Form 525, Records Disposition Recommenda-
tion; AF Form 847, Recommendation for Change of Publication; SF 115, Request for Records Disposition
Authority; SF 135, Records Transmittal and Receipt; SF 258, Agreement to Transfer Records to the
National Archives of the United States; SF 706, Top Secret ADP Media Classification Label; SF 707,
Secret ADP Media Classification Label; and SF 708, Confidential ADP Media Classification Label 


MICHAEL W. PETERSON,  Lt Gen, USAF 
Chief of Warfighting Integration and Chief Information Officer 
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DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard,
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DoDR 5400.7/AFSUP, DoD Freedom of Information Act Program, 24 June 2002 
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AFI 10-2501, Air Force Emergency Management (EM) Program Planning and Operations, 24 January
2007 (formerly known as the Full Spectrum Threat Response program)  
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Change 5, 18 May 2007) 


AFI 33-322, Records Management Program, 7 October 2003 


AFI 33-332, Privacy Act Program, 29 January 2004 


AFI 33-360, Publications and Forms Management, 18 May 2006 (Incorporating Through Change 2, 17
July 2007) 


AFI 33-364, Records Disposition--Procedures and Responsibilities, 22 December 2006 


AFVA 33-276, Air Force Privacy Act Label 


AFSSI 5020, (FOUO) Remanence Security, 17 April 2003 (will become AFMAN 33-224) 


AIR FORCE ELECTRONIC RECORDS MANAGEMENT (ERM) SOLUTION, Version 7.4, 4 Sep 2007
(current version posted on the Air Force Records Management Community of Practice at https://
afkm.wpafb. af.mil/ASPs/CoP/OpenCoP.asp?Filter=OO-SC-EI-M4) 
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AFRIMS RDS https://afrims.amc.af.mil/rds_series.cfm 


Abbreviations and Acronyms 


AFI—Air Force Instruction 


AFRO—Air Force Records Officer 


AFPD—Air Force Policy Directive 


AFRIMS—Air Force Records Information Management System 


AFVA—Air Force Visual Aid 


AIS—Automated Information Systems 


AO—Action Officer 


AOR—Area of Responsibility 


ARM—Agency Record Managers 


ASCII—American Standard Code for Information Interchange 


BRM—Base Records Manager 


CD—Compact Disk 


CD-I—Compact Disk-Interactive 


CD-ROM—Compact Disk-Read Only Memory 


CFR—Code of Federal Regulations 


COR—Chief of the Office of Record 


CRM—Command Records Manager 


CSA—Client Support Administrator 


DoD—Department of Defense 


DoDD—Department of Defense Directive 


DoDI—Department of Defense Instruction 


DoDR—Department of Defense Regulations 


DRU—Direct Reporting Unit 


DVD—Digital Versatile Disk 


e-file—Electronic File 


E-mail—Electronic Mail 


e-records—Electronic Records 


EBCDIC—Extended Binary-Coded Decimal Interchange Code 


EIM—Enterprise Information Management 


EO—Executive Order 



https://afrims.amc.af.mil/rds_series.cfm
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ERK—Electronic Record Keeping 


ERM—Electronic Records Management 


ESI—Electronically Stored Information 


FARM—Functional Area Records Manager 


FOA—Field Operating Agency 


FOUO—For Official Use Only 


FRC—Federal Records Center 


FRCP—Federal Rules of Civil Procedure 


FRD—Formerly Restricted Data 


FTP—File Transfer Protocol 


GPEA—Government Paperwork Elimination Act 


GRS—General Records Schedule 


HQ AFCA—Headquarters Air Force Communications Agency 


MAJCOM—Major Command 


NA—National Archives (Form) 


NARA—National Archives and Records Administration 


NCC—Network Control Center 


NLT—Not Later Than 


OPR—Office of Primary Responsibility 


PA—Privacy Act 


PDF—Portable Document Format 


RC—Records Custodian 


RD—Restricted Data 


RDS—Records Disposition Schedule 


RM—Records Manager 


RO—Records Officer 


RP—Record Professional 


SAF—Secretary of the Air Force 


SAN—Storage Area Network 


SAV—Staff Assistance Visit 


SF—Standard Form 


USC—United States Code 
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WORM—Write Once Read Many 


Terms 


Access—The availability of, or the permission to consult; records the ability or opportunity to obtain
security classified or administratively controlled information or records. 


Accession—(1) The transfer of the legal and physical custody of permanent records from the Air Force to
the National Archives. (2) The transfer of Air Force records to an FRC for temporary storage. The Air
Force retains legal custody of the records. (3) The records so transferred; also called accessioned records. 


Action Copy—The copy of a document sent to the agency, office, or individual responsible for taking
action. 


Adequate and Proper Documentation—A record of the conduct of U.S. Government business that is
complete and accurate to the extent required to document the organization, functions, policies, decisions,
procedures, and essential transactions of the agency; and that is designed to furnish the information
necessary to protect the legal and financial rights of the Government and of persons directly affected by
the agency’s activities. 


Administratively Controlled Information—Privileged or other non-security classified information in
records sometimes bearing designations, such as “FOUO,” to prevent its unauthorized disclosure. 


Agency Records—Documentary materials of an executive agency that based on Federal case law are
subject to the Freedom of Information Act (DoDR 5400.7/AFSUP, DoD Freedom of Information Act
Program).


Agency Records Manager—Records Manager at FOAs and DRUs 


American Standard Code for Information Interchange (ASCII)—(1) The standard representation of
numbers and letters by computers other than International Business Machines™ (see also EBCDIC). (2)
A binary code representing each letter, number, or other symbol with a unique 7-bit code. 


Application—A specific use of computer, micrographic, or other information technology, such as in
payroll or inventory control. 


Appraisal—The process of determining the value and thus the final disposition of a record, making it
either temporary or permanent (Federal Records Management Glossary). NARA is the only Federal
agency with the authority to appraise government records. 


Archive—(1) The non-current records of an agency or institution preserved because of their permanent
value. (2) The agency responsible for selecting, preserving, and making available archival materials. 


Archives—(1) The non-current records of an organization preserved because of their continuing, or
enduring, value. “National Archives of the United States” means those records that have been determined
by the Archivist of the U. S. to have sufficient historical or other value to warrant their continued
preservation by the Federal Government and that have been transferred to the Archivist’s legal custody.
(2) The organization or agency responsible for appraising, accessioning, preserving, and making available
permanent records; also called archival agency. In the U.S. Government, it’s NARA. (3) One or more
buildings, or portions thereof, where permanent records are located after being accessioned by an archival
agency; also called archival depository or archival repository. 
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Archiving—The process of creating a backup copy of computer files, especially for long-term storage, of
e-records. 


Archivist—A person responsible for or engaged in one or more of the functions listed under archives. 


Arrangement—The process and results of organizing archives, records, and manuscripts in accordance
with accepted archival principles. 


Audiovisual Records—Records in pictorial or aural form. Include still and motion pictures, graphic
materials such as posters and original art, audio and video recordings, and combinations of media such as
slide-tape productions. 


Air Force Records Officer (AFRO)—Appointed by the Air Force Chief Information Officer (CIO) to
direct the Air Force Records Program and all associated activities. 


Automated Information System (AIS)—Any equipment or interconnected system or subsystem of
equipment used in the automatic acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data (including software, firmware, and
hardware). Also included are computers, word processing systems, networks, other electronic information
handling systems, and associated equipment. Often used as a synonym for an e-records system. 


Block—(1) One or more chronological segments of cut off, or closed, records that are in the same series
and are dealt with as a unit for disposition purposes, especially during the transfer of permanent records to
the National Archives. For example, a transfer of records in 5-year blocks. (2) In e-records, a grouping of
data stored as a unit on an external storage medium and dealt with as a unit by the computer for input or
output. (3) The records of an agency, organizational component, or functional area. 


Byte—In computer technology, a unit of information for processing in certain kinds of electronic
computers equal to one character or eight bits. 


Case Files—Records, regardless of media, documenting a specific action, event, person, place, project, or
other matter. Include personnel, project, and transaction files that are types of case files. 


Central Processing Unit—The component of a computer system that interprets and carries out program
instructions. 


Character—In computer technology: (1) Any symbol, as a number or letter that represents information
and, when encoded, is usable by a machine. (2) A pattern of ones and zeros representing the relationship
of positive and negative pulses in a computer. 


Charge Out—The act and result of recording the removal and loan of a document or file to indicate its
location. Usually involves the use of an AF Form 614 or 614A placed in the location from which the
document or file was removed that identifies the record (number, title or subject, and date), the person and
office charged to, and the date withdrawn. 


Classification—(1) The process of determining the sequence or order in which to arrange documents. (2)
The process or result of identifying records containing national security information. 


Classified Information—Records or information requiring safeguards against unauthorized disclosure
for national security reasons. 


Code—(1) See “file codes.” (2) In e-records, a set of rules to convert data to a form that computers can
process, such ASCII and EBCDIC; also called a computer code. (3) A computer program. (4) A
systematically arranged collection of laws or regulations, such as the United States Code or CFR. 
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Codebook—In e-records, a guidebook identifying and explaining the codes used in a computer file or
database. 


Coding—(1) The process of putting abbreviated file designations on documents. (2) The process of
converting data to a form that a computer can process. 


Command Records Manager (CRM)—Records managers at MAJCOMs, FOAs, DRUs and Unified or
Specified Commands for which the Air Force is the executive agent. 


Compact Disk (CD)—A relatively small optical disk on which text, data, sounds, visual images, and the
like can be recorded digitally and then scanned, decoded, and transmitted by a laser beam to a computer
monitor, television set, or playback device. 


Compact Disk-Interactive (CD-I)—A CD combining audiovisual, text/data, software storage, and
retrieval capabilities. 


Comprehensive Records Schedule—A schedule or collection of schedules based on NARA-approved
disposition authorities and issued as a directive or manual to cover all the records of an independent
agency or department, or those of a bureau, service, or office within a department; also includes
instructions for non-record materials, whose disposition is based on agency needs. 


Computer—An electronic device designed to accept data (input), perform prescribed mathematical and
logical operations at high speed processing, and supply the results of these operations (output). A digital
computer processes data as numbers and includes mainframe computers, minicomputers, and
microcomputers. In contrast, an analog computer represents data by measurable quantities, such as
voltages. 


Computer Program—(1) A systematic plan for the automatic solution of a problem by a computer. (2) A
sequence of instructions enabling a computer to solve a problem. 


Computer Security—The protection of the information and physical assets of a computer system. 


Computer System—A configuration or working combination of hardware, software, and data
communication devices. 


Copy—(1) A reproduction of the contents of an original document prepared simultaneously or separately
and usually identified by function or method of creation. Copies identified by function include action
copy, information or reference copy, official file copy, reading or chronological file copy, suspense or
tickler file copy, and stock copy. Copies identified by method of creation include carbon copy,
electrostatic copy, mimeograph copy, and ribbon copy. (2) In e-records, the action or result of reading data
from a source, leaving the source data unchanged, and writing the same data elsewhere on a medium that
may differ from the source. 


Correspondence—Letters, postcards, memorandums, telecommunications, notes, and any other form of
addressed, written communications that are sent and received. 


Data—Symbols or representations of facts or ideas that can be communicated, interpreted, or processed
by manual or automated means. Often associated with electronic data or with statistics or measurements. 


Database—(1) A set of data, consisting of at least one data file, that is sufficient for a specific purpose
(Chapter XII of Title 36 of the Code of Federal Regulations, Part 1234); (2) In electronic recordkeeping,
a set of data, consisting of at least one file or a group of integrated files, usually stored in one location and
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made available to several users at the same time for various applications (Federal Records Management
Glossary: 1989). 


Database Management System—A software system used to access, retrieve, and otherwise manage the
data in a database (Title 36 of the Code of Federal Regulations, Chapter XII, Part 1234). 


Data Element—In electronic record keeping, a combination of characters or bytes referring to one
separate item of information, such as name, address, or age (Federal Records Management Glossary:
1989). 


Data File—In e- records: (1) An organized collection of data, usually arranged in logical records stored
together and treated as a unit by a computer. (2) Related numeric, textual, or graphic information
organized in a strictly prescribed form and format (Title 36 of the Code of Federal Regulations, Chapter
XII, Part 1234). 


Data Field—A specific area of an e-record allocated for a particular category of data, usually one data
element, such as a name. 


Data Set—A group of related records that are organized and treated as a unit. Also used interchangeably
with data file. 


Density—(1) In e-records, the compactness of data stored on a computer medium, such as a disk or tape,
or displayed on a computer screen. (2) In microform records, the light-absorbing or light reflecting quality
of micro-images. 


Depository—A place where records are kept and made available for use; also called repository. 


Destruction—In records management, the major type of disposal action. Methods include selling or
salvaging the record medium and burning, pulping, shredding, macerating, or discarding with other waste
materials. 


Digital—Representation of data as discrete variables in the form of numerical characters, as in a digital
clock or digital computer. 


Direct Reporting Unit (DRU)—Has a specialized and restricted mission, and is directly subordinate to
the Chief of Staff, United States Air Force or to Chief of Staff’s representative on the Air Staff. 


Directive—A written instruction communicating policy and/or procedure in the form of orders,
instructions, bulletins, circulars, handbooks, manuals, notices, numbered memorandums, and similar
issuances. 


Disposable Records—See “temporary records.” 


Disposal—Physical destruction of records; not synonymous with disposition. The actions taken regarding
temporary records after their retention periods expire and consisting usually of destruction or occasionally
of donation; also, when so specified, the actions taken regarding non-record materials when no longer
needed, especially their destruction. 


Disposing of—Carrying out disposal, that includes either the destruction or the donation of temporary
records but not the transfer of permanent records to the National Archives. 


Disposition—The third stage of the records life cycle. The actions taken regarding records no longer
needed for current Government business, including transfer to agency storage facilities or FRC, transfer
from one Federal agency to another, transfer of permanent records to the National Archives, and disposal
of temporary records. (Title 36 of the Code of Federal Regulations, Chapter XII, Part 1234.) 
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Disposition Authority—(1) Legal approval empowering an agency to transfer permanent records to the
National Archives or carry out the disposal of temporary records. Must be obtained from NARA and also,
for certain records proposed as temporary, from the Government Accounting Office. (2) The agency’s
approval of disposition instructions for non-record materials. 


Disposition Instructions—(1) Directions for cutting off records and carrying out their disposition in
compliance with NARA’s regulations. (2) Directions for screening non-record materials and carrying out
their disposal when no longer needed by the agency. 


Disposition Schedule—The document governing, on a continuing basis, the mandatory disposition of
recurring records series of an organization; also known as a records schedule or retention schedule. 


Document—(1) Recorded information regardless of physical form or characteristics. Often used
interchangeably with record. (2) An individual record or an item of non-record materials or of personal
papers. 


Documentary—In audiovisual records: (1) A nonfiction motion picture film having a theme or viewpoint
but drawing its material from actual events and using editing and sound to enhance the theme. (2) Still
photographs having a theme or viewpoint but showing actual situations realistically. 


Documentary Materials—A collective term for records, non-record materials, and personal papers that
refers to all media on which information is recorded regardless of the nature, medium, method, or
circumstances of recording. 


Documentation—(1) The act or process of substantiating by recording actions and/or decisions. (2)
Records required for planning, developing, operating, maintaining, and using e-records. Included are
systems specifications, file specifications, codebooks, file layouts, user guides, and output specifications. 


Donation—(1) In records management, the transfer of temporary records from a Federal agency to an
eligible person or organization after the authorized retention period has expired. NARA’s approval is
required. (2) In archives administration, the transfer from private sources to the National Archives of
documents, including audiovisual materials, appropriate for preservation by the Government as evidence
of its organization, functions, policies, decisions, procedures, and transactions. 


Duplicate—A copy of a paper document, microform, magnetic tape, or disk. 


Electronic Mail (E-mail)—The process or result of sending and receiving messages in electronic form
via remote computer terminals. 


Electronic Record Keeping (ERK)—The creation, maintenance and use, and disposition of records
created and stored by using a computer. 


Electronic Records (E-Records)—Records stored in a form that only a computer can process; also
called machine-readable records or automated data processing records. 


Electronic Recordkeeping System—An electronic system in which records are collected, organized, and
categorized to facilitate their preservation, retrieval, use, and disposition. 


Electronically Stored Information (ESI)—Includes any digital information, draft and final records and
non-record materials, stored in a medium from which it can be retrieved and used. Common sources are
E-mail, working papers, drafts, duplicates, copies and contract records. 


Emergency Operating Records—Vital records essential to the continued functioning or reconstitution
of an organization during and after an emergency. 
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Evaluation—(1) In records disposition, the process of assessing the value of records to recommend or
determine their retention periods, making the records either temporary or permanent. See also “appraisal.”
(2) The inspection, audit, or review of records management programs, either by the agency or by NARA
and/or General Services Administration, to ensure compliance with applicable laws and regulations. 


Executive Agency—Any executive department or independent establishment in the executive branch of
the U.S. Government, including any wholly owned Government corporation. 


Federal Agency—Any executive agency or any establishment in the legislative or judicial branch of the
U.S. Government, excepting the Supreme Court, Senate, House of Representatives, and the Architect of
the Capitol and any activities under the Architect’s direction. 


File—(1) Usually an accumulation of records or non-record materials arranged according to a plan.
Sometimes an accumulation of personal papers so arranged. (2) A unit (such as a folder, microform, or
electronic medium) containing such records, non-record materials, or personal papers. (3) Storage
equipment, such as a filing cabinet. 


File Codes—Numbers or symbols used to abbreviate lengthy file titles. 


File Designation—A distinguishing symbol, subject, name, number, or date controlling the placement of
a document in a filing system. 


File Layout—In e-records, the arrangement and structure of data in a file including the sequence and size
of its components. 


File Plan—(1) A plan designating the physical location(s) where an agency’s files will be maintained, the
specific types of files, and the organizational element(s) having custodial responsibility. (2) A document
containing the identifying number, title or description, and disposition authority of files held in an office. 


Files Custodian—The individual responsible for physical custody, maintenance, and disposition of
records accumulated in the performance of a particular function. The directorate/separate office/activity
records officer designates the files custodian in designating the directorate “office of record.” Depending
upon the size and complexity of the directorate, the RM may elect to designate more than one office of
record/files custodian for the records it holds. 


Field Operating Agency (FOA)—A subdivision that carries out activities under the operational control
of a headquarters Air Force functional manager. 


Form—A document with a fixed arrangement of captioned spaces designed for entering and extracting
prescribed information. Categories of forms include internal, interagency, public use, standard, and
optional. 


Format—(1) The shape, size, style, and general makeup of a particular record. (2) In e-records, the
arrangement of data for computer input or output, such as the number and size of data fields in a logical
record or the spacing and letter size used in a document; also called layout. 


Function—The characteristic action or purpose of an organization or person. 


Functional Area Records Manager (FARM)—The point of contact for a unit that monitors the Records
Management Program within his or her functional area. 


General Correspondence Files—Records arranged and filed according to their general informational or
subject, content consisting mainly of letters and memorandums but also forms, reports, and other material
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relating to program and administrative functions, but not to specific cases; also called central,
correspondence, or subject files. 


Hard Copy—(1) Recorded information copied from a computer onto paper or some other durable
surface, such as microfilm, distinguished from a temporary image on a display screen and from the
electronic information on a magnetic tape or disk(ette) or in the computer’s main memory. (2) Recorded
information copied from microfilm onto paper and made readable without a special device. (3) A paper
record that may later be filmed or digitized. 


Hardware—A computer system’s physical equipment, including the central processing unit, control unit,
memory, input/output devices, and storage devices. 


Hierarchical System—Any classification system in which records are arranged under primary
(first-level) categories and then, as necessary, under secondary (second-level) and further subdivisions. 


Historical (Transaction) File—(1) A file containing relatively transient data that, for a given
application, is processed together with the appropriate master file (American National Dictionary for
Information Processing Systems). (2) A file of accumulated data from previous transactional updates the
OPR keeps separately for historically purposes. A valid file of items the OPR uses with the master data
input file to create a master data output file. A file identical in format and content to a master file the OPR
keeps separately for security backup, historical or similar purposes. 


Historical Value—The usefulness of records for historical research concerning the agency of origin or
for information about persons, places, events, or things. 


History Files—E-files copied from inactive master files for long-term or permanent retention. 


Image—(1) A representation of information produced by radiant energy such as light. (2) A unit of
information, such as a drawing of a page of text. (3) An object’s optical counterpart produced by a lens,
mirror, or other optical system. 


Inactive Storage Facility—General term for any storage facility/space used to house/store inactive
records (both permanent and temporary) until the records are eligible for destruction or transfer to NARA.
The facility/space can be located within the agency’s current files area, but separate from the active files,
or it may be an agency records center or holding area, or an FRC. 


Index—(1) A separate collection of cards, extra copies of documents, cross-reference sheets, or other
forms arranged differently from the related record series to make it easier to locate relevant documents.
(2) A manual or automated listing arranged differently from a related record series or system to speed
retrieval of relevant files. 


Information—Facts or data communicated or received. 


Information Copy—A non-record copy sent to individuals or offices interested in, but not acting on, a
matter. 


Information Management—The administration, use, and transmission of information and the
application of theories and techniques of information science to create, modify, or improve information
handling systems. 


Information System—The organized collection, processing, transmission, and dissemination of
information in accordance with defined procedures, whether automated or manual; also called a record
system or a system. Most often refers to a system containing e-records that involves input or source
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documents, records on electronic media, and output records along with related documentation and any
indexes. 


Informational Value—The usefulness of records in documenting the persons, places, things, or matters
dealt with by an agency, in contrast to documenting the agency’s organization, functions, and activities.
Considered by NARA in appraising records for permanent retention. 


Input—In e-records and/or data to be entered into a computer for processing. 


Integration—In e-records: (1) combining various pieces of hardware and software, often acquired from
different vendors, into a unified system. (2) Combining computer programs into a unified software
package so that all programs can share common data. 


Inventory—(1) A survey of agency records and non-record materials conducted primarily to develop
records schedules and also to identify various records management problems such as improper
applications of record keeping technology. (2 ) The results of such a survey. (3) In archives
administration, a type of finding aid for accessioned permanent records. 


Item—(1) A document. (2) A separately numbered entry describing records on an SF 115, Request for
Records Disposition Authority. Usually consists of a record series or part of an information system. 


Life Cycle Of Records—The management concept that records pass through three stages: creation,
maintenance and use, and disposition. 


Machine-Readable Records—Records whose informational content is usually in code and has been
recorded on media, such as magnetic disks, drums, tapes, punched cards, optical disks or tapes,
accompanied by finding aids known as software documentation. The coded information is retrievable
only by machine. See “electronic records.” 


Major Command Records Manager (CRM)—The position designated by the MAJCOM commander
to administer the Command Records Management Program for all records in the command. Host/tenant
support agreements are usually established to coordinate assistance when necessary. 


Master Files—In e-records, relatively long-lived computer files containing an organized and consistent
set of complete and accurate data. Usually updated periodically. 


Media or Medium—The physical form of recorded information. Includes paper, film, disk, magnetic
tape, and other materials on which information is recorded. 


Memorandum—A written communication much like a letter but having no salutation or complimentary
ending. Usually used within or between offices of the same organization. 


Microcomputer—Very small digital computer able to process and store less data than a minicomputer
and far less than a mainframe and does so less rapidly than a minicomputer or a mainframe. Includes
desktop, laptop, and hand-held models; also called a personal computer. 


Microfiche—A card-sized transparent sheet of film with miniaturized images (micro-images) arranged in
a grid pattern. Usually contains a title readable without a magnifying device. Fiche is an appropriate
abbreviation. 


Microform—Any form containing greatly reduced images, or micro-images, usually on microfilm. Roll,
or generally serialized, microforms include microfilm on reels, cartridges, and cassettes. Flat, or generally
unitized, microforms include microfiche, microfilm jackets, aperture cards, and micro-cards
(micro-opaques). 
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National Archives—See “archives.” 


National Archives and Records Administration (NARA)—This agency is responsible for appraising,
accessioning, preserving, and making available permanent records. 


National Archives Form 14097, “Technical Description for Transfer of Electronic Records to the 
National Archives”—This form may be used to provide information to accompany the transfer of
permanent e-records to the National Archives. This information was formerly provided on SF 217,
Computer Magnetic Tape File Properties, that is discontinued. 


Non-Record Materials—U.S. Government-owned documentary materials excluded from the legal
definition of records or not meeting the requirements of that definition. Include extra copies of documents
kept only for convenience of reference, stocks of publications and of processed documents, and library or
museum materials intended solely for reference or exhibition; also called non-record copies or
non-records. 


Offer—A term formerly used to describe the act of requesting NARA’s one-time approval of the
immediate transfer of unscheduled records to the National Archives (“direct offer”) or the act of initiating
the transfer to the National Archives of records already scheduled as permanent (“scheduled offer”).
Direct offers have been discontinued, and scheduled offers are now called scheduled transfers. 


Office of Record—The office within a directorate/separate office/activity that is designated by the
directorate records officer as responsible for the custody, maintenance, and retirement or disposal of the
records it holds. Depending upon the size and complexity of the directorate, the records officer may elect
to designate more than one office of record for the records it holds. 


Official Files—See “records.” 


Official Record Copy—See “copy,” definition (1), and “records.” 


Official Records—See “records.” 


Operating System—Software directing a computer’s operation. 


Optical Disk—A non-contact, random-access disk typically tracked by optical laser beams and used for
mass storage and retrieval of generally digitized text and graphics. It is sometimes called an optical digital
disk or optical digital data disk. Types include write once read many (WORM), CD-ROM, compact
disk-interactive (CD-I), and erasable optical disks. 


Output—In e-records, information transmitted from internal to external units of a computer or to an
outside medium. 


Output Records—In electronic records, information generated by a computer and placed on an outside
medium such as paper, microform, or an electronic storage medium. 


Permanent Records—In U.S. Government usage, records appraised by NARA as having enduring value
because they document the organization and functions of the agency that created or received them and/or
because they contain significant information on persons, things, problems, and conditions with which the
agency dealt. 


Personal Papers—Papers created solely at the discretion and for the use of an individual. 


Privacy Act (PA) of 1974—Federal legislation mandating that personal information about individuals
collected by Federal agencies be limited to that which is legally authorized and necessary and that it be
maintained in a manner which precludes unwarranted intrusions upon individual privacy. 
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Privacy Act (PA) System of Records—A group of any records from which information is retrieved by
the name of an individual or by some identifying number, symbol, or other identifying particular assigned
to an individual. 


Publications—Documents printed or otherwise produced for wide distribution inside or outside an
agency. Include annual reports, brochures, pamphlets, posters, books, handbooks, and maps; also include
instructional and informational materials in audiovisual form. According to Title 44 U.S.C. 1901, a U.S.
Government publication is “informational matter which is published as an individual document at
government expense, or as required by law.” 


Read-Only Optical Media—Provides playback of information mastered onto the media during the
manufacturing process. Read only optical media has no recording capabilities and includes: (1) Laser
Disks. 8” and 12” formats that store still or moving video analog images and stereo audio. (2) Compact
Disks. 4.75” formats that store digital audio, video, or text, referred to as CD-ROM and DVD (digital
video disk). 


Record Copy—The file copy created by the action office, complete with coordination, enclosures, or
papers related to the action. Such copies are to be specifically identified as the record copy by the creating
office. 


Record Series—File units or documents arranged in accordance with a filing system or maintained as a
unit because they relate to a particular subject or function, result from the same activity, have a particular
form, or because of some other relationship arising out of their creation, receipt, or use. 


Recorded Information—Information placed on a medium, such as paper, CD, or microform, to be
available for later retrieval and use. 


Record Keeping—The act or process of creating and maintaining records. Assume the need for their
proper disposition. 


Record Keeping Requirements—Statements in statutes, regulations, or agency directives providing
general and specific guidance on records to be created and maintained by an agency. Since each agency is
legally obligated to create and maintain adequate and proper documentation of its organization, functions,
and activities, it needs to issue record keeping requirements for all activities at all levels and for all media
and to distinguish records from non-record materials and personal papers. 


Records—According to 44 U.S.C. 3301, the term “includes all books, papers, maps, photographs,
machine-readable materials, or other documentary materials, regardless of physical form or
characteristics, made or received by an agency of the United States Government under Federal law or in
connection with the transaction of public business and preserved or appropriate for preservation by that
agency or its legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the Government or because of the informational value of data
in them. Library and museum material made or acquired and preserved solely for reference or exhibition
purposes, extra copies of documents preserved only for convenience of reference and stocks of
publications and of processed documents are not included.” May also be called Federal records, that
exclude Presidential records and records of the U.S. Congress. 


Records Center—A facility for the low-cost storage and servicing of records pending their disposal or
transfer to the National Archives. Includes NARA-authorized agency records centers and
NARA-operated FRC. 
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Records Creation—The first stage of the records life cycle in which records are made (or received) by an
office. 


Records Disposition Schedule (RDS)—A document providing mandatory instructions for what to do
with records (and non-record materials) no longer needed for current Government business, with
provision of authority for the final disposition of recurring or nonrecurring records; also called records
disposition schedule, records control schedule, records retention schedule, and disposition schedule, or
schedule. Includes the SF 115, GRS, and agency records schedule, that, when completed, becomes a
comprehensive records schedule that also contains agency disposition instructions for non-record
materials. 


Records Maintenance and Use—Any action involving the storage, retrieval, and handling of records
kept in offices by or for a Federal agency. This is the second stage of the records life cycle. 


Records Management—Managerial activities involved with respect to records creation, records
maintenance and use, and records disposition in order to achieve adequate and proper documentation of
the policies and transactions of the Federal Government and effective and economical management of
agency operations. (Federal Records Act), also called records administration. 


Records Management Application—Commercial-off-the-shelf software that electronically manages
the disposition and lifecycle of records. 


Records Management Program—A planned, coordinated set of policies, procedures, and activities
needed to manage an agency’s recorded information. The program encompasses the RC, the creation,
maintenance and use, and disposition of records regardless of media. Essential elements include issuing
up-to-date program directives, properly training those responsible for implementation, publicizing the
program, and carefully evaluating the results to ensure adequacy, effectiveness, and efficiency. 


Record Manager (RM)—The person assigned responsibility for oversight or administration of a
command-wide records management program. 


Records Officer (RO)—The individual responsible for records management within the Air Force,
appointed by the Air Force CIO, also called the AFRO. 


Record Professional (RP)—Individual whose area of expertise advances beyond introductory records
management. The term record professional encompasses RC, FARM, BRM, CRM, ARM and AFRO. RP
skills extend beyond familiarity to intermediate or advanced record management. 


Records Retention and Disposition Schedule—See “records disposition schedule.” 


Reference copies—Organized collections of records used for ready reference when the official, record
copy is maintained elsewhere. See “information copy.” 


Retained records—In NARA’s usage, older records in an agency’s custody that are scheduled as
permanent but overdue for transfer to the National Archives. 


Retention Period—The length of time records are to be kept. 


Retention Schedule—See “records disposition schedule.” 


Scanning—The process of converting alphanumeric or graphic information on paper or microforms to
picture elements or bit-mapped representation; also called image scanning. 


Scheduled Records—Records whose final disposition has been approved by NARA. 
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Scheduling—The process of developing a document that provides mandatory instructions for what to do
with records and non-record materials no longer needed for current Government business. 


Series—File units or documents arranged according to a filing system or kept together because they relate
to a particular subject or function, result from the same activity, document a specific kind of transaction,
take a particular physical form, or have some other relationship arising out of their creation, receipt, or
use, such as restrictions on access and use; also called a record series or a file series. Generally handled as
a unit for disposition purposes. 


Software—The programs, procedures, and rules used to operate a computer. 


Source Documents—Documents containing images and/or data entered into a microform or e-records
system; also called source records. 


Staging Area—Area used to store records until disposition can be completed. 


Telecommunications—The preparation, transmission, communication, or related processing of
information by electrical, electromagnetic, electromechanical, or electro-optical means. 


Temporary Records—Records approved by NARA for disposal either immediately or after a specified
retention period of less than 10 years; also called disposable records or non-permanent records. 


Transfer—(1) The act or process of moving records from one location to another, especially from office
space to agency storage facilities or an FRC, from one Federal agency to another, or from office or storage
space to the National Archives for permanent preservation. (2) The records involved in such relocation. 


Unscheduled Records—Records whose disposition has not been approved by NARA. 


Using Optical Disks to Store Permanent Records—(1) NARA can accession permanent records
transferred on CD-ROM using the specifications contained in Title 36 CFR, Chapter XII, Part 1228.
However, no permanent records may be destroyed after copying onto an optical disk without NARA’s
approval. After permanent records have been copied onto an optical disk, they should be transferred to the
appropriate inactive storage facility. Joint Staff/combatant command activities seeking authorization to
destroy permanent records after copying onto optical disks must submit their requirements through the
appropriate Joint Staff/Headquarters Combatant Command RM. The Combatant Command RM
coordinates with the AFRO regarding approval of such requests. (2) Analog videodiscs that typically
contain photographs are another type of optical disk that can be accessioned by NARA provided no
interactive software or nonstandard equipment is required to read them. Original photographs appraised
as permanent and copied onto a videodisc must be scheduled for transfer to NARA together with a copy
of the videodisc. Compact disks used for digital audio playback may be transferred because they use a
standard player and require no special software to use. 


User Guide—Descriptive and technical documentation prepared for use with a data file. 


Value—The usefulness of records in documenting legally enforceable rights or obligations, those of both
the Federal Government and of persons directly affected by the agency’s activities. 


Vital Records—Essential agency records that are needed to meet operational responsibility under
national security emergencies or other emergency or disaster conditions (emergency operating records) or
to protect the legal and financial rights of the Government and those affected by Government activities
(legal and financial rights records) as defined by 36 CFR 1236.14, available at http://www.archives.gov/
about/regulations/part-1236.html. 



http://www.archives.gov/about/regulations/part-1236.html

http://www.archives.gov/about/regulations/part-1236.html
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Attachment 2  


INSTRUCTIONS FOR COMPLETING THE STANDARD FORM (SF) 135, RECORDS 
TRANSMITTAL AND RECEIPT 


Item 1: Address for the NARA records center serving your area. 


Item 2: Place the original or electronically signed copy of the SF 135 in the first box of the shipment. 


Item 3: Name, commercial telephone number and area code, and the E-mail address of the person to con-
tact concerning the records. Approved SF 135s are returned by E-mail. 


Item 5: Complete mailing address for the office retiring the records. 


Item 6: (a) Record group number assigned to records to be transferred and (b) the last two digits of the 
current fiscal year.  (Air Force record groups are: 340 – SecAF, 341 – Air Staff; 342 – Command and 
below; and 461 – Academy.) 


Item 6: (c) In most record centers, the regional staff assigns a sequential number in this column. 


Item 6: (d) For transfer and billing purposes, a standard-size box equals one cubic foot. 


Item 6: (e) Use to indicate the inclusive range of numbers (e.g., 1-30). 


Item 6: (f) Describe the records in sufficient detail to allow records center personnel to verify compliance 
with the AFRIMS RDS. A complete series description includes the closing date (or inclusive dates) of the 
records, organizational component that created the records when it is other than that in Item 5. This item 
should include a detailed box-by-box listing, if the records are scheduled for permanent retention, 
unscheduled, or if disposition instructions indicate sampling or screening of records is necessary. Indicate 
if the series of records is subject to the Privacy Act. Note: SF 135s are public records, information on SFs 
135 should not be subject to the Privacy Act. Special description requirements apply for certain records 
and should be stated in item 6f: 


Site Audit Records: State “GAO Site Audit” if the records are so designated by the General
Accounting Office and indicate whether the site audit records do or do not pertain to Native 
Americans. 


Non-paper Based Records: These are other than paper records, such as microfilm, engineering
drawings (because of the special format), e-records, etc. 


Item 6: (g) - Complete this section using one of the following restriction codes: 


Code Restriction 


Q Security classification 


T Top Secret security classification 


S Secret security classification 


C Confidential security classification 


R Restricted use - witnessed disposal not required (specify in column (f)) 


W Restricted use - witnessed disposal required (specify in column (f)) 


N No restrictions 
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Unclassified Privacy Act System Records - Code ‘W’ should be used for unclassified Privacy Act
 System records. Explain any special restrictions at the bottom of the page, if needed. 


Restricted Data (RD) or Formerly Restricted Data (FRD) records - Please add “E” to designate RD or 
FRD records. This must be shown as well as the appropriate classification (Top Secret, Secret, Confiden-
tial) set forth in Executive Order (EO) 12958, Classified National Security Information, April 17, 1995. 
These restriction codes apply to documents pertaining to National Security Information rather than infor-
mation of a proprietary nature. 


Vault-type Storage at Agency Request - Use “A” code for records that are not national security
classified, but vault-type storage is being requested at an additional storage fee. 


Item 6: (h) - Cite the appropriate schedule identifier and item number in your agency records schedule, 
job number or the GRS. For accountable officers’ records, cite the appropriate item from GRS 6. Also, 
use the GRS (36 CFR 1228.42) when dealing with records common to most offices such as contracts, 
civilian personnel records, travel and transportation records. Contact center staff for additional informa-
tion. 


Unscheduled Record Series: Consistent with 36 CFR 1228.154(c )(vii), records centers can
accept unscheduled record series that have a SF 115, Request for Records Disposition Authority,
registered and pending with NARA’s Life Cycle Management Division (NWML). Customer 
agencies should cite the pending job number and the date it was submitted to NARA and the series
item that corresponds to the transfers. The customer should type “pending” in block 6h. Attach a
copy of the pending job number to the SF 135. 


Item 6: (i) Follow the instructions in the record disposition schedule to compute the disposition date. 
Because disposal is accomplished in quarterly cycles (i.e., January, April, July and October), advance the 
date to the beginning of the next calendar quarter to obtain the actual date of disposal. Permanent records 
are offered to NARA on an annual basis; no month is shown in the disposition date field. Place “P” after 
the offer year. 


Items 4, 6j thru m are completed by Records Center staff. 
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Attachment 3  


AIR FORCE RECORDS STORAGE FACILITIES 
(STATUTORY AUTHORITY: 36 CFR, PART 1228, RECORDS CENTER FACILITY STANDARDS) 


A3.1.  Construction.  


A3.1.1.  The building shall be of sound construction and shall be well-maintained, with a roof that is
free of leaks. 


A3.1.2.  If the facility is located off-site (away from the building where the records are ordinarily
maintained and used), and if part of the structure is used for other purposes, a fire wall shall separate
the records area from any area that might present a hazard to the records. 


A3.2.  Environment.  


A3.2.1.  It shall be kept clean to avoid accumulations of dust and dirt. 


A3.2.2.  If the facility is not climate-controlled, the records storage area shall be well-ventilated and
shall not be subject to rapid and extreme fluctuations of temperature and humidity (more than ± 40o or
40% within 24 hours). 


A3.2.3.  It shall be free of vermin and shall have a pest control program to guard against insects and
rodents. 


A3.2.4.  It shall be well-lighted, but records shall not be exposed to direct sunlight. 


A3.2.5.  Records shall be protected from the threat of damage caused by smoking, eating and drink-
ing. 


A3.2.6.  Records shall be placed a minimum of three inches from the floor on sturdy, well-supported
shelving units or file cabinets. Unbound inactive records shall be stored in file cabinets or in closed
containers placed on shelves. 


A3.2.7.  Records shall not be placed in areas subject to flooding or excessive moisture. Nor shall they
be placed in areas with exposed water or steam pipes subject to leaking or in areas that are adjacent to
furnaces or boilers unless separated by a four-hour fire wall. 


A3.3.  Security/Protection.  


A3.3.1.  The facility shall not be located in any area where the risk of natural and man-made disasters
pose a significant threat to the facility and its contents. It shall be located sufficiently separate from
external hazards to ensure a high degree of safety from such occurrences as fire and flood. 


A3.3.2.  It shall be located within the coverage area of a fire station and near a regularly patrolled
police route. 


A3.3.3.  It shall be secured at all times and, in the case of an off-site storage facility, if it is not nor-
mally open to the public, access shall be restricted to authorized persons. 


A3.3.4.  It shall have an operational fire detection mechanism. In an off-site, unstaffed facility, the fire
detection mechanism shall have an external audible alarm. 
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A3.3.5.  It shall contain an adequate supply (one or more) of well-distributed portable fire extinguish-
ers suitable for extinguishing fires in all record materials stored. 
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Attachment 4  


SAF/XC POLICY MEMO AR-M350_20070829 ON E-DISCOVERY RULES 
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Attachment 5  


VITAL RECORDS PLAN 


A5.1.  Each unit should develop a vital records plan. The plan is a description of records that are vital to
continue operations or for the protection of legal and financial rights. The plan also includes specific mea-
sures for the appropriate storage and periodic cycling (updating) of copies of those records. 


A5.2.  The description of the vital records is based on identification and inventorying. Units may take the
following steps to identify and inventory vital records: 


A5.2.1.  Consultation with the official responsible for emergency coordination. 


A5.2.2.  Review base statutory and regulatory responsibilities and existing emergency plans for
insights into the functions and records that may be included in the vital records inventory. 


A5.2.3.  Review of documentation created for the contingency planning and risk assessment phase of
emergency preparedness. The offices performing those functions would be an obvious focus of an
inventory. 


A5.2.4.  Review of current files plans of offices that are responsible for performing critical functions
or may be responsible for preserving rights. 


A5.2.5.  Review of the AFRIMS RDS to determine which records series potentially qualify as vital. 


A5.3.  Organizations must exercise caution in designating records as vital and in conducting the vital
records inventory. A review of the available literature suggests that from 1 to 7 percent of an organiza-
tion’s records may be vital records. Only those records series or electronic information systems (or por-
tions of them) most critical to emergency operations or the preservation of legal or financial rights should
be so designated. CORs make judius decisions identifying the function’s vital records and approving the
vital record inventory. 


A5.4.  The inventory of vital records should include: 


A5.4.1.  The name of the office responsible for the records series or electronic information system
containing vital information. 


A5.4.2.  The title of each records series or information system containing vital information. 


A5.4.3.  Indication of whether the series or system is an emergency operating vital record or a vital
record relating to rights. 


A5.4.4.  The medium on which the record is recorded. 


A5.4.5.  The physical location for offsite storage of copies of the records series or system. 


A5.4.6.  The frequency with which the records are to be cycled (updated). 


A5.4.7.  A licensed copy of the software to enable software-dependent vital records to be used 
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Attachment 6  


RECORD SEARCH PROCEDURES 


A6.1.  The Air Force Record Officer will direct MAJCOM, FOA and DRU Records Managers to conduct
non-FOIA record searches upon receipt of a written request to perform a departmental record search.
Command and Agency Record Managers in turn task Wing/Base and Unit Record Professionals. Wing/
Base and Unit Records Professionals in turn disseminate task to the Wing/Base and Number AF Com-
manders and each 2-digit office of record at the installation under their jurisdiction. 


A6.2.  The tasking may be further disseminated to each Functional Area Records Managers (FARM), and
Record Technician/Records Custodian. The Chief Office of Record (COR) monitors the search and
ensures an exhaustive, system-wide search of all active and inactive ESI to include final and draft records,
physical and electronic, relating to the search criteria have been reviewed. 


A6.3.  Search criteria is based upon the request. Requesters will provide the categories that drive the
search criteria. The following is an example of the criteria that could be used: Records search for docu-
ments pertaining to subject (contract number, weapon system, etc). A record search may include broad
categories such as personnel, finance, training, schooling, and unit records, daily unit strength reports, or
be very narrow and focus on a skill, qualification, or security clearance. 


A6.4.  Typical instructions to each record professional:  


A6.4.1.  Conduct a thorough record search for documents including but not limited to the following
categories: personnel, finance, training, schooling, drill/attendance, unit records, daily unit strength
reports, skills, qualifications, medical, equipment accountability, security clearance, and billeting. 


A6.4.2.  Prepare an index identifying each document found by date. author, classification, record cat-
egory, media and location. 


A6.4.3.  Prepare a list of the all individuals, grade, duty location, email address, telephone numbers
(commercial and DSN), and the estimated manhours (authorizations, rank or grade, and hours spent)
to conduct each search. This information is submitted whether or not responsive documents are found. 


A6.4.4.  Segregate and mark documents containing Sensitive Compartmented Information and infor-
mation subject to Special Access Program restrictions. Identify and describe any document withheld
from production, even temporarily, for any reason. Provide basis and justification for withholding the
document to respond to any challenge as soon as possible but by the no later than (NLT) date supplied
in search request. 


A6.4.5.  If you do not have possession, custody or control of any requested documents but have infor-
mation concerning the location of such documents, provide that information as soon as possible but
NLT date for search. Often a day earlier than the date in search request to give legal staff reasonable
time to respond to the information. 


A6.4.6.  Record professionals will up-channel search results to include list of searchers, time used for
the search, documents found, and or a negative. Search results should flow from RC to FARM, from
FARM to BRM, from BRM to CRM, from CRM and ARM to AFRO. Individuals tasked to search
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must respond to the request. In other words, negatives are required and will be used to validate to the
Courts that the search was conducted. 


A6.5.  CRMs and ARMs will contact the AF Records Officer to arrange transfer of findings if the task
directs the documents are to be surrendered. Electronic documents should remain digital and paper should
be duplicated with copies held by record professional and originals send forward. CRMs and ARMs will
provide one response to the AFRO. Negative replies are required to provide evidence that each location
has conducted a search. Time given to conduct the search will vary based on the Court Order, search cri-
teria, urgency, or area of impact. 


A6.6.  AFRO will compile a list of responses (inventory of documents supplied) and list them by MAJ-
COM, FOA, and DRU, and OPR responding, phone number, etc.) 





		Chapter 1  OBJECTIVES AND RESPONSIBILITIES 

		1.1. Record Management Basics.

		1.2. Duties and Responsibilities.

		1.3. Record Maintenance Technologies.



		Chapter 2  AIR FORCE RECORDS INFORMATION MANAGEMENT SYSTEM (AFRIMS) 

		2.1. Air Force Records Information Management System (AFRIMS).

		2.1.1. AFRIMS Accounts. User accounts are created using the Air Force Portal identification (ID) as the user’s AFRIMS ID. Record...

		2.1.2. Security. File plan titles will not contain sensitive, classified, For Official Use Only (FOUO), or Privacy Act information. File plans replicated on shared drives and in the EIM solution containing folder with sensitive or classified (on approve

		2.1.3. Description. AFRIMS automates records management functions and provides abbreviated, on-line, up-to-date access to the RD...



		2.2. Air Force Records Information Management System (AFRIMS) File Procedures.

		2.2.1. Files Maintenance and Disposition Plan. Upon completion or update of the file information into AFRIMS, the system notifie...

		2.2.1.1. File Plan Review. Record custodians will conduct a systematic review of file plans (weekly at a minimum) is required. R...



		2.2.2. File Disposition Control Label for Non-Electronic Media. AFRIMS generates file disposition control labels. Use one disposition authority (table and rule) per record series or entry on the file plan. 

		2.2.3. Folder Labels for Non-Electronic Media. AFRIMS allows printing of folder labels for file plan items, each office or all o...

		2.2.4. Filing Classified Records. Follow the procedures in paragraph 4.3. 



		2.3. File Cut-off Procedures.

		2.4. Electronic and Other Non-Paper Records and Record Objects.

		2.4.1. E-Records Creation. Current technology allows administrative, technical, and professional personnel to create, store, sha...

		2.4.2. All information created in or received while carrying out the Air Force missions is categorized as a record. How long the...

		2.4.3. Electronic Record Keeping (ERK) Concept. Electronic technology has greatly increased the methods of creating, editing, ma...

		2.4.3.1. Record Retention Media. To better facilitate the use of storage area networks (SAN), in-active e-records may be transfe...

		2.4.3.2. Transition to Electronic Records Management (ERM). The contents of the computer’s directory or the sum of all electroni...

		2.4.3.3. Labeling Electronic Records (E-Records) or File Naming Conventions. Labels are essential to the accessibility of electr...

		2.4.3.3.1. External or Physical Labeling. External labeling includes physically placing labels on e-record containers such as di...

		2.4.3.3.2. Electronic Record (E-Records) Backup. Labels should show the same information required on paper file folder labels as...

		2.4.3.3.3. Internal or Electronic Labeling. Internal labeling consists of document and file naming within the computer system. N...Figure 2.1. below. 

		Figure 2.1. Computer Directory Showing Office Subdirectories. 



		2.4.3.3.4. Indexing and Retrieving Electronic Records (E-Records). The primary purpose of indexing e-records is to provide a rap...

		2.4.3.3.4.1. Create a master list of indexing terms with topics germane to your users. Update and cross-references each topic on the master list to direct users and future indexers to more appropriate or related subject terms. 











		Chapter 3  PLANNING AND ARRANGING RECORDS 

		3.1. Office Arrangement.

		3.2. Basic Filing Arrangement.

		3.2.1. Numerical. Use to identify or refer to paper files by number. 

		3.2.2. Chronological. Use when files are in date sequence or when the date is the primary means of reference. Place record with the latest date on top. 

		3.2.3. Geographical. Use to file records (e.g., state, country, or city) when the geographical arrangement is the primary means of reference. 

		3.2.4. Organizational. Use when the name of the organization or level of command is the primary means of reference. 

		3.2.5. Alphabetical. Preferred method for electronic files as alphabetical sequence sorts quicker and is much easier to locate t...

		3.2.6. Subjective (Project Files). Use when the subject is the primary means of reference. If a records series uses a subjective...



		3.3. General Correspondence File.

		3.4. Standardization.

		3.5. File Drawers.

		3.6. Charge Out Records.

		3.7. Instructions for Using Guide Cards, Folders, and Labels.

		3.7.1. Disposition Guide Cards. Use a guide card with the disposition control label affixed to control each physical record seri...

		3.7.2. Locator Guide Cards. Affix a guide card with a label in any position to facilitate reference to the files. Use a locator ...

		3.7.3. Folders. Use folders to group related paper records together. Use a folder for each record series or subdivision listed o...

		3.7.4. Folder Labels. Use AFRIMS-generated labels for each record series and subdivision listed on the file plan. Position label...

		3.7.5. Label for Locator Guide Cards. Type the item number and title of record series (or other key designator) on the label of ...

		3.7.6. Drawer Labels. Include enough information on the drawer label to identify the records kept in the drawer. The words “ACTI...





		Chapter 4  FILING PROCEDURES RECORDS 

		4.1. Preparing Records for Filing.

		4.1.1. Mark Paper Records for Filing. Ensure all actions are complete and records are ready for filing by marking the upper right-hand corner of the document with the file code and proper official’s initials (Figure 4.1.). Use the item number of the sep

		Figure 4.1. Document Showing Authorization and Code for Filing (Including Cross-Reference Designation). 



		4.1.2. Assemble Documents for Filing. Assemble documents for filing in the same manner as required for their creation, dispatch,...6.25.1.). Review the file and take necessary actions to get missing information in the file or make a notation to show wha



		4.2. Cross References.

		4.3. Filing Classified Records.

		4.4. Files Cut-off Procedures.

		4.5. File Plans for Deployed Units.



		Chapter 5  FILING SUPPLIES AND EQUIPMENT 

		5.1. Filing Supplies and Equipment.

		5.2. Standard Filing Supplies.

		5.2.1. Guide Cards, Folders, Labels. Recommend the standard guide cards, file folders, and labels in Table 5.1. unless a strong justification warrants using nonstandard supplies. 

		Table 5.1. Items to Use in Maintaining File Plans. 



		5.2.2. Letter-Size and Legal-Size Folders. Use letter-size folders and guides when possible. Local supply activities may issue n...



		5.3. Suggested Standard Filing Equipment.

		5.4. Shelf-Filing Equipment.

		5.5. Procedures for Requesting and Controlling Filing Equipment and Nonstandard Filing Supplies.

		5.5.1. Filing Cabinets. Use letter-size cabinets to the maximum extent practicable for letter-size material. Use legal-size cabinets when the majority of the filed material is legal-size or larger. Use key-lock cabinets only when directives require mate

		5.5.1.1. The system for which the equipment is intended is well established and not likely to undergo changes that would eliminate the need for the equipment within the next five years. 

		5.5.1.2. The location of the equipment is suitable. Ensure the records storage facility meets the conditions described in Attachment 3. 

		5.5.1.3. The appropriate safety standards, physical features of the building and protection of classified information. 



		5.5.2. The COR reviews each request for nonstandard filing equipment or supplies and provides a recommendation for approval to the BRM, who approves or disapproves the request. Upon approval, the COR takes action to procure equipment. 





		Chapter 6  MANAGING ELECTRONICALLY STORED INFORMATION (ESI) 

		6.1. Objectives.

		6.1.1. The overall objectives of this chapter are to provide essential procedures to manage and protect electronically stored in...Attachment 4 provides the announcement of these changes to the Enterprise. 

		6.1.1.1. Introduction of Electronic Records Management (ERM): 

		6.1.1.1.1. Provides a method for ensuring ESI is available and protected to support business operations as well as meet statutory requirements to provide appropriate access throughout the ESI life-cycle. 

		6.1.1.1.2. Provides guidance for maintaining and preserving ESI until the Air Force has a Records Management Application complia...

		6.1.1.1.3. Describes the minimum records management requirements based on, including but not limited to, the NARA policies, stat...

		6.1.1.1.4. Assists Records Professionals (RPs) and Action Officers by providing a standard ERM solution to the Enterprise, remin...



		6.1.1.2. ERM requirements: 

		6.1.1.2.1. Paper records will co-exist with e-records; however, after 1 September 2007, paper will be limited to those occasions...

		6.1.1.2.2. The integrity of ESI must be maintained throughout the life-cycle of final records. Read-only access rights are provided to personnel who have a need-to-know as determined by the appropriate authority when the ESI contains Privacy Act or othe

		6.1.1.2.3. Fundamental records management rules are media neutral and apply to all ESI. 

		6.1.1.2.4. System security is a records maintenance requirement. 

		6.1.1.2.5. Computer resources (hardware and software) are available to effectively and efficiently manage ESI. 

		6.1.1.2.6. Users have a basic working knowledge of computer technology (e.g., Microsoft Windows and Office) and records management. 

		6.1.1.2.6.1. Users will receive annual records management training. Record professionals include FARMs, CORs, and RCs will recei...



		6.1.1.2.7. ERM compliance is mandatory. 

		6.1.1.2.8. Users understand the FRCP definition of ESI has been expanded to include any type of information, draft and final rec...

		6.1.1.2.9. Users are aware that FRCP rules create an extremely broad description of what ESI must be disclosed, place a time lim...



		6.1.1.3. ERM benefits. Air Force organizations will realize many benefits from managing official e-records, such as, according t...

		6.1.1.4. ERM requires participation and cooperation of various functional owners with respect to technologies and policies. 

		6.1.1.4.1. Managing e-records on a Shared Network Drive. This involves the participation of the Network Control Center (NCC) staff, base/unit RPs, BRMs, FARMs, RCs and CORs. 

		6.1.1.4.2. ERM Rules of Engagement: 

		6.1.1.4.2.1. RCs create office file plans using the tools in the AFRIMS located at 

		6.1.1.4.2.2. CORs are responsible for the physical and legal custody of records created or received by the office, regardless of media. This responsibility includes monitoring compliance of legal and regulatory requirements. 

		6.1.1.4.2.3. Users creating and maintaining records have responsibilities to include compliance and filing. RCs ensure users are trained to understand and perform their responsibilities. 

		6.1.1.4.2.4. Program managers must identify vital records needed to continue day-to-day operations without interruption or mission degradation after a disaster such as terrorist attack, hurricane, etc. 

		6.1.1.4.2.5. Folder access is assigned to groups or individuals rather than documents. Access to final records is always limited to read-only. RPs are the only group authorized to delete records. 



		6.1.1.4.3. Transferring ESI to a Shared Drive. ESI may be placed on several drives for ease of coordination or sharing. After th...

		6.1.1.4.4. System Back-Up. The NCC provides daily back-up of the dedicated electronic storage areas. Back-ups are used for recor...

		6.1.1.4.5. ERM Responsibilities by Role: 

		6.1.1.4.5.1. Users provide ESI descriptions to the RP. 

		6.1.1.4.5.2. The RP develops File Plans to incorporate each ESI category, designate electronic file (e-file) storage, and assign access. 

		6.1.1.4.5.3. COR reviews and signs the Files Maintenance and Disposition Plan. The COR’s signature indicates the COR approves th...

		6.1.1.4.5.4. A FARM may be delegated as the file plan approval authority by the BRM. 

		6.1.1.4.5.5. BRMs retain approval authority for file plans but may delegate this authority to trained FARMs, provide RM assistance to FARMs and base agencies (host and tenant), and provide training to FARMs/RCs and customers. 

		6.1.1.4.5.6. MAJCOM, FOA, and DRU RMs ensure units (host and tenant) on each base are provided assistance to implement ERM and develop metrics to track implementation and compliance with RM requirements. 



		6.1.1.4.6. Business Rules for e-files Management: 

		6.1.1.4.6.1. AFRIMS file plan disposition and folder titles are replicated on the shared drive. 

		6.1.1.4.6.2. Access is restricted on folders containing sensitive, Privacy Act data. Access is controlled by password and/or group permissions. 

		6.1.1.4.6.3. E-mail attachments are saved and filed with the original E-mail. 

		6.1.1.4.6.4. Laws, policies and strategies to eliminate or reduce paper between Federal agencies are enforced to limit paper to meet historical and legal compliance. 

		6.1.1.4.6.5. Document and folder names are kept short to prevent limitation of the Microsoft Windows operating system, Microsoft Office programs, and some CD/DVD burning (writing) software. 



		6.1.1.4.7. Creating/Revising e-files Area. Each office of record uses an approved Files Maintenance and Disposition Plan to store and manage their records. This plan must be created in AFRIMS and serves as the foundation for managing the storage area. 

		6.1.1.4.8. E-Records Life-Cycle includes creating, filing, retrieval and use, transferring, and disposal. 

		6.1.1.4.9. File e-records according to the Air Force Electronic Records Management (ERM) Solution Using Existing Resources guide located under Helpful Links in AFRIMS. The guide will also aid users determining record phase-draft or final. Draft records 

		6.1.1.4.10. ESI retrieval is an important part of records management and is greatly enhanced by completing the record metadata (...

		6.1.1.4.11. Transfer and Disposition. E-records are transferred from one place to another many times during their life. If you are not a RP, your transfers may be limited to transferring records from working or draft records to final records. 

		6.1.1.4.12. E-Records Storage issues: 

		6.1.1.4.12.1. Unprotected e-records are fragile and the risk of undetected alteration or tampering is greater than with paper. T...

		6.1.1.4.12.2. The FARM, with support from the Client Support Administrator (CSA) and NCC staff creates “READ ONLY” e-file direct...Privacy Act information. 

		6.1.1.4.12.3. The FARM, CSA and NCC staff form a partnership to promote and provide access to routine/non-sensitive records with a need-to-share strategy. 

		6.1.1.4.12.4. The RCs, FARMs, CSAs, and NCC staff validate back-up procedures; monitor access to determine active and inactive records; move inactive records to off-line storage; and strategically plan for future storage needs. 

		6.1.1.4.12.5. The FARMs/RCs maintain the permissions for e-file users and assigning rights and permissions for users and folders. This important aspect is critical when acquiring dedicated storage for e-records and enabling records maintenance. 



		6.1.1.4.13. Mapping to and disconnecting from a Shared Network is accomplished by the user who may obtain the specific location from the unit CSA or RP. 





		6.1.2. E-records are the data that is read and processed by a machine and satisfy the legal definition of a record. 

		6.1.2.1. Records are media neutral; document business performance or transactions; are made or received in the performance of duties; could affect or document policies, actions, or decisions; and relate to actions or information that has value. 

		6.1.2.2. E-mail messages and database are common sources of e-records, even when the output is converted to paper. 

		6.1.2.3. Automated Information Systems (AIS) create records and must be submitted for approval and scheduling (reference paragraph 6.2.). 

		6.1.2.4. Electronic recordkeeping involves using a machine to create, store, retrieve, analyze, transfer and/or delete records. 



		6.1.3. Scanned Documents. Paper records may be scanned into a NARA approved format, formats can be found at 



		6.2. Life Cycle Management of E-Records.

		6.3. Record Management Roles and Responsibilities.

		6.3.1. The AFRO is the Program Manager and the office of primary responsibility (OPR) for planning, managing and facilitating th...Electronic Record Inventory (Figure 6.1.), the ERK Proposal, and an AF Form 525, Records Disposition Recommendation (Figur

		Figure 6.1. Sample AF Form 1341, Electronic Record Inventory. 



		6.3.2. The CRM at MAJCOM or the ARM at FOA, DRU, and affected unified and specified commands is the approval authority for propo...

		6.3.2.1. The CRM or Agency Records Manager (ARM) prepares actions on ERKS Proposals for Temporary Records. CRM bases approval on...

		6.3.2.2. Establish Procedures to Comply with this Manual. The CRM gives advice and guidance to commanders and staff elements on ...



		6.3.3. The BRM gives advice and guidance to commanders, CORs, and FARMs on the specifics of how to set up and maintain an ERK sy...

		6.3.4. The FARM assists the system OPR and RM in preparing proposals, in reviewing and evaluating ERK proposals for AISs, and oversees the administration of the unit ERK system. 

		6.3.5. The COR ensures all personnel maintain ESI according to the policy and legal requirements, provides guidance to the RC, and is ultimately the one accountable for the ESI created in their functional area. 

		6.3.6. The ERK System OPR for any e-records maintained outside the Air Force ERM Solution (e.g., those in locally-developed AISs...

		6.3.7. The CSA work closely with the NCC and RM to ensure sufficient space is allocated for the storage of official e-records an...

		6.3.8. The NCC staff works closely with the BRM and CSA to maintain a central e-file repository for the installation and ensures the repository is backed up in case of catastrophic failure to facilitate successful disaster recovery. 



		6.4. Contractor Support.

		6.5. Electronic Record Keeping (ERK) Systems Solutions.  Records in AIS and managed outside an Air Force ERM Solution must be identified and managed by the system according to Department of Defense Instruction (DoDI) 5000.2, Operation of the Defense Acq

		6.6. Documentation.

		6.7. Electronic Record Keeping (ERK) Decisions.

		6.8. Vulnerability of Electronically Stored Information (ESI).

		6.9. Maintaining and Preserving Electronically Stored Information (ESI).

		6.9.1. External Labels for Diskettes, CDs and DVDs. The OPR must properly identify information in the document and on external s...

		6.9.2. Other External Labels. Use the labels in paragraphs 6.9.2.1. through 6.9.2.3. as required. Note: If unable to affix labels to any media, place the media in an envelope and affix the labels to the envelope or container. 

		6.9.2.1. Records Management Disposition Control Label. The OPR places the label on guide cards and physical media, as appropriate, and also uses a cross-reference method on that copy. 

		6.9.2.2. Standard Forms (SF) 706, Top Secret ADP Media Classification Label; 707, Secret ADP Media Classification Label; and 708, Confidential ADP Media Classification Label. Label any external medium with the highest classification of the contents when

		6.9.2.3. Air Force Visual Aid (AFVA) 33-276, Privacy Act Label. Protect Privacy Act material to avoid inadvertent unauthorized access. This label is intended for use on external media such as diskettes, CDs, DVDs, etc., not guide cards, file drawers, or



		6.9.3. Internal Identification. The originator of the document is responsible for the internal identification. All systems requi...

		6.9.4. Internal Indexes. The OPR uses internal indexes with the file plan. At the time the e-record is created, the OPR must ind...



		6.10. Selection and Maintenance of Magnetic Storage Media.
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		6.10.1.1. Diskettes. Follow the manufacturer’s instructions and Air Force 33-series instructions for guidance when using diskettes. 

		6.10.1.1.1. Care of Disks. Prevent disks from damage-do not use rubber bands or paper clips on the diskette or its envelope. Kee...

		6.10.1.1.2. Mailing Diskettes. Protect diskettes from damage and temperature extremes by using sturdy envelopes when mailing or ...

		6.10.1.1.3. Wet Diskettes. Prevent computer damage by discarding wet, scratched or damaged diskettes and using backup copy. 



		6.10.1.2. Handling a CD-ROM or DVD. Maintain the integrity of the disk and the ESI on the disk by following care and handlin g guidelines. 

		6.10.1.2.1. Handle the disk only by the outer edge to keep fingerprints from the surface. 
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		6.12.1. Air Force Records Searches. The AFRO notifies the Command/Agency RM that a search has been requested; Command/Agency RMs follow the instructions that come with the notification. The following instructions generally apply to each RP: 
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		6.12.1.2. Prepare an index identifying each document by date and author, classification, category, and the name, grade, duty location and telephone number of the individuals who performed the search. 

		6.12.1.3. Separate documents containing Sensitive Compartmented Information and information subject to Special Access Program re...not producing the document to respond to any challenge as soon as possible but not later than (NLT) the suspense establish

		6.12.1.4. If you do not have possession, custody or control of any requested documents but have information concerning the location of such documents, provide that information as soon as possible but NLT the suspense established by the AFRO. 

		6.12.1.5. The MAJCOM, FOA, or DRU RM compiles a list of responses (inventory of documents supplied and lists them by base and OPR responding, phone number, etc.) and provides per the instructions provided in the search. 





		6.13. E-Record System Integrity.

		6.13.1. Document each e-record system that uses the same processes each time to electronically generate and store similar kinds of records and uses a standard retrieval approach. 

		6.13.2. Substantiate that security procedures for the ERK system prevent anyone from making changes or deletions to a record the System Manager did not authorize and that security procedures protect against power interruptions. 

		6.13.3. Identify the electronic media that stored the records throughout their life cycle, the maximum time the e-records remain...6.13.1. and 6.13.2. with records management and legal personnel. 



		6.14. Security of Electronic Records (E-Records).

		6.15. Web Records and Web Pages.

		Figure 6.2. Sample of AF Form 525, Records Disposition Recommendation (Front). 

		Figure 6.3. Sample of AF Form 525, Records Disposition Recommendation (Reverse). 

		Table 6.1. Sample of Decision Logic Table to Accompany AF Form 525. 

		6.15.1. Non-Web Records. Previous versions of a Web page that do not qualify as records are defined as “non-record” material and...



		6.16. Duplicate Records on Mixed Media.

		6.17. Records Integration.

		6.18. Cross-Referencing.

		6.19. Appropriate Storage Media for Electronic Records (E-Records).

		6.20. Retention Standards.

		6.21. Schedule Disposition.

		6.22. Setting Up Official Electronic Records (E-Records).

		6.23. Scheduling Planned or Operational Systems.

		6.24. Destroying Electronic Records (E-Records).

		6.25. Transferring Electronic Records (E-Records) to National Archives and Records Administration (NARA).

		6.25.1. Formats to Transfer E-Records. Transfer e-records to NARA in a format that is not dependent on specific hardware or soft...

		6.25.2. Use SF 258, Agreement to Transfer Records to the National Archives of the United States. The OPR prepares and sends the SF 258 and AF Form 1341 through the BRM and CRM to Air Force Records Office (

		6.25.3. Transfer of Magnetic Tape. Agencies may transfer e-records to NARA on magnetic tape using either open-reel magnetic tape...

		6.25.4. Transfer of Compact Disk-Read Only Memory (CD-ROM). CD-ROMs may be used as transfer media for fielded data files or text...

		6.25.5. File Transfer Protocol (FTP). Use FTP to transfer e-records scheduled for preservation into NARA. Review 36 CFR 1228.270 (c)(3), available at 

		6.25.6. Servicing Documentation. When transferring records to NARA, the OPR sends adequate servicing documentation sufficient to...Technical Description for Transfer of Electronic Records to the National Archives (see Figure 6.4.), available at 

		Figure 6.4. Sample NA Form 14097, Technical Description for Transfer of Electronic Records to the National Archives. 





		6.26. Retirement to the Federal Record Centers (FRC).

		6.27. Prescribed Forms.
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		Attachment 1  GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION 

		Attachment 2  INSTRUCTIONS FOR COMPLETING THE STANDARD FORM (SF) 135, RECORDS TRANSMITTAL AND RECEIPT 

		Attachment 3  AIR FORCE RECORDS STORAGE FACILITIES (STATUTORY AUTHORITY: 36 CFR, PART 1228, RECORDS CENTER FACILITY STANDARDS) 

		A3.1. Construction.

		A3.1.1. The building shall be of sound construction and shall be well-maintained, with a roof that is free of leaks. 

		A3.1.2. If the facility is located off-site (away from the building where the records are ordinarily maintained and used), and i...



		A3.2. Environment.

		A3.2.1. It shall be kept clean to avoid accumulations of dust and dirt. 

		A3.2.2. If the facility is not climate-controlled, the records storage area shall be well-ventilated and shall not be subject to rapid and extreme fluctuations of temperature and humidity (more than ± 40o or 40% within 24 hours). 

		A3.2.3. It shall be free of vermin and shall have a pest control program to guard against insects and rodents. 

		A3.2.4. It shall be well-lighted, but records shall not be exposed to direct sunlight. 

		A3.2.5. Records shall be protected from the threat of damage caused by smoking, eating and drinking. 

		A3.2.6. Records shall be placed a minimum of three inches from the floor on sturdy, well-supported shelving units or file cabinets. Unbound inactive records shall be stored in file cabinets or in closed containers placed on shelves. 

		A3.2.7. Records shall not be placed in areas subject to flooding or excessive moisture. Nor shall they be placed in areas with e...



		A3.3. Security/Protection.

		A3.3.1. The facility shall not be located in any area where the risk of natural and man-made disasters pose a significant threat...

		A3.3.2. It shall be located within the coverage area of a fire station and near a regularly patrolled police route. 

		A3.3.3. It shall be secured at all times and, in the case of an off-site storage facility, if it is not normally open to the public, access shall be restricted to authorized persons. 

		A3.3.4. It shall have an operational fire detection mechanism. In an off-site, unstaffed facility, the fire detection mechanism shall have an external audible alarm. 

		A3.3.5. It shall contain an adequate supply (one or more) of well-distributed portable fire extinguishers suitable for extinguishing fires in all record materials stored. 





		Attachment 4  SAF/XC POLICY MEMO AR-M350_20070829 ON E-DISCOVERY RULES 

		Attachment 5  VITAL RECORDS PLAN 

		A5.1. Each unit should develop a vital records plan. The plan is a description of records that are vital to continue operations ...

		A5.2. The description of the vital records is based on identification and inventorying. Units may take the following steps to identify and inventory vital records: 

		A5.2.1. Consultation with the official responsible for emergency coordination. 

		A5.2.2. Review base statutory and regulatory responsibilities and existing emergency plans for insights into the functions and records that may be included in the vital records inventory. 

		A5.2.3. Review of documentation created for the contingency planning and risk assessment phase of emergency preparedness. The offices performing those functions would be an obvious focus of an inventory. 

		A5.2.4. Review of current files plans of offices that are responsible for performing critical functions or may be responsible for preserving rights. 

		A5.2.5. Review of the AFRIMS RDS to determine which records series potentially qualify as vital. 



		A5.3. Organizations must exercise caution in designating records as vital and in conducting the vital records inventory. A revie...

		A5.4. The inventory of vital records should include: 

		A5.4.1. The name of the office responsible for the records series or electronic information system containing vital information. 

		A5.4.2. The title of each records series or information system containing vital information. 

		A5.4.3. Indication of whether the series or system is an emergency operating vital record or a vital record relating to rights. 
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		A5.4.5. The physical location for offsite storage of copies of the records series or system. 

		A5.4.6. The frequency with which the records are to be cycled (updated). 

		A5.4.7. A licensed copy of the software to enable software-dependent vital records to be used 





		Attachment 6  RECORD SEARCH PROCEDURES 

		A6.1. The Air Force Record Officer will direct MAJCOM, FOA and DRU Records Managers to conduct non-FOIA record searches upon rec...

		A6.2. The tasking may be further disseminated to each Functional Area Records Managers (FARM), and Record Technician/Records Cus...

		A6.3. Search criteria is based upon the request. Requesters will provide the categories that drive the search criteria. The foll...

		A6.4. Typical instructions to each record professional:

		A6.4.1. Conduct a thorough record search for documents including but not limited to the following categories: personnel, finance...

		A6.4.2. Prepare an index identifying each document found by date. author, classification, record category, media and location. 

		A6.4.3. Prepare a list of the all individuals, grade, duty location, email address, telephone numbers (commercial and DSN), and ...

		A6.4.4. Segregate and mark documents containing Sensitive Compartmented Information and information subject to Special Access Pr...

		A6.4.5. If you do not have possession, custody or control of any requested documents but have information concerning the locatio...

		A6.4.6. Record professionals will up-channel search results to include list of searchers, time used for the search, documents fo...



		A6.5. CRMs and ARMs will contact the AF Records Officer to arrange transfer of findings if the task directs the documents are to...

		A6.6. AFRO will compile a list of responses (inventory of documents supplied) and list them by MAJCOM, FOA, and DRU, and OPR responding, phone number, etc.) 






_1312095890.pdf


BY ORDER OF THE
SECRETARY OF THE AIR FORCE


AIR FORCE INSTRUCTION 33-364


22 DECEMBER 2006


Communications and Information


RECORDS DISPOSITION—PROCEDURES
AND RESPONSIBILITIES


COMPLIANCE WITH THIS PUBLICATION IS MANDATORY


ACCESSIBILITY: Publications and forms are available for downloading or ordering on the 
e-Publishing website at http://www.e-publishing.af.mil. 


RELEASABILITY: There are no releasability restrictions on this publication. 


OPR: SAF/XCISI Certified by: SAF/XCIS  (Col Marcus S. Miller)
Supersedes AFI 37-138, 31 March 1994. Pages: 73


This instruction implements Air Force Policy Directive (AFPD) 33-3, Information Management, by list-
ing program objectives and responsibilities, guiding personnel in disposing of special types of records,
retiring or transferring records using staging areas, and retrieving information from inactive records. This
instruction applies to all Air Force military, civilian, and contractor personnel under contract by the
Department of Defense (DoD) who maintain records in their area of responsibility, including the Air
National Guard (ANG), Air Force Reserve Command (AFRC), and unified commands for which the Air
Force is the executive agent. If a major command (MAJCOM) supplements this instruction, a copy of the
supplement must be provided to the Secretary of the Air Force, Office of Warfighting Integration and
Chief Information Officer, Information Policy Branch (SAF/XCISI), 1800 Air Force, Pentagon, Washing-
ton DC 20330-1800. Send recommended changes or comments to Headquarters Air Force Communica-
tions Agency (HQ AFCA/EASD), 203 W. Losey St, Room 1100, Scott AFB IL 62225-5222, through
appropriate channels, using Air Force (AF) Form 847, Recommendation for Change of Publication, with
an information copy to SAF/XCISI. Ensure that all records created as a result of processes prescribed in
this publication are maintained in accordance with Air Force Manual (AFMAN) 37-123, Management of
Records (will become AFMAN 33-363), and disposed of in accordance with the Air Force Records Infor-
mation Management System (AFRIMS) Records Disposition Schedule (RDS) located at https://
afrims.amc.af.mil/rds_series.cfm. See Attachment 1 for a glossary of references and supporting infor-
mation. 


SUMMARY OF CHANGES


This document applies to all Air Force contractor and military personnel, including active duty, AFRC
units, ANG, and civilian personnel; defines ownership of records created by ANG units; deletes the need
to ship long-term electronic records to a Federal records center; updates references to reflect current sup-
porting material; updates the definition of records management terms; adds several new terms; terminol-
ogy, as defined in Attachment 1, will be used as source definitions for implementing instructions,
manuals, and handbooks of this instruction. 



http://www.e-publishing.af.mil

https://afrims.amc.af.mil/rds_series.cfm

https://afrims.amc.af.mil/rds_series.cfm
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Chapter 1  


OVERVIEW AND OBJECTIVES 


1.1.  Overview of the Records Disposition Program. Each military agency head must economically
and efficiently manage the agency’s records according to Title 44 United States Code (USC) § 2101-2118;
§ 3101-3107; 3301-3314; Title 36 Code of Federal Regulations (CFR), Part 1228, Disposition of Records,
and applicable regulations of the General Services Administration (GSA), Government Accountability
Office (GAO), and DoD. In the Air Force, economical and efficient records management involves sched-
uling all records for retention or periodic destruction, preserving records that reflect the organization,
functions, policies, decisions, procedures, and essential transactions of the Air Force, preserving records
that protect the legal and financial rights of the Government and of individuals that Air Force actions
directly affect, offering records of enduring value for permanent preservation in the National Archives,
promptly and systematically disposing of records of temporary value, and setting up safeguards against
illegal removal, loss, or destruction of records. 


1.1.1.  Do not dispose of any record without the specific authority of the Archivist of the United
States. This guidance is reflected in the AFRIMS RDS. 


1.1.2.  See AFI 33-322, Records Management Program, for specific responsibilities. 


1.2.  Objectives of the Records Disposition Program.  


1.2.1.  Retire long-term (10 years old or older) paper records to authorized Federal Record Centers
(FRC). A list of FRCs can be found at Attachment 2. Long-term electronic records are stored within
the Air Force. Additional guidance on electronic records is found in the Electronic Records Manage-
ment (ERM) Solution Guide at https://afrims.amc.af.mil/web_links.cfm and AFMAN 37-123 (will
become AFMAN 33-363). 


1.2.2.  Transfer short-term paper records (less than 10 years old) to authorized local staging areas. 


1.2.3.  Dispose of short-term holdings as soon as authorized. 



https://afrims.amc.af.mil/web_links.cfm
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Chapter 2  


CATEGORIES OF RECORDS 


2.1.  Federal Records. Official records vary widely to include books, papers, maps, photographs, elec-
tronic media, or other documentary materials, regardless of physical form or characteristics, that the Air
Force makes or receives under Federal law or during the course of its public business and keeps as evi-
dence of its organization, functions, policies, decisions, procedures, operations, or other activities, and
because of the material’s informational value. Exception: Library and museum material that serves only
reference or exhibition purposes, stocks of publications, and blank forms. 


NOTE: Official records are public records and belong to the office, rather than the official. 


2.1.1.  Collections of official records are known as official files. Removal and destruction of official
records must be according to AFRIMS RDS, or other directives authorized in this instruction. Dispose
of classified official records according to AFRIMS RDS and AFI 31-401, Information Security Pro-
gram Management. 


2.2.  Personal Records. Personal records relate solely to an individual’s private affairs, including papers
the individual created before entering Government service, private materials the individual brought into,
created, or received in the office, but are not related to Government business and work-related circum-
stances. Personal records are not used for transacting Government business. 


2.2.1.  Maintain and dispose of correspondence designated “personal” or “private” but relating to the
conduct of public business according to 44 USC §3101-3107. 


2.2.2.  Do not include classified information in personal records. 


2.2.3.  Work-Related Personal Records. Work-related personal records include diaries, journals, per-
sonal calendars, and appointment schedules that contain work-related information, but exist for the
official’s personal use (such as reminders and personal observations on work-related topics) and are
not for transacting Government business. 


2.2.3.1.  File personal records separately from the records of the agency.  


NOTE: The Air Force may later designate some of these materials as official records, depending on the
circumstances surrounding their creation, maintenance, use, or disposition. 


2.2.4.  Personal Copies of Records and Nonrecord Materials. When leaving Government service, per-
sonnel may take copies of particular agency papers, working papers, and nonrecord materials, espe-
cially if they plan to continue working in the same field or write memoirs. With agency approval,
personnel may take nonrecord copies of documents and copies of materials they drafted, reviewed, or
otherwise acted upon. 


2.2.4.1.  If personnel have not been keeping extra copies of documents, the agency may arrange to
make selected, preapproved copies for them before their departure. 


2.2.5.  Presidential appointees and other officials in policy-making positions may donate personal
records and extra copies of official papers they created or acted upon during their term of office to a
presidential library, the National Archives, or the Air Force Historical Research Agency (AFHRA),
600 Chennault Circle, Maxwell AFB AL 36112-6424. 
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Exception: Donated papers must not contain classified material or compartmented, restricted data, or
formerly restricted data. 


2.2.5.1.  Donors who qualify according to AFI 31-401 may be granted access to classified mate-
rial. 


2.2.5.2.  Officials may choose to dispose of the reference (or extra copy) file according to
approved disposition. 


2.3.  Private Organizations’ Records. Records of private organizations (such as the American Red
Cross, Air Force Aid Society, federal credit unions, various national scouting organizations, Little
League, American Legion, hobby clubs, and other special interest groups) serving Air Force communities
are not official records within the scope of this instruction. (See AFPD 34-2, Managing Nonappropriated
Funds, for more details on private organizations.) 


2.4.  Permanent Records. Permanent records include those that the Archivist of the United States
decides have enduring value because they document the organization and functions of the Air Force, con-
tain significant information on persons, things (such as historic buildings or manufactured objects),
places, events, contingency operations, conflicts, problems, and conditions with which the Air Force has
dealt. 


2.4.1.  Personnel must justify records that they consider worthy of permanent retention (see paragraph
11.3.2.). 


2.4.2.  Only the Archivist of the United States can approve the permanent retention of records. Such
approvals take the form of appropriate disposition standards published in AFRIMS RDS; 44 USC §
3301-3314; the National Archives and Records Administration (NARA); General Records Schedule
(GRS); Federal Information Resources Management Regulation; and Title 41, CFR, Part 105, Gen-
eral Services Administration. 


2.5.  Temporary Records. Temporary records are any records determined by the Archivist of the United
States to have insufficient value to warrant preservation by the National Archives. Temporary records are
disposable after a fixed period of time or after an event and according to the AFRIMS RDS. 


2.6.  Unscheduled Records. Unscheduled records are not disposable under the GRS and have not been
approved by NARA; they are described, but not authorized for disposal by NARA because they are on
“Disposition Pending” status or NARA has not completed the appraisal. Do not retire unscheduled
records to records centers without special permission from the Air Force Records Officer, who will send
a waiver request addressing NARA restrictions. 


2.7.  State Records. These records are created by military members, most specifically ANG members in
performance of state-funded activities and belong to the state funding the activity. There may be a thin
line separating Federal and State records. For example, during a hurricane or flood an ANG unit may be
activated to assist with a state emergency. Should the Federal Emergency Management Agency (FEMA)
get involved or Federal dollars be expended toward the emergency, the records created by the ANG
become Federal records. State records are the property of the state, and Federal records are the property of
the Agency (i.e., Air Force). When there is an issue of whether records are state or Federal property, the
ANG unit’s Base Records Manager (BRM) will contact the ANG Command Records Manager (CRM) for
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guidance. If necessary, the ANG CRM will coordinate with the Air Force Records Officer (and any appli-
cable MAJCOM CRM. 


2.7.1.  State or Federal records pertaining to AFRC issues should be directed to the AFRC CRM. 


2.7.2.  State or Federal records pertaining to active duty Air Force issues should be directed to the
applicable MAJCOM CRM. 


2.7.3.  The Air Force Records Officer will provide guidance to the BRM as necessary or in the event
the CRM is unavailable. 


2.8.  Records in Other Than Paper Form. These records include data on servers, hard disk drives,
shared drives, all types of compact discs, digital versatile disks (DVD), optical disks, magnetic tapes,
floppy disks, computer disk drums, records on hard disks and in electronic databases, paper tapes, infor-
mation on microform (such as roll films, aperture cards, film jackets, microfiche, ultrafiche, video disks,
and tapes) and audiovisual records (such as motion pictures, still photography, and sound recordings). The
same general principles of record evaluation and the specific disposition instructions prescribed in the
AFRIMS RDS apply regardless of physical form or characteristics of the medium. Records of differing
retention periods in the same system are retained for the longest period authorized for any of the recorded
data in the system and require backup for records preservation. 


2.8.1.  Prepare and submit an AF Form 525, Records Disposition Recommendation, according to para-
graph 11.2. for any records not covered in AFRIMS RDS. When evaluating records in other than
paper form consider if all information contained in source documents is committed to the system; if
medium involved will be exportable into a readable format for future reference such as audits,
accountability, backup data to reports, and so forth; if optical disks, electronic records, and micro-
forms are duplications of records, substitutions of records or new records; and if the records meet the
requirements of NARA and GSA concerning the long-term retention value of audiovisual or carto-
graphic records (see paragraphs 5.7.1.4. and 5.7.2.). 


2.9.  Vital Records During Emergency. The Federal vital records program includes two basic catego-
ries: emergency operating records and rights and interest records. 


2.9.1.  Emergency operating records serve the Federal Government if the country is attacked and
include records necessary for military efforts and mobilization; protection of material, personnel, ser-
vices, systems, public health, safety, and order; and those needed to conduct civil defense activities. 


2.9.1.1.  Emergency operating centers must keep vital records immediately available. 


2.9.1.2.  The Headquarters United States Air Force, Deputy Chief of Staff, Plans and Programs,
(HQ USAF/A8) manages the emergency operation program for the Air Force as part of the Air
Force Continuity of Operations Plan, the USAF Operation and Mobilization Plan, and other con-
tingency war or planning programs (see AFI 10-208, Continuity of Operations (COOP) Program;
AFI 10-401, Air Force Operations Planning and Execution; and AFI 10-2501, Full Spectrum
Threat Response [FSTR] Planning and Operations). 


2.9.2.  Rights and interest records uphold the legal rights and interests of individual citizens and their
Government and include research, Social Security, retirement, payroll, and insurance records. 


2.9.2.1.  The Social Security Administration maintains social security records. 


2.9.2.2.  The Office of Personnel Management maintains civilian retirement records. 
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2.9.2.3.  The Air Force Military Personnel and the Air Force Reserve Personnel Centers send the
military personnel retirement records to the National Personnel Records Center (NPRC), 9700
Page Avenue, St Louis, MO 63132-5100. 


2.9.2.4.  The Defense Finance and Accounting Service (DFAS) maintains payroll and accompany-
ing insurance records. 


2.9.2.5.  The offices of primary responsibility (OPR) send research records to the FRCs when the
Air Force no longer needs the records. 


2.9.2.6.  The OPRs generally send permanent research records to the Washington National
Records Center (WNRC). 


2.9.2.7.  The NARA will store, protect, and maintain rights and interest vital records for agencies
desiring permanent storage of their vital records. 


2.9.2.8.  Each NARA record center has environmentally controlled space for storing records on
magnetic tape and photographic film. 


2.9.2.9.  Transfer rights and interest records to a record center by contacting the Air Force Record
Officer (SAF/XCISI) who will coordinate with personnel from the FRC Operations in Washington
DC to determine which FRC will receive the records. 


2.10.  Contractors’ Records. Records relating to work that contractors perform are maintained accord-
ing to AFRIMS RDS, the Federal Acquisition Regulation, and the Defense Federal Acquisition Regula-
tion Supplement, as applicable. 


2.10.1.  When contractors create data for the government’s use, the contract must identify the back-
ground data that contractors must deliver to the government for possible reuse. 


2.10.1.1.  Before identifying the background data that contractors must deliver to the government,
program and contracting officers must coordinate with records and information managers, histori-
ans and other government agencies as appropriate to ensure that all government needs are met,
especially when the data supports new missions or programs. 


2.10.1.2.  When the background data includes electronic records, the contractor must deliver
enough technical documentation to allow the Air Force or other agencies to use the data. 


2.10.1.3.  Manage all data created for government use or legally controlled by the government
according to the records management procedures in this instruction. 
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Chapter 3  


TRANSFER OF PERMANENT ELECTRONIC RECORDS TO NATIONAL ARCHIVES AND 
RECORDS ADMINISTRATION (NARA) 


3.1.  Current Acceptable Formats Transferable to National Archives and Records Administration
(NARA) (36 CFR Part 1228). 


3.1.1.  Acceptable Format. Electronic records being transferred to NARA must be written in a format
that does not depend on specific hardware or software to decode it. Acceptable codes are the Ameri-
can Standard Code for Information Interchange and the Extended Binary-Coded Decimal Interchange
Code. All extraneous control characters must be removed, except: 


3.1.1.1.  Record length indicators for variable length records. 


3.1.1.2.  Marks delimiting a data element, field, record, or file. 


3.1.1.3.  Standardized Markup Language tags. 


3.1.2.  Data files and databases will be transferred as flat files or as rectangular tables, i.e., as
two-dimensional arrays, lists, or tables. All records in a database should have the same logical format.
Each data element within a record will contain only one data value. A record should not contain nested
repeating groups of data items. 


3.1.3.  Acceptable Media. Media forms currently approved by NARA for electronic records transfer
are listed in paragraphs 3.1.3.1., 3.1.3.2., and 3.1.3.3. NARA will copy the contents of the media at the
time of accessioning and return the media to the transferring activity unless that activity indicates it
does not want the media returned. 


3.1.3.1.  Open Reel Magnetic Tape. Open-reel magnetic tape shall be on ½-inch 9-track tape reels
recorded at 1600 or 6250 bits per inch (bpi) that meet American National Standard Institute
(ANSI) X3.39-1986, American National Standard: Recorded Magnetic Tape for Information
Interchange (1600 characters per inch ) or ANSI X3.54-1986, American National Standard;
Recorded Magnetic Tape for Information Interchange (6250 cpi, Group Coded Recording),
respectively. 


3.1.3.2.  Magnetic Tape Cartridge – 18-Track 3480-Class. Tape cartridges shall be 18-track
3480-class cartridges recorded at 37,871 bpi that meet ANSI X3.180-1990, American National
Standard: Magnetic Tape and Cartridge for Information Interchange - 18-Track, Parallel, 1/2 inch
(12.65 millimeter [mm]), 37871 cpi, Group-Coded - Requirements for Recording. The data shall
be blocked at no more than 32,760 bytes per block. 


3.1.3.3.  Digital Linear Tape (DLT) Type IV. DLT Type IV high-density magnetic cartridge tape
was added to NARA’s list of acceptable electronic records transfer media in November 2001. DLT
Type IV can store up to 40 gigabytes of information on each cartridge. Activities interested in
using this media for records transfer should coordinate with the appropriate Joint Staff/Headquar-
ters Combatant Command Records Manager, who will coordinate with NARA’s Electronic and
Special Media Records Services Division concerning technical limitations prior to initiating such
a transfer. 
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3.2.  Transfer Criteria.  


3.2.1.  Transfers of electronic records must consist of an identifiable, organized body of records (not
necessarily a traditional series, e.g., the electronic mail (E-mail) records of the Deputy Secretary from
the past fiscal year). The records should be scheduled for transfer to NARA using the Standard Form
(SF) 115, Request for Records Disposition Authority, prior to transfer if an existing approved schedule
does not exist. 


3.2.2.  E-Mail transfers should come from E-mail systems or from a DoD 5015.2-STD, Design Crite-
ria Standard for Electronic Records Management Software Applications, certified Records Manage-
ment Application (RMA). (Note: In the ‘II’ format (i.e., little-endian), byte order is always from the
least significant byte to the most significant byte.) If you need to send them from some other kind of
system, first contact NARA to see if they can accommodate it. 


3.2.3.  For preservation purposes, NARA prefers that agencies transfer E-mail and their attachments
in a markup language format that contains: 


3.2.3.1.  Delimiters to indicate the beginning and end of each message and the beginning and end
of each attachment, if any. Each attachment must be differentiated from the body of the message,
and uniquely identified. 


3.2.3.2.  Labels to identify each part of the message (Date, To [all recipients, including cc: and bc:
copies], From, Subject, Body, and Attachment) including transmission and receipt information
(Time Sent, Time Opened, Message Size, File Name, and similar information, if available). Agen-
cies that use an E-mail system that identifies users by codes or nicknames, or identifies addressees
only by the name of a distribution list should include information with the transfer-level documen-
tation, to ensure identification of the sender and addressee). (Note: For records created after the
effective date of this guidance, tagged image file format (TIFF) version 6.0 is recommended and
preferred. Versions 4.0 and 5.0 are acceptable. The reference specifications for version 6.0 are
defined at http://partners.adobe.com/public/developer/tiff/index.html#dr). 


3.2.3.3.  If a markup language cannot be produced, NARA will accept E-mail messages and their
attachments in their native formats. Each attachment should be labeled with its filename and the
default file extension to indicate the proprietary software used to create the attachment. If attach-
ment file names do not include the default file extension (e.g., .doc, .xls), agencies must provide
documentation identifying the proprietary formats used to create each attachment. 


3.2.4.  At this time, NARA will not accept E-mail messages that have been converted to a portable
document format (PDF) or other image file format. NARA is developing transfer requirements for
PDF and scanned images as part of the NARA Electronic Records Management Initiative. 


3.2.5.  Attachments to E-mail messages may be transferred in their native formats, such as PDF, other
image file formats, and common office automation formats. 


3.3.  Transfer Information.  


3.3.1.  Transfer records on Type IV DLT or through file transfer protocol (FTP). FTP transfers cur-
rently are limited to a maximum size of five gigabytes (5 GB). For FTP transfers, the offering organi-
zation must provide the following information to NARA: internet protocol (IP) address for the FTP
site, a temporary user name and temporary password for NARA to use in accessing the FTP site, a
designated time or time span for NARA to access the records and download a copy to NARA. 



http://partners.adobe.com/public/developer/tiff/index.html#dr
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NOTE: See http://jitc.fhu.disa.mil/recmgt/register.htm for a list of Records Management Applications
(RMA) compliant with DoD 5015.2-STD. 


3.3.2.  DoD 5015.2-STD defines intelligent names as clear, uncoded, indications of the individual. 


3.4.  Transfer Requirements for Scanned Images of Textual Records.  


3.4.1.  This guidance expands currently acceptable formats to enable the transfer of existing scanned
images of textual records to NARA. (Note: In the ‘II’ format (i.e., little-endian), byte order is always
from the least significant byte to the most significant byte.) The guidance does not apply to “original
digital images” or scanned images of primarily nontextual records (e.g., maps and photographs). 


3.4.2.  NARA will accept transfers of scanned images that have been scheduled as permanent records
on an SF 115. To facilitate preservation processing and future access to these records, agencies must
comply with the following minimum requirements. 


3.5.  Image File Format.  


3.5.1.  NARA will accept scanned images in the following file formats: 


3.5.1.1.  TIFF, in ‘II’ format, versions 4.0 (April 1987), 5.0 (October 1988), and 6.0 (June 1992).
(Note: For records created after the effective date of this guidance, TIFF version 6.0 is recom-
mended and preferred. Versions 4.0 and 5.0 are acceptable. The reference specifications for ver-
sion 6.0 are defined at http://partners.adobe.com/public/developer/tiff/index.html#dr.) 


3.5.1.2.  Graphics Interchange Format, versions 87a (June 1987), and 89a (July 1990). 


3.5.1.3.  Basic Image Interchange Format (BIIF), International Standards Organization (ISO)
Standard 12087-5, Part 5 (December 1998). 


3.5.1.4.  Portable Network Graphics, version 1.0 (October 1996). 


3.5.2.  NARA will periodically update this set of acceptable formats and versions. 


3.5.3.  NARA prefers uncompressed images. With prior consultation between NARA and the transfer-
ring organization, NARA may accept compressed images created using a lossless compression
method (e.g., International Telecommunications Unit (ITU) when it is impractical or technically
impossible to transfer uncompressed files (e.g., due to limitations on bandwidth or storage media
capacities). NARA will not accept images created using lossy compression techniques because the
potential information loss that can result from compression can make such images unsuitable for
archival preservation. (Note: Lossy refers to a method of image compression where some image con-
tent is sacrificed in exchange for higher compression ratios). 


3.6.  Acceptable Image Quality Specifications.  


3.6.1.  Scanned images of textual records transferred to NARA must meet the following minimum
requirements for scanning resolution and pixel (bit) depth to support archival preservation and contin-
ued use. 


3.6.2.  Bitonal (1-bit) scanned at 300-600 pixels per inch (ppi). (Note: The acronym JPEG stands for
the Joint Photographic Experts Group, a standards committee formed in 1982 by the ISO to research
methods for electronically transmitting video, still images, and text.) This is appropriate for docu-



http://jitc.fhu.disa.mil/recmgt/register.htm

http://partners.adobe.com/public/developer/tiff/index.html#dr
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ments that consist exclusively of clean printed type possessing high inherent contrast (e.g., laser
printed or typeset on a white background). Scanning at 600 ppi is recommended. 


3.6.3.  Gray scale (8-bit) scanned at 300-400 ppi. This is appropriate for textual documents of poor
legibility because of low inherent contrast, staining or fading (e.g., carbon copies, thermofax, or doc-
uments with handwritten annotations or other markings), or that contain halftone illustrations or pho-
tographs. Scanning at 400 ppi is recommended. 


3.6.4.  Color (24-bit Red, Green, Blue [RGB]) scanned at 300-400 ppi. Color mode (if technically
available) is appropriate for text containing color information important to interpretation or content.
Scanning at 400 ppi is recommended. 


3.7.  Transfer Documentation.  


3.7.1.  Submit signed SF 258, Agreement to Transfer Records to the National Archives of the United
States. 


3.7.1.1.  For each transfer, supply documentation that identifies: 


3.7.1.1.1.  Imaging system and version (i.e., application software and storage system). 


3.7.1.1.2.  Records Management Application (if applicable) and version. 


3.7.1.1.3.  Image file format and version. 


3.7.1.1.4.  Image quality specifications (i.e., resolution, pixel (bit) depth, compression tech-
nique). 


3.7.1.1.5.  Total number of documents in the transfer. 


3.7.1.1.6.  Total number of images in the transfer. 


3.7.1.1.7.  Arrangement of files on the transfer media. 


3.7.1.1.8.  Operating system and version. 


3.7.1.1.9.  Structure of image header (if applicable). 


3.7.1.2.  In addition, supply the following: 


3.7.1.2.1.  Control information necessary to enable retrieval of each file, including whether the
file is a single image or multiple images. Such information can be conveyed through metadata
(e.g., a thumbnail index), captured for each document either in the image header or in accom-
panying documentation. 


3.7.1.2.2.  Finding aids, indexes, and other information used to retrieve the records also must
be transferred to NARA to support future access to the records. 


3.7.1.2.3.  The Optical Character Recognition (OCR) versions of the images (i.e., additional
files enabling full text searches linked to the appropriate scanned image), if available. 


3.7.1.3.  Supply a description of the quality control inspection performed as part of the imaging
process and a report on the results of the last inspection performed on the images and the date of
that inspection. 


3.7.1.4.  For inspections conducted after the effective date of this guidance, agencies must use one
of the quality sampling methods presented in ANSI/Association of Information Imaging Manag-
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ers (AIIM) TR34-1966, Sampling Procedures for Inspection by Attributes of Images in Electronic
Image Management and Micrographic Systems at http://www.aiim.org, or by contacting the
Records Management Program Office at af.records@pentagon.af.mil. 


3.8.  Transfer Mechanisms for Scanned Images Textual Records.  


3.8.1.  Transfer scanned images as uncompressed and nonaggregated files. 


3.8.1.1.  Transfer records on DLT Type IV or through FTP. FTP transfers currently are limited to a
maximum size of 5 GB. For FTP transfers, the offering agency must provide the following infor-
mation to NARA: the IP address for the agency FTP site, temporary user name and temporary
password for NARA to use in accessing the agency FTP site, designated time or time span for
NARA to access the records and download a copy to NARA. 


3.8.1.1.1.  The “II” format (i.e., little-endian) byte order is always from the least significant
byte. 


3.9.  Records in Portable Document Format (PDF).  


3.9.1.  This instruction expands currently acceptable formats to enable the transfer of records in PDF
to NARA. Find transfer requirements for records in PDF (paragraphs 3.9.2. and 3.9.3.), records con-
verted to PDF from their native electronic formats (e.g., office automation products), records con-
verted to PDF from scanned paper or image formats such as TIFF. 


3.9.2.  Transfer Requirements for PDF Records. 


3.9.2.1.  Transfer PDF records that have been scheduled as permanent records on SF 115. Any
organization that has permanent PDF records that do not meet the requirements in this instruction,
should contact the NARA appraisal archivist for the Air Force and the Air Force Records Officer.
To facilitate future access to the records, organizations must comply with the following minimum
requirements: 


3.9.2.1.1.  Provide PDF File Specification for all PDF records. 


3.9.2.1.1.1.  PDF records must comply with PDF versions 1.0 through 7.0 (i.e., all existing
PDF versions as of the date of this instruction) and meet the requirements outlined in para-
graphs 3.9.2. through 3.9.2.1.1. 


3.9.2.1.1.2.  NARA periodically updates the list of acceptable PDF versions. 


3.9.3.  General Requirements for All PDF records. 


3.9.3.1.  Security Requirements. 


3.9.3.1.1.  PDF records must not contain security settings (e.g., self-sign security, user pass-
words, and/or permissions) that prevent NARA from opening, viewing or printing the record. 


3.9.3.1.2.  PDF records created after 1 April 2004 must have all security settings deactivated
(e.g., encryption, master passwords, and/or permissions) prior to transfer to NARA. Deactiva-
tion of security settings ensures NARA’s ability to support long-term record migration and
preservation. 


3.9.3.2.  Review of Special Features. Because of the complexities associated with certain PDF fea-
tures, NARA will review PDF records containing special features on a case-by-case basis when



http://www.aiim.org

mailto:af.records@pentagon.af.mil
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the records are scheduled. Examples of special features include but are not limited to: digital sig-
natures; links to other documents, files or sites; embedded files (including multimedia objects);
form data; comments and/or annotations. 


3.9.4.  Requirements for Records Converted to PDF from their Native Electronic Formats (e.g., office
automation products). 


3.9.4.1.  Electronic records that have been converted to PDF from their native electronic formats
must include embedded fonts to guarantee the visual reproduction of all text as created. All fonts
embedded in PDF records must be publicly identified as legally embeddable (i.e., font license per-
mits embedding) in a file for unlimited, universal viewing and printing. 


3.9.4.1.1.  PDF records that reference fonts other than the “base 14 fonts” must have those
fonts referenced in the record (i.e., as a minimum, subsets of all referenced fonts) embedded
within the PDF file. (Note: TIFF version 6.0 is recommended and preferred for records created
after the effective date of this guidance. Versions 4.0 and 5.0 are acceptable. The reference
specifications for version 6.0 are defined at http://partners.adobe.com/public/developer/
tiff/index.html#dr.) 


3.9.4.1.2.  PDF records created after 1 April 2004 must have all fonts referenced in the record,
including the “base 14 fonts,” embedded within the PDF file. This requirement is met by hav-
ing, as a minimum, subsets of all referenced fonts embedded within the PDF file. 


3.9.5.  Requirements for Scanned Paper or Image Formats Converted to PDF. 


3.9.5.1.  Scanned images of textual paper records converted to PDF must adhere to the require-
ments in NWM 02.2003, Memorandum to Agency Records Officers: Expanding Acceptable
Transfer Formats: Transfer Instructions for Scanned Images of Textual Records (Scanned Images
Transfer Guidance), dated December 23, 2002, located at http://www.archives.gov/
records-mgmt/initiatives/pdf-records.html. 


3.9.5.1.1.  Any organization that has PDF records that have not been scanned according to the
minimum image quality specifications in the NWM 02.2003 guidance, must contact the Air
Force Record Officer (SAF/XCISI) for guidance. 


3.9.5.2.  PDF records that contain embedded searchable text based on OCR must be identical in
content and appearance to the source document. NARA understands that the ability to embed
OCRed text in PDF records enhances access to the records. NARA will accept PDF records with
uncorrected OCRed text. NARA will not accept PDF records resulting from OCR processes that
either alter the content or degrade the quality of the original bit-mapped image. 


3.9.5.2.1.  NARA will accept PDF records that have been OCRed using processes that do not
alter the original bit-mapped image. An example of an output process that accomplishes this
requirement is Searchable Image - Exact. 


3.9.5.2.2.  NARA will not accept PDF records that have been OCRed using processes that sub-
stitute OCRed text for the original scanned text within the bit-mapped image. Such OCR pro-
cesses may involve loss of data through imprecise interpretation of scanned characters.
Examples of output processes that use this prohibited technique include Formatted Text and
Graphics and PDF Normal. 



http://partners.adobe.com/public/developer/tiff/index.html#dr

http://partners.adobe.com/public/developer/tiff/index.html#dr
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3.9.5.2.3.  NARA will not accept PDF records that have been OCRed using processes that use
lossy compression to reduce file size (e.g., JPEG). Such OCR processes degrade the quality of
the original image and may make such images unsuitable for archival preservation. An exam-
ple of an output process that uses this lossy compression technique for color and grayscale
images is Searchable Image - Compact. 


3.9.6.  Transfer Documentation. 


3.9.6.1.  This guidance supplements transfer documentation requirements in 36 CFR Part 1228,
located at http://www.archives.gov/about/regulations/part-1228/i.html to ensure that transfers
of records in PDF are clearly identified and described. Organizations must also submit a signed SF
258, as required by 36 CFR Part 1228. 


3.9.6.1.1.  For each transfer, organizations must supply documentation that identifies the soft-
ware used to create the PDF records (if available) and the version, and the operating system (if
available) and version. 


3.9.6.1.2.  Organizations must provide all external finding aids for the transferred PDF records
(e.g., indexes; descriptive, administrative, or technical metadata; and/or databases of OCRed
text) in formats approved by NARA, with the appropriate documentation required by 36 CFR
Part 1228. 


3.9.6.1.3.  When an organization develops standards or guidelines to assist in formatting, vali-
dating, or accessing PDF records (including recommended software or quality settings, and/or
guidelines for embedding metadata within PDF records), a copy of these standards or guide-
lines must be included with the transfer. 


3.9.6.1.4.  PDF records converted from scanned images also must adhere to the transfer docu-
mentation requirements of the Scanned Images Transfer Guidance, http://www.archives.gov/
records-mgmt/initiatives/scanned-textual.html. 


3.9.7.  Transfer Mechanisms for PDF. 


3.9.7.1.  PDF records must not be compressed (e.g., Winzip, PKZIP) or aggregated (e.g., tape
archive [TAR]) for purposes of transfer unless NARA has approved the transfer in compressed or
aggregated form in advance. In such cases, NARA may require the organization to provide the
software to decompress the records (see 36 CFR Part 1228). 


3.9.7.2.  The basic fonts are: Courier (Regular, Bold, Italic, and Bold Italic), Arial MT (Regular
Oblique, and Bold Oblique), Times New Roman PS MT (Roman, Bold, Italic, and Bold Italic),
Symbol, and Zap dingbats. 


3.10.  Digital Photographic Records.  


3.10.1.  This instruction expands currently acceptable formats to enable the transfer of permanent dig-
ital photographic records to NARA. 


3.10.2.  This instruction applies to digital photographic records that have been appraised and sched-
uled for permanent retention at NARA. Included under the scope of this instruction are still photo-
graphs of natural, real-world scenes or subjects created in support of agency business that are
produced from digital cameras (excluding the types of records described below), and scanned images
of photographic prints, slides, and negatives. 



http://www.archives.gov/about/regulations/part-1228/i.html

http://www.archives.gov/records-mgmt/initiatives/scanned-textual.html

http://www.archives.gov/records-mgmt/initiatives/scanned-textual.html
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3.10.3.  The instruction applies to master image files of digital photographs created using medium to
high quality resolution settings appropriate for continued preservation. (Note: In the ‘II’ format (i.e.,
little-endian), byte order is always from the least significant byte to the most significant byte.) 


3.10.4.  The following digital photographic records will not be accepted for transfer under this instruc-
tion: 


3.10.4.1.  Low-resolution photographs typically created for posting on organization web sites (i.e.,
all files created at less than 2 mega pixels, or scanned as less than 2000 line files). (Note: For
records created after the effective date of this guidance, TIFF version 6.0 is recommended and pre-
ferred. Versions 4.0 and 5.0 are acceptable. The reference specifications for version 6.0 are
defined at http://partners.adobe.com/public/developer/tiff/index.html#dr.) 


3.10.4.2.  Digital photographs captured within office automation applications (e.g., word process-
ing, spreadsheet, and presentation applications). 


3.10.4.3.  Digital photographic records such as aerial photography, and photogrammetric and sat-
ellite imagery. 


3.10.4.4.  Vector-based images, such as records created using graphic arts software or com-
puter-aided design applications. 


3.10.5.  Transfer requirements for digital photographic records. NARA will accept transfers of perma-
nent digital photographic records that meet the specifications of this instruction. The requirements in
paragraphs 3.10.5.1. through 3.10.6. list acceptable image file formats, image quality specifications,
transfer documentation, and related information on how to transfer these records to NARA. Any orga-
nization having permanent digital photographic records that do not meet the requirements in this
instruction must contact the Air Force Records Officer for guidance. 


3.10.5.1.  General Requirements. 


3.10.5.1.1.  Digital photographic records acceptable for transfer to NARA must meet the pro-
visions of paragraph 3.10.4.1. through paragraph 3.10.4.4. and shall include still photographs
produced by digital cameras and scanned images of photographs. 


3.10.5.1.2.  Digital photographic records must be scheduled for permanent retention and trans-
fer to NARA on SF 115. The records must be organized as either a discrete collection of pho-
tographs or by Air Force record series. 


3.10.5.2.  Image File Format. 


3.10.5.2.1.  NARA will accept digital photographic records in the following file formats and
versions. Additional formats may be added in subsequent iterations of this instruction or in
future guidance from NARA. 


3.10.5.2.1.1.  TIFF, in ‘II’ format (Note: Height and width of an image in pixels). Default
file extensions include .TIFF and .TIF. 


3.10.5.2.1.2.  JPEG File Interchange Format (JFIF), all versions compliant with ISO/Inter-
national Electrotechnical Commission (IEC) Standard 10918-1: Information Technology—
Digital Compression and Coding of Continuous-tone Still Images (1994). (Note: The pro-
portion of an image's size given in terms of the horizontal dimension versus the vertical
dimension.) Default file extensions include .JPEG, JFIF, and .JPG. 



http://partners.adobe.com/public/developer/tiff/index.html#dr
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3.10.5.2.2.  NARA prefers that organizations transfer digital photographic records with file
names that use the default file extension for each of the above formats. Records may be
accepted that are named according to organization-specific naming conventions (e.g., organi-
zation acronym or NARA-assigned record group number) provided the corresponding com-
puter files can be opened and the organization has transferred adequate documentation
describing the file name and format of the files. 


3.10.5.3.  Image Quality Specifications. 


3.10.5.3.1.  Records must be provided as continuous-tone gray scale or color raster images,
8-bit or 16-bit per channel. 


3.10.5.3.2.  Color images must be produced in RGB color mode as 24-bit or 48-bit color files. 


3.10.5.3.3.  Effective 1 January 2005, digital camera files must be captured as 6 megapixel
files or greater with a minimum pixel array of 3,000 pixels by 2,000 pixels. Records produced
at this resolution and size are comparable in quality to 35-mm film photographs, which is the
minimum quality level for still pictures currently accepted by NARA [see 36 CFR Part 1228]. 


3.10.6.  Photographs must be scanned as minimum 2,000 line files (Note: 3,000 line files describe dig-
ital photographs that are 3,000 pixels across the long dimension of the image) to approximate a
2-megapixel file according to the following image size and resolution guidelines. (Note: Image reso-
lution for scanned images of photographs will vary according to the size of the source document,
which may affect actual pixel dimensions and aspect ratios). Scan an 8” x 10” original (print, slide, or
negative) at 200 dots per inch (dpi) (Note: True optical resolution is defined as the maximum or actual
resolution of a device without recourse to interpolation. Interpolation (see Note 12) that occurs as part
of the normal operation of digital cameras is acceptable) to produce a file that is 1,600 x 2,000 pixels.
Scan a 4” x 5” original (print, slide, or negative) at 400 dpi to produce a file that is 1,600 x 2,000 pix-
els. Scan a 35-mm original (print, slide, or negative) at 1400 dpi to produce a file that is 1,300 x 2,000
pixels. 


3.10.6.1.  Photographs scanned after 1 January 2005, must be produced as minimum 3,000 line
files to approximate a 6 megapixel file according to the following image size and resolution guide-
lines (Note: This process calculates greater or fewer pixels from existing pixels in order to resize
an image as either larger or smaller). Records conforming to these guidelines will be comparable
in quality to 35-mm film photographs, which is the minimum quality level for still pictures cur-
rently accepted by NARA (see 36 CFR Part 1228) Scan an 8” x 10” original (print, slide, or nega-
tive) at 300 dpi to produce a file that is 2,400 x 3,000 pixels. Scan a 4” x 5” original (print, slide,
or negative) at 600 dpi to produce a file that is 2,400 x 3,000 pixels. Scan a 35-mm original (print,
slide, or negative) at 2100 dpi to produce a file that is 2,000 x 3,000 pixels. 


3.10.6.2.  Effective 1 January 2005, organizations must ensure that digital cameras and scanners
produce records with true optical resolution (Note: Lossless refers to a method of image compres-
sion where there is no loss in quality when the image is compressed or uncompressed). Resizing
images or interpolating to a higher resolution from a lower resolution for purposes of transfer will
not be permitted 


3.10.6.3.  NARA will accept digital photographs in TIFF file formats that are compressed using a
lossless compression method. If available, NARA prefers that organizations transfer uncom-
pressed versions of these files. (Note: While there is no standard or industry-recognized metric for
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determining medium quality, records created using this setting would reveal some degradation of
the image without substantive loss of quality when viewed at normal size). 


3.10.6.4.  NARA will accept permanent digital photographs in the JPEG file format, which uses a
lossy (Note: While there is no standard or industry-recognized metric for determining high qual-
ity, records created using this setting would reveal no noticeable loss of quality or image degrada-
tion when viewed at normal size) compression method, provided the records have been created
using at least medium quality compression settings (or better) (Note: Examples of descriptive
metadata elements include Dublin Core and International Press Telecommunications Council
(IPTC) metadata). 


3.10.6.5.  Effective 1 January 2005, agencies must create JPEG files using at least high-quality
compression settings (or better). (Note: The International Color Consortium [ICC] and Microsoft
Windows Image Color Management [ICM] profiles define industry standard methods of generat-
ing and interpreting numeric values that describe color for digital screens, scanners, and output
devices to ensure color consistency across platforms and devices.) 


3.10.6.6.  Effective 1 January 2005, organizations must transfer first generation JPEG files that
have not been degraded in quality by multiple revisions and resaving. Making changes to JPEG
files (e.g., altering the image size), and then resaving them can result in recompression of the
images, leading to additional data loss and degradation of image quality and NARA will not
accept them. 


3.11.  Digital Geospatial Data Records.  


3.11.1.  This instruction expands currently acceptable formats to enable the transfer of permanent dig-
ital geospatial data records created for Geographic Information Systems (GIS) to NARA. 


3.11.2.  This instruction applies to digital geospatial data records (i.e., digital cartographic data files
that may be processed in GIS) that have been appraised and scheduled for permanent retention at
NARA. Excluded are fixed views of the data and other types of reports and output products created as
paper maps, other nondigital formats, or fixed digital formats such as GeoTIFF images. NARA, the
Air Force Record Officer and the subject matter expert determine specific disposition instructions
through the record scheduling process. 


3.11.3.  Transfer Requirements for Digital Geospatial Data Records. 


3.11.3.1.  Contact the Air Force Record Officer to schedule permanent digital geospatial data
records that do not meet the requirements of this instruction. 


3.11.4.  General Requirements. Those digital geospatial data records that are appraised as permanent
must be scheduled for permanent retention and transferred to NARA on SF 115. The records must be
organized as either a logical grouping of information or by Air Force record series. 


3.11.5.  Geospatial Data Standards. NARA will accept digital geospatial data records that fully imple-
ment a non-proprietary, published, open standard maintained by or for a Federal, national, or interna-
tional standards organization (Note: Additional examples of open standards include the International
Hydrographic Organization Transfer Standard for Digital Hydrographic Data [IHO 57], Spatial Data
Standard for Facilities, Infrastructure and Environment, and Military Standard: The Interface Standard
for Vector Product Format [MIL-STD-2407]). Digital geospatial data records created and maintained
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in proprietary formats must be transferred to NARA in an acceptable geospatial data standard. Exam-
ples of acceptable geospatial data standards include, but are not limited to: 


3.11.5.1.  Spatial Data Transfer Standard. This standard has been incorporated into 36 CFR Part
1228.270 (d) (3). (See http://mcmcweb.er.usgs.gov/sdts/ and http://www.fgdc.gov/standards). 


3.11.5.2.  Geography Markup Language, versions 2 and 3 (Open GIS Consortium). (See http://
www.opengeospatial.org/standards/gml). 


3.11.6.  Transfer Documentation. This instruction supplements transfer documentation requirements
in 36 CFR Part 1228. For all such transfers, organizations must submit a signed SF 258, as required by
36 CFR Part 1228. 


3.11.6.1.  For each transfer, organizations must supplement the SF 258 with additional information
identifying the standard and version to which the records adhere, the number of files in the trans-
fer, the size (in bytes) of these files, and the logical arrangement of the files (e.g., by subject or
date). 


3.11.6.2.  Organizations must provide descriptive and technical information about the records (i.e.,
metadata). (Note: Examples of descriptive metadata elements for digital geospatial data include
the profiles in SDTS, the Federal Geographic Data Committee's Content Standard for Digital
Geospatial Metadata, incorporated into 36 CFR Part 1228.270(e)(3), and the metadata compo-
nents of the Geography Markup Language, version 3). This metadata should be incorporated into
the appropriate section within the approved transfer standard used to transfer the digital geospatial
data records to NARA. The metadata must conform to a standard maintained by a Federal,
national, or international body. For each transfer the organization must reference the standards to
which the data and metadata conform, including version and date, where applicable. 


3.11.6.3.  When metadata does not conform to a published standard, organizations must provide a
full description of the standard and the metadata used. Where the standard is not maintained by a
national or international body (i.e., agency specific), a copy and description of the standard must
be included. 


3.11.7.  Transfer Mechanisms. 


3.11.7.1.  Organizations may transfer digital geospatial data records using any of the approved
media or methods listed in 36 CFR Part 1228.270(c). (Note: See http://www.archives.gov/about/
regulations/part-1228/index.html.) 


3.11.7.2.  Digital geospatial data records must not be compressed (e.g., Winzip, PKZIP) or aggre-
gated (e.g., TAR) for purposes of transfer unless NARA has approved the transfer in compressed
or aggregated form in advance. In such cases, NARA may require the organization to provide the
software to decompress the records. 


3.12.  National Archives and Records Administration (NARA) Records Manager (RM) Guidance
for Public Key Infrastructure (PKI) Authenticated and Secure Transaction Records.  


3.12.1.  Introduction. The Records Management Guidance for Agencies Implementing Electronic Sig-
nature Technologies, http://www.archives.gov/records-mgmt/policy/electronic-signature-technol-
ogy.html, issued by NARA on 18 October 2000, requires that Federal agencies comply with records
management requirements when implementing Public Law (PL) 105-277, Government Paperwork



http://mcmcweb.er.usgs.gov/sdts/

http://www.fgdc.gov/standards

http://www.opengeospatial.org/standards/gml

http://www.opengeospatial.org/standards/gml

http://www.archives.gov/about/regulations/part-1228/index.html

http://www.archives.gov/about/regulations/part-1228/index.html

http://www.archives.gov/records-mgmt/policy/electronic-signature-technology.html

http://www.archives.gov/records-mgmt/policy/electronic-signature-technology.html
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Elimination Act (GPEA). PL 105-277 requires that, when practicable, agencies use electronic forms,
electronic filing, and electronic signatures to conduct official business with the public by 2003. 


3.12.2.  Public key cryptography. Public key cryptography, which is used to implement digital signa-
tures, is one of the principal electronic signature technologies that organizations will use when con-
ducting business electronically. PKI supports the application of digital signature technology. PKI is
defined as “a set of policies, processes, server platforms, software and workstations used for the pur-
pose of administering certificates and public-private key pairs, including the ability to issue, maintain,
and revoke public key certificates.” 


3.12.3.  Records Management Guidance. This guidance applies to the three categories of Federal
record scope: 


3.12.3.1.  PKI Transaction-Specific records that may be embedded or referenced within each
transaction (e.g., the digital signature, generally the public key certificate and possibly transac-
tion-specific PKI records used for authentication or non-repudiation, such as certificate validation
responses). 


3.12.3.2.  PKI-Unique Administrative records, which are generally retained separate from the
transaction data, support authentication, nonrepudiation and the overall trustworthiness of the
electronic transaction process (e.g., certificate validation responses used to validate the subscriber/
signer’s certificate, subscriber agreement, etc.) 


3.12.3.3.  Other Administrative records (non-PKI records) that can be retained and used to attest to
the reliability and overall trustworthiness of the PKI-based transaction process, such as client/
browser and server setup and configuration records, application or system testing and validation
records, and operational procedures and training documentation. 


3.12.4.  PKI-Related Record Keeping Principles. All Federal PKI digital signature authenticated and
secured transaction records should: 


3.12.4.1.  Contain the human readable name of the subscriber/signer. This could be the subject
name from the public key certificate or other metadata that represents the name of the subscriber/
signer. 


3.12.4.2.  Include a human readable date and time associated with the signing of the transaction
that is “at or near the time” that the signing occurred. (Note: Federal Rules of Evidence 803(6) - a
“[r]ecord of a regularly conducted activity” such as a “memorandum, report, record, or data com-
pilation, in any form” will be admissible if the record was made “at or near the time by...”). 


3.12.4.3.  Indicate the intent of the subscriber/signer, i.e., the purpose for applying the PKI digital
signature to the transaction. The intent may be obvious in that it relates directly to a purpose
included in the text of the transaction, e.g., “approved by” or “submitted by.” It could be in the
form of a statement that the subscriber/signer takes responsibility for the transaction or that the
subscriber/signer is authorized to sign on behalf of someone else. It also may relate to the context
of the transaction (e.g., a purchase order form). 


3.12.5.  For the PKI-related transaction records, the operational or recordkeeping system should: 


3.12.5.1.  Capture all PKI transaction records that meet the definition of a Federal record. Also, the
metadata needed for identification, searching and disposition management of the transaction
should be captured “at or near the time” of the transaction. 
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3.12.5.2.  Retain PKI recordkeeping Trust Documentation Sets for at least the same period of time
as the digitally-signed transaction to which they pertain. 


3.12.5.3.  Avoid the retention of PKI transaction records on any individual user’s workstation
because: 


3.12.5.3.1.  Integrity protection is not automatically provided and is limited to user-modifiable
file controls (e.g., a reversible read-only setting). 


3.12.5.3.2.  Accessibility is limited to the users who have access to the files on the workstation. 


3.12.5.3.3.  Disposition management cannot be programmatically controlled. 


3.12.6.  NARA Requirements for Permanent Electronically-Signed Records. Section 5.6 of NARA’s
Records Management Guidance for Agencies Implementing Electronic Signature Technologies guid-
ance states that: “For permanent records, agencies must ensure that the printed name of the electronic
signer, as well as the date and time when the signature was executed, be included as part of any human
readable form (such as electronic display or printout) of the electronic record.” NARA requires this so
that the name of the signer and the date and time of signing will be preserved as part of the record.
Therefore, all electronic transaction records, including PKI authenticated and secured transaction
records that are to be transferred to NARA for permanent retention must meet these minimum require-
ments. 


3.12.6.1.  For digitally-signed records that have been scheduled and appraised as permanent,
NARA currently has no intention of using the digital signature’s revalidation capabilities to estab-
lish authenticity of the record or of maintaining that capability into the future. NARA currently
lacks an infrastructure to support key escrow necessary to maintain digital signature revalidation
capabilities. Furthermore, organizations could attest to the authenticity and integrity of the digi-
tally-signed record at the time of transfer of legal custody of the materials to NARA. Finally,
based on experience with secondary users of archival records, embedded hand-written (“wet”) sig-
natures hold limited value for research. NARA presumes that this use paradigm will continue to
apply. It is unlikely that PKI-related records establishing the trust of a particular digitally-signed
transaction would be scheduled and appraised as permanent. 
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Chapter 4  


PROCEDURES FOR DOCUMENT REMOVAL 


4.1.  Nonauthorized Removal of Documents. Personnel are not authorized to remove the following
types of records: 


4.1.1.  Official record copy or extract from any such document 


4.1.2.  Classified information, restricted data, and formerly restricted data. 


4.1.3.  Diaries that contain official schedules of meetings, appointments, field trips, or other official
activities used to transact Government business. 


4.1.4.  A copy of a document containing information exempt from public release under the Freedom
of Information Act or stamped “FOR OFFICIAL USE ONLY,” whether it is the official record copy
or an extra copy (see DoD 5400.7-R/AF Sup, DoD Freedom of Information Act Program). 


4.1.5.  Records about sensitive or Privacy Act material (reference AFI 33-332, Privacy Act Program). 


4.1.6.  Preliminary or draft documents from other Government organizations, including foreign gov-
ernments, material (including extra copies) whose removal would create a gap in the logical sequence
of essential records. 


4.1.7.  Records required to transact official business of the Air Force or to help in the decision-making
process. 


4.2.  Documents Authorized for Removal. Personnel are authorized to remove: 


4.2.1.  Personal and private unclassified papers that do not refer to official business. 


4.2.2.  Reference books and other personal items. 


4.2.3.  Extra copies of unclassified papers (with agency approval) that they have drafted, reviewed, or
otherwise acted upon. 


4.3.  Statutory and Regulatory Requirements.  


4.3.1.  Classify official information according to Executive Order (E.O.) 12958, Classified National
Security Information; as amended by E.O.13292; and AFI 31-401. 


4.3.2.  Retiring officials (or those leaving office) who remove classified material face penalties,
including imprisonment, according to Title 18 United States Code Section 2071. 


4.3.3.  Individuals who qualify under AFI 31-401 may be granted limited access to classified records. 


4.4.  Removal Procedures.  


4.4.1.  Check with the program manager or the RM to ensure that you may remove the records. 


4.4.2.  Use SF 135, Records Transmittal and Receipt, to identify the records that are being removed. 
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Chapter 5  


DISPOSITION PROCEDURES 


5.1.  Authority and Implementation.  


5.1.1.  In addition to the guidelines in this instruction, follow the dispositions in the NARA GRS and
AFRIMS RDS. 


5.1.2.  Do not make personal decisions to destroy Air Force records. 


Exception: Dispose of special intelligence records per AFMAN 14-304, (FOUO) The Security, Use
and Dissemination of Sensitive Compartmented Information, and AFI 36-2608, Military Personnel
Records System, for records that are included in the military personnel master record. 


5.1.3.  Use destruction methods and procedures in AFI 31-401 as authority for disposing of classified
documentary records according to agency procedures. 


Exception: Destroy nonrecord classified material and other temporary material, such as extra copy
files and publications, and other materials excluded from the definition of records, as soon as their
intended purposes are served. 


5.1.4.  When disposition schedules and standards change because of new requirements, procedures,
and methods, follow these rules: 


5.1.4.1.  When a changed schedule increases the retention period, apply the standard to all records
(including inactive and cutoff records) of that description, regardless of where they are maintained
or when they were created. 


5.1.4.2.  When a changed schedule reduces the retention period, apply the standard retroactively.
Exception: Specific instructions to the contrary for individual cases. 


5.2.  Retention and Retirement Standards.  


5.2.1.  Records must be identified in AFRIMS RDS. 


5.2.1.1.  Use Table 5.1. to cut off records identified in AFRIMS RDS. 


5.2.1.1.1.  Note 1 allows a temporary extension. 


5.2.1.1.2.  Exceptions as authorized in this instruction and AFRIMS RDS. 


5.2.1.2.  Retire Air Force personnel records with a retention period of 10 years or more to the
National Archives and Records Administration, 700 Pennsylvania Avenue NW, Washington DC
20408-0001. Exception: AFRIMS RDS specifies another FRC (such as the National Personnel
Records Centers in St. Louis MO, for personnel and medical records or the Rocky Mountain Fed-
eral Archives in Denver CO, for Air Force Academy records). 


5.2.1.3.  Tables in the AFRIMS RDS include specific standards for cutoff, setting up inactive files,
retention periods, and specific instructions as to the organizational levels at which the disposition
instructions apply. In most cases, however, only general disposition instructions exist, such as
“destroy after 3 months,” “2 years,” “10 years,” “when superseded,” and so forth. Regardless of
the disposition standards, unless otherwise stated, retention periods begin after the file cutoff date,
rather than the dates of individual records in a file. 
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5.2.1.4.  When a base closes, the RM must first notify SAF/XCISI through the CRM of records
that are disposable within 8 years. 


5.2.1.5.  The Air Force Record Officer will contact NARA, Office of FRC Operations to deter-
mine which regional record center near the closing base will retire/accept the temporary records. 


NOTE: This procedure also applies when a base staging area becomes too crowded for storing records. 


5.2.1.6.  When AFRIMS RDS does not specify a location in column C of the table, assume the
standard applies Air Force-wide. 


Table 5.1.  Retention and Retirement Standards for Active Air Force Activities. 


A B C D E 
ITEM Records 


retention 
period 


Records accumulated by Cutoff period Hold in the 
current file 


areas 


And (see Note 1) 


1 1 month Any Air Force activity End of each month 1 month Dispose per AFRIMS 
RDS 


2 2 months Any Air Force activity End of each month 2 months Dispose per AFRIMS 
RDS 


3 3 months Any Air Force activity End of each month (see 
Note 2) 


3 months Dispose per AFRIMS 
RDS 


4 4 months Any Air Force activity End of each month (see 
Note 2) 


4 months Dispose per AFRIMS 
RDS 


5 6 months Any Air Force activity End of each month (see 
Note 2) 


6 months Dispose per AFRIMS 
RDS 


6 1 year Any Air Force activity At the end of each 
Calendar Year (CY) or 
Fiscal Year (FY) as 
applicable (see Note 2) 


1 year Dispose per AFRIMS 
RDS 


7 13 months Any Air Force activity At the end of each CY or 
FY as applicable (see 
Note 2) 


13 months Dispose per AFRIMS 
RDS 


8 15 months Any Air Force activity At the end of each CY or 
FY as applicable (see 
Note 2) 


15 months Dispose per AFRIMS 
RDS 


9 18 months Any Air Force activity At the end of each CY or 
FY as applicable (see 
Note 2) 


18 months Dispose per AFRIMS 
RDS 


10 2 years HQ USAF offices At the end of each 
calendar or fiscal year, as 
applicable (see Note 2) 


2 years Destroy (see Notes 3 and 
4) and AFRIMS RDS 


11 Activities below HQ USAF At the end of each CY or 
FY as applicable (see 
Note 2) 


1 year Transfer to staging area 
where it is destroyed after 
1 additional year (see 
Notes 4, 5, 6, and 8) and 
AFRIMS RDS 
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12 3 to 8 years HQ USAF offices At the end of each CY or 
FY as applicable (see 
Note 2) 


3 years If not eligible for 
destruction, retire to 
WNRC for retention  (see 
Notes 3, 4, and 6) and 
AFRIMS RDS 


13  3 to 8 years Activities below HQ USAF At the end of each 
calendar or fiscal year, as 
applicable (see Note 2) 


1 year Transfer to staging area 
where it is destroyed upon 
expiration of the 
remainder of the retention 
period (see Notes 4, 6, 7, 
and 8) 


14  9 years to 
permanent 


HQ USAF offices At the end of each 
calendar or fiscal year, as 
applicable (see Note 2) 


2 years Retire to WNRC for 
retention (see Notes 3, 4, 
and 10) and AFRIMS 
RDS 


15 9 years to 
permanent 


Activities below HQ USAF At the end of each 
calendar or fiscal year, as 
applicable 


1 year Transfer to staging area 
where it is retired after an 
additional year to WNRC 
or other designated 
records center (see Notes 
4, 7, 8, 9 and 10) and 
AFRIMS RDS 


16 Based on an 
event or action 
such as 
supersession, 
obsolescence, 
or completion 
of action 


All Air Force activities On the event of 
completion of the action 
stipulated 


For the 
appropriate 
time period as 
specified in 
items 1 
through 15 


Destroy or retire 
according to AFRIMS 
RDS 


17 Based on a 
specified time 
period after an 
event or action, 
such as audit, 
final payment, 
settlement of a 
claim, 
completion of a 
project, closing 
of a case file, 
etc. 


All Air Force activities On the event or 
completion of the action 
stipulated, cut off and 
place in the inactive file, 
at the end of each 
calendar or fiscal year, as 
applicable 


For the 
appropriate 
time period as 
specified in 
items 1 
through 15 


Destroy or retire 
according to AFRIMS 
RDS 


A B C D E 
ITEM Records 


retention 
period 


Records accumulated by Cutoff period Hold in the 
current file 


areas 


And (see Note 1) 
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NOTES:
1. CRMs may authorize a temporary extension to disposition standards in AFRIMS RDS


pending processing of request as indicated in paragraph 9. This also applies to other gov-
ernments’ laws or agreements with the US, which specify longer retention periods. If a
temporary extension is granted by the CRM, retain the records and send the following
information immediately by letter through channels to SAF/XCISI: 


1.1. Description of records and prescribing directives; table and rule from the AFRIMS
RDS covering records; length of requested extension; volume of records involved; reasons
for extension. 


1.2. A statement of the current and proposed physical location of the records, including
information on whether the records have been or will be transferred to one or more federal
records centers. SAF/XCISI will advise the CRM of final action. If the request is disap-
proved, follow the disposition criteria in the appropriate AFRIMS RDS, table and rule. If
approved, the CRM issues an authorization letter to the requesting activity for attachment
to the related files plan. 


2. Transitory and reading files and other large volumes of 3-6-month retention files are cut
off at the end of each month. When volume or other circumstances justify, and after the
RM approves, cut off records with a retention period of 1 year or less on a daily, weekly,
monthly, or semiannual basis, and retain for the prescribed retention period. 


3. If office space is urgently needed for current records, before the retention period within
the office expires, see paragraph 9.2.2. 


4. Comply with paragraph 8.7. before retiring classified records to a staging area or records
center. 


5. If there is no staging area, retain and destroy in the current files area. 


6. Retain small volumes of 2-8-year retention in the current files area until eligible for dis-
posal or retirement, if the RM approves and if the office does not need additional space or
equipment. 


7. If there is no staging area, or the accumulating office is not in close proximity to an Air
Force installation having a staging area, transfer records with a 3- to 8-year retention to the
Regional FRC serving the area, provided the CRM and NARA approve, and the records
center agrees to accept the records. Under the same circumstances for 9-year to permanent
records, retain in current files area for 2 years after cutoff, then retire (through the organi-
zation’s records manager) to WNRC or other designated records centers. 


8. If the office needs space for current records, transfer noncurrent records to the staging area
earlier, if the RM responsible for the supervision of the staging area approves. 


9. The CRM may approve an extension of retention period for records needed for longer than
2 years after cutoff because of frequent reference. Annotate the related SF 135 with the
new information. Send requests for extension to SAF/XCISI, who must get NARA’s
approval for extension of retention period. Place records authorized for indefinite reten-
tion at the installation (such as certain civil engineering records and equipment historical
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files), which are relatively inactive and have infrequent reference in the local staging area
by mutual agreement between the accumulating office and the RM responsible for the
supervision of the staging area. 


10. Hold local series not retireable to WNRC or NPRC. 


5.2.2.  Unscheduled records are records not identified in AFRIMS RDS. Upon receipt or creation of
unscheduled records, procedures in paragraph 11.2. must be followed. If the records take up file space
that is needed for active material, the CRM will facilitate the transfer to a staging area until final dis-
position is approved. Upon transfer of unscheduled records to a staging are, send a copy of the SF 135
to the base RM and the CRM. 


5.3.  Emergency Retirement. In hostile or potentially hostile areas, during war, or when war seems
imminent, get agreement between the chief of the office of record (COR), the RM, the CRM, SAF/XCISI,
and NARA to retire records with a retention period of more than 2 years to the proper FRC at any time
after cutoff if: 


5.3.1.  Records may be destroyed by hostile or potentially hostile action and the records are valuable
enough to save until the normal retention period ends. Offices retiring records make duplicate copies,
if needed, for frequent reference to avoid harm to the unit’s mission or place an unrealistic research
and reference burden on the FRCs. 


5.3.2.  The records take space urgently needed for military purposes and personnel do not use them
frequently enough to warrant continued local storage. If none of the conditions in paragraphs 5.3.1.
and 5.3.2. apply, keep the records and retire them at the times specified in paragraph 5.2. and Table
5.1., or, in an emergency, according to paragraph 5.4.3. 


5.3.3.  Do not retire material that you plan to keep for less than 2 years unless it is of sufficient impor-
tance in protecting the legal or financial rights of individuals and the Air Force. Requests to destroy
these short term records must be approved by SAF/XCISI before destruction. 


5.4.  Emergency Disposal of Records, IRCN: 1095-NAR-AR. Dispose of records without regard to
AFRIMS RDS if an emergency arises, as follows: 


5.4.1.  A Hazard to Health, Life, or Property. A CRM who believes that records have become a hazard
to health, life, or property notifies SAF/XCISI of the nature of the hazard, the kind and quantity of
material involved, and its location. SAF/XCISI notifies NARA. Upon NARA approval, SAF/XCISI
directs immediate destruction or removal of the material. 


Exception: Nitrocellulose-based film. 


5.4.2.  Nitrocellulose-Based Film. If any radarscope, aerial, or other still or motion-picture film on a
nitrocellulose base deteriorates to the point where it is soft and sticky, is emitting a noxious odor, con-
tains gas bubbles, or has turned to an acrid powder, and the OPR in charge decides that it is a menace
to health, life, or property, the CRM may eliminate the hazard without prior approval of SAF/XCISI.
The CRM: 


5.4.2.1.  Requests the OPR remove the film from inhabited buildings as soon as possible; destroy
it in a way to save its silver content, or if the quantity is not large enough to justify saving its silver
content, arrange for authorized disposal in approved landfills. Submerge the film to be burned in
water-filled drums, and move it to a remote spot that fire authorities have approved for burning. If
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possible, burn one reel at a time, but never more than 25 pounds. Do not burn the film in a furnace
or other confined space to avoid dangerous gases; within 30 days of film destruction, complete
and send a report to SAF/XCISI describing the film and stating when, where, and how the destruc-
tion took place. Assign Interagency Report Control Number 1095-NAR-AR to this report. 


5.4.3.  State of War, Threatened War, or Hostile Action Outside the United States: 


5.4.3.1.  When war seems imminent, destroy records in the custody of a COR outside the territo-
rial limits of the continental United States (CONUS) without regard to disposition standards in
AFRIMS RDS and without prior approval if these situations exist; retaining the records would be
prejudicial to the interest of the United States (US); records take up space urgently needed for mil-
itary purposes; records are without sufficient administrative, legal, research or other value to war-
rant their continued preservation. 


5.4.3.2.  If the records are considered valuable enough to warrant preservation, retire according to
paragraph 5.3. Follow destruction procedures in AFI 31-401 when emergency destruction is
required. When you destroy records in an emergency, provide the following information in writing
to SAF/XCISI: organization name, location, and commander; record description and authentica-
tion date, record security classification (if known), place and date of destruction; and reason for
the destruction. 


5.5.  Damage to or Unauthorized Disposition of Records. The Secretary of the Air Force Office of
Warfighting Integration and Chief Information Officer (SAF/XC), in accordance with AFPD 33-3,
ensures that personnel do not dispose of records without authorization. Note: Disposing of records with-
out authorization involves removing them from Air Force custody or destroying or altering them without
regard to the schedules in the AFRIMS RDS (44 USC § 2095, 3105, 3106, and 3314). 


5.5.1.  Upon discovering unauthorized loss, damage, or destruction of records, the COR and record
professional responsible for the records must make a reasonable effort to find, restore or reconstruct
them. 


5.5.1.1.  Restoring Records. RMs who believe they can save damaged records should contact the
base disaster planning office, follow procedures in NARA’s Vital Records and Records Disaster
Mitigation and Recovery: An Instructional Guide, located at http://www.archives.gov/
records-mgmt/vital-records, or other material in local libraries, or consult with a local restora-
tion company. The CRM will immediately report the quantity and type of records damaged, source
of damage (fire, flood, and so on), extent of damage and an assessment of whether restoration
efforts are practical. 


5.5.1.2.  Reconstruction. Replace record sets of publications with copies from reference collec-
tions or from stock. Reconstruct other records from extra copies or from other records containing
the same information. 


5.5.1.3.  Disposal. If restoration or reconstruction of damaged records is not practical and the Air
Force Records Officer has concurred, the CRM will direct and oversee the immediate disposal of
the damaged records. CRMs must identify them as lost or destroyed records on SF 135 when they
retire records of the same period to a staging area or FRC. 


5.5.2.  Penalties. U.S. Criminal Code 18 USC § 2071 lists penalties for willfully and unlawfully
destroying, damaging or altering records. The maximum penalty is a $2,000 fine, 3 years in prison, or
both; loss of office, and disqualification from holding any US office. 



http://www.archives.gov/records-mgmt/vital-records

http://www.archives.gov/records-mgmt/vital-records
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5.5.3.  Reporting. CRM must report all unlawful removal, defacing, alteration, or destruction of
records to SAF/XCISI. The report must include a complete description of the records with the volume
and dates, name of the office of origin, statement of the exact circumstances surrounding the violation
and steps to safeguard and prevent further instances of record loss. 


NOTE: The interagency report control number is IRCN: 0285-NAR-AR, Damage to and Unauthorized
Disposition of Records. 


5.5.4.  Exclusions. These rules do not cover private or personal files (see paragraph 2.2.). Any person
or activity having knowledge of impending, actual, or threatened unlawful removal, defacing, alter-
ation, or destruction of records must immediately send written notification to SAF/XCISI. 


5.6.  Intra-Air Force Transfer. Permit transfer of files or records from one Air Force organization to
another only when retiring them to a staging area or other repository according to the procedures in this
instruction, an organization that is changing status transfers them according to paragraph 7.5., or a func-
tion responsibility transfers from one unit to another. 


5.6.1.  When MAJCOMs and field operating agencies (FOA) transfer responsibilities, they transfer
the active records relating to that responsibility at the same time. The receiving MAJCOM or FOA
ensures that the records are properly identified on the files plans. Use SF 135 to transfer records, and
send a copy to the losing and gaining CRMs. 


5.7.  Transfer to the National Archives. The Archivist of the United States accepts for deposit with the
National Archives any Air Force records that the Archivist decides have sufficient administrative, histor-
ical, or other value to keep. Normally the transfer of Air Force records to the National Archives is from
the FRCs. However, an organization may offer certain records for direct transfer to the National Archives
of the United States by sending a SF 258 to SAF/XCISI describing the contents, nature, and quantity of
the material proposed for transfer. SAF/XCISI must sign and send the SF 258 to the National Archives.
The OPR, SAF/XCISI, and the NARA arrange the transfer and set up the conditions for using the mate-
rial. NARA determines the kind of records it will accept and whether to retire them to the FRC or transfer
them directly to the National Archives. 


5.7.1.  Audiovisual Records: 


5.7.1.1.  Motion Pictures. The FRCs and the NARA normally do not accept Air Force-owned,
motion picture records on nitrocellulose-based film because of the potential hazards (see para-
graph 5.4.2.). Air Force organizations having nitrate motion pictures they decide are valuable
enough to keep at records centers or NARA must convert the nitrate film to safety acetate film.
Before converting the film, SAF/XCISI must obtain NARA approval that the converted film will
be accepted. Normally, the minimum number of copies of motion picture film necessary for secu-
rity, duplication, and use by NARA is the negative (original or duplicate) that (in descending order
of priority): most nearly represents the original capture of actual events, best represents the edited
production of actual events and best represents the edited production for which action is staged,
with a master positive print and one projection print for actual use. Note: In most cases, the pro-
jection print is the negative after laboratory cutting, composite negative of sound film, the master
fine-grain positive print, and one other print. 


5.7.1.2.  Still Photographs. A negative and captioned print (whether on film, glass, paper, or other
medium) of each still photographic image are necessary for security, duplication, and use by the
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National Archives. Include such copies when available in collections of still photographs that you
transfer. 


5.7.1.3.  Sound Recordings. Include these types of copies, when available, in collections of sound
records that you transfer or retire to NARA: 


5.7.1.3.1.  For conventional disc recordings, the matrix or stamper of each sound recording
unit, or the original instantaneous recording if no matrix or stamper exists, and a pressing or
dubbing of the recording. 


5.7.1.3.2.  For magnetic sound recordings on wire or tape, for scribed or embossed recordings
on tape, or for recordings photographically reproduced on sensitized film, a “dubbing” if one
exists; otherwise, the original magnetic, embossed, for photographed recording. 


5.7.1.4.  Reference Material. Transfer copies of existing reference material, such as data sheets,
continuities, review sheets, scripts, or indexes for identifying and using audio-visual records with
these materials. 


5.7.2.  Cartographic Records. Offer these cartographic records, when no longer needed, to the
National Archives for appraisal and direct transfer: 


5.7.2.1.  Manuscript maps or maps on which personnel have made manuscript changes, additions,
or annotations for record purposes or that bear manuscript signatures to indicate official approval.
Keep these maps together with the documents to which they refer. 


5.7.2.2.  Master sets of maps. Keep master sets separate from stocks of maps for distribution and
from maps received from other organizations. A master set includes one copy of each edition or
map issued. 


5.7.2.3.  Index maps, card indexes, lists, catalogs, or other reference materials. 


5.7.2.4.  Preliminary or intermediate materials, such as manuscript field notebooks or surveys, tri-
angulation and other computations, “Fair drawings” for individual color plates, and aerial photo-
graphs for mapping purposes. 


5.7.2.5.  Related records necessary for preparing, compiling, editing, or printing maps (e.g.,
project folders containing specifications and appraisals of source materials). 


5.7.3.  Microforms. Offer permanent microforms to NARA in one silver copy and one work copy. Use
a special microfiche box for retiring microforms. 


5.7.4.  Electronic Records. Contact SAF/XCISI for guidance on offering permanent electronic records
to NARA (see AFMAN 37-123 [will become AFMAN 33-363]). 


5.8.  Transfer to Other Government Agencies.  


5.8.1.  According to 36 CFR Part 1228.122, do not transfer records from one Government agency to
another without written approval by NARA. 


Exception: A law, executive order, or Presidential reorganization plan, treaty, or decision requires the
transfer of records or responsibilities. 


5.8.1.1.  Transfer these records to the Federal Archives, the FRCs, or the National Archives
according to paragraphs 5.2. and 5.8., and set up procedures for loaning records for official use. 
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5.8.2.  Send written requests for exceptions to paragraph 5.8.1. to SAF/XCISI before transferring or
loaning Air Force records. 


5.8.3.  Request should include a concise description of the records for transfer (with the volume in
cubic feet), restrictions on using records, name and location of the receiving agency (with the names
of the persons who will use the records and their intended use), name and location of the organization
transferring the records, reason for the transfer (with justification for transfer of records more than 5
years old) and why the transfer is in the best interest of the Government. Note: Restrictions because of
a law, executive order, or Air Force decision continue after a transfer, although the organization
receiving the records may agree to remove the restrictions. 


5.8.4.  SAF/XCISI receives authority from NARA for transferring Air Force records to another Fed-
eral agency in instances other than those cited above. 


5.9.  Transfer Outside of Government Agencies. SAF/XCISI gets approval from the NARA to transfer
records to organizations outside of the Federal Government. Follow transfer request procedures in para-
graph 5.8. 


5.10.  Authorized Methods of Disposal.  


5.10.1.  Report large record volumes to the Defense Reutilization and Marketing Office (DRMO). 


5.10.1.1.  DRMO decides whether to destroy or sell the records as waste paper. Contracts for recy-
cling or selling these records must prohibit their future use as records or documents. DoD
5400.7-R/AFSUP1 and AFI 33-332 contain disposal procedures for records exempt from public
disclosure. Recycle or sell nonpaper records (film, plastic recordings, and so on) in the same man-
ner as paper records. 


5.10.1.2.  Destroy records that cannot be recycled or sold. 


5.10.2.  Destroy classified information according to AFI 31-401, sensitive unclassified information (to
include Privacy Act, FOUO, privileged, or proprietary information) and personal records that, accord-
ing to responsible officials, contain information that might be prejudicial to the interests of the gov-
ernment, public, or private individual by any means approved for classified information or by any
means that would make it difficult to recognize or reconstruct the information. Methods and equip-
ment used to destroy classified information include burning, crosscut shredding, wet pulping, chemi-
cal decomposition, or pulverizing. Only use equipment specified on the National Security product list. 


5.10.2.1.  Unclassified material is considered destroyed when disposed of in a waste container
and/or recycled, or placed in Data Distribution System according to the Air Force or local proce-
dures. Records on electronic or similar media are considered destroyed when you erase, degauss
and reuse them. 


5.10.3.  Record donation to an eligible government (including a foreign government), organization,
institution, corporation, or individual that has made application must have prior approval through
CRM, SAF/XCISI and NARA. The CRM applies to SAF/XCISI for approval with a description of the
records and organization that owns them. SAF/XCISI requests the transfer through NARA; the fol-
lowing conditions must be met: 


5.10.3.1.  The applicant agrees not to sell the records as records or documents. 


5.10.3.2.  The applicant agrees to take the records without cost to the Government. 
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5.10.3.3.  The records are not classified or do not contain information that laws or regulations pro-
hibit or that would hurt the public interest. 


5.10.3.4.  A foreign government has an official interest, and is not otherwise prohibited by AFI
16-201, Air Force Foreign Disclosure and Technology Transfer Program; AFI 31-401; or other
directives. 


5.10.3.5.  An individual or commercial business shows that the records are necessary for manag-
ing properties acquired from the Government. 
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Chapter 6  


DISPOSITION OF SPECIAL TYPES OF RECORDS 


6.1.  Records More Than 30 Years Old. Send NA Form 13148, Report to NARA, for permanent
unscheduled records over 30 years old in Air Force custody through the appropriate channels to SAF/
XCISI. 


6.2.  Records Deteriorating Because of Storage Conditions. Request disposition instructions from
SAF/XCISI through the CRM. 


6.3.  Foreign Language Records. Maintain and dispose of records written in foreign languages in the
same manner as similar material written in English. 


Exception: Maintain and dispose of material obtained through intelligence collection efforts in the same
manner as intelligence records. 


6.3.1.  If foreign language records are translated into English during the course of normal business
practices, file a copy of the translation (or a summary for lengthy material) with the material trans-
lated. 


6.3.2.  Make no special effort to have material translated into English for the sole purpose of filing or
retiring material. 


6.4.  Joint Activities Records.  


6.4.1.  Joint activities collect administrative records and records covering an organization’s participa-
tion in a joint mission/activity. 


6.4.2.  Inactive records of permanent or continuing value are retired to a records center designated by
the joint activity’s parent agency. 


6.4.3.  Records of temporary value are disposed of as designated by the parent agency. 


6.4.4.  Records created as a result of the Air Force serving as either executive agent or mission partic-
ipant are destroyed according to AFRIMS RDS. 


6.4.5.  Records created or collected when an Air Force MAJCOM is acting as the executive agent of a
joint activity composed of two or more MAJCOMs, the executive agent and the member commands
retire or dispose of the records according to AFRIMS RDS. 


6.5.  International Pact Organization Records. Handle the classified material of an international pact
organization (such as the North Atlantic Treaty Organization) according to applicable directives. Use the
disposition standards in AFRIMS RDS for controlling and accounting for classified material. Manage
unclassified records in the same way as any other US records. 


6.6.  “For Official Use Only” (FOUO) Records. See DoD 5400.7-R/AFSUP1 and paragraph 4.5. 


6.7.  “Internal Air Force Working Papers” and “Air Force Eyes Only” Records. Do not release or
transfer documents marked “Internal Air Force Working Papers” or “Air Force Eyes Only” to non-Air
Force personnel (except Army Air Force Exchange Service (AAFES) personnel) without the authority of
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the originator, successor, or a higher authority. Remove, destroy, or rephrase the information that origi-
nally made the document restrictive and delete the markings before retiring it to an FRC or the National
Archives. Unit Air Force records professional will monitor the review of these records to ensure retention
of long-term, permanent, or those of historical value. 
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Chapter 7  


DISPOSITION PROCEDURES FOR RECORDS OF UNITS AND ACTIVITIES CHANGING 
STATUS 


7.1.  Redesignation or Reorganization of Units and Activities.  


7.1.1.  When the Air Force redesignates or reorganizes a unit or activity with a change in function or
mission, cut off the files on the day before the redesignation or reorganization and ensure that the suc-
cessor unit or activity maintains them as a separate entity. Destroy or retire files according to the pro-
gram action directive and the tables and rules in AFRIMS RDS. 


7.1.2.  When the Air Force redesignates or reorganizes a unit or activity with no change in function or
mission, maintain the files and cut off in the same manner and at the same time as if no change of sta-
tus had occurred. 


Exception: All files that are created after redesignation display the new designation. 


7.1.2.1.  When files for a reorganized or redesignated unit or activity are retired, mark the SF 135
to show the organizational change. 


7.2.  Inactivation of Units and Activities. The term inactivation includes discontinuance, disbandment,
and reduction to zero strength. 


7.2.1.  When the organization is not transferring responsibilities, destroy records as permitted by
AFRIMS RDS, transfer records (that are disposable within 8 years) to the appropriate staging area
until they are eligible for disposal, and retire records to WNRC that are to be kept for at least 9 years
or that current directives do not require at another organization or records center. 


7.2.1.1.  If the organization has no staging area or is being inactivated, send a list of records and
volumes through records management channels to SAF/XCISI. SAF/XCISI queries NARA as to
which FRC to send the records and notifies the CRM of the appropriate disposition. 


7.2.2.  When an organization transfers responsibilities, it must transfer all records to the successor
organization to preserve their administrative origin. 


Exception: When needed to support a particular transaction, event, or function. 


7.2.2.1.  Use SF 135 to transfer records. 


Exception: When inappropriate (such as for personnel folders). 


7.3.  Installations Placed on Inactive or Standby Status. Keep records required for the continued main-
tenance of an installation placed on an inactive or standby status at the installation. Dispose of the records
according to AFRIMS RDS and the special information Base Realignment and Closure provide on base
closures. 


7.4.  Units Alerted for Overseas Movement. Before a unit moves to or from the CONUS, records
destruction should be completed within the limits established by the AFRIMS RDS. 
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Exception: Transfer records that are disposable within 8 years to the staging area of the last permanent
station until eligible for disposal and retire documents with a retention period of at least 9 years and not
eligible for the NPRC to WNRC. 


7.4.1.  If there is no staging area at the unit’s last permanent station, the unit requests a transfer to the
FRC. 


7.4.2.  If the staging area cannot receive classified material, transfer it to any organization that the
commander considers appropriate, notify the CRM of its location, and retire records to the FRC
NARA chooses. 


7.5.  Transferred Units. When the Air Force transfers a unit from one MAJCOM to another, or from one
place to another, the unit retains its current records; when a unit is transferred without personnel and
equipment, it transfers only those records that the unit’s new commander considers essential. The unit dis-
poses of the remaining records in one of the following ways: retires them to an appropriate FRC, keeps
them in the staging area of the former installation, or destroys them according to AFRIMS RDS. 


Exception: When a unit leaves its former responsibility or mission to another unit, the new unit may keep
any required records, if the CRM approves. The unit keeps these records intact to preserve their adminis-
trative origin, except when another organization needs them to support a particular transaction, event, or
function. 


7.6.  Air Force Reserve and Air National Guard (ANG) Units.  


7.6.1.  Air Force Reserve Units Entering Active Duty. Cut off record sets of orders the day before
entering active duty. Other active records the unit requires while on active duty will accompany the
unit. Transfer remaining records with the record sets of orders to a staging area designated by the
former CRM for retention or retirement, or destroy the records before the unit enters active duty
according to AFRIMS RDS. 


7.6.1.1.  If a unit changes back to Reserve status during the same calendar year in which it entered
active duty, remove the record sets of orders issued before the active duty from the staging area
and continue the same series with the normal cutoff as specified by Headquarters Air Force
Reserve. 


7.6.2.  ANG Units Entering on Active Duty. Active records that the unit requires while on active duty
accompany the unit. Cut off remaining records and dispose of or retire them according to appropriate
ANG regulations before the unit enters on active duty. 


7.6.3.  Air Force Reserve Units Changing Back to Reserve Status. Cut off record sets of orders and
other records that a Reserve unit created or collected during active duty on the last day of active duty.
Transfer the records to a staging area that the former CRM chooses for retention or retirement or
destroy according to AFRIMS RDS. 


7.6.4.  ANG Units Changing Back to State Control. Cut off records created or collected by the ANG
unit during active duty on the day before active duty ends. Transfer the records to a local staging area
and notify the CRM. Retain, retire, or dispose of the records as instructed by the CRM and the unit’s
State Headquarters. 
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Chapter 8  


SHIPPING RECORDS 


8.1.  Shipping Containers.  


8.1.1.  Use the containers listed below to retire, ship, or transfer Air Force records to the FRC, staging
area, or other organization. 


8.1.2.  When transporting records in overseas areas by water carrier, wrap boxes in waterproof mate-
rial or ship in cargo transporters. 


8.1.3.  Package and handle nitrocellulose-base motion picture and X-ray film, including shipments
mixed with nonflammable film, and ship them by air according to AFMAN 24-204(I), Preparing
Hazardous Materials for Military Air Shipments. 


8.1.4.  As a rule, do not ship papers that have become wet until they are completely dry. If wet paper
records must be shipped by air, seal them hermetically in metal containers and pack the containers in
wooden boxes or larger, airtight metal container according to AFMAN 24-204(I). 


8.1.5.  If using wooden boxes in staging areas, repack records into the containers specified in para-
graph 8.3. before shipping them to an FRC. 


8.1.6.  When shipping electronic records refer to Chapter 3 to ensure that records have been prepared
in the correct format. Scan and imbed in the media a copy of the approved SF135. 
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Table 8.1.  Number of Copies and Distribution of SF 135. 


8.2.  Where To Obtain Boxes. Get boxes from a normal supply source. 


8.3.  Preparing Records Series for Packing. For this chapter, a series is a block of records having the
same disposition date and following the same rule from the tables in AFRIMS RDS. 


8.3.1.  Standard-size record boxes: 


14¾ by 12 by 9¾ inches (tuck-bottom) national stock number (NSN) 8115-00-117-8249 


14¾ by 12 by 9¾ inches NSN 8115-00-117-8344 


A B C 
Item For Records Prepare SF 135 And (see Note) 


1 Retired to any records 
center 


5 copies File 1 in suspense; send 4 to RM for 
actions; after return by records center, file 
1 copy in front of first box of each 
accession; seal, mark, and ship boxes.  
Destroy suspense when receipted copy is 
received from center, or send receipted 
copy to retiring office if applicable, and 
retain suspense copy for monitoring 
purpose and record of all shipments made. 


2 Placed in staging area at 
another Air Force 
installation 


2 copies (3 copies 
for classified 
records requiring a 
receipt) 


Send two copies to staging area with 
shipment; and retain for file receipted copy 
returned from staging area. 


3 Placed in staging area at 
installation of assignment 


4 copies Retain 1 in suspense; send original and 1 
to staging area with shipment; send 1 to 
losing activity RM; destroy suspense copy 
when receipted copy is received from 
staging area. 


4 Transferred to another Air 
Force unit or activity 
within the same major 
command 


5 copies Send original and 1 with transferred 
documents; 1 to losing activity RM; 1 to 
gaining and losing CRMs (SAF/XCISI for 
Air Staff offices); and retain 1 for file. 


5 Transferred to another Air 
Force unit or activity of 
another major command, 
or to HQ USAF 


6 copies Send original and 1 with transferred 
documents; 1 to losing activity RM; 1 to 
gaining and losing CRMs (SAF/XCISI for 
Air Staff Offices); and retain 1 for file. 


6 Transferred from Air 
Force to government or a 
nongovernment agency 


5 copies Send original and 1 with transferred 
records; 1 to losing activity RM; 1 to 
losing CRM; 1 to SAF/XCISI; and retain 1 
for file. 
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15 by 12 by 10 inches NSN 8115-00-290-3379 


8.3.2.  Special size boxes: 


Half-size boxes 


14¾ by 9¾ by 4 7/8 inches NSN 8115-00-117-8338 


Magnetic tape box 


14¾ by 11¾ by 11¾ inches NSN 8115-00-117-8347 


Microfiche box 


14¾ by 6¾ by 4¾ inches NSN 8115-01-025-3254 


Microfiche box (archival) 


14¾ by 6¾ by 5 inches NSN 8115-01-132-1932 


X-ray box 


18 by 15 by 5¾ inches NSN 8115-00-290-3386 


8.3.3.  Remove all nonrecord material such as metal staples and paper clips, rubber bands, and extra
copies of records from official records. Noncorrosive, rustproof staples are acceptable in instances
when paper records are strong and flexible. They should not be used on records of high intrinsic value
or on records that are weak and brittle. When staples are used, they should be positioned through strips
of archival bond paper to help support and protect the documents. 


8.3.4.  Group together series for an office, unit, or headquarters by item number and cutoff date. Sep-
arate classified from unclassified material. Exception: Do not separate classified and unclassified
material when necessary to maintain continuity of files or when most of the material is classified.
However, if only a few classified documents are in a case or file, use DD Form 2861, Cross-Refer-
ence, according to AFMAN 37-123 (will become AFMAN 33-363). 


8.3.5.  Unclassified Records. As a rule, keep series separate when transferring. 


Exception: If a series is small in volume, combine it with another as long as the retention periods are
the same. This procedure also applies to permanent records. 


8.3.5.1.  Temporary records must consist of at least one box and normally have only one clos-
ing-year date for a series. 


8.3.5.2.  Transfer only those records covered in AFRIMS RDS. 


8.3.5.3.  Do not routinely accept unscheduled, contingent, and frozen records for transfer. Offices
transferring records must first gain approval from SAF/XCISI. 


Exception: Closing bases may receive exceptions for these types of records. 


8.3.6.  Classified Records. The COR or designated person reviews all classified records before retiring
them to a staging area or FRC to determine whether they can be downgraded or declassified according
to AFI 31-401. The COR certifies on SF 135 that the downgrading or declassification review took
place and puts new classification marks on the records. 


8.4.  Packing Unclassified Records Series.  
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8.4.1.  You may pack records from more than one office in the same box, labeling the first folder of
each office with the organization and office symbol. Do not include disposition guides (guide cards
with the disposition control label). 


Exception:  Include disposition guides for inactivated units or discontinued responsibilities. 


8.4.2.  Without disturbing the existing filing arrangement, pack each series according to these steps: 


8.4.2.1.  For shipments to WNRC and other FRCs, pack each series for each named or numbered
unit in a separate box or boxes. 


8.4.2.2.  For other shipments, pack the series in the order shown in paragraph 8.3. 


8.4.2.3.  Pack records in shipping containers loosely enough to permit others to remove files freely
or to add more files later. (See Figure 8.1. for packing, closing, and sealing shipping containers.) 
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Figure 8.1.  Packing Records for Transfer or Retirement. 


8.4.2.4.  Place records in boxes in an upright position in the sequence listed on SF 135 and as illus-
trated in Figure 8.1. with the label facing the numbered end of the box. Do not place folders on top
of folders. If the box contains only a few legal-size files mixed with letter-size files, fold the bot-
tom edge of the legal-size files to fit the width of the box. 


NOTE: The standard shipping container holds 1 cubic foot of records when filled to capacity. 


8.4.2.5.  Standard shipping containers filled to capacity do not need packing material. If the last
box in a series is partially filled, use crumpled or wadded paper or other suitable packing material
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(no wood shavings, shredded paper, wax paper, additional file material, or surplus file folders) to
prevent movement during shipment. Do not send one partially filled box, except for wartime
records. Mark the SF 135 for wartime records with the contingency or conflict name (i.e., Opera-
tion ENDURING FREEDOM). 


8.4.2.6.  FRCs do not accept storage containers of less than one cubic foot. Hold a series until a
cubic foot becomes available by combining successive years of the series or until the anticipated
date of destruction of the series according to AFRIMS RDS. 


Exception: One full microfiche-shipping container, NSN 8115-011-025-3254 or NSN
8115-01-132-1932 (archival), holds one-fourth cubic foot of microfiche. Ship boxes one at a time
as they are filled. 


8.4.2.7.  Get approval from the CRM to: 


8.4.2.7.1.  Combine small volumes of permanent records (governed by the same table and
rule) from two or more units within the MAJCOM or FOA to make a cubic foot shipment. 


8.4.2.7.2.  Combine small volumes of temporary records (governed by the same table and rule)
of two or more units within the same MAJCOM or FOA to make a cubic foot, if they are eli-
gible for retirement to a FRC. 


NOTE: Only offices that the MAJCOM or FOA records management officers designate may retire the
records in paragraph 8.4.2.7.2. 


8.4.2.8.  If combining small volumes of records: 


8.4.2.8.1.  Pack permanent and temporary records in separate boxes. 


8.4.2.8.2.  List the retiring organization on SF 135. 


8.4.2.8.3.  Use labeled dividers within the box to separate the files of the organizations. 


8.4.2.8.4.  The collection point will keep a copy of each SF 135. 


8.4.2.8.5.  Send a copy of SF 135 to each organization retiring the records, to MAJCOM and
FOA records management officers, and other specified offices. 


8.5.  Packing Classified Records Series. Pack series classified TOP SECRET, SECRET, or CONFI-
DENTIAL in the same way as unclassified records, but for large quantities also remember to: 


8.5.1.  Stamp standard shipping containers of each classified series with the highest classification in
the box. 


8.5.2.  Wrap the outside of the box before shipping it by registered mail to the FRC . 


8.6.  Sealing and Marking Boxes.  


8.6.1.  Sealing. Seal boxes for a FRC, or postal shipments to any location with one-inch filament tape
NSN 7510-00-582-4772. 


Exception: Boxes sent as registered mail. Seal boxes personnel have placed in a staging area. Do not
plan to ship via postal channels with the gummed tape described in paragraph 8.2. or fold the top flaps
(for unclassified material) as illustrated in Figure 8.1. When sending boxes or packages as registered
mail, seal with two-inch filament tape, NSN 7510-00-159-4450, according to DoD 4525.8-M/
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AFMAN 33-306, DoD Official Mail Manual. Observe the size and weight limitations and other pro-
cedures of DoD 4525.8-M/AFMAN 33-306 when sending boxes by the parcel service. 


8.6.2.  Identification. 


8.6.2.1.  Place the shipper and addressee name and address on the top of each box according to
DoD 4525.8-M/AFMAN 33-306 when shipping to an FRC or through postal channels to any loca-
tion. Omit this information when delivering boxes directly to the WNRC in Washington DC. 


8.6.2.2.  For shipments to other than a FRC, enter the box number and the total number of boxes,
in consecutive numerical sequence, in the upper right-hand corner of the unstitched front end of
each box or in the appropriate label printed on the tuck-bottom box NSN 8115-00-117-8249. For
example, if a shipment includes three boxes, number them 1/3, 2/3, 3/3. Use a felt-tip pen or its
equivalent to mark the boxes or use tuck-bottom boxes with printed label on the front of the box.
Mark the accession number and box number with numerals at least 1¾ inch high. If packing boxes
in several locations combine them later into a single shipment, assigning temporary numbers in
pencil, but remove numbers before starting to number the complete shipment. Do not let boxes
containing records of one office get mixed with those of another office. 


8.6.2.3.  For shipments to WNRC or other designated FRCs, use the box-marking instructions sent
with the approved SF 135. If the FRC does not send instructions, number the boxes for each ship-
ment in consecutive order in the upper right-hand corner of the unstitched front end of each box or
on the printed label on the new tuck-bottom box. Begin each accession with box number “1.” For
example, if a shipment has two boxes, number them as 1/2, 2/2. The box numbers must be the
same as the box numbers in item 6(e) of SF 135. Place the accession number in the center of the
front end of each box or on the printed label on the new tuck-bottom box. Make sure the sealing
tape does not cover the accession number. Put the accession number in the space provided when
using boxes with pre-stenciled labels. 


8.7.  Methods of Shipment.  


8.7.1.  Use the most economical means of shipment from outside the Washington, DC area to WNRC
or to another FRC. Motor or rail freight shipment satisfies this requirement within CONUS. When
rapid transportation is required, use parcel service. If using parcel service, follow the weight and size
restrictions and other procedures in DoD 4525.8-M/AFMAN 33-306. Ship TOP SECRET, SECRET,
and CONFIDENTIAL material according to AFI 31-401 and DoD 5200.1-R, Information Security
Program. Do not ship TOP SECRET material through postal channels. Ship TOP SECRET material
through the TOP SECRET Control Officer and an appropriately cleared courier of the Defense Cou-
rier Service, or as AFI 31-401 requires. Use local Transportation Management Office for large,
unclassified shipments. For shipments of 50 boxes or more, call WNRC to schedule a shipping date
and instruct the commercial carrier to contact WNRC 24 hours before delivery. Write this instruction
on the bill of lading. 


8.7.2.  From organizations within Washington DC area to WNRC. Note: The Washington DC area
includes the District of Columbia, Montgomery and Prince George’s Counties in Maryland, and Fair-
fax and Arlington Counties (the Pentagon), and the Cities of Alexandria, Fairfax, and Falls Church in
Virginia. 
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8.7.3.  The organization retiring the records delivers or arranges the delivery to the building’s loading
platform for pickup on dates that WNRC has scheduled. Telephone WNRC for scheduled pickup
dates at (301) 778-1550. (See Figure 8.2. for instructions for loading skids). 


Figure 8.2.  Sample of a Loaded Skid (Contact FRC for specific instructions). 
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8.7.4.  If a building does not have a loading platform, arrange for pickup by telephoning WNRC at
(301) 778-1550. 


8.7.5.  Each record manager ensures offices combine shipments, when possible, on the loading plat-
form on the WNRC scheduled pickup dates. When WNRC pick-up is not practical, the organization
retiring records will contact the appropriate Base Information Transfer Center for delivery to WNRC
by US official mail. 


8.7.6.  If a shipment is SECRET or CONFIDENTIAL, determine scheduled pickup dates before pack-
ing and sealing boxes, in case the facility lacks sufficient storage for the boxes until delivery to the
loading platform. TOP SECRET record delivery to WNRC is arranged through the TOP SECRET
Control Officer via the Defense Courier Service. 


8.8.  For Official Use Only (FOUO) Files. Do not separate records and files carrying the FOUO protec-
tive marking. Pack and ship them with unclassified records. 


8.9.  Using Standard Form (SF) 135.  


8.9.1.  Use SF 135 to identify records for retirement to a FRC or staging area or to transfer records to
another organization. When the compiled folder list exceeds the single page of the SF 135, attach
additional pages in the form of text documents or spreadsheets. These documents serve: 


8.9.1.1.  As a packing list for transferred or retired records. 


8.9.1.2.  As a medium for controlling the location, retrieval, reference, and disposition of records
in staging areas and the FRC. 


8.9.1.3.  As a receipt for retired records. 


8.9.1.4.  To identify and account for lost, destroyed, or withheld records personnel normally would
have retired. (See reverse side of SF 135 for preparation of SF 135 and Table 8.1. for copying and
distributing the SF 135). 


8.9.2.  Prepare a separate SF 135 for each series of temporary records in a shipment. Prepare a sepa-
rate SF 135 for permanent records. Prepare a separate SF 135 for unclassified, SECRET, CONFI-
DENTIAL, and TOP SECRET records, regardless of volume, when: 


8.9.2.1.  Placing records in a staging area. Prepare a separate SF 135 for each: 


8.9.2.1.1.  Office of record 


8.9.2.1.2.  Staff element. 


8.9.2.1.3.  Unit. 


8.9.3.  Distribute copies of the SF 135 according to Table 8.1. 


8.9.4.  Do not use these forms when retiring or shipping military or civilian personnel records or Navy
- Air Force Interface official personnel folders to the National Personnel Records Center. 


8.9.5.  Get advance approval for shipments to FRC. Send the original and one copy of the SF 135 to
the FRC at least 3 weeks before the planned shipment date or E-Mail. The FRC staff reviews the SF
135 and returns one copy with accession numbers after approval. Upon receipt of the approved SF
135, place a copy in the first box of each accession. One copy of the SF 135 is retained for suspense
and reference. Ship the records as soon as possible. Shipments must arrive at the FRC within 90 days
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after SF 135 approval for CONUS and 120 days for overseas. If the FRC does not receive the ship-
ment within these time frames, the SF 135 is returned to the originating organization and the paper-
work must be resubmitted. Upon receipt of the shipment, the FRC returns a receipt of the SF 135
showing the box locations for the organization’s files. The RM keeps one copy and sends one copy to
the office retiring the records. 
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Chapter 9  


RECORDS STAGING AREAS 


9.1.  Purpose of Records Staging Areas. Record staging areas are storage areas that receive and main-
tain inactive records in less costly space and equipment than Air Force uses in current files areas. These
facilities keep and dispose of records with a retention period of less than 9 years to eliminate the expense
of transporting records to the FRCs. Staging areas also combine shipments of records of permanent and
long-term (9 years or more) value before transferring them to the FRCs. 


9.2.  Setting Up Staging Areas.  


9.2.1.  At Air Force Installations. Record staging areas should not exceed 5,000 square feet of space
for an installation or off-base organizations annually collecting 100 or more cubic feet of records with
a retention period of over 2 years. An installation or off-base organization may operate only one stag-
ing area for tenant units or organizations on or near the base. When two or more off-base organizations
share the same geographical location, but are not located near a FRC, or it is impractical or uneconom-
ical to use the nearest staging area, the BRM and CRM will facilitate the set-up of a single area for all
or most of the organizations to use jointly. 


9.2.1.1.  The CRM may waive the instructions in paragraph 9.2.1. when high rent or inadequate
space makes a staging area impractical or uneconomical. 


9.2.1.2.  In the event of a waiver by the CRM, personnel may either keep records that are to be
retained for 8 years or less in available space and equipment or retire them to the regional FRC.
Send the request for transferring records to a FRC to SAF/XCISI. SAF/XCISI will send the
request to the NARA. (See Table 5.1., Note 7, and Attachment 3.) 


9.2.1.3.  In the event of a waiver by the CRM, personnel may retire records with a retention period
of more than 8 years to the appropriate FRC (see Table 5.1., Item 15, Note 7). 


9.2.1.4.  The CRM may waive the requirement to set up a single staging area when special circum-
stances exist (such as security precautions, unusual tenant requirements, off-base activities, lim-
ited storage facilities, distance, and so on). If mutually acceptable, other DoD organizations may
use Air Force staging areas. Make a support agreement for tenants who wish to have staging area
support. The CRM will send a copy of any waivers and a complete justification to SAF/XCISI. 


9.2.2.  No record staging areas exist for organizations in the National Capital Regional area. If these
organizations urgently need space for active records, they may transfer inactive records with a reten-
tion period of at least 3 years or more remaining to WNRC. Requests for exceptions to the 3-year
retention period must be sent to SAF/XCISI with justification. (See Table 5.1., Items 12 and 14, and
Note 3.) 


9.3.  Using Staging Areas. Store both permanent and temporary records with a retention period over 2
years or more in staging areas until they are eligible for disposal or retirement to an FRC. Personnel may
store large volumes of records with shorter retention periods in staging areas if they use space and equip-
ment economically, and if the COR and the BRM agree. Do not store active records in staging areas. Con-
sider records rarely used but kept indefinitely (e.g., installation management records and equipment
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historical files) as inactive and store them in staging areas. Records with short retention periods may be
kept in available space and equipment until they are eligible for destruction. 


9.4.  Supervising Staging Areas. The wing or base RM supervises the installation staging area except at
Air Intelligence Agency (AIA), National Air and Space Intelligence Center, and Air Force Technical
Applications Center. Restrict the time that personnel spend in staging areas to the minimum necessary to
receive, search for, and dispose of records. Do not staff staging areas full-time. 


9.5.  Staging Area Space. The staging area must be weather tight, and, if practical, fire-resistant. The
space must have adequate light, heat, ventilation, and be close to restroom facilities. Seal holes in walls
and floors against insects and rodents. If insects are found, eliminate them using a dry-base insecticide.
The facility must meet the security safeguards in AFI 31-401 if using to store classified material. 


9.5.1.  Limit the amount of space to the minimum required for the staged records and the necessary
office space when the staging area is the custodian’s permanent, full-time location. Save space by
using the equipment in paragraph 8.3. and by limiting aisles between shelving units to 34 inches or
less. The minimum files-to-space ratio acceptable in staging areas is 2 cubic feet of files to each
square foot of floor space. 


NOTE: Seek a ratio of three or more cubic feet of files to each square foot of floor space under optimum
conditions for ceiling height, floor load capacity, and suitability of space. 


9.5.2.  Use warehouse space for records staging areas when possible; when warehouse space is not
accessible use office space. When possible, obtain a ratio of at least 2¾ cubic feet of files to each
square foot of office floor space; if unacceptable or not feasible apply paragraph 9.2.1. 


9.6.  Staging Area Equipment.  


9.6.1.  Shelving. Use open steel shelving from Federal Prison Industries, Inc. If other types of shelves
are already installed, use them until they are no longer serviceable. Ensure that each unit of shelving
has 10 shelves, with each shelf approximately 42 by 30 inches, with 11 inches of clearance between
shelves. When ceiling height or floor load capacity does not permit the use of units 10 shelves high,
use fewer shelves. Use Save-an-Aisle files in a permanent building rather than a warehouse with BRM
and CRM approval. 


9.6.2.  Containers: 


9.6.2.1.  Boxes. Use standard records retirement boxes (see paragraph 8.3.1. for a description of
retirement boxes). 


9.6.2.2.  Classified storage. Per AFI 31-401, use GSA-approved security containers or approved
secure storage areas for keeping classified records in properly secured staging areas. Do not use
GSA-approved security containers for storing unclassified records. 


Exception: Staging areas that receive small volumes of records (less than one cubic foot) from
command units may use file cabinets to store those files until unit personnel can combine them for
retirement to a FRC. 


9.7.  Storing Administrative Files. Keep only administrative files in records staging areas: 
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9.7.1.  Locator and Disposition File. This file consists of original SF 135 (and/or attached Word/Excel
continuation sheets) arranged by the headquarters, installation, activity, or unit whose records are in
the staging area. This file helps personnel locate and dispose of holdings. 


9.7.2.  Charge-Out File. Use Optional Form (OF) 11, Reference Request-Federal Records Center, or
AF Form 614, Charge-Out Record, or AF Form 614a, Charge Out Record (Continuation), to keep
track of loaned, classified, and unclassified material. 


9.8.  Receiving Procedures.  


9.8.1.  Transfer of Records. The office transferring records to a staging area prepares the SF 135. 


9.8.2.  The RM uses AFRIMS to place and retrieve staging area records. 


9.9.  Disposition Procedures. The RM manages the staging area and may ask for labor assistance from
organizations using the staging area. 


9.9.1.  Disposing of Records. Destroy or restore eligible records in the staging area. Review the ship-
ment lists in the locator and disposition file before the end of each calendar or fiscal year for records
ready for disposition. If in good condition, reuse file folders, guide cards, and fasteners. 


9.9.2.  Retiring Records: 


9.9.2.1.  Retire records having a retention period of more than 8 years coming from units and orga-
nizations inactivated or moved from the installation to the appropriate FRC according to Chapter
8. 


9.9.2.2.  Avoid numerous small shipments to keep postal and handling costs to a minimum when
retiring records for installations or separate organizations. FRCs normally accept only records
with 3 years or more retention remaining. WNRC does not store records scheduled for destruction
in less than 1 year. 


Exception: Base closure. 


9.9.2.2.1.  The FRC considers exceptions to the 3-year rule on an individual basis and only
after approval has been granted through records management channels to SAF/XCISI. For ten-
ant units’ records stored in a host staging area, the tenant RM works with the host RM to dis-
pose of tenant’s records in staging areas. Resources permitting, the host RM includes all
material tenants want to retire in combined shipments to the FRC. When insufficient resources
are available, the host RM will request resources (personnel, boxes, etc.) from the tenants. 


Exception: Tenants whose parent MAJCOM has specified otherwise or who have made other
arrangements or agreements with the host RM. 


9.9.2.2.2.  For large volumes or several tenants, the host RM may ask the tenant RM or Func-
tional Area Records Manager (FARM) to help in disposing or preparing the tenant shipments.
When tenants records are part of a host combined shipment to an FRC, separate SF 135 must
be prepared for each unit and include the unit’s designation in item 5 of the SF 135, with the
parent MAJCOM in parentheses. The host RM gives the tenants involved in the shipment
either a copy of the FRC SF 135 receipt (showing accession numbers, location numbers, and
so on) or the accession and location number for the tenants to add to their copies of the SF 135
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that were used to transfer the records to the staging area. If the unit has been inactivated, the
host RM gives a copy of the receipted SF 135 to the parent MAJCOM of the inactivated unit. 


NOTE: This information is essential to the tenant for future research or record retrieval. Recommend the
tenant give its parent organization or MAJCOM a copy of the SF 135 or the accession and location infor-
mation. 


9.9.2.3.  Posting Disposition Action. Add certificates of destruction for destroyed classified mate-
rial to the locator and disposition file. 
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Chapter 10  


GETTING INFORMATION FROM INACTIVE RECORDS 


10.1.  General Information. Getting information from inactive records is the same as for active records,
regardless of their location. 


10.2.  Getting Records From an Air Force Organization. Write directly to the organization to request
this information. 


10.3.  Getting Records From a Records Center or Staging Area. These organizations may search for
and borrow retired records from: 


10.3.1.  The organization that created the records. 


10.3.2.  Successor organizations. 


10.3.3.  A higher headquarters. 


10.3.4.  Other organizations designated by the OPR or those the RM chooses. WNRC keeps a list of
persons authorized to request, receive, and pick up classified and unclassified records stored at the
WNRC. MAJCOM, FOA and direct reporting unit (DRU) RMs compile these lists annually and pro-
vide security clearance information for those individuals requesting classified records to SAF/XCISI
for processing. 


10.3.5.  WNRC requires Air Force to submit annual update/verification of individuals authorized to
pick up and withdraw records from the center. 


10.3.6.  Authorizations at base-level are restricted to the RM and one alternate. 


10.3.7.  To preclude interruption of access, submit authorizations to the supporting CRM before the
end of the fiscal year. This access is for WNRC only and does not affect either personnel or medical
record retrieval. 


10.3.8.  Approving Loan Requests for Retired Records. The RM or the OPR approves loan requests
for retired records only after verifying: 


10.3.8.1.  The loan will not subject the records to abnormal risk of loss or damage. 


10.3.8.2.  The loan will not slow down other business of a higher priority. 


10.3.8.3.  The records center or staging area can meet the loan request. 


10.3.9.  Using OF 11. Use OF 11 to recall records or use records from any FRC or staging area. Use
Centers Information Processing System (CIPS) or the World Wide Web to request records stored at
any record center nationwide. CIPS is the Record Centers Program automated reference requesting
system, which enables customers to electronically request their records stored at any record center
nationwide. Send CIPS access requests through the Air Force Records Office (SAF/XCISI). 


Exception: A request for military master records at the NPRC. Use a separate OF 11 for each item
requested. Always include as much of this information as possible on each OF 11 or a separate sheet
of paper when OF 11 is not available: 
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10.3.9.1.  Accession number, stack location, box number, specific file, folder, order (number and
date) or document desired, and file designation if known; name and location of the organization
that created the files; the box number shown on the signed copy of SF 135 returned to the organi-
zation doing the retiring; the accession number as shown on the returned, signed copy of the SF
135; the location number as shown on the returned, signed copy of SF 135; requester’s name and
phone number, agency, office, room number, building name and number, street, city, state, or ZIP
Code; and any other information that would help center personnel identify and locate documents
or files. Do not include classified information on OF 11 or other written search or loan requests. 


NOTE: For urgent requests to WNRC, telephone area code (301) 763-7010. For emergency information
after duty hours, within HQ USAF, contact the Air Force Watch Duty Officer at (703) 695-7220 or DSN
225-7720 or the Air Force Watch Controller (703) 697-6103 or DSN 227-6103. NRPC charges a small fee
for certain types of service. If a request involves a service charge, the center tells the requester of the
charge. 


10.3.10.  Using SF 180, Request Pertaining to Military Records. Use SF 180 to get information from
military personnel records. The SF 180 also lists the correct mailing addresses and location of military
personnel records. 


10.3.10.1.  Send requests for transcripts to the Community College of the Air Force, 130 West
Maxwell Boulevard, Maxwell AFB AL 36112-6613, or via the Internet at http://www.max-
well.af.mil/au/ccaf/transcripts.asp. 


10.3.10.2.  When SF 180 is not available or the location of the personnel records is unknown, pro-
vide as much of this information as possible to National Personnel Records Center (Military Per-
sonnel Records), 9700 Page Ave, St Louis MO 63132-5100: 


10.3.10.2.1.  The names military personnel used during service (last, first, middle). 


10.3.10.2.2.  Branch of service, all service numbers and Social Security Number. 


10.3.10.2.3.  Date and place of birth. 


10.3.10.2.4.  If deceased, date and status at death (active duty, retired, etc.). 


10.3.10.2.5.  Dates of service (active, Reserve, and National Guard). 


10.3.10.2.6.  Present status of the individual (active, Reserve, Fleet Reserve, deceased, etc.). 


10.3.10.2.7.  Complete name and address of the requester, including business and home tele-
phone. 


10.3.10.3.  For the NPRC (Military Personnel Records) to provide the best service, limit telephone
requests to urgent or emergency matters; mail requests instead. 


10.3.10.4.  Use NPRC’s customer service number (314) 801-0800 during regular working hours
(0700 to 1700 CST) and emergencies. 


10.3.11.  Restrictions on Release of Information. Service personnel may get almost any information
from their own records. The next of kin, if the veteran has died, and authorized Federal offices with an
official purpose, may get most types of information from a military service or medical record. Other
requesters must have a release signed by the veteran. Employers and others needing proof of military
service may accept as authentic the information shown on Armed Forces documents (such as DD
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Form 214, Certificate of Release or Discharge from Active Duty) at the time a service person left the
military. 


10.3.12.  Using SF 127, Request for Official Personnel Folder (Separated Employee). Use SF 127 to
request the NPRC send civilian personnel records of former military personnel. Send two copies to the
FRC. 


10.3.13.  Use DD Form 877, Request for Medical/Dental Records or Information, to request medical
and dental records from the NPRC. 


10.3.14.  Removing Records Permanently. Borrowed records may not be permanently removed from
any FRC or staging area without written approval of the RM, or the CRM for inactivated organiza-
tions. Send written approval to the FRC or RM with OF 11 for the records. If the records center retires
the records again at a later date, prepare a new set of SF 135s and handle as a new retirement action. 


10.3.15.  Returning Borrowed Records. The COR must ensure borrowers return records to the records
center or staging area. 


10.3.16.  Loaning Already Borrowed Records. Borrowers do not ordinarily loan out records they have
already borrowed from a FRC or staging area. If borrowers must provide papers from borrowed files
to other agencies or offices they: 


10.3.16.1.  Promptly notify the FRC or RM. 


10.3.16.2.  State the reasons for needing to loan out the borrowed records. 


10.3.16.3.  Describe the records in question. 


10.3.16.4.  Provide an approximate date of return. 


10.3.16.5.  Do not lend official Air Force files to activities outside Air Force. 


Exception: Rare occasions preapproved by Air Force Record Officer and NARA. 


10.3.16.6.  Get a signature for release on a SF 135. 


10.3.16.7.  Get permission from NARA. Preferably, make copies for the other interested person. 


10.3.17.  Addressing Inquiries. To keep rerouting to a minimum, send inquiries on retired organization
and installation records directly to the FRC maintaining the records for the period involved. See
Attachment 3. 


10.3.18.  Withdrawing Records by Reactivated Installations and Units. FRCs and RMs approve
requests for records by reactivated units or installations to assist administration under the following
conditions: 


10.3.18.1.  Loans initially last for a 3-month period, with the privilege of renewal. 


10.3.18.2.  FRC or RM may recall the loans. 
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Chapter 11  


PROCEDURES TO REQUEST CHANGES 


11.1.  Revisions to this Instruction and/or AFRIMS RDS.  


11.1.1.  Amend or reaccomplish file plans and file disposition control labels to reflect new disposition
standards or add additional record series. Review inactive files to ensure dispositions are updated
according to new or revised standards. Amend the SF 135 for staging area records to reflect changes. 


11.1.1.1.  The CRM provides instruction to the OPR on submitting record disposition recommen-
dations (AF Form 525). 


11.1.1.2.  The CRM submits changes or negative replies based upon review of functional series
records dispositions through the functional RM to SAF/XCIS. When processes change, are
deleted, or new ones implemented, submit record scheduling information as previously stated. 


11.2.  Suggesting Changes, Additions, or Deletions to This Instruction and AFRIMS RDS. Send
suggestions on AF Form 847 to make comments and suggested improvements in this instruction and AF
Form 525 to request changes to tables or rules in AFRIMS RDS through the RM and CRM to SAF/XCISI,
1500 Wilson Boulevard, Suite 220, Rosslyn VA 22209. 


11.2.1.  Using AF Form 525. Use AF Form 525 to recommend or request changes, additions, or dele-
tions to AFRIMS RDS. Prepare four copies; keep one in suspense. Coordinate the AF Form 525 with
appropriate personnel at each level before sending it to the next higher level. 


11.2.1.1.  The CRM coordinates with other MAJCOM or FOA RMs who have a prime or joint
interest in the records before sending the suggestion to SAF/XCISI. The CRM coordinates with
the command history office on changes relating to historical records and permanent records. The
CRM coordinates with the judge advocate’s office on suggestions relating to the legal rights of
individuals or the Air Force. Show the coordination of the judge advocate on the AF Form 525.
The CRM indicates in item 17 if the records are Privacy Act records. Send two copies of approved
recommendations to SAF/XCISI. For further information concerning CRMs (to include name,
phone numbers, E-mail, mailing address, etc.), reference AFRIMS RDS at https://
afrims.amc.af.mil/rds_series.cfm. 


11.3.  Justification of Changes.  


11.3.1.  When a proposed new or revised record or a directive requires records not covered in
AFRIMS RDS, the OPR sends AF Form 525 to the records management office. The affected records
will be considered pending. The OPR may delay the draft of the directive while submitting AF Form
525, to include a qualifying statement such as: “Proposed disposition is tentative while needs of the
users are determined.” In such instances, the RM or CRM holds AF Form 525 for at least 6 months
and then asks the OPR to confirm the proposed disposition. 


11.3.2.  Completely justify all recommendations to keep records permanently or to increase an exist-
ing retention period. Justify the permanent retention of records in terms of their value for historical
administration or for research, organizational changes, or protecting the legal rights of persons and the
Government. In many instances, this type of justification requires a painstaking and searching analy-
sis and evaluation and strong cooperation between records management personnel and subject matter
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specialists, legal advisors, and historians. Try to determine how many Air Force records are really
essential; whether they effectively document Air Force activities and transactions; whether the Air
Force can reduce retention periods; and how many so-called “permanent” records are of real enduring
value. Since “enduring value” means keeping the records indefinitely (eventually offered for deposit
to the National Archives of the United States), analysts accept that “permanent is forever.” No routine
techniques can simplify the evaluation of permanent records. No substitute exists for a thorough and
careful analysis by competent individuals. 


11.3.3.  Completely justify records that protect the legal and financial rights of personnel and the Air
Force. Coordinate the items on legal rights with the judge advocate’s office. Send its comments with
the AF Form 525. NARA and SAF/XCISI use these comments to make an informed decision on the
retention value of the records. 


11.3.4.  Dispose of electronic media that generates paper or microform records (see AFMAN 37-123
[will become AFMAN 33-363]). 


11.4.  Dispositions Pending. The Air Force Records Officer will notify all MAJCOM RMs when an AF
Form 525 has been submitted, informing them that the disposition is pending until further notice, and
AFRIMS will be annotated with disposition pending. 


11.5.  Information Collection, Records, and Forms.  


11.5.1.  Information Collections. IRCN 0285-NAR-AR, Damage to and Unauthorized Disposition of
Records, is mandated by this publication. See paragraph 5.5.3. Note. 


11.5.2.  Records. Records pertaining to IRCN 0285-NAR-AR are created by this publication (para-
graph 5.5.3. Note). Retain and dispose of all records according to the AFRIMS RDS, located at
https://afrims.amc.af.mil/rds_series.cfm. 


11.5.3.  Forms (Adopted and Prescribed). 


11.5.3.1.  Adopted Forms. DD Form 214, Certificate of Release or Discharge from Active Duty;
DD Form 877, Request for Medical/Dental Records or Information; DD Form 2681, Cross-Refer-
ence; SF 115, Request for Records Disposition Authority; SF 127, Request for Official Personnel
Folder (Separated Employee); SF 135, Records Transmittal and Receipt; SF 180, Request Per-
taining to Military Records; SF 258, Agreement to Transfer Records to the National Archives of
the United States; and OF 11, Reference Request—Federal Records Center; NA Form 13148,
Report to NARA; AF Form 614, Charge-Out Record; AF Form 614a, Charge-Out Record (Contin-
uation); AF Form 847, Recommendation for Change of Publication. 


11.5.3.2.  Prescribed Forms. AF Form 525, Records Disposition Recommendation. 


MICHAEL W. PETERSON,  Lt Gen, USAF 
Chief, Warfighting Integration and 
Chief Information Officer 
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Attachment 1  


GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION 


References 


E.O. 12958, Classified National Security Information (http://www.archives.gov/isoo/policy-docu-
ments/eo-12958-amendment.html) 


PL 105-277, Government Paperwork Elimination Act (GPEA) 


ISO/IEC Standard 10918-1: Information Technology—Digital Compression and Coding of Continu-
ous-tone Still Images (1994) 


36 CFR Part 1228, Disposition of Federal Records 


41 CFR Part 105, General Services Administration 


18 USC § 2071 


44 USC § 2101-2118 


44 USC § 3101-3107 


44 USC § 3301-3314 


DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management Software Applications,
June 19, 2002 


DoD 5200.1-R, Information Security Program, January 1997 


DoD 4525.8-M/AFMAN 33-306, DoD Official Mail Manual, 12 October 2006 


DoD 5400.7-R/AFSUP, DoD Freedom of Information Act Program, 24 June 2002 


AFPD 33-3, Information Management, 28 March 2006 


AFPD 34-2, Managing Nonappropriated Funds, 7 January 1994 


AFI 10-208, Continuity of Operations (COOP) Program, 1 December 2005 


AFI 10-401, Air Force Operations Planning and Execution, 25 April 2005 


AFI 10-2501, Full Spectrum Threat Response (FSTR) Planning and Operations, 3 August 2005 


AFI 16-201, Air Force Foreign Disclosure and Technology Transfer Program, 1 December 2004 


AFI 31-401, Information Security Program Management, 1 November 2005 


AFI 33-322, Records Management Program, 7 October 2003 


AFI 33-332, Privacy Act Program, 29 January 2004 


AFI 36-2608, Military Personnel Records Systems, 30 August 2006 


AFMAN 14-304, (FOUO) The Security, Use and Dissemination of Sensitive Compartmented Informa-
tion, 1 May 1999 


AFMAN 24-204(I), Preparing Hazardous Materials for Military Air Shipments, 12 October 2004 


AFMAN 37-123, Management of Records, 31 August 1994 (will become AFMAN 33-363) 
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USAFINTEL 201-1, The Security, Use, and Documentation of Sensitive Compartmented Information, 1
May 1990 


AFRIMS RDS, https://afrims.amc.af.mil/rds_series.cfm 


Vital Records and Records Disaster Mitigation and Recovery: an Instructional Guide, (http://
www.archives.gov/records-mgmt/vital-records) 


Electronic Records Management (ERM) Solution Guide, https://afrims.amc.af.mil/web_links.cfm) 


ANSI/AIIM TR 34-1966, Sampling Procedures for Inspection by Attribute of Images in Electronic Image
Management and Micrographic Systems 


The Records Management Guidance for Agencies Implementing Electronic Signature Technologies, 18
October 2000 (http://www.archives.gov/records-mgmt/policy/electronic-signature-technology.html) 


NWM 02.2003, Memorandum to Agency Records Officers: Expanding Acceptable Transfer Formats:
Transfer Instructions for Scanned Images of Textual Records, December 23, 2002 


Abbreviations and Acronyms 


AF—Air Force (when used as a form title) 


AFMAN—Air Force Manual 


AFHRA—Air Force Historical Research Agency 


AFRC—Air Force Reserve Command 


AFRIMS—Air Force Records Information Management System 


AFPD—Air Force policy directive 


AIIM—Association of Information Imaging Managers 


ANG—Air National Guard 


ANSI—American National Standard Institute 


ARPAS—Air Reserve Pay and Allowance System 


bpi—bits per inch 


BRM—Base Records Manager 


CFR—Code of Federal Regulation 


CIPS—Centers Information Processing System 


CONUS—continental United States 


COR—Chief of the Office of Record 


CRM—Command Records Manager 


DFAS—Defense Finance and Accounting Service 


DLT—digital linear tape 


DoD—Department of Defense 
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dpi—dots per inch 


DRMO—Defense Reutilization and Marketing Office 


DRU—direct reporting unit 


DVD—Digital Versatile Disk 


E-mail—electronic mail 


ERM—Electronic Records Management 


FARC—Federal Archives and Records Center 


FARM—Functional Area Records Manager 


FEMA—Federal Emergency Management Agency 


FOA—field operating agency 


FOUO—For Official Use Only 


FRC—Federal Records Center 


FTP—file transfer protocol 


GAO—Government Accountability Office 


GB—gigabyte 


GIS—Geographic Information Systems 


GRS—General Records Schedule 


GSA—General Services Agency 


HQ AFCA—Headquarters Air Force Communications Agency 


HQ USAF—Headquarters United States Air Force 


IEC—International Electrotechnical Commission 


IP—internet Protocol 


ISO—International Standards Organization 


ITU—International Telecommunications Unit 


JFIF—JPEG File Interchange Format 


JPEG—Joint Photographic Experts Group 


MAJCOM—major command 


mm—millimeter 


NARA—National Archives and Records Administration 


NPRC—National Personnel Records Center 


NSN—National Stock Number 


OCR—Optical Character Recognition 
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OF—Optional Form 


OPR—office of primary responsibility 


PDF—portable document format 


PKI—public key infrastructure 


ppi—pixels per inch 


RDS—Records Disposition Schedule 


RM—Records Manager 


RMA—Records Management Application 


SAF—Office of the Secretary of the Air Force 


SF—Standard Form 


TAR—tape archive 


TIFF—tagged image file format 


U.S.C.—United States Code 


VA—Veterans Administration 


WNRC—Washington National Records Center 


Terms 


Appraisal—The process of determining the value and thus the final disposition of a record, making it
either temporary or permanent (Federal Records Management Glossary). The NARA is the only federal
agency with the authority to appraise government records. 


Authenticate Record—That which proves the authenticity of the record. 


Authentication—Provides background regarding both the potential applicability of PKI at each
assurance level and as a baseline for determining the records that may need to be retained as part of the
Trust Documentation Set for PKI digital signature authenticated and secured electronic transactions in
accordance with OMB M-04-04 E-Authentication Guidance. 


Command Records Manager (CRM)—Records managers at MAJCOM, FOA, DRU, and Unified or
Specified Commands for which the Air Force is the executive agent. 


Disposition—(1) A comprehensive term that includes destruction, salvage, or donation; transfer to
staging area or records center; transfer from one organization to another; (2) Actions taken with inactive
records. These actions may include erasure of data, transfer to a records center, or transfer to the National
Archives (36 CFR Part 1234). 


Disposition Instructions—Precise instructions in AFRIMS RDS, specifying the date or event for cutoff,
transfer, retirement, or destruction of records. 


Documentation—(1) The act or process of substantiating by recording actions and/or decision. (2)
Records required planning, developing, operating, maintaining, and using electronic records and
software. Included are systems specifications, file specifications, codebooks, record layouts, user guides,
and output specifications. 
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E-Mail—A document created or received on an electronic mail system including brief notes, more formal
or substantive narrative documents, and any attachments, such as word processing and other electronic
documents, which may be transmitted with the message. 


Electronic Records—Any information that is recorded in a form that only a computer can process and
that satisfies the Federal record in 44 USC § 3301. 


Electronic Records Management (ERM) Solution Guide—An ERM solution developed by an Air
Force Records Management Integrated Process Action Team (IPT) to manage electronic records using
existing resources. This guide has not been incorporated into a publication because of rapid changes as the
Enterprise Information Management (EIM) tools are deployed. The ERM guide will be incorporated into
AFI 37-123, Chapter 7 (to become AFMAN 33-363). Until release of AFMAN 33-363, find the current
version at https//afrims.amc.af.mil or by contacting SAF/XCISP (A6XP), Attn: Air Force Records
Off i ce r,  1500  Wi l son  B lvd ,  Su i t e  220 ,  Ar l i ng ton ,  VA 22209  o r  by  ema i l  t o
AF.Records@Pentagon.AF.mil. 


FARM—Functional Area Records Manager. The FARM is the point of contact and monitors the Records
Management Program within his or her functional area. 


File—In electronic recordkeeping, an organized collection of related data, usually arranged into logical
records that are stored together and treated as a unit. 


Frozen Records—Are temporary records that cannot be destroyed on schedule because special
circumstances, such as a court order or an investigation, require a temporary extension of the approved
retention period. 


Non-record—Federally owned informational materials that do not meet the legal definition of a record or
have been excluded from coverage by the definition. Excluded materials are extra copies of documents
kept only for reference, stocks of publications and processed documents, and library or museum materials
intended solely for reference or exhibit. 


Federal Record—Recorded information, regardless of media, maintained by an agency to comply with
its legal obligations or created as a result of its transaction of public business. Excluded as records are
library and museum materials, extra copies of documents preserved for convenience or references, stocks
of publications, and blank forms. 


Lossy—Method of image compression where some image content is sacrificed in exchange for higher
compression ratios. 


Permanent Records—Records the Archivist of the United States has appraised and approved for
permanent retention by the Government of the United States, and for accessioning into the National
Archives. 


Preservation—(1) The provision of adequate facilities to protect, care for, or maintain records; (2)
Specific measures, individual and collective, undertaken to maintain, repair, restore, or protect records. 


Records—"All books, papers, maps, photographs, machine-readable materials, or other documentary
materials, regardless of physical form or characteristics, made or received by an agency of the United
States Government under Federal law or in connection with the transaction of public business and
preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the
organization, functions, policies, decisions, procedures, operations, or other activities of the Government
or because of the informational value of data in them. Library and museum material made or acquired and
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preserved solely for reference or exhibition purposes, extra copies of documents preserved only for
convenience of reference, and stocks of publications and of processed documents are not included." (44
USC § 3301) 


Record Copy—The official file document that is marked and recognized, complete with enclosures or
related papers. 


Retention Period—The length of time the Air Force keeps a record before disposing of it according to
the disposition schedules. Records not authorized for a specific disposition have a retention period of
“permanent.” 


Scheduling—The process of developing a schedule for the disposition of the records, using AF Form
525, Records Disposition Recommendation, so the disposition instructions can be published in AFRIMS
RDS. 


Series of Records—A group of related records having a distinct title, application, and disposition
schedule that are covered by the same table and rule from AFRIMS RDS. 


State Records—These records are created by military members, most specifically ANG members in
performance of state-funded activities and belong to the state funding the activity. There may be a thin
line separating Federal and State records. For example, during a hurricane or flood an ANG unit may be
activated to assist with a state emergency. Should FEMA get involved or Federal dollars be expended
toward the emergency, the records created by the ANG become Federal records. State records are the
property of the state and Federal records are the property of the agency (i.e., Air Force). When there is an
issue of records being State or Federal, the ANG Unit Base Records Manager will contact the ANG CRM
for guidance. If necessary the ANG CRM will coordinate with the Air Force Records Officer (and any
applicable MAJCOM CRM. 


Vital Records—Records essential to the continued functioning or reconstitution of an organization
during and after an emergency and also those records essential to protecting the rights and interests of that
organization and of the individuals directly affected by its activities. Sometimes called essential records.
Include both emergency-operating and rights-and-interests records. Vital records considerations are part
of an agency’s records disaster prevention and recovery program. 
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Attachment 2  


GUIDE TO RECORD CENTERS, REPOSITORIES, AND THE LOCATION OF RETIRED AIR 
FORCE RECORDS 


A2.1.  National Personnel Records Center (NPRC), 9700 Page Ave., St. Louis MO 63132-5100:  


A2.1.1.  Inactive permanent and temporary organizational documentation. 


A2.1.1.1.  From 1916-1966: 


A2.1.1.1.1.  Research and development records. 


A2.1.1.1.2.  Claims files. 


A2.1.1.1.3.  Record sets of regulations, manuals, letters, staff digests, bulletins, and operating
instructions. 


A2.1.1.1.4.  General correspondence by major and major subordinate command headquarters. 


NOTE: For those records after 1966, see Chapter 6. 


A2.1.1.2.  From 1916-1967: 


A2.1.1.2.1.  Record sets of administrative orders (such as general, special, aeronautical, move-
ment, and reserve orders). 


A2.1.1.2.2.  Personnel action forms involving duty status changes. 


A2.1.1.2.3.  Courts-martial orders. 


A2.1.1.2.4.  Special courts-martial records not involving a bad conduct discharge. 


A2.1.1.2.5.  Individual training records, including hospital intern and resident training. 


A2.1.1.2.6.  Radiation and radium therapy clinical record forms. 


A2.1.1.2.7.  Operating room schedules, medical research and experimental files, and medical
professional papers. 


NOTE: For those after 1967, see Chapter 6. 


A2.1.1.2.8.  1942-1951 sick reports. 


A2.1.1.2.9.  1951-1957 excused-from-duty reports. 


A2.1.1.2.10.  September 1947-June 1966 morning reports. 


A2.1.2.  Military personnel and medical records of Regular, Reserve, and Air National Guard (ANG)
personnel, and deceased retired officers and enlisted personnel who have left the Air Force and its pre-
decessor organizations (Army Air Force, Air Corps, Air Service, and Aviation Section of the Signal
Corps). 


A2.1.3.  Master personnel and medical records of officers and enlisted personnel who retired with pay,
including the inpatient and outpatient records of their treatment at a service medical facility. Excep-
tion: (Generals and personnel on the temporary disability retirement list). 


A2.1.4.  Military personnel and medical records of ANG enlisted personnel who left the ANG after 1
January 1953. 
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A2.1.5.  Clinical records of Air Force personnel on active duty and other military personnel, including
retired, who received treatment at an Air Force medical facility. Inpatient medical records of depen-
dents of Air Force personnel who received treatment at a Naval medical facility. Outpatient medical
records of Public Health Service and Coast and Geodetic Survey personnel on active duty or retired
and their dependents who received treatment at an Air Force medical facility. Medical records of
cadets and midshipmen of service academies who received treatment at an Air Force medical facility.
Outpatient service and dental health records for retired Air Force military members. 


A2.1.6.  Interim X-rays for Air Force military personnel taken at US Naval medical facilities; X-rays
taken of military personnel at USAF medical facilities before the X-rays were eligible for destruction.
Diagnostic X-rays (5-year records) of retired Air Force members, mammograms, and 50-year X-ray
records from closing bases. 


A2.1.7.  Individual pay records for retired personnel and records designating trustees to receive
money on behalf of mentally incompetent personnel before and including 1967. (For those records
after 1967, see paragraph A2.1.4.) 


A2.1.8.  Decoration files listing all decorations to Air Force personnel. 


A2.1.9.  Leave records for civilian employees who left the Air Force from 1961-1967. For those after
1967, see Chapter 2. 


A2.1.10.  Veterans Administration (VA) beneficiaries’ clinical and outpatient medical and dental treat-
ment records, including X-ray film of VA outpatient clinics from 1968 to the present. For those for
1967 and before, see Chapter 3. 


A2.2.  National Personnel Records Center (NPRC), 111 Winnebago St., St Louis MO 63132-5100:  


A2.2.1.  Official personnel folders of civilian employees who have left the Air Force and comparable
files collected before the setting up of Official Personnel Folders. Service record cards (SF 7, Service
Record (now obsolete), or its equivalent) for employees who left or transferred from inactivated sta-
tions (those cards still within their 3-year retention period include individual earnings and service
cards; medical treatment folders (clinical and dental records) on dependents of Air Force military per-
sonnel and civilian employees who received treatment at an Army or Air Force medical facility; and
medical treatment folders of nonmilitary foreign nationals and dependents of allied or neutral Armed
Forces personnel who received treatment at an Army or Air Force medical facility. 


A2.2.2.  Inpatient medical records of Public Health Service and Coast and Geodetic personnel on
active duty or retired and their dependents who received treatment at an Air Force medical facility.
Outpatient medical records include dependents of Air Force personnel who received treatment at a
Naval medical facility; medical records of congressmen who received treatment at Air Force medical
facilities; final (for both entrance to and separation from the military) X-ray film for officers and air-
men on enlistment, appointment, student status at Air Force and US military academies, relief from
active duty, disability, and disqualification for Reserve enlistment and flying status; leave records of
discontinued installations for the current 10-year period; selective service records of World War I,
including policy files and personnel records and the records of local and appeal board members. 


A2.2.3.  Government Accountability Office (GAO) accounts and other combined files of accounting
papers on the receipts and disbursements (including transcripts of pay) of the Department of the
Army, including Army Air Force and the Department of the Air Force after September 1947 have the
vouchers, payrolls, final statements, and related financial files covering the period from 1936 to 30
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June 1949; payrolls for Reservists paid training assemblies and 2-week active duty training through
31 March 1951; control ledgers for each GAO disbursing officer’s accounts, the disbursing records,
and related papers; files containing data pertinent to pay and deductions (such as from pay for allot-
ments); and leave records for Air Force civilian personnel who left the Air Force after 1967. (For
those records before 1967, see paragraph A2.1.). 


A2.2.4.  Federal Records Center, 2312 E. Bannister Rd., Kansas City MO 64131-3011 and the
National Archives-Central Plains Region, 2312 E. Bannister Rd., Kansas City MO 64131-3011, have
VA outpatient clinics keep outpatient medical records for 3 years before transferring them to the Kan-
sas City Federal Archives and Records Center (FARC). Since 1979, the VA has had a moratorium on
destroying medical records, while the Air Force evaluates a longer retention period. In the meantime,
personnel do not destroy medical records at the Kansas City FARC or other facilities. 


A2.2.5.  FRC, Building 48, Denver Federal Center, P.O. Box 25307, Denver CO 80225-0307 and the
National Archives-Rocky Mountain Region, Building 48, Denver Federal Center, P.O. Box 25307,
Denver CO 80225, have the audited accounts of the Air Force, including: Original copies of account-
ing and finance officers’ disbursing accounts, including all vouchers, capital papers, statements of
accountability, and supporting documents; all military pay record jackets for both active duty and
members who have left the Air Force before 1980; personal financial records for members who left
the Air Force before 1980; original military pay orders and Joint Uniform Military Pay System
(JUMPS) source documents that accounting and finance offices have sent to the Air Force Accounting
and Finance Center; original substantiating documents for the Air Reserve Pay and Allowance System
(ARPAS) that ARPAS payroll offices have sent to the Air Force Accounting and Finance Center; pay
records of Air Force retired personnel whose accounts were terminated after 1967 (paragraph A2.1.1.
for pay records for accounts terminated before 1968); and records designating trustees to receive
money on behalf of mentally incompetent personnel if termination of the trusteeship occurred after
1967 (paragraph A2.1.7. for records for trusteeships terminated before 1968.) 


A2.2.6.  Original copies of contracts with supporting documents before 31 March 1974. Original
microform of the JUMPS master military pay account for active duty members. Original microform of
the Retiree and Annuitant Master File History for retired members and their annuitants. Original
microform of the ARPAS quarterly history containing Air Force Reserve and ANG members’ pay
accounts. (See paragraph A2.2.12. for keeping records at the Air Force Accounting and Finance Cen-
ter before retiring them to Denver Federal Archives and Records Center.) 


A2.2.7.  Federal Records Center, 1557 St Joseph Ave., East Point GA 30344-2593 and the National
Archives-Southeast Region, 1557 St Joseph Ave., East Point GA 30344-2533: Shipment records
before 1 January 1959, consisting of troop movement records, household goods shipment records,
transportation requests, car record books, inbound and outbound bills of lading, and bill of lading reg-
isters. Shipment records since January 1959, consisting of troop movement records and transportation
requests. Selective service records of World War I under the Selective Service Act of 1917, consisting
of registration cards of male persons born on or after 12 September 1873 and before 12 September
1900 and classification records. 


A2.2.8.  Washington National Records Center (WNRC), National Archives and Records Administra-
tion, 700 Pennsylvania Avenue NW, Washington DC 20408-0002. Inactive records from 1955 to the
present of the Secretary of the Air Force and HQ USAF, including the Office of the Secretary, general
and special staffs, other headquarters offices, boards, and committees, and joint organizations in
which the Air Force was the executive agent. GAO accounts, including transcripts of pay vouchers,
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payrolls, final statements, and related financial files of the Department of the Army, including the
Army Air Force, before 1 January 1936. Files of the Judge Advocate General’s Office (such as
courts-martial registers, card indexes, courts-martial activities, general courts-martial records, and
special courts-martial records involving a bad conduct discharge and litigation and claims files). Mor-
tuary and cemetery files since 1966 that Air Force field mortuary offices retired. (For those before
1966, see paragraph A2.1.1.) 


A2.2.9.  Inactive permanent and temporary organizational records: From 1967 to present: Research
and development records; claims files; record sets of regulations, manuals, letters, staff digests, bulle-
tins, headquarters operating instructions, and general correspondence files for major and major subor-
dinate command headquarters. (For those records before 1967, see paragraph A2.1.) From 1958 to the
present: Record sets of administrative orders (such as special, aeronautical, movement, and reserve
orders); personnel action forms involving duty status changes; courts-martial orders; special
courts-martial records not involving a bad conduct discharge; individual training records, including
hospital intern and resident training; radiation and radium therapy clinical records forms; operating
room schedules; medical research and experimental files; and medical professional papers. (For those
records before 1966, see paragraph A2.1.) 


A2.2.10.  Air Force Personnel Center, 550 C Street West, Suite 1, Randolph AFB TX, 78150-4703
(See AFI 36-2608). 


A2.2.11.  Air Reserve Personnel Center, 6760 E Irvington Place, Denver CO, 80280-5000: Military
personnel and medical records for Air Force Reserve officers below the grade of general not serving
on extended active duty and for living retired Air Force Reserve members, including Air National
Guard officers, in a nonpay status. Files of Air Force officers discharged and immediately commis-
sioned in the Air Force Reserve; and the master personnel files for retired personnel in a pay status
and holding a Reserve commission. Military personnel and medical records for Air Force Reserve
personnel not serving on extended active duty; Air National Guard personnel who left the National
Guard with a remaining Reserve obligation and those who accepted an Air Force Reserve appoint-
ment; Reserve and Air National Guard personnel on the retired (nonpay) list. 


A2.2.12.  Defense Finance and Accounting Service (DFAS), formerly Air Force Accounting and
Finance Center, 6760 E. Irvington Place, Denver CO 80279. Original copies of accounting and
finance officers (AFO) disbursing accounts, including all vouchers, capital papers, statements of
accountability, and supporting documents, and original military pay orders and JUMPS source docu-
ments submitted by AFOs; DFAS retires these records to the Denver Federal Archives and Records
Center 18 months from the date of the account. Original substantiating documents that ARPAS payroll
offices have sent for the ARPAS; DFAS retires these records to the Denver Federal Archives and
Records Center 18 months from the date of the account. Pay records of all Air Force retired personnel;
DFAS retires these records to the Denver Federal Archives and Records Center 1 year after termina-
tion of the pay account. Records designating trustees to receive money on behalf of mentally incom-
petent personnel; DFAS retires these records to the Denver Federal Archives and Records Center 1
year after termination of trusteeship. Don’t send originals of contracts with supporting documents to
DFAS. DFAS has retired all contracts that it received before 31 March 1974 to the Denver Federal
Archives and Records Center. DFAS retires the original microform of the JUMPS master military pay
account, Retiree and Annuitant Master File History, and ARPAS quarterly history to the Denver Fed-
eral Archives and Records Center immediately after creation. DFAS keeps operational copies for 3 to
6 years and then destroys them. 
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A2.2.13.  USAF Academy/RR, 2304 Cadet Drive, Suite 342, USAF Academy CO, 80840-5025. Per-
sonnel records of Air Force Academy cadets. USAF Academy/RR retires these records to the Rocky
Mountain Federal Regional Archives, P.O. Box 25307, Denver CO, 80225. 


A2.2.14.  Air Force Historical Research Agency (AFHRA), 600 Chennault Circle, Bldg. 1405, Max-
well AFB AL 36112-6424. Unit histories and supporting documents, monographs, historical studies
and reports, for the Air Force and its predecessor organizations (Army Air Force, Air Corps, Air Ser-
vice, and Aviation Section of the Signal Corps) spanning the life of the Air Force from 1907. 


A2.2.15.  Military Repository, Military Dog Records, Military Dog Veterinary Service, Wilford Hall
USAF Hospital, 1219 Knight Street, Lackland AFB TX. 78236-5631. Files for sentry dogs from 1957
to present. Organizations keep these records during a dog’s assignment. Lackland AFB keeps these
records when the dogs undergo training and retraining, transfer to a nonmilitary agency, or die. 


A2.2.16.  Defense Mapping Agency, Aerospace Center, 3200 South Second Street, St. Louis MO
63118-3399. Originals of compilation instructions and histories; specification and research reports;
charging source files; reproduction negatives of certain cartographic items. Complete sets of printed,
photos processed, and similarly produced charts and maps, aeronautical information publications. 


A2.2.17.  Air Force Inspection Agency, formerly Air Force Inspections and Safety Center, 9700 G
Avenue SE, Kirtland AFB NM 87117-5670: Aircraft, missile, explosive, life support accident, and
incident records; flight records; ground accident records and inspection records. 


A2.2.18.  Personnel Investigation Control Center, Defense Security Service, ATTN: DO620, P.O. Box
454, Baltimore MD 21203-0454. All DoD personnel security investigations. 


A2.2.19.  Director, Federal Bureau of Investigation, Identity Section, 935 Pennsylvania Avenue NW,
Washington DC 20535-0001. Complete set of fingerprints of applicants, inductees, and enlistees in
the Air Force. 


A2.2.20.  Medical Director, American Red Cross, 430 17th Street NW, Washington, DC 20006-5307.
Dental, inpatient, and outpatient clinical records, including X-ray films, for members of the American
Red Cross who received treatment at Air Force medical facilities. 


A2.2.21.  Director, Department of Education (in which the school is located). Section Six school
records, consisting of the school register, elementary school cumulative record cards, and other school
records. (Individual schools keep records for as long as they operate.) 


A2.2.22.  Veterans Administration Center, 10 Casia Street, San Juan PR 00921-3201. Medical records,
including X-ray film, of VA beneficiaries who received treatment before 1966 at an Air Force medical
treatment facility located in Puerto Rico. 


A2.2.23.  Veterans Administration Regional Office. Air Force military personnel clinical records for
hospital patients (or nonpatients) who left the Air Force or retired for disability reasons while in a
patient status remain with the VA regional office servicing the area in which the patient resides if the
patient has applied for VA benefits. 


A2.2.24.  Special Intelligence Central Repository, AIA/IMI (formerly AFIC/IMOR and previously
known as ESC/DAD), San Antonio TX 78243. Communications security and special intelligence doc-
umentation that has a retention period of more than 8 years and that personnel created within the Air
Force according to USAFINTEL 201-1, The Security, Use, and Documentation of Sensitive Compart-
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mented Information, 1 May 1990. (Copies of these publications are available from the supporting Spe-
cial Security Office.) 


A2.2.25.  National Climatic Data Center, ATTN: CIB, Federal Building, Asheville NC 28801-5001.
Records as described in the weather tables of AFRIMS RDS. 


A2.2.26.  National Geophysical Data Center, NOAA Code E/GC2, 325 Broadway Boulder, CO
80305-3328 Records as described in the weather tables of AFRIMS RDS. 


A2.2.27.  NASA Goddard Space Flight Center, Greenbelt MD 20771-0001. Documentation as
described in the weather tables of AFRIMS RDS. 
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Attachment 3  


REGIONAL ARCHIVES AND RECORDS CENTERS 


A3.1.  Federal Records Centers.  


Table A3.1.  Addresses of Federal Records Centers and Regional Archives and Areas They Serve. 


Addresses Areas Served 
National Personnel Records Center
(Military Personnel Records)
9700 Page Avenue
St. Louis MO 62132-5100 


Designated records of Department of Defense and 
US Coast Guard 


National Personnel Records Center
(Civilian Personnel Records)
111 Winnebago Street
St. Louis MO 63118-4199 


Entire Federal Government for personnel records of 
separated federal employees; medical records of 
civilian employees of the Army, Navy, Air Force; 
records of agencies in greater St. Louis area 
(Missouri only) 


National Archives and Records Administration
700 Pennsylvania Avenue, NW
Washington DC 20408-0002


Shipping Address:
Washington National Records Center, GSA 


District of Columbia, Maryland, Virginia, West 
Virginia (except US Court records), Azores, 
Europe, Africa, Middle East 


Federal Records Center
380 Trapelo Road
Waltham MA 02452-6399 


Maine, Vermont, New Hampshire, Massachusetts, 
Connecticut, Rhode Island, Greenland, Iceland, 
Labrador 


Federal Records Center
Bldg 22, Military Ocean Terminal
Bayonne NJ 07002-5388 


New York, New Jersey, Puerto Rico, Virgin Islands, 
Panama (Canal Zone) 


Federal Records Center
14700 Townsend Road
Philadelphia PA 19154-1096 


Delaware, Pennsylvania, and US Court records for 
Maryland, Virginia, West Virginia 


Federal Records Center
1557 St Joseph Avenue
East Point GA 30344-2593 


Kentucky, North Carolina, South Carolina, 
Tennessee, Mississippi, Alabama, Georgia, Florida 


Federal Records Center
7358 South Pulaski Road
Chicago IL 60629-5898 


Illinois, Wisconsin, Minnesota, and US Court 
records for Indiana, Michigan, Ohio 


Federal Records Center
3150 Springboro Road
Dayton OH 45439-1883 


Indiana, Michigan, Ohio, except US Court Records 
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Federal Records Center
2312 East Bannister Road
Kansas City MO 64131-301 


Kansas, Nebraska, Iowa, Missouri (except greater 
St Louis area) 


Federal Records Center
501 West Felix Street
P.O. Box 6216
Fort Worth TX 76115-3405
 


Shipping Address only:
4900 Hemphill Street
Building 1, Dock 1
Fort Worth TX 76115-3405 


Texas, Oklahoma, Arkansas, Louisiana, New 
Mexico 


Federal Records Center
Building 48, Denver Federal Center
P.O. Box 25307
Denver CO 80225-0307 


North Dakota, South Dakota, Colorado, Wyoming, 
Utah, Montana 


Federal Records Center 
1000 Commodore Drive
San Bruno CA 94066-2350 


Nevada, (except Clark County), California (except 
Southern California), American Samoa 


Federal Records Center 
23123 Cajalco Road
Perris CA 92570-7298 


Arizona, Clark County of Nevada, Southern 
California-Counties of San Luis, Obispo, Kern, San 
Bernadino, Santa Barbara, Ventura, Los Angeles, 
Riverside, Orange, Imperial, Inyo, San Diego 


Federal Records Center
6125 Sand Point Way, NE
Seattle WA 98115-7999 


Washington, Oregon, Idaho, Alaska, Hawaii, 
Pacific Ocean area (except Samoa) 


Addresses Areas Served 
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A3.2.  Regional Archives.  


Table A3.2.  Regional Archives. 


Addresses Area Served 
National Archives-New England Region
380 Trapelo Road
Waltham MA 02452-6399 


Maine, Vermont, New Hampshire, 
Massachusetts, Connecticut, Rhode Island, 
Greenland, Iceland, Labrador 


National Archives—Northeast Region
201 Varick Street, 12th Floor
New York NY 10014-4811 


New York, New Jersey, Puerto Rico, Virgin 
Islands, Panama (Canal Zone) 


National Archives—Mid Atlantic Region
9th and Market Streets, Room 1350
Philadelphia PA 19107-4292 


Delaware, Pennsylvania, and US Court 
Records for Maryland, Virginia, West Virginia 


National Archives-Southeast Region
1557 St. Joseph Avenue
East Point GA 30344-2593 


Kentucky, North Carolina, South Carolina, 
Tennessee, Mississippi, Alabama, Georgia, 
Florida 


National Archives-Great Lakes Region
7358 South Pulaski Road
Chicago IL 60629-5898 


Illinois, Wisconsin, Minnesota, and US Court 
records for Indiana, Michigan, Ohio 


National Archives-Central Plains Region
2312 East Bannister Road
Kansas City MO 64131-3011 


Kansas, Nebraska, Iowa, Missouri (except 
greater St Louis area) 


National Archives-Southwest Region
501 West Felix Street
P.O. Box 6216
Fort Worth TX 76115-3405 


Texas, Oklahoma, Arkansas, Louisiana, New 
Mexico 


National Archives-Rocky Mountain Region
Building 48, Denver Federal Center
P.O. Box 25307 


Denver CO 80225-0307 


North Dakota, South Dakota, Colorado, 
Wyoming, Utah, Montana 


National Archives-Pacific Southwest Region
2400 Avila Road
Laguna Niguel CA 92677-3497 


Arizona, Clark County of Nevada, Southern 
California-Counties of San Luis, Obispo, 
Kern, San Bernadino, Santa Barbara, Ventura, 
Los Angeles, Riverside, Orange, Imperial, 
Inyo, San Diego 


National Archives-Pacific Sierra Region
1000 Commodore Drive
San Bruno CA 94066-2350 


Nevada (except Clark County), California 
(except Southern California), American 
Samoa 
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National Archives-Pacific Northwest Region
6125 Sand Point Way, NE
Seattle WA 98115-7999 


Washington, Oregon, Idaho, Hawaii, Pacific 
Ocean area (except Samoa) 


National Archives-Alaska Region
654 West Third Avenue
Anchorage AK 99501-2145 


Alaska 


Addresses Area Served 
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		3.10.6.1. Photographs scanned after 1 January 2005, must be produced as minimum 3,000 line files ...

		3.10.6.2. Effective 1 January 2005, organizations must ensure that digital cameras and scanners p...

		3.10.6.3. NARA will accept digital photographs in TIFF file formats that are compressed using a l...

		3.10.6.4. NARA will accept permanent digital photographs in the JPEG file format, which uses a lo...

		3.10.6.5. Effective 1 January 2005, agencies must create JPEG files using at least high-quality c...

		3.10.6.6. Effective 1 January 2005, organizations must transfer first generation JPEG files that ...





		3.11. Digital Geospatial Data Records.

		3.11.1. This instruction expands currently acceptable formats to enable the transfer of permanent...

		3.11.2. This instruction applies to digital geospatial data records (i.e., digital cartographic d...

		3.11.3. Transfer Requirements for Digital Geospatial Data Records.

		3.11.3.1. Contact the Air Force Record Officer to schedule permanent digital geospatial data reco...



		3.11.4. General Requirements. Those digital geospatial data records that are appraised as permane...

		3.11.5. Geospatial Data Standards. NARA will accept digital geospatial data records that fully im...

		3.11.5.1. Spatial Data Transfer Standard. This standard has been incorporated into 36 CFR Part 12...

		3.11.5.2. Geography Markup Language, versions 2 and 3 (Open GIS Consortium). (See



		3.11.6. Transfer Documentation. This instruction supplements transfer documentation requirements ...

		3.11.6.1. For each transfer, organizations must supplement the SF 258 with additional information...

		3.11.6.2. Organizations must provide descriptive and technical information about the records (i.e...

		3.11.6.3. When metadata does not conform to a published standard, organizations must provide a fu...



		3.11.7. Transfer Mechanisms.

		3.11.7.1. Organizations may transfer digital geospatial data records using any of the approved me...

		3.11.7.2. Digital geospatial data records must not be compressed (e.g., Winzip, PKZIP) or aggrega...





		3.12. National Archives and Records Administration (NARA) Records Manager (RM) Guidance for Publi...

		3.12.1. Introduction.

		3.12.2. Public key cryptography. Public key cryptography, which is used to implement digital sign...

		3.12.3. Records Management Guidance. This guidance applies to the three categories of Federal rec...

		3.12.3.1. PKI Transaction-Specific records that may be embedded or referenced within each transac...

		3.12.3.2. PKI-Unique Administrative records, which are generally retained separate from the trans...

		3.12.3.3. Other Administrative records (non-PKI records) that can be retained and used to attest ...



		3.12.4. PKI-Related Record Keeping Principles. All Federal PKI digital signature authenticated an...

		3.12.4.1. Contain the human readable name of the subscriber/signer. This could be the subject nam...

		3.12.4.2. Include a human readable date and time associated with the signing of the transaction t...

		3.12.4.3. Indicate the intent of the subscriber/signer, i.e., the purpose for applying the PKI di...



		3.12.5. For the PKI-related transaction records, the operational or recordkeeping system should:

		3.12.5.1. Capture all PKI transaction records that meet the definition of a Federal record. Also,...

		3.12.5.2. Retain PKI recordkeeping Trust Documentation Sets for at least the same period of time ...

		3.12.5.3. Avoid the retention of PKI transaction records on any individual user’s workstation bec...

		3.12.5.3.1. Integrity protection is not automatically provided and is limited to user-modifiable ...

		3.12.5.3.2. Accessibility is limited to the users who have access to the files on the workstation.

		3.12.5.3.3. Disposition management cannot be programmatically controlled.





		3.12.6. NARA Requirements for Permanent Electronically-Signed Records. Section 5.6 of NARA’s

		3.12.6.1. For digitally-signed records that have been scheduled and appraised as permanent, NARA ...







		Chapter 4

		4.1. Nonauthorized Removal of Documents.

		4.1.1. Official record copy or extract from any such document

		4.1.2. Classified information, restricted data, and formerly restricted data.

		4.1.3. Diaries that contain official schedules of meetings, appointments, field trips, or other o...

		4.1.4. A copy of a document containing information exempt from public release under the Freedom o...

		4.1.5. Records about sensitive or Privacy Act material (reference AFI 33-332,

		4.1.6. Preliminary or draft documents from other Government organizations, including foreign gove...

		4.1.7. Records required to transact official business of the Air Force or to help in the decision...



		4.2. Documents Authorized for Removal.

		4.2.1. Personal and private unclassified papers that do not refer to official business.

		4.2.2. Reference books and other personal items.

		4.2.3. Extra copies of unclassified papers (with agency approval) that they have drafted, reviewe...



		4.3. Statutory and Regulatory Requirements.

		4.3.1. Classify official information according to Executive Order (E.O.) 12958,

		4.3.2. Retiring officials (or those leaving office) who remove classified material face penalties...

		4.3.3. Individuals who qualify under AFI 31-401 may be granted limited access to classified records.



		4.4. Removal Procedures.

		4.4.1. Check with the program manager or the RM to ensure that you may remove the records.

		4.4.2. Use SF 135,





		Chapter 5

		5.1. Authority and Implementation.

		5.1.1. In addition to the guidelines in this instruction, follow the dispositions in the NARA GRS...

		5.1.2. Do not make personal decisions to destroy Air Force records.

		5.1.3. Use destruction methods and procedures in AFI 31-401 as authority for disposing of classif...

		5.1.4. When disposition schedules and standards change because of new requirements, procedures, a...

		5.1.4.1. When a changed schedule increases the retention period, apply the standard to all record...

		5.1.4.2. When a changed schedule reduces the retention period, apply the standard retroactively.





		5.2. Retention and Retirement Standards.

		5.2.1. Records must be identified in AFRIMS RDS.

		5.2.1.1. Use

		5.2.1.1.1. Note 1 allows a temporary extension.

		5.2.1.1.2. Exceptions as authorized in this instruction and AFRIMS RDS.



		5.2.1.2. Retire Air Force personnel records with a retention period of 10 years or more to the Na...

		5.2.1.3. Tables in the AFRIMS RDS include specific standards for cutoff, setting up inactive file...

		5.2.1.4. When a base closes, the RM must first notify SAF/XCISI through the CRM of records that a...

		5.2.1.5. The Air Force Record Officer will contact NARA, Office of FRC Operations to determine wh...

		5.2.1.6. When AFRIMS RDS does not specify a location in column C of the table, assume the standar...

		Table 5.1. Retention and Retirement Standards for Active Air Force Activities.





		5.2.2. Unscheduled records are records not identified in AFRIMS RDS. Upon receipt or creation of ...



		5.3. Emergency Retirement.

		5.3.1. Records may be destroyed by hostile or potentially hostile action and the records are valu...

		5.3.2. The records take space urgently needed for military purposes and personnel do not use them...

		5.3.3. Do not retire material that you plan to keep for less than 2 years unless it is of suffici...



		5.4. Emergency Disposal of Records, IRCN: 1095-NAR-AR.

		5.4.1. A Hazard to Health, Life, or Property. A CRM who believes that records have become a hazar...

		5.4.2. Nitrocellulose-Based Film. If any radarscope, aerial, or other still or motion-picture fil...

		5.4.2.1. Requests the OPR remove the film from inhabited buildings as soon as possible; destroy i...



		5.4.3. State of War, Threatened War, or Hostile Action Outside the United States:

		5.4.3.1. When war seems imminent, destroy records in the custody of a COR outside the territorial...

		5.4.3.2. If the records are considered valuable enough to warrant preservation, retire according ...





		5.5. Damage to or Unauthorized Disposition of Records.

		5.5.1. Upon discovering unauthorized loss, damage, or destruction of records, the COR and record ...

		5.5.1.1. Restoring Records. RMs who believe they can save damaged records should contact the base...

		5.5.1.2. Reconstruction. Replace record sets of publications with copies from reference collectio...

		5.5.1.3. Disposal. If restoration or reconstruction of damaged records is not practical and the A...



		5.5.2. Penalties. U.S. Criminal Code 18 USC § 2071 lists penalties for willfully and unlawfully d...

		5.5.3. Reporting. CRM must report all unlawful removal, defacing, alteration, or destruction of r...

		5.5.4. Exclusions. These rules do not cover private or personal files (see paragraph



		5.6. Intra-Air Force Transfer.

		5.6.1. When MAJCOMs and field operating agencies (FOA) transfer responsibilities, they transfer t...



		5.7. Transfer to the National Archives.

		5.7.1. Audiovisual Records:

		5.7.1.1. Motion Pictures. The FRCs and the NARA normally do not accept Air Force-owned, motion pi...

		5.7.1.2. Still Photographs. A negative and captioned print (whether on film, glass, paper, or oth...

		5.7.1.3. Sound Recordings. Include these types of copies, when available, in collections of sound...

		5.7.1.3.1. For conventional disc recordings, the matrix or stamper of each sound recording unit, ...

		5.7.1.3.2. For magnetic sound recordings on wire or tape, for scribed or embossed recordings on t...



		5.7.1.4. Reference Material. Transfer copies of existing reference material, such as data sheets,...



		5.7.2. Cartographic Records. Offer these cartographic records, when no longer needed, to the Nati...

		5.7.2.1. Manuscript maps or maps on which personnel have made manuscript changes, additions, or a...

		5.7.2.2. Master sets of maps. Keep master sets separate from stocks of maps for distribution and ...

		5.7.2.3. Index maps, card indexes, lists, catalogs, or other reference materials.

		5.7.2.4. Preliminary or intermediate materials, such as manuscript field notebooks or surveys, tr...

		5.7.2.5. Related records necessary for preparing, compiling, editing, or printing maps (e.g., pro...



		5.7.3. Microforms. Offer permanent microforms to NARA in one silver copy and one work copy. Use a...

		5.7.4. Electronic Records. Contact SAF/XCISI for guidance on offering permanent electronic record...



		5.8. Transfer to Other Government Agencies.

		5.8.1. According to 36 CFR Part 1228.122, do not transfer records from one Government agency to a...

		5.8.1.1. Transfer these records to the Federal Archives, the FRCs, or the National Archives accor...



		5.8.2. Send written requests for exceptions to paragraph

		5.8.3. Request should include a concise description of the records for transfer (with the volume ...

		5.8.4. SAF/XCISI receives authority from NARA for transferring Air Force records to another Feder...



		5.9. Transfer Outside of Government Agencies.

		5.10. Authorized Methods of Disposal.

		5.10.1. Report large record volumes to the Defense Reutilization and Marketing Office (DRMO).

		5.10.1.1. DRMO decides whether to destroy or sell the records as waste paper. Contracts for recyc...

		5.10.1.2. Destroy records that cannot be recycled or sold.



		5.10.2. Destroy classified information according to AFI 31-401, sensitive unclassified informatio...

		5.10.2.1. Unclassified material is considered destroyed when disposed of in a waste container and...



		5.10.3. Record donation to an eligible government (including a foreign government), organization,...

		5.10.3.1. The applicant agrees not to sell the records as records or documents.

		5.10.3.2. The applicant agrees to take the records without cost to the Government.

		5.10.3.3. The records are not classified or do not contain information that laws or regulations p...

		5.10.3.4. A foreign government has an official interest, and is not otherwise prohibited by AFI 1...

		5.10.3.5. An individual or commercial business shows that the records are necessary for managing ...







		Chapter 6

		6.1. Records More Than 30 Years Old.

		6.2. Records Deteriorating Because of Storage Conditions.

		6.3. Foreign Language Records.

		6.3.1. If foreign language records are translated into English during the course of normal busine...

		6.3.2. Make no special effort to have material translated into English for the sole purpose of fi...



		6.4. Joint Activities Records.

		6.4.1. Joint activities collect administrative records and records covering an organization’s par...

		6.4.2. Inactive records of permanent or continuing value are retired to a records center designat...

		6.4.3. Records of temporary value are disposed of as designated by the parent agency.

		6.4.4. Records created as a result of the Air Force serving as either executive agent or mission ...

		6.4.5. Records created or collected when an Air Force MAJCOM is acting as the executive agent of ...



		6.5. International Pact Organization Records.

		6.6. “For Official Use Only” (FOUO) Records.

		6.7. “Internal Air Force Working Papers” and “Air Force Eyes Only” Records.



		Chapter 7

		7.1. Redesignation or Reorganization of Units and Activities.

		7.1.1. When the Air Force redesignates or reorganizes a unit or activity with a change in functio...

		7.1.2. When the Air Force redesignates or reorganizes a unit or activity with no change in functi...

		7.1.2.1. When files for a reorganized or redesignated unit or activity are retired, mark the SF 1...





		7.2. Inactivation of Units and Activities.

		7.2.1. When the organization is not transferring responsibilities, destroy records as permitted b...

		7.2.1.1. If the organization has no staging area or is being inactivated, send a list of records ...



		7.2.2. When an organization transfers responsibilities, it must transfer all records to the succe...

		7.2.2.1. Use SF 135 to transfer records.





		7.3. Installations Placed on Inactive or Standby Status.

		7.4. Units Alerted for Overseas Movement.

		7.4.1. If there is no staging area at the unit’s last permanent station, the unit requests a tran...

		7.4.2. If the staging area cannot receive classified material, transfer it to any organization th...



		7.5. Transferred Units.

		7.6. Air Force Reserve and Air National Guard (ANG) Units.

		7.6.1. Air Force Reserve Units Entering Active Duty. Cut off record sets of orders the day before...

		7.6.1.1. If a unit changes back to Reserve status during the same calendar year in which it enter...



		7.6.2. ANG Units Entering on Active Duty. Active records that the unit requires while on active d...

		7.6.3. Air Force Reserve Units Changing Back to Reserve Status. Cut off record sets of orders and...

		7.6.4. ANG Units Changing Back to State Control. Cut off records created or collected by the ANG ...





		Chapter 8

		8.1. Shipping Containers.

		8.1.1. Use the containers listed below to retire, ship, or transfer Air Force records to the FRC,...

		8.1.2. When transporting records in overseas areas by water carrier, wrap boxes in waterproof mat...

		8.1.3. Package and handle nitrocellulose-base motion picture and X-ray film, including shipments ...

		8.1.4. As a rule, do not ship papers that have become wet until they are completely dry. If wet p...

		8.1.5. If using wooden boxes in staging areas, repack records into the containers specified in pa...

		8.1.6. When shipping electronic records refer to

		Table 8.1. Number of Copies and Distribution of SF 135.





		8.2. Where To Obtain Boxes.

		8.3. Preparing Records Series for Packing.

		8.3.1. Standard-size record boxes:

		8.3.2. Special size boxes:

		8.3.3. Remove all nonrecord material such as metal staples and paper clips, rubber bands, and ext...

		8.3.4. Group together series for an office, unit, or headquarters by item number and cutoff date....

		8.3.5. Unclassified Records. As a rule, keep series separate when transferring.

		8.3.5.1. Temporary records must consist of at least one box and normally have only one closing-ye...

		8.3.5.2. Transfer only those records covered in AFRIMS RDS.

		8.3.5.3. Do not routinely accept unscheduled, contingent, and frozen records for transfer. Office...



		8.3.6. Classified Records. The COR or designated person reviews all classified records before ret...



		8.4. Packing Unclassified Records Series.

		8.4.1. You may pack records from more than one office in the same box, labeling the first folder ...

		8.4.2. Without disturbing the existing filing arrangement, pack each series according to these st...

		8.4.2.1. For shipments to WNRC and other FRCs, pack each series for each named or numbered unit i...

		8.4.2.2. For other shipments, pack the series in the order shown in paragraph

		8.4.2.3. Pack records in shipping containers loosely enough to permit others to remove files free...

		Figure 8.1. Packing Records for Transfer or Retirement.



		8.4.2.4. Place records in boxes in an upright position in the sequence listed on SF 135 and as il...

		8.4.2.5. Standard shipping containers filled to capacity do not need packing material. If the las...

		8.4.2.6. FRCs do not accept storage containers of less than one cubic foot. Hold a series until a...

		8.4.2.7. Get approval from the CRM to:

		8.4.2.7.1. Combine small volumes of permanent records (governed by the same table and rule) from ...

		8.4.2.7.2. Combine small volumes of temporary records (governed by the same table and rule) of tw...



		8.4.2.8. If combining small volumes of records:

		8.4.2.8.1. Pack permanent and temporary records in separate boxes.

		8.4.2.8.2. List the retiring organization on SF 135.

		8.4.2.8.3. Use labeled dividers within the box to separate the files of the organizations.

		8.4.2.8.4. The collection point will keep a copy of each SF 135.

		8.4.2.8.5. Send a copy of SF 135 to each organization retiring the records, to MAJCOM and FOA rec...







		8.5. Packing Classified Records Series.

		8.5.1. Stamp standard shipping containers of each classified series with the highest classificati...

		8.5.2. Wrap the outside of the box before shipping it by registered mail to the FRC .



		8.6. Sealing and Marking Boxes.

		8.6.1. Sealing. Seal boxes for a FRC, or postal shipments to any location with one-inch filament ...

		8.6.2. Identification.

		8.6.2.1. Place the shipper and addressee name and address on the top of each box according to DoD...

		8.6.2.2. For shipments to other than a FRC, enter the box number and the total number of boxes, i...

		8.6.2.3. For shipments to WNRC or other designated FRCs, use the box-marking instructions sent wi...





		8.7. Methods of Shipment.

		8.7.1. Use the most economical means of shipment from outside the Washington, DC area to WNRC or ...

		8.7.2. From organizations within Washington DC area to WNRC.

		8.7.3. The organization retiring the records delivers or arranges the delivery to the building’s ...

		Figure 8.2. Sample of a Loaded Skid (Contact FRC for specific instructions).



		8.7.4. If a building does not have a loading platform, arrange for pickup by telephoning WNRC at ...

		8.7.5. Each record manager ensures offices combine shipments, when possible, on the loading platf...

		8.7.6. If a shipment is SECRET or CONFIDENTIAL, determine scheduled pickup dates before packing a...



		8.8. For Official Use Only (FOUO) Files.

		8.9. Using Standard Form (SF) 135.

		8.9.1. Use SF 135 to identify records for retirement to a FRC or staging area or to transfer reco...

		8.9.1.1. As a packing list for transferred or retired records.

		8.9.1.2. As a medium for controlling the location, retrieval, reference, and disposition of recor...

		8.9.1.3. As a receipt for retired records.

		8.9.1.4. To identify and account for lost, destroyed, or withheld records personnel normally woul...



		8.9.2. Prepare a separate SF 135 for each series of temporary records in a shipment. Prepare a se...

		8.9.2.1. Placing records in a staging area. Prepare a separate SF 135 for each:

		8.9.2.1.1. Office of record

		8.9.2.1.2. Staff element.

		8.9.2.1.3. Unit.





		8.9.3. Distribute copies of the SF 135 according to

		8.9.4. Do not use these forms when retiring or shipping military or civilian personnel records or...

		8.9.5. Get advance approval for shipments to FRC. Send the original and one copy of the SF 135 to...





		Chapter 9

		9.1. Purpose of Records Staging Areas.

		9.2. Setting Up Staging Areas.

		9.2.1. At Air Force Installations. Record staging areas should not exceed 5,000 square feet of sp...

		9.2.1.1. The CRM may waive the instructions in paragraph

		9.2.1.2. In the event of a waiver by the CRM, personnel may either keep records that are to be re...

		9.2.1.3. In the event of a waiver by the CRM, personnel may retire records with a retention perio...

		9.2.1.4. The CRM may waive the requirement to set up a single staging area when special circumsta...



		9.2.2. No record staging areas exist for organizations in the National Capital Regional area. If ...



		9.3. Using Staging Areas.

		9.4. Supervising Staging Areas.

		9.5. Staging Area Space.

		9.5.1. Limit the amount of space to the minimum required for the staged records and the necessary...

		9.5.2. Use warehouse space for records staging areas when possible; when warehouse space is not a...



		9.6. Staging Area Equipment.

		9.6.1. Shelving. Use open steel shelving from Federal Prison Industries, Inc. If other types of s...

		9.6.2. Containers:

		9.6.2.1. Boxes. Use standard records retirement boxes (see paragraph

		9.6.2.2. Classified storage. Per AFI 31-401, use GSA-approved security containers or approved sec...





		9.7. Storing Administrative Files.

		9.7.1. Locator and Disposition File. This file consists of original SF 135 (and/or attached Word/...

		9.7.2. Charge-Out File. Use Optional Form (OF) 11,



		9.8. Receiving Procedures.

		9.8.1. Transfer of Records. The office transferring records to a staging area prepares the SF 135.

		9.8.2. The RM uses AFRIMS to place and retrieve staging area records.



		9.9. Disposition Procedures.

		9.9.1. Disposing of Records. Destroy or restore eligible records in the staging area. Review the ...

		9.9.2. Retiring Records:

		9.9.2.1. Retire records having a retention period of more than 8 years coming from units and orga...

		9.9.2.2. Avoid numerous small shipments to keep postal and handling costs to a minimum when retir...

		9.9.2.2.1. The FRC considers exceptions to the 3-year rule on an individual basis and only after ...

		9.9.2.2.2. For large volumes or several tenants, the host RM may ask the tenant RM or Functional ...



		9.9.2.3. Posting Disposition Action. Add certificates of destruction for destroyed classified mat...







		Chapter 10

		10.1. General Information.

		10.2. Getting Records From an Air Force Organization.

		10.3. Getting Records From a Records Center or Staging Area.

		10.3.1. The organization that created the records.

		10.3.2. Successor organizations.

		10.3.3. A higher headquarters.

		10.3.4. Other organizations designated by the OPR or those the RM chooses. WNRC keeps a list of p...

		10.3.5. WNRC requires Air Force to submit annual update/verification of individuals authorized to...

		10.3.6. Authorizations at base-level are restricted to the RM and one alternate.

		10.3.7. To preclude interruption of access, submit authorizations to the supporting CRM before th...

		10.3.8. Approving Loan Requests for Retired Records. The RM or the OPR approves loan requests for...

		10.3.8.1. The loan will not subject the records to abnormal risk of loss or damage.

		10.3.8.2. The loan will not slow down other business of a higher priority.

		10.3.8.3. The records center or staging area can meet the loan request.



		10.3.9. Using OF 11. Use OF 11 to recall records or use records from any FRC or staging area. Use...

		10.3.9.1. Accession number, stack location, box number, specific file, folder, order (number and ...



		10.3.10. Using SF 180,

		10.3.10.1. Send requests for transcripts to the Community College of the Air Force, 130 West Maxw...

		10.3.10.2. When SF 180 is not available or the location of the personnel records is unknown, prov...

		10.3.10.2.1. The names military personnel used during service (last, first, middle).

		10.3.10.2.2. Branch of service, all service numbers and Social Security Number.

		10.3.10.2.3. Date and place of birth.

		10.3.10.2.4. If deceased, date and status at death (active duty, retired, etc.).

		10.3.10.2.5. Dates of service (active, Reserve, and National Guard).

		10.3.10.2.6. Present status of the individual (active, Reserve, Fleet Reserve, deceased, etc.).

		10.3.10.2.7. Complete name and address of the requester, including business and home telephone.



		10.3.10.3. For the NPRC (Military Personnel Records) to provide the best service, limit telephone...

		10.3.10.4. Use NPRC’s customer service number (314) 801-0800 during regular working hours (0700 t...



		10.3.11. Restrictions on Release of Information. Service personnel may get almost any information...

		10.3.12. Using SF 127,

		10.3.13. Use DD Form 877,

		10.3.14. Removing Records Permanently. Borrowed records may not be permanently removed from any F...

		10.3.15. Returning Borrowed Records. The COR must ensure borrowers return records to the records ...

		10.3.16. Loaning Already Borrowed Records. Borrowers do not ordinarily loan out records they have...

		10.3.16.1. Promptly notify the FRC or RM.

		10.3.16.2. State the reasons for needing to loan out the borrowed records.

		10.3.16.3. Describe the records in question.

		10.3.16.4. Provide an approximate date of return.

		10.3.16.5. Do not lend official Air Force files to activities outside Air Force.

		10.3.16.6. Get a signature for release on a SF 135.

		10.3.16.7. Get permission from NARA. Preferably, make copies for the other interested person.



		10.3.17. Addressing Inquiries. To keep rerouting to a minimum, send inquiries on retired organiza...

		10.3.18. Withdrawing Records by Reactivated Installations and Units. FRCs and RMs approve request...

		10.3.18.1. Loans initially last for a 3-month period, with the privilege of renewal.

		10.3.18.2. FRC or RM may recall the loans.







		Chapter 11

		11.1. Revisions to this Instruction and/or AFRIMS RDS.

		11.1.1. Amend or reaccomplish file plans and file disposition control labels to reflect new dispo...

		11.1.1.1. The CRM provides instruction to the OPR on submitting record disposition recommendation...

		11.1.1.2. The CRM submits changes or negative replies based upon review of functional series reco...





		11.2. Suggesting Changes, Additions, or Deletions to This Instruction and AFRIMS RDS.

		11.2.1. Using AF Form 525. Use AF Form 525 to recommend or request changes, additions, or deletio...

		11.2.1.1. The CRM coordinates with other MAJCOM or FOA RMs who have a prime or joint interest in ...





		11.3. Justification of Changes.

		11.3.1. When a proposed new or revised record or a directive requires records not covered in AFRI...

		11.3.2. Completely justify all recommendations to keep records permanently or to increase an exis...

		11.3.3. Completely justify records that protect the legal and financial rights of personnel and t...

		11.3.4. Dispose of electronic media that generates paper or microform records (see AFMAN 37-123 [...



		11.4. Dispositions Pending.

		11.5. Information Collection, Records, and Forms.

		11.5.1. Information Collections. IRCN 0285-NAR-AR,

		11.5.2. Records. Records pertaining to IRCN 0285-NAR-AR are created by this publication (paragraph

		11.5.3. Forms (Adopted and Prescribed).

		11.5.3.1. Adopted Forms. DD Form 214,

		11.5.3.2. Prescribed Forms. AF Form 525,







		Attachment 1

		Attachment 2
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The US military today is a force


of superbly trained men and women who are


ready to deliver victory for our Nation.  In


support of the objectives of our National


Security Strategy, it is routinely employed to


shape the international security environment


and stands ready to respond across the full


range of potential military operations.  But the


focus of this document is the third element of


our strategic approach – the need to prepare


now for an uncertain future.


Joint Vision 2020 builds upon and


extends the conceptual template established by


Joint Vision 2010 to guide the continuing


transformation of America’s Armed Forces.  The


primary purpose of those forces has been and


will be to fight and win the Nation’s wars.  The


overall goal of the transformation described in


this document is the creation of a force that is


dominant across the full spectrum of military


operations – persuasive in peace, decisive in


war, preeminent in any form of conflict.


In 2020, the nation will face a wide


range of interests, opportunities, and


challenges and will require a military that can


both win wars and contribute to peace.  The


global interests and responsibilities of the


United States will endure, and there is no


indication that threats to those interests and


responsibilities or to our allies, will disappear.


The strategic concepts of decisive force, power


projection, overseas presence, and strategic


agility will continue to govern our efforts to fulfill


those responsibilities and meet the challenges


of the future.  This document describes the


operational concepts necessary to do so.


If our Armed Forces are to be faster,


more lethal, and more precise in 2020 than they


are today, we must continue to invest in and


develop new military capabilities.  This vision


describes the ongoing transformation to those


new capabilities.  As first explained in JV 2010,
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and dependent upon realizing the potential of


the information revolution, today’s capabilities


for maneuver, strike, logistics, and protection


will become dominant maneuver, precision


engagement, focused logistics, and full


dimensional protection.


The joint force, because of its flexibility


and responsiveness, will remain the key to


operational success in the future.  The


integration of core competencies provided by


the individual Services is essential to the joint


team, and the employment of the capabilities of


the Total Force (active, reserve, guard, and


civilian members) increases the options for the


commander and complicates the choices of our


opponents.  To build the most effective force for


2020, we must be fully joint: intellectually,


operationally, organizationally, doctrinally, and


technically.


This vision is centered on the joint force


in 2020.  The date defines a general analytical


focus rather than serving as a definitive


estimate or deadline.  The document does not


describe counters to specific threats, nor does it


enumerate weapon, communication, or other


systems we will develop or purchase.  Rather,


its purpose is to describe in broad terms the


human talent – the professional, well-trained,
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and ready force – and operational capabilities


that will be required for the joint force to


succeed across the full range of military


operations and accomplish its mission in 2020


and beyond.  In describing those capabilities,


the vision provides a vector for the wide-ranging


program of exercises and experimentation


being conducted by the Services and


combatant commands and the continuing


evolution of the joint force.  Based on the joint


vision implementation program, many


capabilities will be operational well before 2020,


while others will continue to be explored and


developed through exercises and


experimentation.


The overarching focus of this vision is


full spectrum dominance – achieved through


the interdependent application of dominant


maneuver, precision engagement, focused


logistics, and full dimensional protection.


 Attaining that goal requires the steady infusion


of new technology and modernization and


replacement of equipment.  However, material


superiority alone is not sufficient.  Of greater


importance is the development of doctrine,


organizations, training and education, leaders,


and people that effectively take advantage of


the technology.


The evolution of these elements over


the next two decades will be strongly influenced


by two factors.  First, the continued develop-


ment and proliferation of information


technologies will substantially change the
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conduct of military operations.  These changes


in the information environment make


information superiority a key enabler of the


transformation of the operational capabilities of


the joint force and the evolution of joint


command and control.  Second, the US Armed


Forces will continue to rely on a capacity for


intellectual and technical innovation.  The pace


of technological change, especially as it fuels


changes in the strategic environment, will place


a premium on our ability to foster innovation in


our people and organizations across the entire


range of joint operations.  The overall vision of


the capabilities we will require in 2020, as


introduced above, rests on our assessment of


the strategic context in which our forces will


operate.







Strategic Context
Three aspects of the world of 2020 have


significant implications for the US Armed


Forces.  First, the United States will continue to


have global interests and be engaged with a


variety of regional actors.  Transportation,


communications, and information technology


will continue to evolve and foster expanded


economic ties and awareness of international


events.  Our security and economic interests,


as well as our political values, will provide the


impetus for engagement with international


partners.  The joint force of 2020 must be


prepared to “win” across the full range of


military operations in any part of the world, to


operate with multinational forces, and to


coordinate military operations, as necessary,


with government agencies and


international organizations.


Second, potential adversaries


will have access to the global


commercial industrial base and


much of the same technology as


the US military.  We will not


necessarily sustain a wide


technological advantage over


our adversaries in all areas.


Increased availability of


commercial satellites, digital


communications, and the public


internet all give adversaries new


capabilities at a relatively low cost.  We should


not expect opponents in 2020 to fight with


strictly “industrial age” tools.  Our advantage


must, therefore, come from leaders, people,


doctrine, organizations, and training that enable


us to take advantage of technology to achieve


superior warfighting effectiveness.


Third, we should expect potential adversar-


ies to adapt as our capabilities evolve.  We


have superior conventional warfighting


capabilities and effective nuclear deterrence


today, but this favorable military balance is not


static.  In the face of such strong capabilities,


the appeal of asymmetric approaches and the


focus on the development of niche capabilities


will increase.  By developing and using ap-


proaches that avoid US strengths and exploit


potential vulnerabilities using significantly
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different methods of operation, adversaries will


attempt to create conditions that effectively


delay, deter, or counter the application of US


military capabilities.


The potential of such asymmetric


approaches is perhaps the most serious danger


the United States faces in the immediate


future – and this danger includes long-range


ballistic missiles and other direct threats to US


citizens and territory.  The asymmetric methods


and objectives of an adversary are often far


more important than the relative technological


imbalance, and the psychological impact of an


attack might far outweigh the actual physical


damage inflicted.  An adversary may pursue an


asymmetric advantage on the tactical,


operational, or strategic level by identifying key


vulnerabilities and devising asymmetric


concepts and capabilities to strike or exploit


them.  To complicate matters, our adversaries


may pursue a combination of asymmetries, or


the United States may face a number of


adversaries who, in combination, create an


asymmetric threat.  These asymmetric threats


are dynamic and subject to change, and the US


Armed Forces must maintain the capabilities


necessary to deter, defend against, and defeat


any adversary who chooses such an approach.


To meet the challenges of the strategic


environment in 2020, the joint force must be


able to achieve full spectrum dominance.
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The ultimate goal of our military force is to


accomplish the objectives directed by the


National Command Authorities.  For the joint


force of the future, this goal will be achieved


through full spectrum dominance – the ability of


US forces, operating unilaterally or in


combination with multinational and interagency


partners, to defeat any adversary and control


any situation across the full range of military


operations.


The full range of operations includes


maintaining a posture of strategic deterrence.  It


includes theater engagement and presence


activities.  It includes conflict involving


employment of strategic forces and weapons of


mass destruction, major theater wars, regional


conflicts, and smaller-scale contingencies.  It


also includes those ambiguous situations


residing between peace and war, such as


peacekeeping and peace enforcement opera-


tions, as well as noncombat humanitarian relief


operations and support to domestic authorities.


The label full spectrum dominance implies


that US forces are able to conduct prompt,


sustained, and synchronized operations with


combinations of forces tailored to specific


situations and with access to and freedom to


operate in all domains – space, sea, land, air,


and information.  Additionally, given the global


nature of our interests and obligations, the


United States must maintain its overseas


presence forces and the ability to rapidly


project power worldwide in order to achieve


full spectrum dominance.


Achieving full spectrum dominance means


the joint force will fulfill its primary purpose –


victory in war, as well as achieving success


across the full range of operations, but it does


not mean that we will win without cost or


difficulty.  Conflict results in casualties despite


our best efforts to minimize them, and will


continue to do so when the force has achieved


full spectrum dominance.  Additionally, friction is


inherent in military operations.  The joint force


of 2020 will seek to create a “frictional


imbalance” in its favor by using the capabilities


envisioned in this document, but the fundamen-


tal sources of friction cannot be eliminated.  We


will win – but we should not expect war in the


future to be either easy or bloodless.


The requirement for global operations,


the ability to counter adversaries who possess
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weapons of mass destruction, and the need to


shape ambiguous situations at the low end of


the range of operations will present special


challenges en route to achieving full spectrum


dominance.  Therefore, the process of creating


the joint force of the future must be flexible – to


react to changes in the strategic environment


and the adaptations of potential enemies, to


take advantage of new technologies, and to


account for variations in the pace of change.


The source of that flexibility is the synergy of


the core competencies of the individual


Services, integrated into the joint team.  These


challenges will require a Total Force composed


of well-educated, motivated, and competent


people who can adapt to the many demands of


future joint missions.  The transformation of the


joint force to reach full spectrum dominance


rests upon information superiority as a key


enabler and our capacity for innovation.
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INFORMATION SUPERIORITY
Information, information processing, and


communications networks are at the core of


every military activity.  Throughout history,


military leaders have regarded information


superiority as a key enabler of victory.


However, the ongoing “information revolution” is


creating not only a quantitative, but a qualitative


change in the information environment that by


2020 will result in profound changes in the


conduct of military operations.  In fact,


advances in information capabilities are


proceeding so rapidly that there is a risk of


outstripping our ability to capture ideas,


formulate operational concepts, and develop


the capacity to assess results.  While the goal


of achieving information superiority will not


change, the nature, scope, and “rules” of the


quest are changing radically.


The qualitative change in the


information environment extends the


conceptual underpinnings of information


superiority beyond the mere accumulation of


more, or even better, information.  The word


“superiority” implies a state or condition of


imbalance in one’s favor.  Information


superiority is transitory in nature and must be


created and sustained by the joint force through


the conduct of information operations.


However, the creation of information superiority


is not an end in itself.


Information superiority provides the joint


force a competitive advantage only when it is


effectively translated into superior knowledge


and decisions.  The joint force must be able to


take advantage of superior information


converted to superior knowledge to achieve


“decision superiority” – better decisions arrived


at and implemented faster than an opponent


can react, or in a noncombat situation, at a


tempo that allows the force to shape the


situation or react to changes and accomplish its


mission.  Decision superiority does not


automatically result from information superiority.


Organizational and doctrinal adaptation,


relevant training and experience, and the proper


command and control mechanisms and tools


are equally necessary.


Information Superiority – the capability


to collect, process, and disseminate an


uninterrupted flow of information while


exploiting or denying an adversary’s ability


to do the same.  (JP1-02)  Information


superiority is achieved in a noncombat


situation or one in which there are no clearly


defined adversaries when friendly forces


have the information necessary to achieve


operational objectives.


Information Environment – the aggregate of


individuals, organizations, and systems that


collect, process, or disseminate information,


including the information itself. (JP1-02)







The evolution of information technology


will increasingly permit us to integrate the


traditional forms of information operations with


sophisticated all-source intelligence,


surveillance, and reconnaissance in a fully


synchronized information campaign.  The


development of a concept labeled the global


information grid will provide the network-centric


environment required to achieve this goal.  The


grid will be the globally interconnected, end-to-


end set of information capabilities, associated


processes, and people to manage and provide


information on demand to warfighters, policy
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makers, and support personnel.  It will enhance


combat power and contribute to the success of


noncombat military operations as well.


Realization of the full potential of these changes


requires not only technological improvements,


but the continued evolution of organizations and


doctrine and the development of relevant


training to sustain a comparative advantage in


the information environment.


We must also remember that


information superiority neither equates to


perfect information, nor does it mean the


elimination of the fog of war.  Information







systems, processes, and operations add their


own sources of friction and fog to the


operational environment.  Information


superiority is fundamental to the transformation


of the operational capabilities of the joint force.


The joint force of 2020 will use superior


information and knowledge to achieve decision


superiority, to support advanced command and


control capabilities, and to reach the full


potential of dominant maneuver, precision


engagement, full dimensional protection, and


focused logistics.  The breadth and pace of this


evolution demands flexibility and a readiness to


innovate.


INNOVATION
Joint Vision 2010 identified technologi-


cal innovation as a vital component of the


transformation of the joint force.  Throughout


the industrial age, the United States has relied


upon its capacity for technological innovation to


succeed in military operations, and the need to


do so will continue.  It is important, however, to


broaden our focus beyond technology and


capture the importance of organizational and


conceptual innovation as well.


Innovation, in its simplest form, is the


combination of new “things” with new “ways” to


carry out tasks.  In reality, it may result from


fielding completely new things, or the


imaginative recombination of old things in new


ways, or something in between.  The ideas in


JV 2010 as carried forward in JV 2020 are,


indeed, innovative and form a vision for


integrating doctrine, tactics, training, supporting


activities, and technology into new operational


capabilities.  The innovations that determine


joint and Service capabilities will result from a


general understanding of what future conflict


and military operations will be like, and a view


of what the combatant commands and Services


must do in order to accomplish assigned


missions.


An effective innovation process requires


continuous learning – a means of interaction


and exchange that evaluates goals, operational


lessons, exercises, experiments, and


simulations – and that must include feedback


mechanisms.  The Services and combatant


commands must allow our highly trained and


skilled professionals the opportunity to create


new concepts and ideas that may lead to future


breakthroughs.  We must foster the innovations


necessary to create the joint force of the future


– not only with decisions regarding future


versus present force structure and budgets, but


also with a reasonable tolerance for errors and


failures in the experimentation process.  We


must be concerned with efficient use of time


and resources and create a process that gives


us confidence that our results will produce


battlefield success.  However, an experimenta-


tion process with a low tolerance for error


makes it unlikely that the force will identify and


nurture the most relevant and productive


aspects of new concepts, capabilities, and
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technology.  All individuals and organizations


charged with experimentation in support of the


evolution of our combat forces must ensure that


our natural concern for husbanding resources


and ultimately delivering successful results


does not prevent us from pursuing innovations


with dramatic if uncertain potential.


There is, of course, a high degree of


uncertainty inherent in the pursuit of innovation.


The key to coping with that uncertainty is bold


leadership supported by as much information


as possible.  Leaders must assess the efficacy


of new ideas, the potential drawbacks to new


concepts, the capabilities of potential


adversaries, the costs versus benefits of new


technologies, and the organizational


implications of new capabilities.  They must


make these assessments in the context of an


evolving analysis of the economic, political, and


technological factors of the anticipated security


environment.  Each of these assessments will


have uncertainty associated with them.  But the


best innovations have often come from people


who made decisions and achieved success


despite uncertainties and limited information.


By creating innovation, the combatant


commands and Services also create their best


opportunities for coping with the increasing


pace of change in the overall environment in


which they function.  Although changing


technology is a primary driver of environmental


change, it is not the only one.  The search for


innovation must encompass the entire context


of joint operations – which means the Armed


Forces must explore changes in doctrine,


organization, training, materiel, leadership and


education, personnel, and facilities as well as


technology.  Ultimately, the goal is to develop


reasonable approaches with enough flexibility


to recover from errors and unforeseen


circumstances.
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The complexities of the future security


environment demand that the United States be


prepared to face a wide range of threats of


varying levels of intensity.  Success in


countering these threats will require the skillful


integration of the core competencies of the


Services into a joint force tailored to the specific


situation and objectives.  Commanders must be


afforded the opportunity to achieve the level of


effectiveness and synergy necessary to


conduct decisive operations across the entire


range of military operations.  When combat


operations are required, they must have an


overwhelming array of capabilities available to


conduct offensive and defensive operations and


against which an enemy must defend.  Other


complex contingencies such as humanitarian


relief or peace operations will require a rapid,


flexible response to achieve national objectives


in the required timeframe.  Some situations may


require the capabilities of only one Service, but


in most cases, a joint force comprised of both


Active and Reserve Components will be


employed.


The complexity of future operations also


requires that, in addition to operating jointly, our


forces have the capability to participate


effectively as one element of a unified national


effort.  This integrated approach brings to bear


all the tools of statecraft to achieve our national


objectives unilaterally when necessary, while


making optimum use of the skills and resources


provided by multinational military forces,


regional and international organizations,


non-governmental organizations, and private


voluntary organizations when possible.


Participation by the joint force in operations


supporting civil authorities will also likely


increase in importance due to emerging threats


to the US homeland such as terrorism and


weapons of mass destruction.


PEOPLE
The core of the joint force of 2020 will


continue to be an All Volunteer Force composed


of individuals of exceptional dedication and


Conduct of
Joint Operations
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ability.  Their quality will matter as never before


as our Service members confront a diversity of


missions and technological demands that call


for adaptability, innovation, precise judgment,


forward thinking, and multicultural


understanding.  The Nation will continue to


depend on talented individuals of outstanding


character, committed to an ethic of selfless


service.


Our people will require a multitude of


skills.  The Services will play a critical role in


necessary.  The joint force commander is


thereby provided a powerful, synergistic force


capable of dominating across the entire range


of operations.


The missions of 2020 will demand


Service members who can create and then take


advantage of intellectual and technological


innovations.  Individuals will be challenged by


significant responsibilities at tactical levels in


the organization and must be capable of


making decisions with both operational and


strategic implications.  Our vision of full


spectrum dominance and the transformation of


operational capabilities has significant


implications for the training and education of


our people.  The tactics of information


operations, the coordination of interagency and


perfecting their individual specialties and the


core competencies of each organization.  In


addition, every member of the Total Force must


be prepared to apply that expertise to a wide


range of missions as a member of the joint


team.  Our Service members must have the


mental agility to transition from preparing for


war to enforcing peace to actual combat, when


multinational operations, as well as the


complexity of the modern tools of war all require


people who are both talented and trained to


exacting standards.  Rapid and dispersed


operations will require men and women who are


part of a cohesive team, yet are capable of







operating independently to meet the


commander’s intent.  The evolution of new


functional areas, such as space operations and


information operations, will require development


of appropriate career progression and


leadership opportunities for specialists in those


fields.  The accumulation of training and


experience will create a force ready to deploy


rapidly to any point on the globe and operate


effectively.


The joint force of 2020 will face a


number of challenges in recruiting and retaining


the outstanding people needed to meet these


requirements.  First, expanding civilian


education and employment opportunities will


reduce the number of candidates available for


military service.  We will continue to focus on


our members’ standard of living and a


competitive compensation strategy to ensure


we attract the quality individuals we need.
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Second, the increasing percentage of members


with dependents will require a commitment to


family-oriented community support programs


and as much stability as possible, as well as


close monitoring of the impact of the operations


tempo.  Finally, our increased dependence on


the Reserve Component will require us to


address the concerns of our reserve members


and their employers regarding the impact on


civilian careers.  The Department of Defense


and Services must meet these challenges


head-on.


Military operations will continue to


demand extraordinary dedication and sacrifice


under the most adverse conditions.  Our Total


Force, composed of professionals armed with


courage, stamina, and intellect, will succeed


despite the complexity and pace of future


operations.
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INTEROPERABILITY
Interoperability is the foundation of


effective joint, multinational, and interagency


operations.  The joint force has made significant


progress toward achieving an optimum level of


interoperability, but there must be a concerted


effort toward continued improvement.  Such


improvements will include the refinement of


joint doctrine as well as further development


of common technologies and processes.


Exercises, personnel exchanges, agreement


on standardized operating procedures,


individual training and education, and planning


will further enhance and institutionalize these


capabilities.  Interoperability is a mandate for


the joint force of 2020 – especially in terms of


communications, common logistics items, and


information sharing.  Information systems and


equipment that enable a common relevant


operational picture must work from shared


networks that can be accessed by any


appropriately cleared participant.


Although technical interoperability is


essential, it is not sufficient to ensure effective


operations.  There must be a suitable focus on


procedural and organizational elements, and


decision makers at all levels must understand


each other’s capabilities and constraints.


Training and education, experience and


exercises, cooperative planning, and skilled


liaison at all levels of the joint force will not only


overcome the barriers of organizational culture


and differing priorities, but will teach members


of the joint team to appreciate the full range of


Service capabilities available to them.


The future joint force will have the


embedded technologies and adaptive organiza-


tional structures that will allow trained and


experienced people to develop compatible


processes and procedures, engage in


collaborative planning, and adapt as necessary


to specific crisis situations.  These features are


not only vital to the joint force, but to


multinational and interagency operations as


well.


Interoperability – the ability of systems,


units, or forces to provide services to and


accept services from other systems, units,


or forces and to use the services so


exchanged to enable them to operate


effectively together. (JP1-02)







Multinational Operations
Since our potential multinational


partners will have varying levels of technology,


a tailored approach to interoperability that


accommodates a wide range of needs and


capabilities is necessary.  Our more technically


advanced allies will have systems and


equipment that are essentially compatible,


enabling them to interface and share


information in order to operate effectively with


US forces at all levels.  However, we must also


be capable of operating with allies and coalition


partners who may be technologically


incompatible – especially at the tactical level.


Additionally, many of our future partners will


have significant specialized capabilities that


may be integrated into a common operating


scheme.  At the same time, the existence of


these relationships does not imply access to


information without constraints.  We and our


multinational partners will continue to use


suitable judgment regarding the protection of


sensitive information and information sources.


In all cases, effective command and


control is the primary means of successfully


extending the joint vision to multinational


operations. Technological developments that


connect the information systems of partners will


provide the links that lead to a common relevant


operational picture and improve command and


control.  However, the sharing of information


needed to maintain the tempo of integrated


multinational operations also relies heavily on a


shared understanding of operational procedures
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Multinational Operations – a collective


term to describe military actions conducted


by forces of two or more nations usually


undertaken within the structure of a coalition


or alliance.  (JP1-02)
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and compatible organizations.  The commander


must have the ability to evaluate information in


its multinational context.  That context can only


be appreciated if sufficient regional expertise


and liaison capability are available on the


commander’s staff.  A deep understanding of


the cultural, political, military, and economic


characteristics of a region must be established


and maintained.  Developing this understanding


is dependent upon shared training and


education, especially with key partners, and


may require organizational change as well.  The


overall effectiveness of multinational operations


is, therefore, dependent on interoperability


between organizations, processes, and


technologies.
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Interagency Operations
The primary challenge of interagency


operations is to achieve unity of effort despite


the diverse cultures, competing interests, and


differing priorities of the participating


organizations, many of whom guard their


relative independence, freedom of action, and


impartiality.  Additionally, these organizations


may lack the structure and resources to support


extensive liaison cells or integrative


technology.  In this environment and in


the absence of formal command


relationships, the future joint force must


be proactive in improving communica-


tions, planning, interoperability, and


liaison with potential interagency


participants.  These factors are


important in all aspects of interagency


operations, but particularly in the


context of direct threats to citizens and


facilities in the US homeland.


Cohesive interagency action is vital to


deterring, defending against, and


responding to such attacks.  The joint


force must be prepared to support


civilian authorities in a fully integrated


effort to meet the needs of US citizens


and accomplish the objectives


specified by the National Command


Authorities.


Interagency Coordination – within the


context of Department of Defense


involvement, the coordination that occurs


between elements of the Department of


Defense and engaged US Government


agencies, non-governmental organizations,


private voluntary organizations, and


regional and international organizations for


the purpose of accomplishing an objective.


(JP1-02)
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All organizations have unique informa-


tion assets that can contribute to the common


relevant operational picture and support unified


action.  They also have unique information


requirements.  Sharing information with


appropriately cleared participants and


integration of information from all sources are


essential.  Understanding each other’s


requirements and assets is also crucial.  More


importantly, through training with potential


interagency partners, experienced liaisons


must be developed to support long-term


relationships, collaborative planning in


advance of crises, and compatible processes


and procedures.  As with our multinational


partners, interoperability in all areas of


interaction is essential to effective interagency


operations.







OPERATIONAL CONCEPTS


Dominant Maneuver
The joint force capable of dominant


maneuver will possess unmatched speed and


agility in positioning and repositioning tailored


forces from widely dispersed locations to


achieve operational objectives quickly and


decisively.  The employment of dominant


maneuver may lead to achieving objectives


directly, but can also facilitate employment of


the other operational concepts.  For example,


dominant maneuver may be employed to


dislodge enemy forces so they can be


destroyed through precision engagement.  At


times, achieving positional advantage will be a


function of operational maneuver over strategic


distances.  Overseas or US-based units will


mass forces or effects directly to the operational


theater.  Information superiority will support the


conduct of dominant maneuver by enabling


adaptive and concurrent planning; coordination


of widely dispersed units; gathering of timely


feedback on the status, location, and activities


of subordinate units; and anticipation of the


course of events leading to mission


accomplishment.  The joint force will also be


capable of planning and conducting dominant


maneuver in cooperation with interagency and


multinational partners with varying levels of


commitment and capability.


The capability to rapidly mass force or


forces and the effects of dispersed forces
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allows the joint force commander to establish


control of the battlespace at the proper time and


place.  In a conflict, this ability to attain


positional advantage allows the commander to


employ decisive combat power that will compel


an adversary to react from a position of


disadvantage, or quit.  In other situations, it


allows the force to occupy key positions to


shape the course of events and minimize


hostilities or react decisively if hostilities erupt.


And in peacetime, it constitutes a credible


capability that influences potential adversaries


while reassuring friends and allies.


Dominant Maneuver is the ability of joint


forces to gain positional advantage with


decisive speed and overwhelming


operational tempo in the achievement of


assigned military tasks.  Widely dispersed


joint air, land, sea, amphibious, special


operations and space forces, capable of


scaling and massing force or forces and the


effects of fires as required for either combat


or noncombat operations, will secure


advantage across the range of military


operations through the application of


information, deception, engagement,


mobility and counter-mobility capabilities.
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Beyond the actual physical presence of


the force, dominant maneuver creates an


impact in the minds of opponents and others in


the operational area.  That impact is a tool


available to the joint force commander across


the full range of military operations.  In a


conflict, for example, the presence or


anticipated presence of a decisive force might


well cause an enemy to surrender after minimal


resistance.  During a peacekeeping mission, it


may provide motivation for good-faith


negotiations or prevent the instigation of civil


disturbances.  In order to achieve such an


impact, the commander will use information


operations as a force multiplier by making the


available combat power apparent without the


need to physically move elements of the force.


The joint force commander will be able to take


advantage of the potential and actual effects of


dominant maneuver to gain the greatest benefit.







Precision Engagement
Simply put, precision engagement is


effects-based engagement that is relevant to all


types of operations.  Its success depends on


in-depth analysis to identify and locate critical


nodes and targets.  The pivotal characteristic of


precision engagement is the linking of sensors,


delivery systems, and effects.  In the joint force


of the future, this linkage will take place across


Services and will incorporate the applicable


capabilities of multinational and interagency


partners when appropriate.  The resulting


system of systems will provide the commander


the broadest possible range of capabilities in


responding to any situation, including both


kinetic and nonkinetic weapons capable of


creating the desired lethal or nonlethal effects.


The concept of precision engagement


extends beyond precisely striking a target with


explosive ordnance.  Information superiority will


enhance the capability of the joint force


commander to understand the situation,


determine the effects desired, select a course


of action and the forces to execute it, accurately


assess the effects of that action, and reengage


as necessary while minimizing collateral


damage.  During conflict, the commander will


use precision engagement to obtain lethal and


nonlethal effects in support of the objectives of


the campaign.  This action could include


destroying a target using conventional forces,


inserting a special operations team, or even the
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Precision Engagement is the ability of joint


forces to locate, surveil, discern, and track


objectives or targets; select, organize, and


use the correct systems; generate desired


effects; assess results; and reengage with


decisive speed and overwhelming


operational tempo as required, throughout


the full range of military operations.







23


execution of a comprehensive psychological


operations mission.  In other cases, precision


engagement may be used to facilitate dominant


maneuver and decisive close combat.  The


commander may also employ nonkinetic


weapons, particularly in the arena of


information operations where the targets might


be key enemy leaders or troop formations, or


the opinion of an adversary population.


In noncombat situations, precision


engagement activities will, naturally, focus on


nonlethal actions.  These actions will be


capable of defusing volatile situations,


overcoming misinformation campaigns, or


directing a flow of refugees to relief stations, for


example.  Regardless of its application in


combat or noncombat operations, the


capability to engage precisely allows the


commander to shape the situation or battle


space in order to achieve the desired effects


while minimizing risk to friendly forces and


contributing to the most effective use of


resources.







Focused Logistics
Focused logistics will provide military


capability by ensuring delivery of the right


equipment, supplies, and personnel in the right


quantities, to the right place, at the right time to


support operational objectives.  It will result


from revolutionary improvements in information


systems, innovation in organizational


structures, reengineered processes, and


advances in transportation technologies.  This


transformation has already begun with changes


scheduled for the near term (see events


highlighted in box at right) facilitating the


ultimate realization of the full potential of


focused logistics.


Focused logistics will effectively link all


logistics functions and units through advanced


information systems that integrate real-time


total asset visibility with a common relevant


operational picture.  These systems will


incorporate enhanced decision support tools


that will improve analysis, planning, and


anticipation of warfighter requirements.  They


will also provide a more seamless connection to
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Focused Logistics Transformation Path


FY 01, implement systems to assess customer


confidence from end to end of the logistics


chain using customer wait time metric.


FY 02, implement time definite delivery capabili-


ties using a simplified priority system driven by


the customer’s required delivery date.


FY 04, implement fixed and deployable auto-


mated identification technologies and informa-


tion systems that provide accurate, actionable


total asset visibility.


FY04 for early deploying forces and FY 06 for


the remaining forces, implement a web-based,


shared data environment to ensure the joint


warfighters’ ability to make timely and confident


logistics decisions.


Focused Logistics is the ability to provide the joint force the right personnel, equipment, and


supplies in the right place, at the right time, and in the right quantity, across the full range of military


operations.  This will be made possible through a real-time, web-based information system


providing total asset visibility as part of a common relevant operational picture, effectively linking


the operator and logistician across Services and support agencies.  Through transformational


innovations to organizations and processes, focused logistics will provide the joint warfighter with


support for all functions.
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dramatically improved end-to-end management


of the entire logistics system and provide


precise real-time control of the


logistics pipeline to support the


joint force commander’s


priorities.  The increased


speed, capacity, and efficiency


of advanced transportation


systems will further improve


deployment, distribution, and


sustainment.  Mutual support


relationships and collaborative planning will


enable optimum cooperation with multinational


and interagency partners.


The result for the joint force of the future


will be an improved link between operations


and logistics resulting in precise time-definite


delivery of assets to the warfighter.  This


substantially improved operational effective-


ness and efficiency, combined with increasing


warfighter confidence in these


new capabilities, will concur-


rently reduce sustainment


requirements and the


vulnerability of logistics lines of


communication, while appropri-


ately sizing and potentially


reducing the logistics footprint.


The capability for focused


logistics will effectively support


the joint force in combat and


provide the primary operational


the commercial sector to take advantage of


applicable advanced business practices and


commercial economies.  Combining these


capabilities with innovative organizational


structures and processes will result in


element in the delivery of humanitarian or


disaster relief, or other activities across the


range of military operations.







Full Dimensional Protection
Our military forces must be capable of


conducting decisive operations despite our


adversaries’ use of a wide range of weapons


(including weapons of mass destruction), the


conduct of information operations or terrorist


attacks, or the presence of asymmetric threats


during any phase of these operations.  Our


people and the other military and nonmilitary


assets needed for the successful conduct of


operations must be protected wherever they are


located – from deployment, to theater combat,


to redeployment.  Full dimensional protection


exists when the joint force can decisively


achieve its mission with an acceptable degree


of risk in both the physical and information


domains.


The capability for full dimensional


protection incorporates a complete array of both


combat and noncombat actions in offensive and


defensive operations, enabled by information


superiority.  It will be based upon active and


passive defensive measures, including theater
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Full Dimensional Protection is the ability of


the joint force to protect its personnel and


other assets required to decisively execute


assigned tasks.   Full dimensional protection


is achieved through the tailored selection and


application of multilayered active and passive


measures, within the domains of air, land,


sea, space, and information across the range


of military operations with an acceptable level


of risk.
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missile defenses and possibly limited missile


defense of the United States; offensive


countermeasures; security procedures;


antiterrorism measures; enhanced intelligence


collection and assessments; emergency


preparedness; heightened security awareness;


and proactive engagement strategies.


Additionally, it will extend beyond the immediate


theater of operations to protect our reach-back,


logistics, and key capabilities in other locations.


There is a critical need for protection of the


information content and systems vital for


operational success, including increased


vigilance in counterintelligence and information


security.  The joint force of 2020 will integrate


protective capabilities from multinational and


interagency partners when available and will


respond to their requirements when possible.


Commanders will thoroughly assess and


manage risk as they apply protective measures


to specific operations, ensuring an appropriate


level of safety, compatible with other mission


objectives, is provided for all assets.


The joint force commander will thereby


be provided an integrated architecture for


protection, which will effectively manage risk to


the joint force and other assets, and leverage


the contributions of all echelons of our forces


and those of our multinational and interagency


partners.  The result will be improved freedom


of action for friendly forces and better protection


at all echelons.







INFORMATION OPERATIONS
Information operations are essential to


achieving full spectrum dominance.  The joint


force must be capable of conducting informa-


tion operations, the purpose of which is to


facilitate and protect US decision-making


processes, and in a conflict, degrade those of


an adversary.  While activities and capabilities


employed to conduct information operations are


traditional functions of military forces, the pace


of change in the information environment


dictates that we expand this view and explore


broader information operations strategies and


concepts.  We must recognize that


 “nontraditional” adversaries who engage in
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Information Operations – those actions taken to affect an adversary’s information and


information systems while defending one’s own information and information systems.  (JP1-02)


Information operations also include actions taken in a noncombat or ambiguous situation to


protect one’s own information and information systems as well as those taken to influence target


information and information systems.
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“nontraditional” conflict are of particular


importance in the information domain.  The


United States itself and US forces around the


world are subject to information attacks on a


continuous basis regardless of the level and


degree of engagement in other domains of


operation.  The perpetrators of such attacks are


not limited to the traditional concept of a


uniformed military adversary.  Additionally, the


actions associated with information operations


are wide-ranging – from physical destruction to


psychological operations to computer network


defense.  The task of integrating information


operations with other joint force operations is


complicated by the need to understand the


many variables involved (summarized in box).


engaged in humanitarian relief operations.


Such operations will be synchronized with


those of multinational and interagency partners


as the situation dictates.  New offensive


capabilities such as computer network attack


techniques are evolving.  Activities such as


information assurance, computer network


defense, and counterdeception will defend


decision-making processes by neutralizing an


adversaries’ perception management and


intelligence collection efforts, as well as direct


attacks on our information systems.  Because


the ultimate target of information operations is


the human decision maker, the joint force


commander will have difficulty accurately


assessing the effects of those operations.  This


���Multidimensional definition and meaning of “information” – target, weapon,
    resource, or domain of operations


���Level of action and desired effect – tactical, operational, strategic, or combination


���Objective of operations – providing information, perception management, battle
    field dominance, command and control warfare, systemic disruption, or systemic
    destruction


���Nature of situation – peace, crisis, or conflict


The Variables of Information Operations


Our understanding of the interrelation-


ships of these variables and their impact on


military operations will determine the nature of


information operations in 2020.  The joint force


commander will conduct information operations


whether facing an adversary during a conflict or


problem of “battle damage assessment” for


information operations is difficult and must be


explored through exercises and rigorous


experimentation.


The continuing evolution of information


operations and the global information environ-







ment holds two significant implications.  First,


operations within the information domain will


become as important as those conducted in the


domains of sea, land, air, and space.  Such


operations will be inextricably linked to focused


logistics, full dimensional protection, precision


engagement, and dominant maneuver, as well


as joint command and control.  At the same


time, information operations may evolve into a


separate mission area requiring the Services to


maintain appropriately designed organizations


and trained specialists.  Improvements in


doctrine, organization, and technology may lead


to decisive outcomes resulting primarily from


information operations.  As information


operations continue to evolve, they, like other


military operations, will be conducted consistent


with the norms of our society, our alliances with


other democratic states, and full respect for the


laws of armed conflict.  Second, there is


significant potential for asymmetric engage-


ments in the information domain.  The United


States has enjoyed a distinct technological


advantage in the information environment and


will likely continue to do so.  However, as


potential adversaries reap the benefits of the


information revolution, the comparative


advantage for the US and its partners will


become more difficult to maintain.  Additionally,


our ever-increasing dependence on information


processes, systems, and technologies adds


potential vulnerabilities that must be defended.
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Command and control is the exercise of


authority and direction over the joint force.  It is


necessary for the integration of the Services’


core competencies into effective joint


operations.  The increasing importance of


multinational and interagency aspects of the


operations adds complexity and heightens the


challenge of doing so.  Command and control


includes planning, directing, coordinating, and


controlling forces and operations, and is


focused on the effective execution of the


operational plan; but the central function is


decision making.


Command and control is most effective


when decision superiority exists.  Decision


processes.  While changes in the


information environment have led


some to focus solely on the


contribution of information


superiority to command and


control, it is equally necessary to


understand the complete realm of


command and control decision


making, the nature of organiza-


tional collaboration, and especially,


the “human in the loop.”


In the joint force of the future, command


and control will remain the primary integrating


and coordinating function for operational


capabilities and Service components.  As the


superiority results from superior information


filtered through the commander’s experience,


knowledge, training, and judgment; the


expertise of supporting staffs and other


organizations; and the efficiency of associated


JOINT COMMAND AND CONTROL


Command and Control – the exercise


of authority and direction by a properly


designated commander over assigned


and attached forces in the accomplish-


ment of the mission.  Command and


control functions are performed


through an arrangement of personnel,


equipment, communications, facilities,


and procedures employed by a


commander in planning, directing,


coordinating, and controlling forces


and operations in the accomplishment


of the mission. (JP1-02)







nature of military operations evolves, there is a


need to evaluate continually the nature of


command and control organizations,


mechanisms, systems, and tools.  There are


two major issues to address in this evaluation –


command structures and processes, and the


information systems and technologies that are


best suited to support them.  Encompassed


within these two issues, examination of the


following related ideas and desired capabilities


will serve as a catalyst for changes in doctrine,


organization, and training.


  � Commanders will need a broad understand-


ing of new operational capabilities and new


(often highly automated) supporting tools in


order to be capable of flexible, adaptive


coordination and direction of both forces


and sensors.


  � The staffs that support commanders must


be organized and trained to take advantage


of new capabilities.  Commanders and staffs


must also be capable of command and


control in the face of technology failure.


  � Commanders will be able to formulate and


disseminate intent based upon up-to-date


knowledge of the situation existing in the


battlespace.


  � Joint force headquarters will be dispersed


and survivable and capable of coordinating


dispersed units and operations.  Subordi-


nate headquarters will be small, agile,


mobile, dispersed, and networked.


  � Faster operations tempos, increased


choices among weapons and effects, and


greater weapons ranges will require


continuous, simultaneous planning and


execution at all levels.


  � Expanding roles for multinational and


interagency partners will require


collaborative planning capabilities,


technological compatibility/interoperability,


and mechanisms for efficient information


sharing.


Finally, as these and other changes take


place over time, we must carefully examine


three aspects of the human element of


command and control.  First, leaders of the joint


force must analyze and understand the meaning


of unit cohesion in the context of the small,


widely dispersed units that are now envisioned.


Second, decision makers at all levels must


understand the implications of new technologies


that operate continuously in all conditions when


human beings are incapable of the same


endurance.  Third, as new information


technologies, systems, and procedures make


the same detailed information available at all


levels of the chain of command, leaders must


understand the implications for decision-making
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processes, the training of decision makers at all


levels, and organizational patterns and


procedures.  The potential for overcentralization


of control and the capacity for relatively junior


leaders to make decisions with strategic impact


are of particular importance.


It has often been said that command is


an art and control is a science – a basic truth


that will remain true.  Our thinking about


command and control must be conceptually


based, rather than focused on technology or


materiel.  Joint command and control is a nexus


– a point of connection.  It serves as a focal


point for humans and technology, our evolving


operational capabilities, and the capabilities of


the Services.  The development of effective


joint command and control for the future


requires rigorous and wide-ranging


experimentation, focused especially on


organizational innovation and doctrinal change.







Joint Vision 2010 has had a profound


impact on the development of US military


capabilities.  By describing those capabilities


necessary to achieve success in 2010, we set


in motion three important efforts.  First, JV 2010


established a common framework and


language for the Services to develop and


explain their unique contributions to the joint


force.  Second, we created a process for the


conduct of joint experimentation and training to


test ideas against practice.  Finally, we began a


process to manage the transformation of


doctrine, organization, training, materiel,


leadership and education, personnel, and


facilities necessary to make the vision a reality.


Joint Vision 2020 builds on this foundation of


success and will sustain the momentum of


these processes.


The foundation of jointness is the


strength of individual Service competencies


pulled together.  Our objective in implementing


the joint vision is the optimal integration of all


joint forces and effects.  To achieve that goal,


the interdependence of the Services requires


mutual trust and reliance among all warfighters


and a significantly improved level of


interoperability – especially in the areas of


command and control and sustainment.  This


interdependence will ultimately result in a whole


greater than the sum of its parts, and will


contribute to achieving full spectrum dominance


through all forces acting in concert.  The


synergy gained through the interdependence of


the Services makes clear that jointness is more


than interoperability.  The joint force requires


capabilities that are beyond the simple


combination of Service capabilities, and joint


experimentation is


the process by which


those capabilities will


be achieved.


To ensure unity of


effort and continuity


for joint concept


development and


experimentation, the


Secretary of Defense


designated the


Commander in Chief,


Implementation
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Joint Forces Command as


the Executive Agent for


experimentation design,


preparation, execution,


and assessment.  Annual


campaign plans provide


focus to this effort and


continuity in experimenta-


tion.  The results of this


iterative experimentation


cycle are forwarded as comprehensive


recommendations for changes in doctrine,


organization, training, materiel, leadership and


education, personnel, and facilities and lead to


the co-evolution of all those elements.  The


experimentation and implementation process


supporting the transformation of the joint force


is also dependent upon Service and combatant


command exercises and experimentation


activities.  The Service and combatant


command visions support the joint vision by


providing guidance for these individual efforts


that are congruent with the Chairman’s vision.


Thus, in their own experimentation venues, the


Services may develop recommendations with


joint implications and will forward them to the


appropriate joint experimentation activity.


To effect transforming and enduring


changes to our joint military capabilities, the


experimentation and implementation process


must include construction of a wide range of


scenarios and imaginative conflict simulations


to explore the shape of future operations.  Such


From Vision to Experimentation


�  Joint Vision 2010 (1996)


�  Concept for Future Joint Operations (1997)


�� 21st Century Challenges and Desired Operational Capabilities (1997)


�  Joint Warfighting Experimentation Program established, USACOM


   (JFCOM) as Executive Agent (1998)


�� Joint Vision Implementation Master Plan (1998)


�  CJCSI 3170, Requirements Generation System (1999)


�  JFCOM Joint Experimentation Campaign Plans (1999 and 2000)


intensive exploration of alternative concepts of


operations can help the US military choose


innovations that take the greatest advantage of


combinations of new ideas and new


technologies.  The rapid pace of such changes


will then drive further development of the


experimentation and implementation process to


field improved capabilities for the joint force.


The linchpin of progress from vision to


experimentation to reality is joint training and


education – because they are the keys to


intellectual change.  Without intellectual


change, there is no real change in doctrine,


organizations, or leaders.  Thus, the


implementation process is dependent upon


incorporating concepts validated by


experimentation into joint professional military


education programs and joint exercises.  In this


way, individual Service members and units


become a joint team capable of success across


the full range of military operations.
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This vision is firmly grounded in the view


that the US military must be a joint force


capable of full spectrum dominance.  Its basis


is four-fold:  the global interests of the United


States and the continuing existence of a wide


range of potential threats to those interests; the


centrality of information technology to the


evolution of not only our own military, but also


the capabilities of other actors around the


globe; the premium a continuing broad range of


military operations will place on the successful


integration of multinational and interagency


partners and the interoperability of processes,


organizations, and systems; and our reliance on


the joint force as the foundation of future US


military operations.


further experimentation, exercises, analysis,


and conceptual thought, especially in the


arenas of information operations, joint


command and control, and multinational and


interagency operations.


This vision recognizes the importance of


technology and technical innovation to the US


military and its operations.  At the same time, it


emphasizes that technological innovation must


be accompanied by intellectual innovation


leading to changes in organization and doctrine.


Only then can we reach the full potential of the


joint force – decisive capabilities across the full


range of military operations.  Such a vision


depends upon the skill, experience, and training


of the people comprising the Total Force and


their leaders.  The major innovations necessary


to operate in the environment depicted herein


can only be achieved through the recruitment,


development, and retention of men and women


with the courage, determination, and strength to


ensure we are persuasive in peace, decisive in


war, and preeminent in any form of conflict.


Joint Vision 2020 builds on the founda-


tion and maintains the momentum established


with Joint Vision 2010.  It confirms the direction


of the ongoing transformation of operational


capabilities, and emphasizes the importance of
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Section A—Roles and Responsibilities 


1.  Secretary of the Air Force, Office of Warfighting Integration and Chief Information Officer
(SAF/XC).  


1.1.  Policy, Planning, and Resources Directorate (SAF/XCX). 


1.1.1.  Provides the overarching policy and oversight for all Air Force operational systems, and
technical architectures, including establishing Information Technology (IT) standards and provid-
ing architectural support to the core Air Force processes. 


1.1.2.  Develops policy, and plans on voice systems, associated standards and for future voice
strategies and initiatives. 


1.1.3.  Integrates Air Force planning, budget, financial, and program management processes for IT
investments. 


1.2.  Operations and Support Integration (SAF/XCO). 


1.2.1.  Develops implementation plans and guidance, according to AF-CIO established policy and
standards for communications and information systems modernization, including voice systems.
Validates, develops and monitors execution of plans, policies, and requirements for modernization
of Air Force communications and information infostructure. Provides overall integrated oversight
of requirements, plans, schedules, budgets, and performance criteria for all modernization efforts
associated with the communication and information infostructure. 


1.2.2.  Leads the development and implementation of communications and information architec-
tures for the Air Force and represents the Air Force position for joint architectures. 


1.2.3.  Develops implementation plans and guidance according to AF-CIO future voice strategies
and initiatives and coordinates these with the Joint Staff, other military services, and other govern-
ment agencies, as applicable. 


1.3.  Information, Services, and Integration Directorate (SAF/XCI). 


1.3.1.  Responsible for oversight of day-to-day execution of Air Force communications and infor-
mation programs and processes--organize, train, and equip. 


1.3.2.  Responsible for developing and articulating positions for communications and information
force structure and organizational issues. Analyzes proposed major command (MAJCOM) force
structure and organizational changes, and identifies impacts on communications and information
resources. 


1.3.3.  Establishes course requirements and planning guidance for the professional development,
advanced education, and technical training of the communications and information workforce
through government and civilian institutions. 


1.3.4.  Leads career field management for the communications and information career fields. 


1.3.5.  Leads the communications and information readiness (Status of Resources and Training
System), Air Expeditionary Force, and Unit Task Code Functional Area Manager). Determines
training requirements and ensures implementation of training programs for assigned Air Force
specialties. 
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2.  DELETED.  


2.1.  DELETED. 


2.2.  DELETED. 


2.3.  DELETED. 


3.  DELETED.  


3.1.  DELETED. 


3.2.  DELETED. 


3.3.  DELETED. 


3.4.  DELETED. 


3.5.  DELETED. 


4.  Headquarters Air Force Communications Agency (HQ AFCA/ECNV).  


4.1.  Performs Lead Command for Telephone/Voice Systems (e.g., DSN, Public Switched Telephone
Network [PSTN], Federal Telecommunications System [FTS], FTS-2001 or its designated replace-
ment) and the Combat Information Transport System, according to AFI 10-901, Command, Control,
Communications, Computers, Intelligence, Surveillance & Reconnaissance (C4ISR) Lead Command
Management. 


4.2.  Develops enterprise voice network enhancement initiatives. Acts as guidance and standards
adjunct to SAF/XC. 


4.3.  Addresses applicable manpower issues. Identifies future funding requirements and prepares the
Program Objective Memorandum (POM) submission in coordination with SAF/XC. Collects all voice
system requirements from MAJCOM, field operating agencies (FOA), and direct reporting units
(DRU), and functional communities, e.g., medical for inclusion into the Air Force POM. 


4.4.  Develops applicable guidance for implementation of voice systems according to  AF-CIO policy
and standards. 


4.5.  Works with SAF/XC, and the Air Force Network Operation Security Center (AFNOSC), and the
voice community, AFCA develops performance, operational standards, policies, and procedures. 


4.6.  Maintains the voice system strategy document, monitors overall compliance, identifies devia-
tions to appropriate organizations, and initiates an annual review. 


4.7.  Participates in Air Force and DOD configuration control boards, conferences, and forums for
voice systems and networks (e.g., Defense Switched Network, Defense RED Switched Network, and
Voice over IP [VoIP]). 


4.8.  Facilitates the establishment of Inter-Service Support Agreements (ISSA) with other military
departments and Department of Defense (DOD) activities.  Seeks reimbursement of Air Force costs
associated with established ISSA’s and other DOD and Air Force guidance. 


4.9.  Validates all voice systems waivers and Interim Certificates to Operate (ICTO) requests for
interoperability and migration request for Information Assurance (IA) accreditation for the Defense
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Switched Network (DSN) network connectivity.  Submits and advocates all Air Force approved
waiver or IA migration requests to the appropriate authority. 


4.10.  Maintains a central repository of all voice systems and related assets in the Air Force inventory.
Provides status reporting annually to the DSN Single Systems Manager on installed Air Force base-
line configurations. 


4.11.  Interacts with Combat Information Transfer System and Theater Deployable Communications
Program Offices at the Electronic Systems Center. 


5.  Air Force Network Operations Security Center (AFNOSC).  


5.1.  Provides enterprise-level metrics and situational awareness for the Air Force Enterprise Net-
work--which includes key voice networks (e.g., DSN, Public Switched Telephone Network [PSTN],
Federal Telecommunications System [FTS], FTS-2001 or its designated replacement). 


5.2.  Develops options and directs configuration changes, information operations condition (INFO-
CON) changes, and changes to security postures in response to vulnerabilities and incidents, Joint
Task Force-Global Network Operations direction, and cross-MAJCOM outages, that affect the pre-
ponderance of the enterprise, or are time critical in nature. 


5.3.  Develops options and operational requirements for wireless Personal Electronic Devices  provid-
ing voice access to Defense Information Systems Network (DISN) services.  Develops limitations and
constraints on the use of such devices. 


5.4.  Develops VoIP implementation options and operational requirements. 


5.5.  Directs actions related to voice network defense. 


5.6.  Evaluates and responds to Air Force voice network intrusions and malicious logic events. 


5.7.  Develops countermeasures to voice network vulnerabilities and disseminates to applicable voice
network operations organizations. 


5.8.  Assists Network Operations Security Centers (NOSC) and base-level personnel with network
attack damage control and recovery procedures. 


6.  Air Intelligence Agency and Air Force Information Warfare Center, including subordinate
organizations.  


6.1.  Establishes a voice systems security assessment program to test and assess voice and related plat-
forms for vulnerabilities. 


6.2.  Provides voice network threat awareness, analysis, and intelligence support. 


6.3.  Reports to AFNOSC and MAJCOM NOSCs all backdoors and unauthorized connections to Air
Force networks discovered during the course of operations.  Reports will be made no later 1 duty day
and immediately if associated with an incident response action. 


6.4.  Air Force Information Warfare Center–318th Information Operations Group and Information
Operations Directorate: 


6.4.1.  Ensures the 23rd Information Operations Squadron develops tactics, techniques, and proce-
dures for applicable voice related platforms. 
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6.4.2.  Ensures the 92nd Information Warfare Aggressor Squadron provides assistance to MAJ-
COMs by conducting network vulnerability assessments and exercise red team support. 


6.4.3.  Ensures the 346th Test Squadron conducts formal testing and evaluation of network defense
weapon systems, as well as implementation assistance. 


7.  Major Commands (MAJCOM). Each MAJCOM will: 


7.1.  Establish NOSC crew positions and functions according to AFI 33-115, Volume 1, Network
Operations (NETOPS), to provide command and control (C2), and situational awareness of enterprise
voice networks.  When installed, will utilize centrally provided tools to assess the health of the net-
work and provide network defense for enterprise voice networks. 


7.2.  Provide network support such as engineering, strategic planning, risk management, developing
Service Level Agreements, budgeting, inspecting, and contract management to subordinate units.
Authorize adequate down time in order to support preventive maintenance inspections. 


7.3.  Ensure installations under their command complete annual physical inventories of all leased
voice services and equipment used on the installation. 


7.4.  Advise and assist the base communications and legal offices on telecommunications issues. 


7.5.  Ensure installations under their command develop, implement, and control commercial long dis-
tance personal identification number (PIN) assignments to authorized users, unless a waiver is
granted. 


7.6.  Ensure installations under their command follow voice systems security procedures as outlined
in Section G. 


7.7.  Ensure installations under their command review applicable base DSN and long distance
monthly service records to analyze usage trends and identify billing errors or misuse. 


7.8.  Plan and program for future voice system requirements through the Fiscal Year (FY) and the
POM processes.  POM input requirements are prioritized and submitted to lead command for consid-
eration by Air Force corporate structure. 


7.9.  Serve as the approval authority for voice systems and associated peripherals (e.g., Voice Mail,
Enhanced 911 [E911]), upgrades, expansions, and modifications to base-level architecture (see
Attachment 6 for MAJCOM and Base communication and information systems officer [CSO]
responsibilities). 


7.9.1.  Ensure all voice systems that connect to the DSN network are certified by the Joint Interop-
erability Test Command (JITC) for interoperability and IA certification and accreditation, unless a
waiver is granted for interoperability in accordance with CJCSI 6215.01B and DoDI 8100.3.
Also, an IA migrating strategy may be required in addition to the waiver.  Voice systems and asso-
ciated peripheral devices, to include, but not limited to, voice messaging/mail system, automatic
call distribution systems and future technologies, that originate or terminate DSN calls, require
certification.  All certified and IA accredited voice systems are listed in the Defense Information
Systems Agency (DISA) approved products list on the JITC Web site (http://jitc.fhu.disa.mil).  


7.9.1.1.  Sponsor voice systems equipment vendors to the JITC for testing.  Share lessons
learned and test report for JITC System Under Test with Lead Command. 



http://jitc.fhu.disa.mil
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7.9.1.2.  Seek interim “certificates to operate” for uncertified equipment in the voice enter-
prise.  Process all interim “requests to operate” to lead command representative, as required.
The approval authority for all waiver requests is the Assistant Secretary of Defense for Net-
works and Information Integration (ASD/NII). 


7.9.2.  Ensure all voice systems and associated peripheral devices have been certified and accred-
ited according to DoDI 5200.40 and AFI 33-202, Volume 1, Network and Computer Security. 


7.9.2.1.  Ensure all voice systems have also been granted IA certification and accreditation by
the DISN Designated Approving Authority. 


7.10.  Serve as the focal point for MAJCOM voice systems configuration management (CM) data and
issues.  Ensure the Air Force central repository of CM data for related MAJCOM voice systems is
kept up-to-date and reviewed at least semi-annually. 


7.11.  Ensure that unauthorized access (connections) to networks is eliminated.  Ensure that autho-
rized access (connections) to networks transverse Air Force approved access points and associated
demilitarization/boundary protection. 


7.12.  Anticipate and plan for migration to VoIP. 


7.12.1.  Coordinate all VoIP initiatives through HQ AFCA/ECNV for approval.  


7.13.  MAJCOM NOSC.  In addition to general network and security requirements listed in AFI
33-115, Volume 1, the NOSC will: 


7.13.1.  Provide situational awareness and protection of applicable enterprise voice networks (e.g.,
PSTN, FTS-2001 [or its designated replacement], DSN, Defense RED Switch Network [DRSN])
and key switching assets. 


7.13.2.  When installed, will utilize centrally provided tools to assist bases in managing and pro-
tecting enterprise voice networks and key assets. 


7.14.  Establish a Government Emergency Telephone System (GETS) point of contact (POC).  Also,
ensures the wing/base establish a GETS POC. 


7.15.  MAJCOM voice focal points should forward voice policy and guidance to subordinate units at
the fixed base level and elsewhere, when appropriate. 


8.  Air Force Materiel Command.  


8.1.  Manages technology integration, oversees infrastructure initiatives and funds, and coordinates
initiatives with lead command and other impacted agencies. 


8.2.  Responsible for the acquisition and life-cycle sustainment of all centrally funded voice systems
and related assets as described in AFI 63-series instructions. 


8.3.  Assists the lead command in developing the voice systems POM (budget) for telephony related
projects, programs, and initiatives. 


8.4.  Oversees development of key, common program plans, to include program management support
plans, integrated logistics support plans, and configuration management plans. 


8.4.1.  Manages and controls the hardware and software configuration of Air Force voice systems,
and any new major requirements (to include additions and/or upgrades) to the base voice systems.
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Requests submitted by a base or vendor must be processed and approved through the MAJCOM
and sent to the official logistical support office. 


9.  Host Base Communications and Information Systems Officer (CSO) or Information Technology
Officer (ITO). The host CSO or designated ITO: 


9.1.  Ensures installation of voice services meet mission requirements and comply with Air Force and
DOD guidance. 


9.1.1.  Provides requirements to the MAJCOM and Systems Telecommunications Engineering
Manager-Base (STEM-B) for inclusion in the base communications and information systems
blueprint.  Ensures base blueprint accurately reflects voice system upgrades, expansions, and
modifications to meet mission needs. 


9.1.2.  Only introduces equipment and/or services to the DSN networks that have been certified
for IA and as interoperable by the JITC, unless a waiver has been granted by ASD/NII.  Introduc-
tion of voice equipment includes installing equipment and/or services where connection to the
DSN, defined as originating and terminating DSN calls, is required. 


9.1.3.  Ensures certification and accreditation of voice systems and associated peripheral devices
according to DoDI 8100.3, DoDI 5200.40 and AFI 33-202, Volume 1. Documents and maintains
voice systems System Security Authorization Agreement (SSAA) with existing unclassified net-
work systems SSAA. 


9.2.  Supervises overall operation and maintenance of base voice systems and associated voice pro-
cessing systems, and support facilities.  Although the CSO is not technically or logistically responsi-
ble for customer-owned premise equipment and other telephone devices, the CSO must establish local
guidance for installation and management of authorized customer devices to ensure end-to-end
interoperability with the enterprise voice network. 


9.3.  Inventories all leased voice services annually and reconciles all discrepancies.  Updates the
leased services inventory for additions, deletions, or modifications, and verifies the amount and type
of service is authorized on the communications service authorization (CSA). 


9.3.1.  As part of the annual leased services inventory, the CSO will ensure no more than a 20 per-
cent excess of commercially leased direct inward dial numbers, based on the amount currently in
use, are leased for the voice systems.  The MAJCOM senior communicator (SC or equivalent)
may allow additional leasing above this percentage when deemed appropriate (e.g., pending
switch expansion project or expected influx of base tenants). 


9.4.  Establishes local guidance to control on- and/or off-netting consistent with DOD and Air Force
policies.  The base CSO must ensure on- and/or off-netting does not negatively affect the overall ser-
vice provided to the base mission. 


9.5.  Verifies government-owned base voice equipment, circuits, or services are provided to contrac-
tors.  Provides information to the appropriate contracting officer for payment. 


9.6.  Certifies to the base financial services office (FSO) that charges and services are correct and
credits verified.  See Section F for billing procedures. 


9.7.  Requests reimbursement for overpayment of telephone billing charges from servicing vendors.  
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9.7.1.  Submits modified use reports according to Defense Information Systems Agency Circular
(DISAC) 350-135-1, Defense Commercial Communications Acquisition Procedures, for contrac-
tor caused service interruptions for credit purposes. 


9.8.  Maintains a master list of numbers and locations for all commercial, coin-operated and coinless
(calling card) telephones. This list will include the POC and the phone number assigned. Do not list
cell phone numbers in the National Cell Phone Call Register. 


9.8.1.  Cell phones are tracked per AFI 33-106, Managing High Frequency Radios, Personal
Wireless Communication Systems, and the Military Affiliate Radio System.  


9.9.  Establishes local guidance consistent with Air Force guidance established for voice systems.
Consults with MAJCOM and/or lead command for clarification or guidance, when required. 


9.9.1.  Provides training to all unit telephone control officers (TCO) upon initial appointment by
the organizational commander or equivalent on Air Force, base-level, and unit TCO duties and
responsibilities.  Briefs all TCOs at least annually on policy changes and their duties and respon-
sibilities. 


9.10.  Establishes a POC for all GETS matters, preferably within the communications unit or similar
function. Refer to paragraph A4.16. for more information on the GETS program. 


9.11.  Maintenance.  The base CSO or a designated representative: 


9.11.1.  Ensures installations under their command follow voice systems security procedures as
outlined in Section G.  Sets up positive controls to prevent unauthorized voice switching system
software modifications except from authorized maintenance stations and personnel. 


9.11.2.  Compiles a circuit restoration priority list and updates it annually, or sooner if mission
requirements dictate a change.  Works with unit TCOs to establish mission priorities within each
base-level organization. 


9.11.3.  Establishes emergency restoration procedures for catastrophic failures of voice systems.
Ensures emergency restoration procedures include criteria for notifying the local security and law
enforcement office, the local Air Force Office of Special Investigations (AFOSI), and the procur-
ing contracting officer, if any. 


9.11.4.  After major outages involving the voice network or equipment, prepares applicable oper-
ation reports and situation reports as prescribed in AFI 10-206, Operational Reporting. 


9.11.5.  Ensures applicable data on voice switching systems and personnel are submitted monthly
as prescribed in AFI 10-201, Status of Resources and Training System. 


9.11.6.  Improves DSN precedence circuit efficiencies: 


9.11.6.1.  Conducts a revalidation of all dedicated precedence circuits using CJCSI 6215.01B.
Discontinues any precedence circuits no longer justified. 


9.11.6.2.  Limits dedicated 4-wire precedence circuits to locations or organizations that cannot
be serviced by the local base switch.  Negates dedicated precedence and leased line costs asso-
ciated with 4-wire precedence services. 


9.11.6.3.  Validates DISA assigned precedence accesses are authorized according to CJCSI
6215.01B for trunk and instruments assigned to the base at least annually. 
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9.11.6.4.  Documents all precedence requirements on appropriate communications and infor-
mation systems requirements documents and/or circuit history records for efficient manage-
ment. 


9.12.  Construction.  The base CSO or a designated representative: 


9.12.1.  Monitors activity to protect government-owned or commercially-leased systems cables
(aerial and buried) during excavation or construction.  Ensures all personnel, organizations, and
contract activities process an AF Information Management Tool (IMT) 103, Base Civil Engineer-
ing Work Clearance Request, prior to any excavation work. 


9.12.2.  Makes sure communications personnel follow AFI 32-1001, Operations Management,
when excavating for communications and information cables or facilities. 


9.12.3.  Establish procedures for damage reimbursement caused by 3rd parties during excavation. 


9.12.4.  Maintains liaison with base civil engineers, communications systems engineers, appropri-
ate servicing contracting officers, commercial telephone companies, and other agencies responsi-
ble for construction activities. 


9.12.4.1.  Assists the base civil engineers and users in developing common user pre-wiring,
cable, and other service requirements for all construction projects.  Use Air Force Civil Engi-
neer Support Agency (AFCESA) Engineering Technical Letters (ETL) to incorporate com-
mon user communications infrastructure requirements into Military Construction
appropriation-funded, and under some circumstances, Operations and Maintenance funded
construction projects (see AFI 32-1023, Design and Construction Standards and Execution of
Facility Construction Projects).  Consult ETL 02-12, Communications and Information Sys-
tem Criteria for Air Force Facilities, for specific requirements for voice, video, and data sys-
tem integration into a construction project.  AFCESA ETL’s may be provided by the local
civil engineer or viewed at the AFCESA home page:  http://www.afcesa.af.mil/ 


9.13.  Statements of Work (SOW).  The base CSO or a designated representative: 


9.13.1.  Reviews service request SOWs for commercial pay telephone service. 


9.13.2.  Reports suspected or documented contract performance deficiencies to the appropriate
servicing contracting officer. 


9.13.3.  Provides the base budget office cost estimates for voice information facilities and services
for current and subsequent FYs. 


9.13.4.  Provides group billing numbers, trunks, in-dial stations, or other appropriate identifying
numbers to the TCOs for billing identification. 


9.13.5.  Informs the appropriate servicing contracting officer well in advance of requirements for
non-tariff telephone services. 


9.13.6.  Ensures contracts cover all commercial activity providing systems services or equipment
falling within the management responsibility of the base communications activity.  Refer to AFI
33-104, Base-Level Planning and Implementation. 


9.13.7.  Maintains a current copy of all applicable CSAs with the necessary tariff information to
ensure proper monthly telecommunications certification. 



http://www.afcesa.af.mil/
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10.  Base Organizational Commanders and Tenant Units.  


10.1.  Appoints Primary and Alternate TCOs.  The unit’s TCO is the individual who authorizes and
controls long distance toll calls, DSN access authorization, and acts as the focal point for reviewing all
unit communications requirements and requests for service before submitting them to the communica-
tions squadron. 


10.2.  The TCO: 


10.2.1.  When PINs are not established to control access to long distance networks or the host base
doesn’t have a centralized Telecommunications Management System (TMS) capable of capturing
the source caller identification (Caller ID) for each call, the TCO authorizes, controls, and main-
tains a record (AF IMT 1072, Authorized Long Distance Telephone Calls) of unit long distance
toll calls. 


10.2.2.  Reviews and submits subscribers’ voice information service requests for installation,
removal, modification, and relocation of telephone services; ensures unused telephone equipment
is identified and returned to voice systems personnel. 


10.2.3.  Gives the CSO an estimate of funds required by the activity for commercial long distance
telephone calls. 


10.2.4.  Performs and submits an annual inventory of installed voice system equipment, items, and
services to the base CSO.  The CSO may provide each TCO a listing of all installed equipment,
numbers, and services currently assigned to the TCOs applicable unit or section to facilitate the
inventory.  The CSO may gather assigned organizational services via the TMS or equivalent auto-
mated record-keeping system. 


10.2.5.  Establishes a unit education program and distributes customer education materials from
the base CSO. 


10.2.6.  Performs any additional TCO duties as determined by the base CSO and local guidance
(see Section F for billing procedures). 


10.3.  Will not procure commercial voice services and equipment without approval of the host CSO.
Exceptions to this guidance must be clearly documented in the Host Tenant Support Agreement or
similar document. 


Section B—Telephone Services and Special Features 


11.  Requesting Telephone and Telephone-Related Service.  


11.1.  The CSO will: 


11.1.1.  Accept base telephone service requirements and process these requirements in a timely
manner to establish, add, change, or delete voice services according to AFI 33-103, Requirements
Development and Processing, and any MAJCOM or contracting agency supplemental procedures. 


11.1.1.1.  Submit major voice system requirements, to include upgrades, modifications, and
expansion, as well as requirements that cannot be solved at the host-base to the MAJCOM for
review and approval, and to the STEM-B according to AFMAN 33-105, Engineering and
Installation Services, for inclusion in the C4ISR Infrastructure Planning System blueprint. 
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11.1.1.2.  Requests for Video Teleconferencing system procurement and connection to the
voice networks, to include the voice system, will follow guidelines outlined in AFI 33-117,
Multimedia (MM) Management. 


11.1.2.  Establish a competitive contract using AF IMT 9, Request for Purchase, or CSA using
AF IMT 1218, Request for Communications Service.  Headquarters 38th Engineering Installa-
tion Group at Tinker AFB OK, is the current Air Force contracting agency for issuing CSAs.  A
CSA is needed in areas where a public utility commission requires tariffed or regulated services
(e.g., central office trunking, business lines, foreign exchange [FX] service).  Ensure funds are
available and certified prior to contract award.  Use AF IMT 1218 to establish new CSAs or to
submit changes to existing CSAs. 


11.1.3.  Solicit and obtain competitive bids or proposals through designated and appropriate pro-
curement channels for all voice services. 


11.1.4.  Ensure Integrated Services Digital Network (ISDN) Primary Rate Interface (PRI) and
European (Euro)-PRI provisions are included for voice network enterprise connections (local,
long distance, and DSN) in a competitive contract vehicle or CSA. 


11.1.5.  Ensure that the special telephone and voice requirements for people with disabilities are
addressed according to 36 Code of Federal Regulations (CFR) 1194.23 of the Electronic and
Information Technology Accessibility Standards, document, December 21, 2000 (http://
www.access-board.gov/sec508/508standards.htm). 


11.2.  MAJCOMs will: 


11.2.1.  Establish procedures ensuring new or changes to existing CSAs are consistent with the
Defense Federal Acquisition Regulation Supplement (DFARS).  Plan and schedule timely estab-
lishment and/or renewal of telephone service contracts with required agencies and the contracting
officer (DFARS Part 239, Acquisition of Information Technology, Subpart 239.74, Telecommuni-
cations Services). 


11.2.2.  Monitor CSAs under their control for adequate funding authority and to ensure that decen-
tralized reporting of expenditures is accomplished as prescribed by the contracting officer. 


12.  Competitive Long Distance Voice Service. When FTS-2001 (or its designated replacement) service
is not available (e.g., certain outside the continental United States locations), follow the guidelines in AFI
33-116, Long-Haul Telecommunications Management, to request competitive long distance voice ser-
vice.  MAJCOMs may provide flat rate, long distance, non-reimbursable voice service to tenants autho-
rized Class A-1 service if the host base also uses this service.  When the host base does not require flat
rate, long distance service, such a service is a special requirement and the tenant must pay for it. 


13.  Long Distance Calls From Base Telephones.  


13.1.  Use DSN, not commercial long distance carriers, to call other DOD activities unless DSN ser-
vice is not available in a timely manner.  Use the DSN system only for official business or when in the
best interest of the government.  DSN is the first choice for all new and existing inter-base voice
requirements. 


13.2.  Federal Telecommunications System (FTS)-2001 and International Direct Distance Dialing
(ID3) are authorized commercial long distance networks (see paragraph 34.). 



http://www.access-board.gov/sec508/508standards.htm

http://www.access-board.gov/sec508/508standards.htm
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13.3.  For verification purposes, document all commercial long distance calls on AF IMT 1072.  This
is only required when PINs are not established or the host base doesn’t have a centralized TMS capa-
ble of capturing the source Caller ID information for each call. 


13.4.  Callers without direct long distance dialing capability must request a control or billing account
number from their TCO.  Give the control or billing account number to the base switchboard operator. 


13.5.  Program all base telephone switches, including contract-maintained and leased telephone
switches, to block the use of FTS-2001 (or its designated replacement) for calling local telephone
numbers and chargeable directory assistance telephone numbers (e.g., 411).  Allow the capability to
dial commercial directory assistance numbers to the base switchboard operators only. 


14.  Collect Calls to Air Force Installations. The installation commander makes local guidance for han-
dling incoming official collect calls. 


15.  Personal Calls Over Official Telephones. Commanders and supervisors may allow personal calls
during work hours using official telephones if: 


15.1.  The telephone call does not interfere with official duties. 


15.2.  The calls do not exceed reasonable duration and frequency, and whenever possible, are made
during the employee’s personal time such as after-duty hours or lunch periods. 


15.3.  The telephone calls serve a legitimate public interest (such as usage reduces time away from the
work area or improves unit morale). 


15.4.  The telephone call does not reflect adversely on DOD or the Air Force (e.g., uses involving por-
nography; unofficial advertising, soliciting, or selling; and discussion of classified information). 


15.5.  The government does not incur any long distance or per-call charges above and beyond normal
local charges.  Determine normal local charges based upon historical averages. 


16.  Official Telephone Service in Personal Quarters.  


16.1.  Title 31, United States Code (U.S.C.), Section 1348 (31 U.S.C. 1348), Money And Finance; The
Budget Process; Appropriations; Limitations, Exceptions, And Penalties; Telephone installation and
charges, permits certain officials to have government-assigned telephones installed and maintained in
their quarters, if necessary for national defense purposes.  Limited telephone service for official use
may be provided to those officials.  Do not delegate the authority to designate these personnel to
members below wing commanders or equivalent levels.  Base such designations on functional posi-
tion and mission impact. 


16.1.1.  See Attachment 3 for conditions and arrangements for official telephone service in quar-
ters. 


16.1.2.  Personnel authorized official telephone service in quarters must provide separate personal
telephone service at his or her own expense from the local commercial telephone company or the
government-furnished exchange (Class B service) (see paragraph 31.1.). 


16.1.3.  When local, unofficial service is not available or the waiting period for service is unac-
ceptable, the MAJCOM/SC (or equivalent) may waive the requirements of paragraph 16.1.2. to
permit dual usage of the official telephone.  The user must pay: 
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16.1.3.1.  The one-time cost, if any, for conversion to this service. 


16.1.3.2.  A monthly service charge equal to the charge for Class B service. 


16.1.3.3.  The cost of toll calls or other charges for unofficial use. 


16.2.  Flexiplace/Telecommunicating Support to Alternative Work Sites.  Public Law (PL) 104-52,
Treasury, Postal Service, and General Government Appropriations Act of 1996, Section 620 (Title 31
U.S.C., Section 1348 note), provides that appropriated funds may be used to install telephone lines
and necessary equipment, and to pay monthly charges in any private residence or private apartment of
an employee who is authorized to work at home in accordance with guidelines issued by the Office of
Personnel Management.  The head of the department, division, bureau, or office must certify that ade-
quate safeguards against private misuse exist, and that the service is necessary for direct support of the
agency’s mission. 


16.2.1.  Unit commanders, in coordination with the local personnel office, may authorize person-
nel to work at an approved flexiplace location.  Unit commanders may also authorize the installa-
tion of a personal computer, applicable software, modems, fax machines, and data lines to support
access at the alternate work location (PL 104-52.)  Unit commanders should work with the sup-
porting communications unit to identify the necessary support requirements and restrictions. 


16.2.2.  The unit commander authorizing the alternate work location must: 


16.2.2.1.  Determine government-provided communications service is necessary for direct
support of the agency’s mission. 


16.2.2.2.  Fund necessary equipment and phone lines needed to support the mission. 


16.2.2.3.  Make sure the alternate work location is an economical option to having the individ-
ual work in the office. 


16.2.2.4.  Authorize payment for installation and monthly recurring charges. 


16.2.2.5.  Certify that adequate monitoring capability and safeguards against private misuse
exist.  Such certification should accompany a signed employee flexiplace agreement. 


16.2.2.6.  Account for government-provided equipment on a hand receipt and inventory annu-
ally. 


16.2.3.  After approval, base communications units will work with the requiring activity to estab-
lish the service and required safeguards. 


16.2.4.  Because of the restrictions pertaining to the use of appropriated funds to support telephone
service in private quarters, requesting unit commanders must certify that support requested under
this provision is for an approved flexiplace location as defined by Air Force personnel guidance.
Certification must accompany the communications and information systems requirement and be
retained by the communications office as long as service or equipment is provided to the flexi-
place location. 


17.  Official Calling Card Management and Use.  


17.1.  MAJCOM commanders may approve the use of official telephone calling cards when obtained
from the FTS-2001 contract (or its designated replacement).  They may delegate this authority to the
wing commander. 
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17.2.  Cardholders must sign the following statement and calling card/credit card issuers must keep
the signed statement on file as long as the person has the card: 


“I (NAME) acknowledge receiving telephone calling card number (NUMBER) on (DATE).  I further
acknowledge that this card is for official use only.  I must safeguard this card from loss and fraudulent
or unofficial use.  My failure to do so may result in disciplinary action and direct billing.  I agree to
return the card to the issuing office when I am transferred, separated from the service, or no longer
require it to perform my official duties. 


                                                                                  ____________________ 


                                                                                             (Signature)” 


17.3.  Calling cards are issued for official use only.  Cardholders must not use the calling card for any
purpose other than official use.  Military cardholders that use the card for unofficial purposes violate
Article 92 of the UCMJ and are subject to disciplinary action.  Similarly, unofficial use by a civilian
employee may result in administrative disciplinary action under AFI 36-704, Discipline and Adverse
Action. 


17.4.  For random verification and audit purposes, each cardholder must provide the TCO with suffi-
cient information to complete AF IMT 1072 when requested by the TCO or base communications
unit. 


17.5.  Host MAJCOMs may permit using calling cards from home station.  The host must fund costs
according to AFI 65-601, Volume 1, Budget Guidance and Procedures. 


17.6.  Issue calling cards to government personnel to make official calls from temporary duty (TDY)
locations that do not have DSN access.  This will minimize calls placed through more expensive hotel/
motel private branch exchanges (PBX). 


17.7.  All host communications units will develop procedures for issuing and recovering official call-
ing cards.  Maintain a master list of all calling card users on base. 


17.8.  Ensure steps are added to the base/unit out-processing checklist for turn-in of issued calling
cards. 


18.  Air Force Guidance on Voice Mail/Messaging Systems.  


18.1.  When procuring new or replacement stand-alone Voice Mail/Messaging Systems (VMS),
installations will integrate with either the base voice system or the telephone service provider. 


18.2.  Communications units should evaluate the base-wide requirement for voice mail and plan for a
centralized solution. 


18.3.  When evaluating options for satisfying user needs, the analysis must examine service and total
cost of ownership to acquire, install, and sustain the system over its expected life cycle. 


18.4.  The MAJCOM/SC (or equivalent) can approve a waiver to purchase new or expand existing
stand-alone VMS when the mission and business case is compelling and documented to be the best
value to the Air Force. 


18.5.  See Section G for security requirements and restrictions. 
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19.  Air Force Guidance on Music on Hold.  


19.1.  Any primary broadcast of music (e.g., music played directly from tape, compact disc, or other
source) into a voice system must comply with licensing and copyright requirements under applied
Federal, state, and local laws. 


19.1.1.  The use of royalty-free music is highly recommended.  However, broadcasts from the Air
Force News Agency are the preferred solution wherever possible.  The Air Force News Agency
provides an “Air Force Radio News on Hold” service that can be feed into most Air Force
switches.  Please contact Air Force News, AFNEWS/NSOE, DSN 945-1363, for further informa-
tion concerning the Air Force Radio News broadcasts. 


19.2.  Prior to approving rebroadcast of music into a voice system, the installation commander should
consider the potential for complaints of preferential treatment or implied endorsement by the Air
Force based upon the choice of radio station, and the potential for negative public reaction to broad-
casts that may contain controversial, offensive, or political content. 


20.  Air Force Guidance on Cordless Telephones.  


20.1.  For IA purposes, the use of cordless phones on military installations is highly discouraged.
Conversations from cordless telephones can easily be intercepted as well as “stepped-on” due to lim-
ited frequency allocation and overlapping of voice frequencies.  Cordless telephones used outside the
United States and Possessions (US&P) must be host nation approved.  Consult your host base spec-
trum manager for guidance. 


20.2.  Limit cordless phone use to non-C2 users and in buildings where operating cordless telephones
are fully warranted by the mission and do not pose an Operational Security (OPSEC) risk.  The base
CSO, or designated representative, will approve the use of cordless telephones on a case-by-case
basis. 


20.3.  Cordless phones are prohibited from operating within 5 meters of classified information sys-
tems.  Contact the base emission security manager for further guidance. 


21.  Air Force Instruction on Lead Telecommunications Cables. The following applies: 


21.1.  For Commercial Telephone Company-Owned Cables: 


21.1.1.  Do not accept “abandoned” cables from any commercial telephone company without first
consulting your base legal office, base civil engineering environmental flight, installation
bio-environmental engineer, the environmental management office, and MAJCOM.  Abandoned
cables often contain materials (i.e., lead) which are environmental hazards.  Accepting ownership
may make the Air Force responsible for its removal and liable for any damages caused by the haz-
ardous materials. 


21.2.  For Government-Owned Cables: 


21.2.1.  Coordinate with base civil engineering environmental flight or environmental manage-
ment office, and the installation bio-environmental engineer before repairing, excavating, or
removing cables suspected of containing lead.  The environmental engineering team can offer
advice on how to minimize health risks and Air Force liability. 
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22.  Air Force Guidance on Integrated Services Digital Network (ISDN) Implementation.  


22.1.  When available from the applicable carrier and economically feasible, installations will transi-
tion existing external enterprise voice network connections (local PSTN, long distance, DSN, etc.)
from standard T-1 service to ISDN PRI or Euro-ISDN (for applicable bases in the European theater).
Ensure PRI service is provisioned for dynamic voice and data capability. 


22.1.1.  All future upgrades, expansion, or additions of external enterprise voice network connec-
tion requirements will be installed using ISDN PRI or Euro-ISDN (as applicable).  The base CSO
or designated representative will ensure new contracts and CSAs include provisions to allow
insertion of ISDN PRI or Euro-ISDN technology to the supported voice information system.  


22.1.2.  To support end-to-end network feature transparency, any applicable intra-base enterprise
voice network connections (e.g., from end office switch to PBX1 or PBX2) should also be transi-
tioned to ISDN PRI or Euro-PRI, as required.  All new intra-base enterprise voice network con-
nections should also be installed as ISDN PRI or Euro-PRI, as required. 


23.  Air Force Instruction on 911 and Enhanced 911 (E911).  


23.1.  Installations will implement a single number to dial for all emergency services (e.g., police, fire,
and medical emergencies). 


23.1.1.  Continental United States (CONUS) installations (to include Hawaii and Alaska) will use
911 as the emergency response number. 


23.1.2.  Overseas installations will use 911 as the emergency response number unless this conflicts
with other host nation emergency response number dialing plans.  If a conflict occurs, the MAJ-
COM/SC (or equivalent) may provide a waiver, in writing, to the host base.  If a waiver is war-
ranted, the host MAJCOM should ensure that an adequate customer education program exists at
the waivered location to educate all assigned personnel on the procedures for emergency response
notification. 


23.2.  CONUS installations (to include Hawaii and Alaska) should migrate to an E911 system by
either an intergovernmental agreement with the local E911 emergency response system or by imple-
menting a campus-type E911 emergency response system. 


23.2.1.  Campus-type E911 systems installed on the host base will comply with all local, county,
state, and federal regulations related to installation, service, operations, and certification require-
ments of emergency response systems.  Standards for emergency response systems may be viewed
at the National Emergency Number Association, http://www.nena.org/. 


23.2.2.  CONUS installations (to include Hawaii and Alaska) should ensure 911 calls from base
housing, dormitories, and other commercial numbers on installations are routed to the proper
emergency response center. 


24.  Air Force Instruction on Malicious Call Trace (MCT) or Customer Originated Trace.  


24.1.  The host CSO will establish local MCT procedures to address harassing, prank, bomb threat,
911 hang-ups, or other emergency type calls that need to be identified. 


24.2.  Procedures should be clearly published in the base telephone directory and on appropriate visual
aid forms posted next to the AF Form 440, Bomb Threat Aid. 



http://www.nena.org/
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24.3.  The host CSO must work with the local security forces, Office of Special Investigations, and
Staff Judge Advocate, to ensure responsibilities are outlined and appropriate equipment (e.g., line
printers) are installed in designated places. 


24.4.  For standardization purposes from base-to-base, all sites will utilize the access code feature *57
to initiate a MCT.  If an existing voice switch already has *57 assigned for another feature, reassign
the existing feature a new access code and ensure *57 when MCT is used. 


24.5.  When a MCT is activated by an end user on base and the originating calling number is not dis-
played or unknown, applicable law enforcement personnel should immediately contact the telephone
maintenance office for additional assistance.  When contacted by law enforcement, these personnel
can utilize other tools (e.g., voice protection system [VPS], TMS, switch logs, etc.) to help trace calls
that are either still on-line or have hung up. 


25.  Air Force Instruction on Single-Line Telephone Concept Implementation.  


25.1.  Air Force sites will take maximum advantage of the host telephone switch and features to
replace smaller PBXs and key systems--thereby reducing the overall cost of operations and mainte-
nance. 


25.2.  Requirements for new key systems at locations served by a host switch or PBX will require
MAJCOM/SC (or equivalent) approval.  MAJCOM/SCs (or equivalent) may approve the purchase of
new key systems only when the key system provides the best overall solution to satisfy the operational
requirement.  The MAJCOMs will keep waivers for new key systems on file. 


26.  Air Force Instruction on Cellular Telephone (CT) Service.  


26.1.  See AFI 33-106 for management of Personal Wireless Communication Systems. 


26.2.  DELETED. 


26.3.  DELETED. 


26.4.  DELETED. 


26.5.  DELETED. 


26.5.1.  DELETED. 


26.5.2.  DELETED. 


26.5.3.  DELETED. 


26.5.4.  DELETED. 


26.5.5.  DELETED. 


26.5.6.  DELETED. 


26.5.7.  DELETED. 


26.5.8.  DELETED. 


26.6.  DELETED. 


26.7.  DELETED. 







22 AFI33-111   24 MARCH 2005


26.8.  DELETED. 


26.9.  DELETED. 


27.  Air Force Instruction on Customer Premise Equipment Maintenance. All  Air  Force-owned
voice instruments will comply with the following maintenance guidelines: 


27.1.  Authorized modification of voice services.  Only the voice systems maintenance personnel
assigned to the host communications unit are authorized to install, relocate, modify, or remove voice
instruments and services.  Non-communications personnel (i.e., customers) are prohibited according
to 18 U.S.C., Section 1362, Communication Lines, Stations or Systems: 


“Whoever willfully or maliciously injures or destroys or attempts willfully or maliciously to injure or
destroy any of the works, property, or material of any radio, telegraph, telephone or cable, line, sta-
tion, or system, or other means of communication, operated or controlled by the United States, or used
or intended to be used for military or civil defense functions of the United States, whether constructed
or in process of construction, or willfully or maliciously interferes in any way with the working or use
of any such line, or system, or willfully or maliciously obstructs, hinders, or delays the transmission of
any communication over any such line, or system, shall be fined under this title or imprisoned not
more than ten years, or both.” 


27.2.  Voice information system customers will submit requests for modification of voice services
through the unit TCO for approval and subsequent forwarding to the requirements processing section
of the communications unit.  Use an AF IMT 3215, IT/NSS Requirements Document. 


28.  Special Telephone Features and Services for Specific Base Activities. See Attachment 4. 


29.  Voice Service for Geographically Separated Units. Small off-base units, such as Reserve Officers’
Training Corps detachments, get voice services through the commander of a host support base.  The host
support base communications unit activity processes bills using a fund citation provided by the parent
MAJCOM. 


30.  Unofficial Commercial Telephone/Voice Service.  


30.1.  In Quarters: 


30.1.1.  The base communications unit may install and maintain unofficial wiring infrastructure
for dormitories, family housing, visiting airmen’s quarters, visiting officers’ quarters, temporary
lodging facilities, etc., supporting voice services. In addition, they may install and maintain wiring
to these activities when unusual conditions warrant it. See paragraph A3.4. for restrictions on
installing and using appropriated funding for family housing. 


30.1.2.  At locations without a communications unit, the senior ranking individual designates a
responsible activity to perform these duties except when the host base employs local contract ser-
vice.  The base housing manager reimburses authorized expenses incurred by military housing
occupants.  The base may service billeted facilities by a base-awarded contract. 


30.1.3.  If the housing manager requires it, occupants must restore all telephone wiring and outlets
to the original configuration before clearing quarters. 
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30.1.4.  In order to provide dial-tone access to customers in barracks and other unofficial facilities
on base, appropriated funds may be expended for maintenance and construction of infrastructure
connecting such sites and the commercial telecommunications service provider’s points of pres-
ence.  Use military family housing (MFH) appropriated funds to pay for housing connectivity.
Contact HQ AFCA/JA on issues related to establishing minimum points of presence. 


30.1.5.  The individual subscriber must pay for renting, acquiring, and maintaining equipment, as
well as all usage charges for personal telephone service. 


30.2.  In Air Force-Owned Facilities Other Than Quarters: 


30.2.1.  Subscribers install and maintain new wiring for unofficial service consistent with their
organizational policy and instruction. 


30.2.2.  The subscriber must acquire authorization to install telephone equipment (see AFI
32-9003, Granting Temporary Use of Air Force Real Property), where non-Air Force-owned wir-
ing exists in or on Air Force real property. 


30.2.2.1.  The base CSO coordinates all such requests. 


30.2.2.2.  Unless specifically approved, the authorization is a permit for DOD subscribers and
a revocable license for non-DOD subscribers. 


30.2.3.  Unless modified by the real estate document (e.g., lease, outgrant, etc.) or contract, the
base CSO maintains all permanently installed building wiring that existed in the facility before
occupancy by the subscriber. 


30.3.  Non-Government-Owned Facilities on Air Force Property.  These facilities include self-sustain-
ing banks, credit unions on CONUS bases, and other commercial activities.  The subscriber installs,
repairs, and maintains all outlets and associated wiring. 


30.4.  General Unofficial Commercial Telephone/Voice Service: 


30.4.1.  The subscriber funds all costs. 


30.4.2.  The base communications activity handles repairs when government-owned or -leased
facilities or equipment are part of the circuitry. 


31.  Class of Telephone/Voice Service. Classes of official telephone service are: 


31.1.  Class A.  Telephone lines accessing central offices, toll trunks, government voice systems and
services, and DSN.  Class A service has four billing categories: 


31.1.1.  Class A-1.  Telephone lines for transacting official Air Force business. 


31.1.2.  Class A-2.  Telephone lines for transacting official business of other military services or
other government agencies (except the United States Postal Service) that directly support the Air
Force installation, other activities furnishing service to or supporting Air Force installations,
quasi-governmental agencies such as the American Red Cross (ARC) or morale, welfare, recre-
ation, and services (MWRS) activities. 


31.1.3.  Class A-3.  Telephone lines for transacting official business for any executive department,
independent activity, or other government agency, except the Armed Forces, that is not supporting
or servicing an Air Force installation. 
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31.1.4.  Class A-4.  Telephone lines for transacting official business in DOD commissaries. 


31.2.  Class B (Unofficial Telephone Service).  Telephone service provided by a DOD component
when used for personal or unofficial purposes is known as Class B telephone service.  This includes
telephone services provided by government-owned or government-leased facilities, or procured under
contract or implied agreement, with a commercial communications company.  These services are
made available primarily in overseas locations, but there is limited use also in the United States.
When you obtain these services from the government, the subscriber pays all charges according to
Title 10 U.S.C., Section 2686, Armed Forces; General Military Law, Service, Supply, and Procure-
ment; Real Property; Related Personal Property; And Lease Of Non-Excess Property; Utilities and
services:  sale; expansion and extension of systems and facilities; DOD criteria; and this instruction.
Offer Class B service only when an installation cannot reasonably obtain commercial service for its
unofficial needs.  Class B subscribers can access commercial telephone central offices and toll trunks
(except where restricted).  Class B service does not have direct in-dial or out-dial access to DSN and
other government private line services.  Class B service has the following categories: 


31.2.1.  Class B-1.  Telephone lines in government-owned and government-leased quarters for
family or personal use including telephone lines in unaccompanied personnel housing, visiting
officers’ quarters, family housing, and hospital suites. 


31.2.2.  Class B-2.  Telephone lines at a military location for activities such as public schools,
ARC, motion picture services, Army and Air Force Exchange Service (AAFES) services and their
concessionaires, credit unions, noncommissioned officers’ (NCO) and officers’ open messes,
youth activities (e.g., Boy Scouts and Girl Scouts), nurseries, thrift shops, commercial contractors,
and other profit or non-profit organizations, service clubs, and other businesses operating on
behalf of DOD, if they are on or near a DOD installation. 


31.3.  Class C.  Telephone lines for transacting official government business on Air Force installa-
tions.  It does not provide direct-dial access to off-base trunk lines (toll trunks, DSN).  Class C lines
can receive calls from off base and have access to the switchboard operator.  Classes C-1 through C-4
services have the same billing categories as Class A service. 


31.4.  Class D.  Telephone lines for official government business.  Restrict use of these lines to special
services such as fire, sentry, and crash alarms.  See AFI 32-2001, The Fire Protection Operations and
Fire Prevention Program, for information on operating fire-reporting telephones. 


32.  DSN Precedence Request. Requests to increase the Precedence must have CJCSI 6215.01B
approval.  According to CJCSI 6215.01B, Priority and Immediate Precedence require service chief (for-
merly called CINC) approval.  Flash and Flash Override require Joint Staff approval.  CJCSI 6215.01B,
has the format for submitting your DSN Precedence request, required supporting data, and appropriate
approval authority. 


32.1.  AFCA/ECNV is the entry point for Air Force CONUS DSN CJCSI 6215.01B Precedence
request.  Submit requests according to the format prescribed in the CJCSI 6215.01B with the required
approval to AFCA/ECNV for processing.  Without the appropriate approval, AFCA cannot process
the request. 


32.2.  AFCA/ECNV will review the requirement and coordinate with AFCA/ECL to ensure the DSN
common user funds are available to pay the associated monthly precedence billing charge.  If the
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requirement is validated, with funds available to support it, AFCA will forward the request up to the
approval authority as indicated in CJCSI 6215.01B. 


33.  Voice Over Internet Protocol (VoIP) Instruction. AFCA is the SAF/XC appointed information
clearinghouse and approval authority for Air Force VoIP efforts. 


33.1.  Air Force organizations considering VoIP tests or operational implementation are directed to
first contact the VoIP team at AFCA for approval before expending personnel and/or funding
resources.  The approval process is based on current Joint Staff, DOD and Air Force guidance.  For
information on the approval criteria, as well as other information on VoIP visit the VoIP Web site at
https://www.afca.scott.af.mil/voip. 


Section C—Voice Networks and Access Requirements 


34.  Air Force Instruction on Commercial Long Distance Networks. The following applies: 


34.1.  When available, the use of the FTS-2001 (or its designated replacement) network is mandatory
for DOD and Air Force non-command and control inter-base switched voice communications, unless
service can be provided on a dedicated common-user system without expenditure of appropriated
funds to expand the network. 


34.2.  Use AFI 33-116 and DISA Circular (DISAC) 310-130-1, Submission of Telecommunication
Service Requests, to develop and process requests for FTS-2001 service (or its designated replace-
ment). 


34.3.  Send all approved requests for FTS-2001 (or its designated replacement) service through the
host MAJCOM/FOA circuit actions office prior to forwarding to the appropriate DISA office for pro-
cessing.  You can obtain copies of DISA publications at https://disa-ca.dtic.mil/pubs/ (.gov/.mil
restricted). 


34.4.  PIN use is mandatory when making commercial long distance or toll telephone calls to better
control and reduce the overall cost the Air Force pays for long distance telephone calls. Under this
instruction, MAJCOMs will ensure their bases develop, implement, and control PIN assignments to
authorized users.  The MAJCOM has the authority to grant, in writing, PIN assignment waiver author-
ity to the base CSO.  For a base granted a PIN assignment waiver, the CSO will have in place proce-
dures for implementing the waiver process.  All PIN waivers will be review/revalidated annually by
the MAJCOM.  Program all digital voice switching systems to accept PINs for processing long dis-
tance or toll calls.  PIN length will be no less than six numeric or alphanumeric characters. 


35.  Air Force Instruction on Use of Toll-Free (800, 888, 877 or 866) Numbers. The  fo l l owing
applies: 


35.1.  Authorized for official business only.  Do not advertise toll free numbers to unauthorized orga-
nizations or personnel to use for “easier” unofficial toll free access to the installation resources. 


35.2.  Order new toll free numbers from the FTS-2001 (or its designated replacement) contract.  Sub-
mit requirements according to AFI 33-116. 


35.3.  Include total monthly billing and usage charges for all toll free numbers on the installation’s
monthly FTS-2001 bill (or its designated replacement).  If warranted, monthly service and usage
charges for dedicated toll free numbers can be reimbursed by using organizations. 



https://www.afca.scott.af.mil/voip

https://disa-ca.dtic.mil/pubs/
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35.4.  Do not install toll free numbers to modems unless provisions in Section G are fully met. 


35.5.  See Section G for related security restrictions on voice mail systems. 


35.6.  Area codes 880, 881, 882 are not toll free and are not authorized for toll free usage.  These codes
provide a way to extend toll-free calling beyond the borders of the country in which the party paying
for the calls resides.  These codes are used primarily to allow Caribbean callers to reach toll-free num-
bers in the United States.  With this arrangement, the caller pays for the international segment of the
call (to the US gateway), and the called party pays for the remainder. 


36.  Air Force Instruction for Use of 900 Telephone Numbers. The following applies: 


36.1.  Authorized for official business only. 


36.2.  MAJCOM establishes approval authority. 


36.3.  Follow the guidelines established in paragraph 13. for long distance calling. 


36.4.  For direct dialing of 900 telephone numbers, the following guidelines apply: 


36.4.1.  Establish a separate class of service for 900-number capabilities. 


36.4.2.  Establish customer account codes for each organization with 900-number capabilities. 


36.4.3.  Establish an authorization code for each user authorized to dial 900 numbers. 


36.5.  DELETED.  


37.  DSN Access. DISAC 310-225-1, DSN User Services Guide, publishes management guidelines for
the DSN network access thresholds. 


37.1.  The ratio of FLASH OVERRIDE and FLASH DSN Precedence Access Threshold (PAT) set-
tings versus number of users will be one for one to ensure non-blocking access for these type calls. 


37.2.  The ratio of IMMEDIATE and PRIORITY DSN PAT settings versus number of users will be
no higher than those listed in DISAC 310-225-1. 


37.3.  Process all requests for precedence access above Routine to the host MAJCOM for endorsement
and subsequent forwarding to the lead command manager.  Follow the procedures in CJCSI 6215.01B
for submission procedures. 


37.4.  Follow policy and procedures in DODI 8100.3, to ensure all voice systems and associated
peripheral devices are certified by the JITC as interoperable with the DSN and IA accredited prior to
connection.  Connection is defined as the ability to originate or terminate a DSN call. 


38.  Air Force Instruction on Defense Switched Network (DSN) and Commercial Dialing Standard.
All sites must comply with the following standard DSN and commercial network access dialing plan.  All
existing voice systems will transition to, and new systems will be installed to, support the requirements
for the following DSN and Commercial network access digits: 


90  DSN FLASH OVERRIDE 


91  DSN FLASH 


92  DSN IMMEDIATE 
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93  DSN PRIORITY 


94  DSN ROUTINE 


98  COMMERCIAL LONG DISTANCE 


99  COMMERCIAL LOCAL 


38.1.  All existing voice systems, and new systems, will transition to, or be installed with, a
seven-digit intra-base dialing plan correlating to the seven-digit commercial telephone numbers
assigned to the base. 


38.2.  For bases/sites where it could be cost prohibitive to implement the standard dialing plan, a
waiver must be submitted with technical and economic justification, through your MAJCOM repre-
sentative, to HQ AFCA/ECNV for consideration. 


39.  Air Force Instruction on Defense Switched Network (DSN) On- or Off-Net Calling.  


39.1.  Authorized Actions: 


39.1.1.  Placing an official call to a DSN operator (base operator) from a commercial network and
having the operator extend the call over DSN to a DSN number (on-netting). 


39.1.2.  Placing an official call to a DSN operator from a DSN number and having the operator
extend the call to a local commercial number (off-netting). 


39.1.2.1.  The base CSO determines local guidance on the off-netting of an official DSN call
to an official long-distance toll number.  The base CSO is directly responsible for toll charges
and determines billing procedures, recourse for reimbursement and/or acceptable appropriated
fund support for off-netting official installation toll calls. 


39.1.3.  Placing health, morale, and welfare (HMW) calls as authorized in CJCSI 6211.02B, and
6215.01B. 


39.2.  Prohibited Actions.  Automatic on- and off-netting of calls is prohibited except as authorized in
CJCSI 6215.01B. 


39.3.  HQ DISA and HQ AFCA/ECNV/JA coordination is required for automatic interconnection of
DSN calls to the commercial network. Send your request and proposed plan and/or business case anal-
ysis to the MAJCOM for review and endorsement. MAJCOMs will forward the request to HQ AFCA/
ECNV for Air Force-level endorsement and subsequent submission to SAF/XCIF and HQ DISA for
DSN connection endorsement. 


39.4.  Plans must include positive identification (e.g., individual PINs) for users, detection and pre-
vention of fraud, call identification, and call accounting. 


40.  Health, Morale, and Welfare (HMW) Calls. HMW calls are authorized over the DSN as pre-
scribed in CJCSI 6215.01B. HMW calls are not authorized on government-owned or leased CT, or via the
FTS-2001 (or its designated replacement) network.  However, satellite phones may be approved for
HMW calls by the Squadron or Detachment Commander on a case-by-case basis. You can obtain copies
of CJCS publications at http://www.dtic.mil/doctrine/index.html. 


40.1.  HMW calls are intended for military and Department of the Air Force civilians.  HMW calls are
authorized when: 



http://www.dtic.mil/doctrine/index.html
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40.1.1.  In an unaccompanied status at overseas or remote geographic locations. 


40.1.2.  Single at overseas or remote geographic locations. 


40.1.3.  Performing extended TDY for more than 14 days. 


40.2.  Immediate family members or the parents of single active duty personnel and/or the guardian of
the child of a single parent or military/military couple, both of whom are deployed may be permitted
to participate in the HMW program under procedures established by the Base Family Support Center
(i.e., as part of “Hearts Apart” or similar programs) and the host commander. It is both the deployed
commander and the host base commander’s responsibility to provide guidance on the limitations and
opportunities made available by this program.   


40.3.  Place DSN HMW calls at routine precedence, normally not to exceed 15 minutes. 


40.4.  DSN HMW calls should not exceed a reasonable frequency as designated by the installation
commander in conjunction with the base CSO.  Reasonable frequency is normally considered no more
than once a week.  EXCEPTION:  Emergency calls may exceed the established threshold. 


40.5.  Extending DSN HMW calls to a commercial number (off-netting) is authorized, provided it
does not interfere with operational requirements.  Off-net DSN HMW calls will not incur a toll charge
to the government even if the intent is to reimburse the government.  If the call incurs a toll charge,
base operators may extend the call if the caller uses a credit/calling card to charge the call or the called
party agrees to accept the charges (e.g., reversing of charges). 


40.6.  On-netting of DSN HMW calls is permissible when placed from within the CONUS as part of
Family Support “Hearts Apart” or other similar programs. 


40.7.  To maximize customer service without degrading mission requirements, installation command-
ers will establish and publish the times operators are authorized to make on-or off-net DSN HMW
calls.  At a minimum, date and times should clearly be posted on both the installation’s public and pri-
vate (.mil restricted) Web pages. 


40.8.  For overseas locations, Combatant Commanders should establish guidance, according to CJC-
SIs 6211.02B and 6215.01B, for positive control of on- and off-net access within their areas of
responsibility.  Make sure the use of DSN for HMW calls is in compliance with theatre guidance. 


Section D—Secure Voice Service 


41.  Secure Voice Procedures.  


41.1.  Acquiring Equipment: 


41.1.1.  Only the Assistant Secretary of Defense for Command, Control, Communications, and
Intelligence can approve the acquisition of secure digital switching systems for secure voice, i.e.,
the DRSN. 


41.1.2.  MAJCOMs, FOAs, or DRUs can approve acquisition of other secure voice equipment. 


41.2.  Processing Purchase Requests: 


41.2.1.  Process DRSN requirements per CJCSI 6215.01B or AFMAN 14-304, (FOUO) The Secu-
rity, Use and Dissemination of Sensitive Compartmented Information. 
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41.2.2.  FLASH OVERRIDE and FLASH subscribers.  MAJCOMs are responsible for
class-marking RED switch subscribers and making sure these subscribers are not blocked.  (The
number of FLASH OVERRIDE subscribers may not exceed the number of FLASH OVERRIDE
and FLASH trunks.) 


41.2.3.  Use the procedures in CJCSI 6215.01B to approve changes in location, maximum calling
area, and maximum calling precedence. 


41.2.4.  Use the procedures in CJCSI 6215.01B to approve new requirements for FLASH OVER-
RIDE and FLASH, out-of-area calling capability, and secure voice communications terminals in
quarters. 


41.2.5.  The telephone security group approves and processes new hardware requirements or
changes to existing hardware according to AFMAN 14-304 and DODD 5000.1, The Defense
Acquisition System, May 12, 2003. 


41.2.6.  MAJCOMs approve secure terminal equipment such as Telecommunications Service Pri-
ority System-2000.  Base CSOs approve secure terminal equipment such as STEs, VINSON,
PARKHILL, and Digital Subscriber Voice Terminal. 


41.2.6.1.  Order STEs and supporting key material per AFI 33-209, (FOUO) Operational
Instructions for Secure Voice Devices (will become AFI 33-201, Volume 9).  MAJCOMs must
inform users of security limitations for their facilities.  (STU-IIIs are only available with a mis-
sion justification, STEs can work as STU-IIIs.)  Procurement of STU-III keying material will
be limited to nonexistent after FY07. 


41.2.6.2.  AFMAN 14-304 gives procedures for processing sensitive compartmented informa-
tion (SCI) requirements.  Use secure voice systems to secure information up to and including
TOP SECRET/SCI. 


41.2.6.3.  MAJCOMs manage secure telephone service in motor vehicles. 


41.2.6.4.  To minimize security risks, MAJCOMs must implement and follow appropriate pro-
cedures in national directives; DODDs; AFMAN 14-304; AFPD 33-2, Information Protection
(title will change to Information Assurance); Air Force systems security memorandums; and
program security classification guides.  Secure voice users must conform with Air Force Joint
Instruction (AFJI) 31-102, Physical Security; AFIs 31-101, Volume 1, The Air Force Physical
Security Program; AFMAN 33-214, Volume 2, Emission Security Countermeasures Review,
(will become AFI 33-203, Volume 3); and 33-220, On-Hook Telephone Security (see Section
G). 


41.2.6.5.  In the event above publications cover similar security guidance, most stringent mea-
sures are to be followed. 


41.3.  Suggesting Improvements for Secure Voice Systems or Equipment: 


41.3.1.  Submit all suggestions, modification requests, and other recommendations to secure voice
systems or equipment to HQ AFCA/ECNV for evaluation.  This procedure applies to all hard-
ware, firmware, and software recommendations to secure voice systems. 


41.3.2.  After evaluating suggestions, HQ AFCA/ECNV processes them according to directives
and publications. 
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41.3.3.  HQ AFCA/ECNV coordinates recommendations with Headquarters Air Force Materiel
Command before getting HQ USAF approval. 


Section E—Telephone Monitoring and Recording Procedures 


42.  Categories. Authorization to monitor or record telephone lines is determined by the purpose of the
request or nature of the interception.  Three sets of authorizations and procedures govern monitoring and
recording telephone conversations: 


42.1.  OPSEC Vulnerability Monitoring.  See AFI 33-219, Telecommunications Monitoring and
Assessment Program (TMAP); DODD 4640.6, Communications Security Telephone Monitoring and
Recording, June 26, 1981; and AFPD 33-2, for information on monitoring and recording procedures
for OPSEC purposes.  Headquarters Air Intelligence Agency TMAP elements (including its gained
reserve units), are the only Air Force organizations authorized to conduct TMAP activities. 


42.2.  Criminal Investigations.  See AFI 71-101, Volume 1, Criminal Investigations, and DODD
5505.9, Interception of Wire, Electronic, and Oral Communications for Law Enforcement, April 20,
1995, for guidelines on using the interception of telephone services for technical surveillance activi-
ties supporting law enforcement.  Procedures for law enforcement activities to request telephone call
tracing information, including bomb threats, are outlined in DOD O-5505.9-M (FOUO).  When
authorized, the base CSO can utilize existing tools (VPS, TMS, etc.) to assist law enforcement person-
nel in tracing malicious or suspicious calls.  The base CSO, or designated representative, must coordi-
nate with Security Forces and Office of Special Investigations to establish local procedures compliant
with the above directives. 


42.3.  DELETED. 


42.3.1.  DELETED. 


43.  Controlling Monitoring and Recording. Activities monitoring and recording telephone conversa-
tions must: 


43.1.  Use acquired information only to accomplish the Air Force or DOD mission. 


43.2.  Allocate funds for telephone monitoring, recording equipment, and necessary operations and
maintenance expenses. 


43.3.  Control access to recorded media. 


43.4.  Notify appropriate individuals if a doubt exists that a party is not aware of the recording and
monitoring practices.  Publish recording practices in the base telephone directory advising users that
use of government telephones constitutes consent by the user to COMSEC monitoring. 


43.5.  Mark recorded media with the appropriate classification and handle according to security direc-
tives. 


43.6.  Destroy recorded data as soon as possible, consistent with operational need, normally within 30
days after recording. 


44.  Prohibited Monitoring and Recording Activities. You will not: 
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44.1.  Record conversations for other than information management purposes (meeting minutes,
action items, technical discussions and/or documentation of key decisions) during routine, in garrison
operations.  All recording activities are prohibited without prior notification to all parties of your
recording intentions.  Incidental monitoring of telephone conversations is limited to that necessary to
perform quality control checks.  When monitoring, voice systems personnel must inform all parties of
their presence on the line, the reason for monitoring, and when they exit the circuit. 


44.2.  Monitor telephone conversations to determine whether the communication is for official pur-
poses.  The policy that DOD telephones are to be used to conduct official business is enforced through
administrative and management techniques such as analysis or records, periodic briefings, and super-
visory controls. 


44.3.  Use pen registers, or similar equipment, for law enforcement purposes in accordance with AFI
71-101, Volume 1, and DODD 5505.9.   


45.  Requesting Exceptions to Recording Policy. Request waivers to this policy from SAF/XCIF, 1800
Air Force Pentagon, Washington DC 20330-1800. 


46.  Unauthorized Monitoring or Recording Devices. The discovery of unauthorized monitoring or a
suspected device is classified SECRET/NOFORN (Not Releasable to Foreign Nationals).  If you discover
or suspect that individuals are using unauthorized monitoring or recording devices: 


46.1.  Leave the device or wires in place and secure the area to prevent tampering or removal. 


46.2.  Notify the nearest AFOSI office by the most secure means available; do this from outside the
affected area (see AFI 71-101, Volume 1). 


46.3.  Do not disseminate information concerning suspected monitoring or recording devices without
specific authorization of the USAF Technical Surveillance Countermeasures (TSCM) Program
Administrator at HQ AFOSI.  Brief only personnel with a need to know and hold these briefings at the
local AFOSI office or at a location determined by the USAF TSCM Program Administrator. 


46.4.  Continue normal activity in the area consistent with essential security precautions. 


46.5.  Contact local telephone representatives for assistance only when directed by the wing com-
mander or AFOSI personnel. 


Section F—Billing for Telephone and Other Commercial Communications Services 


47.  Verifying Bills. There are many types of commercial communications services that are billed to the
Air Force.  The following procedures are designed specifically for telephone service.  Bases should adopt
and use these procedures, where applicable, for other commercial services such as CTs, International
Maritime Satellite, etc. 


47.1.  Billing and Paying.  Federal agencies must pay applicable interest or late charges if they do not
make payments by due dates.  The receiving unit (addressee) must date-stamp all telephone company
bills immediately on receipt.  Use the date-stamp to determine the payment due date when a tariff or
contract does not show a due date.  The CSO or a designated representative certifies the bill’s accu-
racy before sending it to the base FSO for payment.  Each organization’s IMPAC billing official will
verify the accuracy of CT bills paid using the IMPAC prior to paying the bill.  The following guide-
lines apply: 
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47.1.1.  Title 31 U.S.C., Section 3901, Prompt Payment Act. 


47.1.1.1.  Submit certified bills to the FSO for payment not later than (NLT) 6 working days
before the due date. 


47.1.1.2.  Where a state’s public utilities commission or other regulatory agency has approved
a late payment tariff, use the tariff due date.  You must pay late charges if you don’t pay the
bill by the due date. 


47.1.1.3.  Where you purchase or lease services or equipment under a contract, make the pay-
ment by the date specified in the contract.  When the contract has no tariff or contract due date,
make the payment NLT 30 days after you receive it.  If a bill is not date-stamped, make the
payment NLT 30 days after the invoice date. 


47.1.2.  FTS-2001 (or its designated replacement) Billing Procedures.  Each CONUS MAJCOM/
SC, (or equivalent), must establish a local facility program designator code for each base in coor-
dination with the base CSO.  This procedure keeps funding control at the user level, with the base
CSO issuing funding authority to the Defense Information Technology Contracting Organization
(DITCO) annually. 


47.1.2.1.  Billing procedures.  Each month the contractor gives the base the call detail record
(CDR).  DITCO gives the CSO the customer cost and obligation data.  The CSO has 10 days
to dispute charges. 


47.1.2.1.1.  Given no billing discrepancies, DITCO charges the base using transaction for
others (TFO) or transaction by others (TBO) procedures. 


47.1.2.1.2.  If billing discrepancies do not exceed $1,000, DITCO still charges the base
using TFO or TBO procedures.  DITCO gives the base a credit after resolving the dispute. 


47.1.2.1.3.  If billing discrepancies are equal to or more than $1,000: 


47.1.2.1.3.1.  DITCO adjusts the base’s bill if they agree the charges are incorrect. 


47.1.2.1.3.2.  The appropriate base authority settles each unresolved discrepancy on a
case-by-case basis if DITCO disagrees.  Disburse the undisputed amount using TFO or
TBO procedures.  The base has 60 days to present evidence to DITCO regarding the
disputed amount before paying the bill using TFO or TBO procedures. 


47.1.2.2.  Resolving FTS-2001 (or its designated replacement) CDR disputes.  The CSO doc-
uments disputes not resolved during the 10-day period by preparing an adjustment request and
sending it to DISA/DITCO/RRA, 2300 East Drive, Scott AFB IL 62225-5406.  DITCO must
receive the adjustment request within 60 days of receiving the CDR.  Notify the CSO when the
parties reach resolution and you make adjustments. 


47.1.3.  Collection for Unauthorized Use of FTS-2001 (or its designated replacement).  Compute
the cost of all unofficial FTS-2001 calls on the basis of the commercial rate of the FTS-2001 ser-
vice provider.  Also calculate the administrative costs of determining the call was unauthorized,
plus the cost of processing the collection.  If the unit collects the cost of the unauthorized call
before receiving the bill, the CSO deposits the payment into the Appropriation or Suspense
Account 57X6500 and transfers funds from the suspense account to the appropriation that paid the
bill. 
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48.  Processing the Bills. The communications unit (addressee) separates the telephone bills into groups
(i.e., recurring, nonrecurring, FTS-2001 [or its designated replacement] long distance direct-dial or equiv-
alent service, and specialized or dedicated equipment or service) for historical comparison or verification.
The CSO will: 


48.1.  Certify the voucher (Standard Form [SF] 1034, Public Voucher for Purchases and Services
Other Than Personal) and send to the FSO for processing. 


48.2.  Maintain a monthly summary spreadsheet showing the totals of individual monthly spread-
sheets (including automated or manual spreadsheets) for different types of charges (e.g., recurring,
FTS-2001 [or its designated replacement], tolls). 


49.  Judgmental Sampling of “Toll” Calls. The CSO will establish local verification procedures to cer-
tify bills or categories of bills (e.g., repetitive one-time service bills for installation, removal, or relocation
of instruments) as official.  The CSO need not verify every “toll” call.  The CSO may use other proce-
dures, such as a statistical sampling or historical data, to satisfy the requirement if they provide a high
degree of reliability or certainty that certified calls were official. 


50.  Federal Telecommunications System (FTS)-2001 Verification. Use a judgmental sampling to ver-
ify bills for FTS-2001 (or its designated replacement).  The General Services Administration (GSA) is the
government’s contracting agency for the FTS-2001 and disburses funds to the contractor.  GSA states that
the government is liable for all calls placed over the FTS-2001.  The purpose of verification is not to cer-
tify the bill for payment but to protect the system from abuse by collecting payment from those making
unofficial calls.  Credit the amount collected to the account that originally paid the bill.  Once a month
DITCO distributes a hard copy of the FTS-2001 bill to the communications units.  An electronic copy is
also available from DITCO.  CSOs should automate the process of verifying the bill. 


51.  Verifying Other Charges, Credits, Local Service, and Equipment Charges (Recurring and Non-
recurring Charges). At some bases, the telephone bill includes bulk message unit charges for directory
assistance calls, dial 99 access, and interzone calls.  Handle these charges as an additional cost to the city
trunk bill.  The base CSO or a designated representative (not the billing activity) compares charges for
billed local service and equipment with government records and CSAs or other contracts. 


51.1.  Comparing Billing.  Use the date and nature of the service to compare items charged to the
authorization document.  The base CSO (not the billing activity): 


51.1.1.  Compares dates on the “explanation of other charges and credits” with the dates shown on
the corresponding authorization document (e.g., Department of Defense [DD] Form 1367, Com-
munication Work Order, Commercial; and AF IMT 9). 


51.1.2.  Compares nonrecurring and monthly recurring charges with those authorized on the cor-
responding authorization document (contract or DD Form 428, Communication Service Autho-
rization). 


51.1.3.  Compares fractional charges and credits for service started or discontinued (nonrecurring
charges) based on monthly rates. 


51.2.  Correcting Differences.  To correct differences in entries on the “explanation of other charges
and credits:” 
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51.2.1.  Enter the appropriate charge and the date of changes if the authorization document is
incorrect. 


51.2.2.  Return the authorization document to the issuing agency with a letter explaining the
required correction if the contract is wrong. 


52.  Verifying Commercial Long Distance Calls, Federal Telecommunications System (FTS)-2000/
2001, or Equivalent Charges With AF IMT 1072 or AF IMT 649, Verification of Long Distance
Telephone Calls.  


52.1.  Unofficial Toll Calls.  The Air Force will not pay for unofficial toll calls placed from official
telephones except over the FTS-2001 (or its designated replacement).  For unofficial toll calls, the
base: 


52.1.1.  Communications unit tries to find out who placed the unauthorized calls, and if necessary,
asks the telephone company for help. 


52.1.2.  Communications unit helps unit commanders identify those making unofficial calls and
gives a list of these individuals to the FSO for collection.  The list includes name, social security
number, unit of assignment, date of the call, city and number called, and amount owed.  Ensure
Title 5 U.S.C., Section 552a, Privacy Act of 1974, procedures are followed. 


52.1.3.  The FSO collects the unofficial total charge and deposits payment into Suspense Account
57X6500 and sends a copy of DD Form 1131, Cash Collection Voucher, to the billing activity. 


52.1.4.  Billing activity cites the amount collected and the suspense account on the next payment
voucher. 


52.1.5.  Refers remaining unidentified calls to a telephone company representative.  The referral
document includes a written statement that investigation prohibits payment because the calls were
unauthorized and that the Air Force judges that further investigation or collection efforts are not
justified. 


52.2.  Class B Service Billing.  The base CSO sends the certified billing statement and Class B billing
information to the base FSO for processing. 


52.2.1.  The FSO collects charges for the toll calls in Suspense Account 57X6500 and cites the
suspense account for the next payment voucher to the telephone company. 


52.2.2.  The billing activity cites this suspense account when preparing the payment voucher to
pay the telephone company. 


53.  Adjusting Billing Errors. The billing activity advises the commercial telephone company of billing
errors. 


53.1.  Resolving Discrepancies.  The billing activity promptly resolves billing discrepancies in favor
of the government.  Contact the contracting officer for resolution when you cannot correct discrepan-
cies. 


53.2.  Correcting Billing Errors.  The billing activity deletes or corrects incorrect billing with the
agreement of the commercial telephone company.  The billing activity initials each deletion or correc-
tion before paying.  If the clerk cannot get the telephone company to orally agree to changing a
charge, the CSO certifies only the undisputed portion of the bill. 
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54.  Sending Bills to the Financial Service Office (FSO). The billing activity: 


54.1.  Prepares SF 1034 for the total amount paid against each contract number and has the base CSO
certify the voucher for payment. 


54.2.  Enters the amount to pay for telephone services from appropriated funds.  Does not include Fed-
eral tax.  Shows State tax as a separate item.  Enters the grand total. 


54.3.  Enters the appropriate contract number and date in the column headed “Number and Date of
Order.” 


54.4.  Enters the basic agreement number in the “Contract Number” block and the 4-digit authoriza-
tion number and date from the “Authorization Number and Date” block of the DD Form 428, in the
column headed “Number and Date of Order” where a CSA is the contracting authority. 


54.5.  Forwards one copy of the CSO-certified SF 1034 to the contracting office that issued the CSA
and puts one copy in a suspense file until the base FSO pays the bill.  Unless substantial differences
occur between the amount shown on the SF 1034 and the amount actually paid, the contracting office
will use the certified SF 1034 to effect contract reporting requirements.  If substantial differences
occur, a copy of the SF 1034 indicating what was actually paid will be furnished to the contracting
officer to permit corrections.  In lieu of individual SF 1034 vouchers, the MAJCOMs or bases may
consolidate monthly payment data, electronically or hard copy, and forward the data to the contracting
officer. 


54.6.  Keeps the commercial telephone company bills and supporting documentation with the file
copy of the SF 1034.  Disposes of the voucher and documentation according to Web-RIM RDS
located at https://webrims.amc.af.mil/rds/index.cfm.  If a telephone company issues more than one
bill with the same address, lists all of the bills on one SF 1034. 


54.7.  This process does not apply to bills paid with the IMPAC. 


55.  Certifying Payment on Standard Form (SF) 1034.  


55.1.  For toll calls, the base CSO or a designated representative certifies all calls. 


55.2.  The wing commander or deputy commander for resources designates a certifying officer on DD
Form 577, Appointment/Termination Record-Authorized Signature.  Do not delegate this author-
ity.  File a DD Form 577 for anyone authorized to sign the payment voucher. 


55.3.  Alternate Payment Procedure: 


55.3.1.  When an automated system prints the SF 1034, or if the CSO wants to pass the billing
information through electronic means to the Defense Accounting Office (DAO), the CSO signs a
transmittal letter stating the amount for payment is correct. 


55.3.2.  The DAO prepares the payment voucher using the automated accounting system and
attaches the letter from the CSO. 


55.3.3.  The CSO continues to maintain the backup files. 


55.3.4.  Send only the original and two copies of the first page of the telephone bill with the correct
amount entered. 


55.3.5.  Contact your DAO for further information concerning the automated accounting system
process. 



https://webrims.amc.af.mil/rds/index.cfm





36 AFI33-111   24 MARCH 2005


56.  Coinless or Coinbox Telephone Revenue. Deposit commission revenue from coinless or coinbox
telephones managed by appropriated fund activities to Receipt Account 573210.0200 using DD Form
1131.  You will not credit this revenue to the monthly telephone bill. 


56.1.  Where AAFES manages coinless or coinbox telephones, AAFES monitors, controls, and reim-
burses these revenues to the government through the MWRS account using AFJI 34-211, Army and
Air Force Exchange Service General Policies. 


56.2.  The base CSO provides information to AAFES regarding the number of government-owned
cable pairs used to provide pay phone service and the amount of compensation due, and ensures that
the government receives compensation from the contractor. 


57.  Charges for Base Telephone Services. See Attachment 5. 


Section G—Security of Voice systems and Networks 


58.  General Security Instruction.  


58.1.  All telephone maintenance and voice network operations personnel (regardless of position or
location) will: 


58.1.1.  Be familiar with the security features, available tools, components, and assistance avail-
able in protecting the voice networks and related switching platforms and facilities. 


58.1.2.  Evaluate and fully understand all components of the voice information system and voice
networks in order to minimize the vulnerability of unauthorized access, use, and improper instal-
lation practices. 


58.1.2.1.  At a minimum, these components include the switchroom, telecommunications clos-
ets, voice information system, Information Transport Nodes, associated power equipment,
digital cross-connect devices (e.g., DSX panel, CSUs), peripheral equipment (e.g., voice mes-
saging/mail systems, TMS), and auxiliary components such as fax machines, modems,
recorded announcement equipment, printers, terminals, and computers. 


58.2.  Implement a voice systems security program that addresses all aspects of security and informa-
tion assurance practices, to include commercial, Air Force and DOD. 


58.2.1.  Use AFMAN 33-274, On-Hook Telephone Security Guidelines, for guidance on installing
voice systems and associated peripheral and customer premise devices in sensitive or classified
information processing areas. 


58.2.2.  For voice systems that provide access to the DSN, the local security program will also
implement DSN Security Technical Information Guide (STIG), DSN Security Guide, and associ-
ated DSN Security Checklist thresholds for protection of the DSN network.  Identify all conflicts
of security policies to HQ AFCA/ECNV at afca.ecnv@scott.af.mil. 


58.2.3.  For voice systems that implement packet-switching services, only certified VoIP appli-
ances can be connected to the DSN.  The local security program will also include VoIP STIG
guidance and directives.  Identify all conflicts of security policies to HQ AFCA/ECNV, at
afca.ecnv@scott.af.mil. 


58.3.  Evaluate the security program using a self-inspection checklist at least semi-annually. 



mailto:afca.ecnv@scott.af.mil

mailto:afca.ecnv@scott.af.mil
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58.4.  Ensure voice networks and key switching assets are frequently monitored to identify changing
calling patterns, system uses and intrusion attempts, and other possible security risks that pose a pos-
sible threat to the operation of the voice information system. 


59.  Voice Protection System (VPS).  


59.1.  The NOSC will: 


59.1.1.  Provide centralized management and administration of the VPS platform. 


59.1.2.  Operate and manage the VPS platform according to AFI 33-115, Volume 1 and with cen-
trally provided Technical Orders (TOs). 


59.1.3.  Administer/disseminate Air Force and MAJCOM-wide VPS rule sets and site-specific
guidance for each base and GSU in the MAJCOM enterprise. 


59.1.4.  Modify the active VPS rule set as directed by higher headquarters to react to events,
anomalies, and emergencies. 


59.1.5.  Maintain trained system administrators proficient in maintaining the server’s operating
system and VPS platform specific software. 


59.1.6.  Utilize the platform to generate command-wide reports (as needed) and ensure real time
visibility of voice networks. 


59.2.  The host Communications Squadron will: 


59.2.1.  Utilize the VPS platform to: run applicable base-level reports, assist the MAJCOM NOSC
in troubleshooting network and security events, track local utilization of special numbers or ser-
vices (modem, fax, secure voice, etc.), and perform other related tasks. 


59.2.2.  Ensure all common-user external voice trunks (DSN, DRSN, and PSTN) and individual
commercial (also known as Foreign Exchange) analog lines are physically rerouted into VPS
appliances.  NOTE:  Commercial analog lines are those individual phone numbers that receive
their dial tone from an external off-base PSTN switch, but have been physically routed to the base
(usually via copper lines).  Only those individual commercial lines that are directly funded or
leased by the government and appear on desktops with “af.mil” access need to be routed through
the VPS appliances.  Do not install commercial analog numbers into VPS appliances that are gen-
erally used as “hotlines” to other emergency or safety response centers (e.g., an Air Traffic Con-
trol hotline to the Federal Aviation Administration regional center) and commercial lines paid for
by private entities on base (AAFES, banks, credit unions, etc.). 


59.2.3.  Ensure any new planned expansion (or modification) of external voice trunking and/or
commercial line requirements includes the cost of new VPS appliance equipment, installation, and
software licenses (as needed).  Connect new trunks or lines to the VPS appliance rack for installa-
tion. 


59.3.  Blocking or Masking of Select Phone Numbers. 


59.3.1.  When bases need to block outbound access to a phone number or series of numbers (e.g.,
known toll fraud/scam numbers, toll free dial around and 976 numbers), send requested numbers
to the MAJCOM NOSC VPS administrator. 
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59.3.2.  The MAJCOM NOSC will review requests and work with the AFNOSC to determine Air
Force-wide impact.  The AFNOSC will issue either a Time Compliance Network Order or Com-
mand, Control, Communications and Computer Notice to Airmen to have numbers blocked in all
VPS platforms when it’s an Air Force-wide (or potential Air Force-wide) issue.  When it’s deter-
mined to be a local or regional issue, selected MAJCOMs will block numbers in their own VPS
platform.  See AFI 33-138, Enterprise Network Operations Notification and Tracking, for addi-
tional reporting requirements. 


59.3.3.  Blocking of inbound numbers (e.g., spamming fax lines, known telemarketing numbers)
is available as well, as long as site external trunks are ISDN PRI based. Use the same procedures
in paragraphs 59.3.1. and 59.3.2., to block selected inbound numbers. 


59.3.4.  When masking of internal Caller ID numbers leaving the base is required, do not mask or
change numbers in the switching software.  Submit requests to the MAJCOM NOSC VPS admin-
istrator to have the VPS platform mask or input a generic Caller ID number on outbound ISDN
PRI trunks.  This allows the VPS platform to better support real time malicious call tracing of base
numbers and also enables better reporting of outbound call trends from base users. 


59.3.5.  Follow MAJCOM and local procedures for upgrades, expansions, or other changes to the
base trunking.  Also, ensure these actions are coordinated with NOSC VPS administrator. 


60.  Installation and Identification of Modem, Fax, and Secure Voice (Analog) Lines.  


60.1.  Organizations at all levels will ensure all Remote Access Server numbers and authorized exist-
ing and newly installed modem, fax, and secure voice analog lines (STU-III, STE, Future Narrow
Band Digital Terminal, etc.) are identified and submitted to the host base CSO and MAJCOM NOSC
for loading into the VPS platform.  Any of the above lines not identified by the base may result in their
automatic disconnection by the VPS platform. 


60.1.1.  Modems must be approved through the base DAA before it is considered authorized. 


60.2.  All requests submitted to the NOSC for new modem lines must include the using organization
and office symbol.  Modem lines for contractors must also include the name and voice number of a
government person or quality assurance evaluator (QAE) officially requesting/validating the modem
line.  All modem lines will be classified as either being: 


60.2.1.  Mission Critical:  Modem lines deemed absolutely mission critical to the continued oper-
ation of a system or function.  Example:  Modem lines without routine or continued modem
access, applicable mission will fail or cause very serious degradation. 


60.2.2.  Mission Essential:  Modem lines that are used to support or enhance mission effective-
ness.  Example:  Modem lines or functions that would not be routinely used during periods of min-
imum manning or reduced operations. 


60.3.  Modem classification will help enable their quick identification and if warranted by INFOCON
changes, result in their immediate base-wide disconnection. 


60.4.  Ensure modem lines do not have any special features assigned to them such as call forwarding. 


61.  Password Procedures. (See AFMAN 33-223, Identification and Authentication [will become
AFSSI 8520]). 
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61.1.  Password Composition and Length. When technically feasible, the password must meet the
requirements required by AFMAN 33-223 (will become AFSSI 8520). When not capable of meeting
these requirements, all passwords will meet as many of the individual requirements as possible. 


61.2.  Password Change Rate.  To protect against unknown threats, the maximum lifetime of a pass-
word must be no greater than 90 days. 


61.3.  Change all passwords as soon as possible (maximum within one duty day) if a password com-
promise is suspected or confirmed.  Remove a password as soon as possible (maximum within one
duty day) if a user’s access is removed due to punitive action or via commander’s request. 


61.4.  Disable/suspend a password as soon as possible (maximum within three duty days) if a user no
longer requires access for a period greater than 90 days (e.g., TDY). 


61.5.  Remove the user name and password immediately when a person no longer requires access for
the performance of their job (e.g., permanent change of station, moves to another section, discharged).
Ensure all root or administrative-level passwords are changed when a previous system administrator
with this access departs for any reason. 


61.6.  Password Grace Period.  Password grace period is the number of logins into the system after a
password has expired.  The password grace period must be set to three where technically feasible.
This forces the user to change their password after three grace period logins or be locked out of the
system until the voice systems security administrator can reinstate them. 


61.7.  Password Security.  Do not write down passwords or store them in any easily accessible loca-
tion (e.g., a function key).  Do not share individual passwords. 


62.  Physical Access Procedures.  


62.1.  Switchroom Access.  Physical access to the switchroom is limited by the local communications
unit to the fewest personnel required to accomplish the mission.  This also applies to remote telephone
switching facilities.  Install cypher locks, or similar devices, on all doors that allow access to tele-
phone switching facilities for access control. 


62.2.  Maintenance Terminal Access.  Limit access to maintenance terminals by the local communica-
tions unit to only the personnel that require access in the performance of their jobs.  If possible, auto-
matically log out terminals when idle for over 10 minutes or not in use. 


62.3.  Identification and Authentication General Guidelines. 


62.3.1.  The system design must contain no means of bypassing the identification and authentica-
tion mechanisms. 


62.3.2.  After successful logon, present the user with the date and time of the last successful logon
plus the number of unsuccessful attempts since that logon, where technically feasible. 


62.3.3.  The switch must cease to respond to login attempts from any user (remote or otherwise)
after three consecutive failed logon attempts, where technically feasible.  The user will be locked
out of the system until the voice systems security administrator can reinstate them. 


62.3.4.  Issue real-time alarms or message alerts to all switch administrators of all repeated failed
login attempts, where technically feasible. 
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62.3.5.  Establish procedures on how to deal with periods of inactivity on terminals.  It is recom-
mended, as a minimum, that remote terminals be disconnected after a specified period of inactiv-
ity. 


62.4.  Discretionary Access General Guidelines.  Use discretionary access to control access to the
objects in the switch such as data tables and executable code modules after the users have gained
access to the switch.  This will usually be the authorized users such as maintainers and administrators.
Discretionary access will limit the damage an unauthorized user might do who has defeated the iden-
tification and authentication mechanisms. 


62.4.1.  Restrict access by time of day, day of week, and calendar date, if technically feasible. 


62.4.2.  Restrict access based on terminal identifier to the minimum needed by the user’s function
such as applications, operating system commands, or data tables.  Also, restrict access to com-
mands used to mount removable media to specific users such as the system administrator. 


62.4.3.  Protect any switch services provided to subscribers such as direct inward system access by
password or other authentication mechanisms. 


62.5.  Specific Command Access Guidelines.  Restrict access to voice information system commands
based on the functions of the user.  Accomplish this through class marking commands according to
their level of importance and criticality.  Class mark all commands to prevent unauthorized system
access.  Do not use any manufacturer commands class mark defaults. 


62.5.1.  Maintenance terminals in the telephone switchroom must have all privileges.  This is to
allow any level of maintenance to be performed from any device.  Class marking user passwords
and system commands can provide the level of protection required. 


62.5.2.  Class mark maintenance terminals placed apart from the voice systems switchroom to
only allow execution of commands needed to accomplish their function (e.g., subscriber feature
changes, network analysis). 


62.6.  “Administrator” or “Root” User.  This is the most powerful user class available.  It has unlim-
ited access to all system commands, users, and resources; can override all other users, and carries the
highest priority.  Assign this function to only a few personnel (recommend no more than two or three).
This is usually the work center supervisor or government telephone QAE (for contracted operations)
to prevent compromise and security violations. 


62.7.  Maintenance User.  This is the most common user class in the central office.  This user has
access to all commands and resources necessary to perform the assigned maintenance actions (e.g.,
trunk maintenance, line maintenance, switch maintenance).  Do not allow access to other user classes
or allow manipulation to any secure logs or reports.  This function is assigned to as many maintenance
personnel as required to perform maintenance. 


62.8.  Security Administrative User.  This user has access to all user accounts, system monitoring
commands, devices, and any secure logs or reports.  Do not allow access to maintenance functions or
other areas not required for the performance of this function.  This function is limited to the voice sys-
tems security administrators only. 


62.9.  DSN Network Administrator User.  This user will be assigned at Air Force-operated and main-
tained Multi-Function Switches.  User privileges will include access to commands and resources nec-
essary for DISA to perform assigned maintenance, network management and administrative duties. 
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62.10.  Contractor (External) User.  This user must only be assigned to the dial-up or remote ports that
are dedicated for remote contractor access.  Contractors usually require a broad range of access but are
physically controlled and monitored by on-site maintenance personnel. 


63.  Security Banner.  


63.1.  A security banner will appear immediately upon logging into the voice information system.  No
one is allowed further access into the system until the security banner has been read and acknowl-
edged, if technically feasible.  NOTE:  The security banner content must follow the format in AFI
33-219. 


63.2.  As long as a banner appears (even if not acknowledgeable), any access to the system via any ter-
minal (remote or otherwise) implies consent to monitoring. 


64.  Remote Switch Access (RSA) Procedures for Switching Systems and Peripherals.  


64.1.  Ensure positive identification of caller is made (call back verification, token exchange, etc.)
before allowing remote access into switching systems and related assets. 


64.2.  Use remote user passwords one time only.  Create and issue new passwords for remote users on
a per-call basis.  Remove the password from the voice information system after use. Subsequent
logons will require a new password for each session. 


64.2.1.  When technically possible, lockout any RSA port that has been unsuccessfully accessed a
maximum of three consecutive times. 


64.3.  Remote login via modem is discouraged for routine maintenance procedures.  Also, do not use
remote login for planned maintenance functions.  Remote login must always make use of automatic
dial-back capabilities, if technically possible.  This provides an extra measure of security that is not
available with standard dial-up modem ports.  Unless requirement to support remote maintenance sup-
port, never configure the voice information system to allow access without dial-back unless mainte-
nance personnel are on-site to authenticate the caller and maintenance requirement.  If allowed, access
procedures and control measures must be documented in writing and approved by the CSO, base
ISSO, and MAJCOM.  This helps to prevent someone from abusing the maintenance modems. 


64.4.  Do not allow maintenance contractors not assigned to the duty section access to the voice infor-
mation system unless specifically requested by on-site personnel or there is specific need for data col-
lection outlined in an agreement between the contractor and the government.  There must be
authorized maintenance personnel on-site for the duration of the access.  Assign dedicated modems/
ports for contractor access.  Turn off or physically disconnect dedicated contractor modems when not
in use.  The contractor must provide a list of authorized personnel who require access to the voice
information system in the performance of their job.  On-site government representatives will use this
list to authenticate contract personnel.  The contractor must periodically validate/update this list, but
not later than every 6 months to ensure names are current and access is still required. 


64.5.  Keep modems, telephones, or other ancillary equipment disconnected or off-line from the RSA
port leaving the central office, except during RSA. 


64.6.  Maintain a list of personnel that require RSA (government and contractor personnel). 


64.7.  When RSA is required, it can only be requested by personnel on the RSA access list.  Establish
the connection from a designated telephone. 
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64.8.  Maintain a log of all requests for RSA. 


64.9.  Central office personnel are responsible for ensuring the security of the RSA.  Their duties con-
sist of performing the following minimum sequence each time the voice information system is
accessed via RSA. 


64.9.1.  Verify that there is an immediate need for RSA. 


64.9.2.  When a request for RSA is received, log the request and verify personnel against the RSA
access list. 


64.9.3.  Unless you called for maintenance support, authenticate and call back to verify the valid-
ity of their phone number. 


64.9.4.  Once authenticated, establish the necessary connections between the remote access user,
the ancillary equipment (modem and port), and the trunk and/or line. 


64.9.5.  Verify the RSA connection between the user and voice information system. 


64.9.6.  If possible, monitor activities of the remote user in real-time.  Accomplish this by record-
ing remote activity with hard copy printout or other comparable means.  Terminate the session
immediately if any improper activity is observed. 


65.  Review of Audit Logs and Reports.  


65.1.  Switch technicians will review the security audit reports and logs daily.  If discrepancies are
noted, appropriate actions and reporting must be done in accordance with governing guidance. 


65.2.  If technically feasible, record the following security events as a minimum, in the audit files: 


65.2.1.  Login attempts (failed or otherwise). 


65.2.2.  Remote login attempts (failed or otherwise). 


65.2.3.  Password changes. 


65.2.4.  Creation of user accounts. 


65.2.5.  Critical table modifications (e.g., audit mechanisms deactivations and alarm table
changes). 


65.3.  If technically feasible, the audit will, as a minimum, record the user identification involved,
time and date of the event, the event, and the success or failure of the event. 


65.4.  Do not modify security audit reports unless a backup was created.  Since some systems delete
audit reports when file sizes are changed, make backup audit logs prior to any change in files sizes. 


66.  Voice Messaging/Mail System (VMS) Security.  


66.1.  Protect all individual voice mailboxes with a personal identification number (PIN) (4-digit min-
imum). 


66.2.  Change default PIN numbers, if appropriate, when user changes. 


66.3.  Do not use obvious or trivial PIN numbers (e.g., the phone extension, social security number,
easily guessed numeric combinations such as “1234” or “6543”). 
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66.4.  Never program PIN numbers into auto dial buttons located on phones. 


66.5.  Never have a greeting or announcement that states you will accept third party/collect calls. 


66.6.  If users notice any strange messages on their voice mail box or if a greeting has been changed
for unknown reasons, contact the Wing IA office and NOSC VPS administrator to assess impact of
potential toll fraud. 


66.7.  Do not create voice mailboxes before they are needed.  Deactivate unassigned voice mailboxes. 


66.8.  If capable, lock out consecutive unsuccessful attempts to enter a voice mailbox. 


66.9.  Do not allow “thru-dial” or external transfers to any outside line or trunk (this includes local
commercial and toll free numbers).  If capable, ensure the VMS restricts “thru-dial” or local dialing to
a fixed length (e.g., limit VMS to 7-digit intra-base, Class-C, dialing). 


Section H—Telephone Directories 


67.  Publishing Directories. Each Air Force installation will publish a telephone directory except as fol-
lows.  Where telephone exchanges serve several installations, the main installation publishes the directory
and includes listings for the satellite installations.  The Defense Metropolitan Area Telephone System
(DMATS) directory is the only directory authorized for DOD components on installations served by
DMATS.  Deployed forces’ locations (e.g., contingency or bare bases) are exempt from this requirement. 


67.1.  You may publish telephone directories separately or include them as subsections of local instal-
lation guides (published by public affairs offices). Combination installation guide and telephone
directories may contain commercial advertising separate from the telephone directory section. Units
may publish commercial advertising along with the telephone directory; however, the telephone direc-
tory subsection cannot contain any advertising and vice versa. 


67.2.  The area of responsibility commander provides instructions on how to prepare telephone direc-
tories under joint service conditions. 


67.3.  Publish telephone directories annually.  The wing commander may decide to publish more or
less frequently based on the percentage of telephone numbers that change. 


67.4.  You may use electronic or Web technology for telephone directories as long as they meet the
same criteria required for hard-copy telephone directories.  Additionally, consult with your wing
information assurance office for security measures. 


68.  Listing Organizations in Non-Government Directories. Activities located off Air Force installa-
tions, such as United States Air Force reserve and recruiting offices, should list their organizations in
appropriate commercial telephone company directories. 


69.  Releasing Telephone Directory Information. The following guidelines control the public release
of telephone directory information: 


69.1.  Telephone operators should refer requests for personnel duty telephone numbers to the installa-
tion locator service (AFI 33-329, Base and Unit Personnel Locators). 


69.2.  You may release organizational telephone numbers for use in commercial directories.  List Air
Force agencies under “United States Air Force” or “US Government.” 
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69.3.  Ensure the Caller ID “name” field for all outbound trunks and calls leaving the installation are
labeled as “US Air Force,” “US Government,” the installation name, or organization/office.  The use
of names and ranks are not authorized for use in the Caller ID “name” field for outbound trunks or on
base calls.  If needed, ensure the local telecommunications carrier servicing the installation changes
the applicable service control point database to reflect the proper name field. 


69.4.  The use of automatic number identification (ANI) is not prohibited by Air Force policy.  If ANI
is used, the Wing Commander or designated representative (normally CSO) determines base proce-
dures for ANI.  If ANI is not used, the base operator number is displayed as the default. 


69.5.  Maps used in all base telephone directories will not contain building numbers or home
addresses of those individuals living in military housing, with or without their names.  This informa-
tion is exempt from disclosure under the Freedom of Information Act in accordance with DODD
5400.7-R/AFSUP, DOD Freedom of Information Act Program. 


70.  Releasing Installation Telephone Directories to the Public.  


70.1.  You may release unclassified installation telephone directories to the public, at no charge,
unless the directories contain listings of names which are exempt under the Freedom of Information
Act.  Mark telephone directories containing names FOR OFFICIAL USE ONLY (FOUO) in accor-
dance with DOD 5400.7R/AFSUP. 


70.2.  Contractors operating under a government contract may request installation telephone directo-
ries from the government procuring or administrative contracting officer. 


71.  Responsibilities for Publishing Telephone Directories.  


71.1.  Base CSO: 


71.1.1.  Updates directories. 


71.1.2.  Distributes directories to all organizations affiliated with the installation. 


71.2.  Chief, Information Flight.  Arranges to print and bind directories except when the wing com-
mander elects to have a commercial agency develop a combination installation guide and telephone
directory. 


71.3.  Public Affairs Officer.  When including the directory in the installation guide, the public affairs
officer: 


71.3.1.  Prints enough copies to meet directory requirements. 


71.3.2.  Makes sure the telephone directory subsection contains no advertising and meets the min-
imum format standards specified in Attachment 6. 


71.4.  The TCOs submit telephone directory additions, changes, or deletions for their organizations to
the base CSO. Government issued cell phones will not have their number listed in the National
Cell Phone Call Register. 


71.5.  Subscribers with Class B Service. See Attachment 6 for further guidance. 
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72.  General Format Standards. Minimum requirements for telephone directory format provide some
standardization from installation to installation. Installations may use any automated system to compile
and produce their telephone directories. Attachment 6 contains format standards. 


73.  Information Collections, Records, and Forms and Information Management Tools (IMT).  


73.1.  Information Collections.  No information collections are created by this publication. 


73.2.  Records.  Government-owned service records created by this publication are maintained in
accordance with AFMAN 37-123 (will become AFMAN 33-363) and disposed of according to Air
Force Web-RIMS, Table 33-09, Rules 1, 9, and 10; Table 33-10, Rule 1 thru 27; and Table 33-27,
Rule 1 thru 8 located at https://webrims.amc.af.mil/rds/index.cfm. 


73.3.  Forms and IMTs (Adopted and Prescribed). 


73.3.1.  Adopted Forms and IMTs.  DD Form 428, Communication Service Authorization; DD
Form 577, Appointment/Termination Record-Authorized Signature; DD Form 1131, Cash
Collection Voucher; and DD Form 1367, Commercial Communication Work Order; and AF
IMT 9, Request for Purchase; AF IMT 103, Base Civil Engineering Work Clearance Request;
AF Form 440, Bomb Threat Aid; AF Form 847, Recommendation for Change of Publication;
AF IMT 3215, IT/NSS Requirements Document, and SF 1034, Public Voucher for Purchase
and Services Other Than Personal. 


73.3.2.  Prescribed Forms and IMTs.  AF IMT 649, Verification of Long Distance Telephone
Calls; AF IMT 1072, Authorized Long Distance Telephone Calls; and AF IMT 1218, Request
for Communications Service. 


MICHAEL W. PETERSON,  Lt Gen, USAF
DCS/Warfighting Integration and 
Chief Information Officer 



https://webrims.amc.af.mil/rds/index.cfm
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Attachment 1  


GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION 


References 


Freedom of Information Act 


PL 101-435, Telephone Operator Consumer Services Improvement Act of 1990 


PL 104-52, Treasury, Postal Service, and General Government Appropriations Act of 1996, Section 620
(Title 31 U.S.C., Section 1348 note) 


PL 105-220, Workforce Investment Act of 1998, Section 508, Electronic and Information Technology
(enacted on August 7, 1998, codified as: Section 508 of the Rehabilitation Act of 1973, as amended in
1998) 


5 U.S.C., §552a, Privacy Act of 1974 


10 U.S.C., §2686, Armed Forces; General Military Law; Service, Supply, And Procurement; Real Prop-
erty; Related Personal Property; And Lease of Non-Excess Property; Utilities and services: sale; expan-
sion and extension of systems and facilities 


17 U.S.C., §111(a), Copyright; Subject Matter and Scope of Copyright; Limitations on exclusive rights:
Secondary transmissions; Certain Secondary Transmissions Exempted 


18 U.S.C., §1362, Communication Lines, Stations or System 


26 U.S.C., §4293, Internal Revenue Code; Miscellaneous Excise Taxes; Facilities and Services; Special
Provisions Applicable to Services and Facilities Taxes 


31 U.S.C., §, 1348, Money and Finance; The Budget Process; Appropriations; Limitations, Exceptions,
And Penalties; Telephone installation and charges 


31 U.S.C., §3901, Prompt Payment Act  


36 CFR, Part 1194.23, Electronic and Information Technology Accessibility Standards, document,
December 21, 2000 http://www.access-board.gov/sec508/508standards.htm 


Electronic and Information Technology Accessibility Standards document, December 21, 2000 


Federal Acquisition Regulation (FAR) 


DoDD 4640.6, Communications Security Telephone Monitoring and Recording, June 26, 1981 


DoDD 5000.1, The Defense Acquisition System, May 12, 2003 


DoDD 5505.9, Interception of Wire, Electronic, and Oral Communication for Law Enforcement, April
20, 1995 


DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of
Defense (DoD) Global Information Grid (GIG), April 14, 2004 (Certified Current as of April 12, 2007) 


DoDI 5200.40, DOD Information Technology Security Certification and Accreditation Pro-
cess(DITSCAP), December 30, 1997 


DoDI 8100.3, Department of Defense (DoD) Voice Networks, January 16, 2004 



http://www.access-board.gov/sec508/508standards.htm
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DoD O-5505.9-M, Procedures for Wire, Electronic, and Oral Interceptions for Law Enforcement, May 1,
1995, with Change 1, February 16, 1996 


CJCSI 6211.02B, Defense Information System Network (DISN): Policy, Responsibilities and Processes,
31 July 2003 (Current as of 30 August 2006) 


CJCSI 6215.01B, Policy for Department of Defense Voice Networks, 23 September 2001 (Current as of
13 October 2005) 


DFARS, Part 239, Subpart 239.74, Telecommunications Services  


DISAC 310-130-1, Submission of Telecommunications Service Requests, 4 April 2000 (Last Changes
Made 8 October 2002) 


DoDD 5400.7-R/AFSUP, DoD Freedom of Information Act Program, 24 June 2002 


AFPD 10-27, Civil Air Patrol, 29 July 2005 


AFPD 33-1, Information Resource Management, 27 June 2006 


AFPD 33-2, Information Assurance (IA) Program, 19 April 2007 


AFI 10-201, Status of Resources and Training System, 13 April 2006 


AFI 10-206, Operational Reporting, 4 October 2004 


AFI 10-901, Lead Operating Command—Communications and Information Systems Management, 22
March 2001 


AFI 10-2701, Organization and Function of the Civil Air Patrol, 29 July 2005 (Incorporating Change 1,
29 September 2006) 


AFJI 31-102, Physical Security, 31 May 1991 


AFI 32-1001, Operations Management, 1 September 2005 


AFI 32-1023, Design and Construction Standards and Execution of Facility Construction Projects, 19
July 1994 


AFI 32-2001, The Fire Protection Operations and Fire Prevention Program, 1 April 1999 


AFI 32-9003, Granting Temporary Use of Air Force Real Property, 19 August 1997 


AFI 33-101, Communications and Information Management Guide and Responsibilities, 24 July 1998 


AFI 33-103, Requirements Development and Processing, 18 March 1999 (Incorporating Through Change
3, 16 March 2007) 


AFI 33-104, Base-Level Planning and Implementation, 10 Mary 2001 


AFI 33-106, Managing High Frequency Radios, Personal Wireless Communication Systems, and the Mil-
itary Affiliate Radio System, 9 January 2002 (Incorporating Change 1, 13 February 2007) 


AFI 33-115, Volume 1, Network Operations (NETOPS), 24 May 2006 


AFI 33-116, Long-Haul Telecommunications Management, 17 April 2002 


AFI 33-117, Multimedia (MM) Management, 1 April 2004 


AFI 33-138, Enterprise Network Operations Notification and Tracking, 28 November 2005 
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AFI 33-202, Volume 1, Network and Computer Security, 3 February 2006 (Incorporating Through
Change 5, 18 May 2007) 


AFI 33-203, Volume 3, Emission Security Countermeasures Review, 2 November 2005 


AFI 33-219, Telecommunications Monitoring and Assessment Program (TMAP), 1 May 2006 


AFI 33-220, On-Hook Telephone Security, 1 March 1997 


AFI 33-324, The Information Collections and Reports Management Program: Controlling Internal, Pub-
lic, and Interagency Air Force Information Collections, 1 June 2000 


AFI 33-329, Base and Unit Personnel Locators, 23 August 2006 


AFI 33-332, Privacy Act Program, 29 January 2004 


AFJI 34-211, Army and Air Force Exchange Service General Policies, 17 June 1988 


AFI 36-704, Discipline and Adverse Actions, 22 July 1994 


AFI 38-101, Air Force Organization, 4 April 2006 (Incorporating Through Change 2, 20 July 2006) 


AFI 65-106, Appropriated Fund Support of Morale, Welfare, and Recreation (MWR) and Nonappropri-
ated Fund Instrumentalities NAFIS), 11 April 2006 


AFI 65-601, Volume 1, Budget Guidance and Procedures, 3 March 2005 (Incorporating Change 1, 24
May 2007) 


AFI 71-101, Volume 1, Criminal Investigations, 1 December 1999 


AFMAN 14-304, (FOUO) The Security, Use and Dissemination of Sensitive Compartmented Information  


AFMAN 33-105, Engineering and Installation Services, 21 June 2001 


AFMAN 33-223, Identification and Authorization, 29 July 2005 (will become AFSSI 8520) (Incorporat-
ing Through Change 4, 28 August 2006) 


AFMAN 33-274, On-Hook Telephone Security Guidelines, 1 July 1997 


AFMAN 33-326, Preparing Official Communications, 1 November 1999 


AFMAN 37-123, Management of Records, 31 August 1994 (will become AFMAN 33-363) 


AFRIMS RDS https://afrims.amc.af.mil/rds_series.cfm  


DoD Worldwide DNS Directory, http://www.disa.mil/gs/dsn/dsn_directory.html  


Defense Switch Network (DSN) Security Technical Implementation Guide (STIG), http://
www.disa.mil/gs/dsn/policies.html  


ETL 02-12, Communications and Information System Criteria for Air Force Facilities (http://
www.afc-esa.af.mil ) 


Abbreviations and Acronyms 


AAFES—Army and Air Force Exchange Service 


AF—Air Force (used on forms only) 


AFCESA—Air Force Civil Engineer Support Agency 



https://afrims.amc.af.mil/rds_series.cfm

http://www.disa.mil/gs/dsn/dsn_directory.html

http://www.disa.mil/gs/dsn/policies.html

http://www.disa.mil/gs/dsn/policies.html

http://www.afc-esa.af.mil

http://www.afc-esa.af.mil
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AFI—Air Force instruction 


AFJI—Air Force joint instruction 


AFMAN—Air Force Manual 


AFNOSC—Air Force Network Operations Security Center 


AFOSI—Air Force Office of Special Investigations 


AFPD—Air Force policy directive 


AFRIMS—Air Force Records Information Management System 


ANI—automatic number identification 


ARC—American Red Cross 


ASD/NII—Assistant Secretary of Defense, Networks and Information Integration 


C2—command and control 


C4—command, control, communications, and computers 


C4ISR—command, control, communications, computer, intelligence, surveillance, and reconnaissance 


Caller ID—caller identification 


CAP—Civil Air Patrol 


CDR—call detail record 


CFR—Code of Federal Regulations 


CINC—Commander in Chief 


CJCSI—Chairman of the Joint Chiefs of Staff instruction 


CM—configuration management 


COMSEC—communications security 


CONUS—continental United States 


CSA—communications service authorization 


CSO—Communications and Information Systems Officer 


CT—cellular telephone 


DAO—Defense Accounting Office 


DD—Department of Defense (used on forms only) 


DFARS—Defense Federal Acquisition Regulation Supplement 


DISA—Defense Information Systems Agency 


DISAC—Defense Information Systems Agency circular 


DISN—Defense Information System Network 


DITCO—Defense Information Technology Contracting Organization 
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DMATS—defense metropolitan area telephone system 


DoD—Department of Defense 


DoDD—Department of Defense directive 


DoDI—Department of Defense instruction 


DRSN—Defense RED Switch Network 


DRU—direct reporting unit 


DSN—Defense Switched Network 


DV—distinguished visitor 


E911—enhanced 911 


Euro—European 


FAR—federal acquisition regulation 


FOA—field operating agency 


FOUO—for official use only 


FSO—Financial Services Office 


FTS—federal telecommunications system 


FX—foreign exchange 


FY—fiscal year 


GETS—government emergency telecommunications service 


GSA—General Services Administration 


HMW—Health, Morale, and Welfare 


HQ AFCA—Headquarters Air Force Communications Agency 


HQ USAF—Headquarters United States Air Force 


IA—information assurance 


ID3—international direct distance dialing 


IMPAC—international merchant purchase authorization card 


IMT—information management tool 


INFOCON—information operations condition 


ISDN—integrated services digital network 


IT—information technology 


ITO—Information Technology Officer 


JITC—Joint Interoperability Test Command 


MAJCOM—major command 
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MCT—malicious call trace 


MFH—military family housing 


MWRS—morale, welfare, recreation and services 


NCO—noncommissioned officer 


NLT—not later than 


NOFORN—not releasable to foreign nationals 


NOSC—Network Operations Security Center 


OPSEC—operational security 


PAT—precedence access threshold 


PBX—private branch exchange 


PIN—personal identification number 


PL—public law 


POC—point of contact 


POM—program objective memorandum 


PRI—primary rate interface 


PSTN—public switched telephone network 


QAE—quality assurance evaluator 


RDS—records disposition schedule 


RSA—remote switch access 


SCI—sensitive compartmented information 


SF—Standard Form (used on forms only) 


SOW—Statements of Work 


SSAA—system security authorization agreement 


STE—secure telephone equipment 


STEM-B—systems telecommunication engineering manager-base 


STIG—security technical implementation guide 


STU—secure telephone unit 


TBO—transaction by others 


TCO—telephone control officer 


TDY—temporary duty 


TFO—transaction for others 


TMAP—telecommunications monitoring and assessment program 
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TMS—telecommunications management system 


TSCM—technical surveillance countermeasures 


UCMJ—Uniform Code of Military Justice 


US&P—United States and possessions 


U.S.C.—United States Code 


VMS—voice messaging/mail system 


VoIP—voice over internet protocol 


VPS—voice protection system 


Terms 


911 Service—Emergency service for subscribers. A central control desk takes the call and notifies
appropriate local government agencies. Usually a state or local government agency provides this service
with charges collected from telephone subscribers. In many cases, the state or local government levies this
charge as a tax and the telephone company serves as the billing agent. 


Central Office Trunks—Trunks from the base voice information system to the local telephone
company’s central office. Trunks connect telephones on base to those in the commercial exchange. 


Certification—The process by which a communications and information system is evaluated for
satisfaction of requirements for interoperability, compatibility, and integration. Verified confirmation of
telephone service charges. 


Classes of Telephone Service—DOD has established criteria for classifying telephone service within
military departments. Classify Air Force telephones served by either government-owned or commercial
voice systems as official (Classes A, C, and D) or unofficial (Class B). The class of service code is a
two-or more character alphanumeric code. The first character indicates whether the line is for official or
unofficial use. The second character indicates the billing mode. The third character indicates
subcategories of service. 


Communications Common Carrier—Companies that the Federal Communications Commission
authorizes to provide telecommunications services. 


Communications and Information Systems Officer (CSO)—The  o ff i c e r  r e spons ib l e  f o r
communications and information systems and functions at any Air Force organizational level. At base
level, the “base CSO” is the commander of the communications unit responsible for carrying out base
systems duties, including management of the base-wide command, control, communications, and
computers (C4) infrastructure. At MAJCOM level, the “MAJCOM CSO” is designated by the MAJCOM
commander and is responsible for overall management of MAJCOMs communications and Information
assets. For detailed functions and responsibilities refer to AFI 33-101, Communications and Information
Management Guide and Responsibilities. 


Communications Service Authorization (CSA) (DD Form 428)—A contractual vehicle to obtain
telecommunications services regulated by a public utilities commission when issued against a basic
agreement. These telecommunications services are typically provided only to the local exchange carrier.
Examples are central office trunks, full business lines, and FX services. 
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Defense Information System Network (DISN)—An enhanced long-haul  telecommunicat ions
infrastructure that supports a full range of communications services—voice, video, and data—to the
warfighter and to organizations which support the warfighter. 


Defense Metropolitan Area Telephone System (DMATS)—DMATS consolidates DOD telephone
services and facilities in a specific metropolitan area under one manager. This includes all equipment and
facilities that access local commercial exchanges, commercial long distance service, DSN, and FTS.
DMATS service excludes special-purpose voice systems and emergency actions' communications.
DMATS locations are Boston MA, St. Louis MO, and Dayton OH. The Air Force directs the Dayton OH
DMATS. 


Defense Switched Network (DSN)—1. A telecommunications system that provides switched,
end-to-end, common-user, and dedicated telephone service for the DOD. The DSN provides rapid and
low-cost long-haul, voice, data, and secure voice telecommunications for C4 users. 2. A component of the
Defense Information System Network that handles DOD switched voice, data, and video
communications. Also called “DSN.” See also “Defense Information System Network.” 


Defense Switched Network (DSN) On- or Off-Net Calling—Official telephone calls over the DSN
system that extend calls to and from local commercial telephone numbers. 


Enhanced 911 (E911) Service—Emergency service providing both ANI and Automatic Location
Identification information to emergency response centers. 


Federal Telecommunications System (FTS)—The GSA manages and operates this general-purpose,
nationwide, nonsecure voice communications network. It supports the essential needs of Federal
departments and agencies. FTS gives subscribers local, long-line (intercity), and commercial interface
service. 


Foreign Exchange (FX) Service—Direct commercial telephone service from an exchange district other
than the local area exchange district. The Air Force may authorize such service when demand for another
exchange is heavy. This service can produce substantial savings. 


Group Billing Numbers—Some telephone companies offer special billing plans under which customers
receive a group of numbers only, or letters and numbers. The base CSO assigns these to installation
organizations (instead of a base telephone number) to allow you to identify the origin of long distance toll
calls. Telephone calling cards for various activities on an installation provide a similar service that lets
you divide the monthly toll call billing statement among base activities. The telephone company bill gives
each customer a separate summary per billing number. 


Inter-Area Dialing Behind the Private Branch Exchange (PBX)—Lets you direct-dial an inter area
DSN number from a telephone connected to a base PBX. 


International Direct Distance Dialing (ID3)—A GSA-contracted service that provides authorization
for Air Force and Air Force-gained units to place long distance international calls to and from outside the
CONUS locations. Covers all other long distance calls that are not within the scope of the FTS-2001 (or
its designated replacement) contract. 


Information Operations Condition (INFOCON)—A comprehensive defense posture and response
based on the status of the information systems, military operations, and intelligence assessments of
adversary capabilities and intent. 
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Key System—A local telecommunications system normally installed in end-user buildings which have
telephones with multiple buttons permitting (requiring) the user to directly select central office telephone
and intercom lines. 


Pre-wiring—Procuring and installing communications and information wiring as an integral part of
major facility construction and alteration projects. The current engineering and construction technical
letters on pre-wiring and communication and information requirements provide specifics. 


Private Branch Exchange (PBX)—A subscriber-owned telecommunications exchange that usually
includes access to the public switched network. 


RED Switch—A voice telephone switching system designed and installed to allow for processing RED
(unencrypted) secure conversations. The system has adequate isolation between channels to prevent
crosstalk. The distribution system provides adequate shielding ensuring radiation of RED data does not
occur. The design allows no multiple-party access without the knowledge of the principal users.
Subscribers are placed in and out of service when station equipment is not under the scrutiny of properly
cleared persons. RED switch interfaces provide encryption and allow subscribers access to other secure
networks. 


Section 508—Enforcement of PL 105-220, Workforce Investment Act of 1998, Section 508, Electronic
and Information Technology (enacted on August 7, 1998, codified as: Section 504 of the Rehabilitation
Act of 1973, as amended in 1998) begins June 21, 2001 and requires Federal agencies to make their
electronic and information technology accessible to people with disabilities. Voice systems managers will
need to be aware of the mandatory requirements this law contains. 


Tariff—Rates or charges for a business or public utility by commercial telephone companies and filed
with a public regulatory agency. 


Telephone Control Officer (TCO)—Individual who authorizes and controls long distance telephone toll
calls within a unit. 


Toll Call—A call to any location outside the local service area; a long distance call. 


Unofficial Commercial Telephone Service—Telephone service that directly connects private
telephones to a commercial telephone exchange. Not required for conduct of official business. This
includes telephone service in military housing, non-appropriated fund facilities, commercial activities,
and other facilities. 


Voice System—hardware or software designed to send and receive voice signals across a network that
provides customer voice services. Voice systems include circuit-switched and packet-switched systems. 
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Attachment 2  


VOICE SYSTEMS MANAGEMENT CHECKLIST 


A2.1.  Major Command, Base Communications, and Information Systems Officer Responsibilities.  


A2.1.1.  Are scheduled inventories of circuit requirements conducted? 


A2.1.2.  Is an AF Form 1218 used to establish CSA in areas where a public utility commission
requires tariff or regulated services (e.g., central office trunking, business lines, and FX service)? 


A2.1.3.  Are competitive bids obtained through appropriate procurement channels for untariffed and
unregulated services? 


A2.1.4.  Are applicable action items from Air Force Audit Agency reports being reviewed and imple-
mented? 


A2.1.5.  Are procedures identified to procure and install JITC certified systems and services in the
DSN network? 


A2.1.6.  Are voice systems certified and accredited according to DoDI 5200.40 and AFI 33-202, Vol-
ume 1? 


A2.1.7.  Are voice systems security programs and procedures established? 


A2.1.8.  Is there a voice systems security agreement document maintained with the existing unclassi-
fied network system security package? 


A2.2.  Major Command Responsibilities.  


A2.2.1.  Are voice information system crew positions established at the NOSC? 


A2.2.2.  Has the MAJCOM established procedures to ensure new or changes to existing CSAs are
consistent with DFARS? 


A2.2.3.  Has the MAJCOM established procedures requiring the base CSO to verify proposed leased
regulated services do not exceed thresholds established in CSAs? 


A2.2.4.  Does the MAJCOM ensure installations under their commands complete annual physical
inventories of all leased telephone services and equipment used on the installation? 


A2.2.5.  Does the MAJCOM ensure installations under their command establish internal controls over
leased telephone services and monthly lease payments? 


A2.2.6.  Does the MAJCOM conduct reviews to ensure installations under their command have a
complete and valid inventory of base telecommunications equipment and services and have estab-
lished inventory controls? 


A2.2.7.  Does the MAJCOM ensure installations under their command validate the telephone bills as
official before authorizing payment? 


A2.2.8.  Does the MAJCOM provide CSA training for personnel who process regulated telecommu-
nication services? 


A2.2.9.  Does the MAJCOM ensure a separate class of service is established for numbers with 900
capabilities? 
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A2.2.10.  Does the MAJCOM ensure the guidelines established in DISAC 310-225-1 are being used
to restrict FLASH OVERRIDE and FLASH DSN PAT, and IMMEDIATE and PRIORITY DSN PAT
settings? 


A2.2.11.  Is the MAJCOM approving changes to the base-level architecture and acquisition of voice
systems and associated peripheral equipment? 


A2.2.12.  Is the MAJCOM/A6 approving the purchase of new key systems only when there is a clear
operational requirement that cannot be met by the base telephone switching system? 


A2.2.13.  Are DRSN requirements processed according to CJCSI 6215.01B or AFMAN 14-304? 


A2.2.14.  Does the MAJCOM plan for future voice information system upgrades through the FY and
POM processes? 


A2.3.  Communications and Information Systems Officer (CSO) Responsibilities.  


A2.3.1.  Does the base CSO inventory leased telephone services annually, reconcile all discrepancies,
update the inventory for added or deleted services, and verify the amount and type of service autho-
rized on the CSA? 


A2.3.2.  Does the base CSO control on- and/or off-netting to ensure it does not negatively affect the
overall base mission? 


A2.3.3.  Does the base CSO or representative identify requirements to the STEM-B for inclusion in
the base blueprint? 


A2.3.4.  Has the base CSO or representative briefed all TCOs on TCO duties and responsibilities? 


A2.3.5.  Has the base CSO set up positive controls to prevent unauthorized voice information system
software modifications? 


A2.3.6.  Has the base CSO appointed personnel to secure the remote diagnostics support service? 


A2.3.7.  Has the base CSO established procedures to restore voice service promptly? 


A2.3.8.  Does the base CSO monitor construction activity to protect government-owned or commer-
cially-leased communications and information cables (aerial and buried) during excavation or con-
struction and ensure digging permits are reviewed and processed prior to any excavation work? 


A2.3.9.  Does the base CSO ensure that communications and information personnel follow AFI
32-1001 when excavating for communications and information cables or facilities? 


A2.3.10.  Does the base CSO review SOWs for base pay telephone service to make sure this service
does not interfere with base official telephone service? 


A2.3.11.  Does the base CSO maintain a current copy of all applicable CSAs with the necessary tariff
information to ensure proper monthly telecommunications certification? 


A2.3.12.  Are approved requests for FTS-2001 (or its designated replacement) and ID3 service being
sent to the host MAJCOM/FOA before they are sent to the appropriate DISA office for processing? 


A2.3.13.  Does the base CSO ensure customer account codes are established for each organization
using telephone numbers with 900 capabilities? 
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A2.3.14.  Does the base CSO ensure an authorization code is established for each user authorized to
dial 900 numbers? 


A2.3.15.  Does the base CSO ensure cable maintenance personnel are familiar with the Air Force pol-
icy on lead telecommunications cables? 


A2.3.16.  If the base cable plant can support the single line telephone concept, are single line tele-
phone instruments being installed to the maximum extent possible where digital telephone switching
systems are installed? 


A2.3.17.  Have all key systems been evaluated for conversion to single line concept? 


A2.3.18.  Are MAJCOM waivers kept on file for newly installed key systems? 


A2.3.19.  Does the base CSO ensure CT services are provided only when they are the most cost-effec-
tive way to provide the necessary service? 


A2.3.20.  At locations without a communications service activity, has the senior ranking individual
designated a responsible activity to install and maintain unofficial telephone wiring in dormitories,
MFH, visiting airmen’s quarters, visiting officers’ quarters, temporary lodging facilities, etc.? 


A2.3.21.  Has the base implemented a voice systems security program? 


A2.3.22.  Is a self-inspection checklist being used at least semi-annually for evaluating voice systems
security? 


A2.3.23.  Are cipher locks or a similar device installed on all doors that allow access to telephone
switching facilities? 


A2.3.24.  Does a security banner appear immediately upon logging into the voice information system
(where technically feasible)? 


A2.3.25.  Are all modem numbers programmed in the switch or PBX with a unique and separate class
of service? 


A2.3.26.  Has the installation commander established local policy for handling incoming official col-
lect calls? 


A2.3.27.  Do telephone credit cardholders sign a statement acknowledging that they have received a
telephone credit card, and are these signed statements kept on file? 


A2.3.28.  Are all modem numbers authorized according to directives and identified to MAJCOM
NOSC for VPS inclusion? 
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Attachment 3  


CONDITIONS FOR OFFICIAL TELEPHONE SERVICE IN PERSONAL QUARTERS 


A3.1.  Designate only positions requiring immediate communications response for C2. These positions
include commanders exercising C2 responsibilities and may include members of their immediate staff
whose duties require such access in order to provide current, accurate, expert advice. Request for commu-
nications support based on an individual’s rank or claim of convenience will not be sufficient justifica-
tion. A business case will be submitted to the CSO as part of each request and will demonstrate the
calamitous security consequences that could result from failure to provide the occupant with such com-
munications support. This documentation will be maintained by the base CSO for all cases in which the
request is approved. 


A3.2.  Provide official service with either direct lines to the base telephone switchboard or Class C lines.
Provide DSN access if mission essential. Class A telephone service that provides local off-base or com-
mercial long distance telephone service is not authorized. 


A3.3.  You may use multi-line instruments to terminate official and unofficial lines in approved quarters. 


A3.3.1.  The serving communications unit provides this service. 


A3.3.2.  The occupant of the quarters bears any cost for the multi-line instrument that exceeds the cost
of providing approved official service. 


A3.3.3.  Use a government-owned instrument when it provides the lowest cost to the government. 


A3.3.4.  In calculating lowest cost, consider the costs of reworking cable, removing and replacing
instruments, purchasing instruments, etc., for current and future occupants. 


A3.4.  According to law and Air Force housing policy, all operating costs and any repair or maintenance
of family housing structures will be funded solely from the family housing operation and maintenance
accounts. The only exception is for communications equipment that is readily removable and required by
the occupants to perform their mission (e.g., Red Phone). MFH is responsible for funding any equipment
permanently affixed to the family housing structures or installed in family housing areas. Installation of
communications equipment into quarters is subject to very strict Congressionally imposed limits; consult
with local finance and legal staff prior to installing communications equipment. Examples of permanently
affixed assets include underground cabling and premise wiring for lines. 
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Attachment 4  


SPECIAL TELEPHONE FEATURES AND SERVICES FOR SPECIFIC BASE ACTIVITIES 


A4.1.  Telephone Service in Government Transient Facilities. In providing service to transient facili-
ties, apply the following guidelines: 


A4.1.1.  Host MAJCOMs set controls to ensure that the Air Force does not pay for unofficial or per-
sonal toll calls with appropriated funds; establish controls through system hardware and software con-
figurations, if possible, and set up direct toll billing procedures for transient residents. 


A4.1.2.  The MAJCOM may authorize direct access from transient billets to DSN and the local calling
area.  Do not use appropriated funds to pay message unit charges accrued for unofficial or personal
individual calls to the local area. 


A4.1.3.  When providing telephone service to transient personnel, undertake the responsibilities
detailed in PL 101-435, Telephone Operator Consumer Service Improvement Act of 1990 (codified in
Title 47 U.S.C., Section 226, Telegraphs, Telephones, and Radiotelegraphs; Wire Or Radio Commu-
nication; Common Carriers; Common Carrier Regulation; Telephone operator services). 


A4.1.4.  Provide dial-up modem access for distinguished visitor (DV) quarters and DV lounges.  Con-
sider providing dial-up modem access for non-DV quarters and non-DV lounges. 


A4.1.5.  Ensure telephone jacks are installed to allow access to all employees or telephones with
built-in data jack ports. 


A4.2.  Telephone Service for Medical and Hospital Facilities. Air Force medical treatment facilities
(e.g., hospitals, clinics, aid stations, physiological training units) reimburse the host base for commercial
communications services furnished by or through the base (see AFI 65-601, Volume 1).  The host base
funds services such as the base fire-crash network and other alarm circuits. 


A4.3.  Official Telephone Service for Hospitalized Active Duty Military Personnel. A hospital room
is the duty location for hospitalized personnel.  Provide Class C telephone service unless the base CSO
approves a higher class of service or special features. 


A4.4.  Private Telephone Service for Hospital Patients. The hospital administrator coordinates with
the base CSO to give private unofficial telephone service to hospital patients who request it.  A contrac-
tual agreement for commercial service is solely between the patient and the commercial company provid-
ing the service.  When the government provides Class B service, the patient must pay the recurring cost
plus the cost of individual toll calls. 


A4.5.  Telephone Service for Contractors. The Air Force may provide official telephone service for
contractors.  Stipulate provisions for this service in the contract.  Regardless of base telephone ownership,
the following provisions apply: 


A4.5.1.  Contractors normally use commercial service when available and practical. 


A4.5.2.  The Air Force charges the contractor public tariff rates for supplemental services.  These ser-
vices include facilities such as key equipment, special switchboards, private lines, and FX lines for the
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exclusive use of the contractor.  In the absence of tariff rates, or if tariff rates are excessive, the wing
commander determines equitable charges based on the actual cost of providing the services. 


A4.5.3.  The Air Force furnishes long distance service from Class B-2 telephones to contractors, on a
reimbursable basis, for the actual charge, plus tax, except: 


A4.5.3.1.  When the Air Force provides telephone services, contractors pay Federal tax except on
toll and telegraph charges. 


A4.5.3.2.  When contractors arrange for their own telephone service, they pay Federal tax. 


A4.5.3.3.  When the contractor charges for official military use of telephone facilities, the base
CSO arranges for voice systems’ tax exemption certificates to relieve the contractor of tax liability
for these charges.  The contractor initiates these certificates and submits them to the local tele-
phone company. 


A4.5.4.  Air Force activities do not give government telephone calling cards to contractors. 


A4.5.5.  The procedures for authorizing, controlling, and recording long distance service also apply to
official collect telephone calls that contractor personnel place or receive. 


A4.5.6.  The agency funding the contract reimburses the host base for telephone charges that the con-
tractor incurs. 


A4.5.7.  CJCSI 6215.01B provides guidance on when United States civilian contractor personnel can
use the DSN. 


A4.6.  Telephone Service for Nonprofit Organizations. Nonprofit organizations do not pay charges for
services on an Air Force installation when performing a function related to, or furthering a Federal Gov-
ernment objective or one that is in the interest of public health and welfare. 


A4.7.  Telephone Service for Government Employee Labor Unions. CJCSI 6215.01B provides guid-
ance on the condition for providing DSN access to labor unions.  Access to DSN is not normally pro-
vided to labor unions and is not routinely authorized in contract documents.  The basis for supporting a
request must be a clearly operational, military-related function.  AFCA cannot grant DSN access; a
waiver granting access must come from DISA.  The wing commander determines which labor unions
meet the definition.  Labor unions that do not fit this definition pay Class B-2 rates for telephone service,
reimbursable long distance telephone service. 


A4.8.  Telephone Service for Public Schools. Public schools normally use commercial telephone ser-
vice on Air Force installations.  The school reimburses the government for the cost of Class B services. 


A4.9.  Telephone Service for Government-Operated Schools. Provide Class A-2 and Class C-2 tele-
phone service to government-operated school facilities for military dependents on an Air Force installa-
tion. 


A4.10.  Telephone Service for the American Red Cross. Provide official telephone service (Class A or
Class C) without reimbursement if ARC personnel supplement MWRS functions covered by the Air
Force 34-series instructions.  The ARC must use separate, unofficial telephone service to conduct unoffi-
cial business. 
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A4.11.  Telephone Service for Civilian Post Offices on Military Installations. Provide reimbursable
telephone service to on-base civilian post offices, branches, or stations. 


A4.12.  Telephone Service for Commissaries. Provide official telephone service to commissaries.
Accumulate costs for these services and report to the base-level FSO each quarter.  Provide the following
telephone services to commissaries: 


A4.12.1.  Official Service for CONUS and Hawaii Commissaries.  Provide official service in retail
sales stores, including key equipment, using appropriated funds.  Reimbursement of charges for tele-
phone service from surcharge funds will conform to DOD cash management and debt collection poli-
cies.  The host MAJCOM provides one Class A telephone in the administrative office to handle troop
issues and serve command management (above retail sales store level).  The wing commander deter-
mines how to apportion telephone service charges when the resale and command management or
troop issue functions share service. 


A4.12.2.  Official Service for Alaska and Overseas Commissaries.  The host MAJCOM provides offi-
cial telephone service without charge for these areas. 


A4.13.  Telephone Service for Military Clothing Sales Stores. In order to conduct official business
related to military clothing sales, provide official telephone service, at no charge, to the retail agent autho-
rized to stock, sell, and issue military clothing. 


A4.14.  Telephone Service for Morale, Welfare, Recreation, and Services (MWRS) Activities. F o l -
low the policy and authority for communications support to MWRS activities in AFI 65-106, Appropri-
ated Fund Support of Morale, Welfare, and Recreation and Nonappropriated Fund Instrumentalities. 


A4.14.1.  Provide reimbursable communications services when the Air Force does not authorize using
appropriated funds. 


A4.15.  Telephone Service for Civil Air Patrol (CAP).   Unless otherwise noted in host base-tenant
support agreements and authorized by the base financial officer, provide CAP organizations single-line,
Class-C services according to AFPD 10-27 and AFI 10-2701, Organization and Function of the Civil Air
Patrol. 


A4.16.  Government Emergency Telecommunications Service (GETS). This service is provided by
the Office of the Manager, National Communications System that supports federal, state, local govern-
ment, industry, and non-profit organization personnel in performing their National Security and Emer-
gency Preparedness missions.  GETS provides emergency access and priority processing in the local and
long distance segments of the Public Switched Telephone Network.  It is intended to be used in an emer-
gency or crisis situation during which the probability of completing a call over normal or other alternate
telecommunication means has significantly decreased.  GETS will not preempt public traffic, nor are there
levels of precedence in GETS.  A GETS card contains the universal access number and a PIN. 


A4.16.1.  It is highly encouraged that each base incorporate GETS into their wing/base command
post, disaster support group, and other mission critical operation centers.  As a minimum, Wing/CC,
Wing Command Center, Commanders of the Ops and Maintenance Groups, and the local Communi-
cations Squadron Commanders should have access to a GETS card. 
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A4.16.2.  Wing/base POCs are responsible for submitting GETS requirements through their MAJ-
COM functions for GETS access and PIN.  It is the responsibility of the local base GETS POC
(appointed by local Communications Squadron Commanders) to educate users on GETS procedures. 


A4.16.3.  GETS is accessed through a universal access number 1-710-NCS-GETS (1-710-627-4387)
using common telephone equipment such as a standard desk set, STU-III, facsimile, modem, or wire-
less phone.  A prompt will direct the entry of your PIN and the telephone number.  Once you have
been authenticated as a valid user, your call is identified as National Security and/or Emergency Pre-
paredness type call and receives special treatment. 


A4.16.4.  For more in-depth information and ordering procedures see the GETS Web site at http://
gets.ncs.gov. 



http://gets.ncs.gov

http://gets.ncs.gov
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Attachment 5  


CHARGES FOR BASE TELEPHONE SERVICES 


A5.1.  Base Responsibilities. Communications Squadrons are responsible for providing a basic tele-
phone instrument to base users (depending on user, i.e., special C2, C2, or common); services that have
special instrument requirements may be the user’s responsibility, if deemed outside the scope of a basic
telephone instrument. 


A5.2.  Class A Service. See Attachment 1 for definition.  Monthly charges for Class A telephone service
provided from government-owned or commercially-leased voice information system are: 


A5.2.1.  Class A-1.  Provide Class A-1 service without cost to Air Force activity users.  Accumulate
monthly toll and other specialized communications charges to Air Force tenant units not directly sup-
porting the host base mission and send them to the local FSO for reimbursement by the tenant unit to
the host base (see AFI 65-601, Volume 1). 


A5.2.2.  Class A-2. 


A5.2.2.1.  DOD tenants directly supporting the host base mission receive Class A-2 service with-
out cost. 


A5.2.2.2.  DOD tenants not directly supporting the host base mission (including ARC) receive
basic Class A-2 service without cost.  Accumulate monthly toll and other specialized communica-
tions charges and send them to the local FSO for reimbursement by the tenant unit to the host base
(see AFI 65-601, Volume 1). 


A5.2.2.3.  MWRS activities that do not receive communications support according to paragraph
A4.14., reimburse the Air Force for the service.  Use the same rates as the commercial carrier serv-
ing the installation.  Station lines cost at least $14 per month and each station termination in the
community costs at least $3.50.  Compute all other charges, such as installation, miscellaneous,
and special equipment charges, using the same procedures as for Class B telephone service. 


A5.2.3.  Class A-3.  The rates for Class A-3 service are the same as those paid by the installation to the
commercial carrier.  Station lines cost at least $14 per month and each station termination in the com-
munity costs at least $3.50, plus all other charges (tolls, installation, relocation, and specialized equip-
ment charges based on local telephone company tariffs for United States bases [including Hawaii and
Alaska]).  Installation and relocation charges for overseas bases are the same as Class B.  The user
pays additional costs for facilities such as trunks, tie lines, toll terminals, and incidental operation or
maintenance personnel. 


A5.2.4.  Class A-4.  Provide telephone service for the Defense Commissary Agency retail sales stores
according to paragraph A4.12.  Charges for reimbursable service are the same as for Class A-2 ser-
vice. 


A5.3.  911 or Enhanced 911 Service. See Attachment 1 for definitions. 


A5.3.1.  The United States and its instrumentalities are constitutionally exempt from direct taxation by
state and local governments.  Oftentimes, service charges billed for emergency services (i.e., 911
calls) are actually direct taxes that the Air Force is not authorized to pay (billed as a surcharge by the
telephone company and remitted to the taxing authority).  What the charge is labeled is not a sufficient
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indicator of whether it is a tax or proper service charge.  Generally, emergency notification service
charges are: 


A5.3.1.1.  Proper and payable if imposed by a telephone company for its own services and duly
permitted by the tariff. 


A5.3.1.2.  Improper when the state or local government actually imposes the charge and merely
uses the telephone company as a collection agent.  In such cases, notify the telephone company
that the United States Government is constitutionally exempt from the 911 service fee and cannot
legally pay the fee. 


A5.3.2.  If it is unclear whether the charge is a fee or a tax, contact the staff judge advocate, base legal
office, MAJCOM, or comptroller for guidance. 


A5.3.3.  This guidance does not apply to fees for private telephone service for on-base residents.  If
base housing is in an area where the base provides fire, police, and other emergency services, resi-
dents may challenge the emergency notification service charge.  However, because telephone service
to on-base residents is a private contract between the subscriber and the telephone company, on-base
residents cannot claim exemption from the charge on the basis of sovereign immunity. 


A5.4.  Class B Service. See Attachment 1 for definition.  DOD Comptroller establishes rates for Class B
telephone services covered in this instruction on an annual basis.  These charges apply when govern-
ment-owned or commercial voice systems provide Class B service. 


A5.4.1.  Class B Installation, Activation, and Relocation Charges.  The installation, activation, and
relocation charges for Class B stations apply regardless of whether previous wiring or other telephone
connecting devices are available.  Installation, activation, and relocation charges for external miscel-
laneous devices (e.g., jacks, buzzers, and gongs) are the same as those charged by the nearest United
States-owned and operated telephone company providing similar services. 


A5.4.2.  Class B Schedule of Rates.  Rates are set annually by DOD and published in Rates for Class
B Services.  Class B services are: 


A5.4.2.1.  United States rates: 


A5.4.2.1.1.  Flat monthly rates for various classes of unofficial telephone service provided by
government-owned or commercial voice systems in the United States (including Hawaii and
Alaska) are the same as those set by the local commercial telephone company providing city
trunking to the base, post, or station. 


A5.4.2.1.2.  Rates are not less than those listed for unofficial service by government-owned
facilities in overseas locations. 


A5.4.2.1.3.  Rates exclude mileage or special facility construction charges that the local com-
mercial telephone company charges to the public. 


A5.4.2.1.4.  Use the rate of the company providing city trunking to the base, post, or station
when more than one commercial telephone company operates in the vicinity. 


A5.4.2.1.5.  Rates apply to the types of services provided (such as private lines, multiparty
lines, and extension telephones). 







AFI33-111   24 MARCH 2005 65


A5.4.2.1.6.  Installation, activation, and relocation charges for all types of government-pro-
vided Class B main and extension stations in the United States (including Hawaii and Alaska)
are at the same rates as those paid by the base to the commercial telephone company.  They are
not less than the charges based on the flat monthly rate. 


A5.4.2.1.7.  Charges for installing or activating main stations and extensions are not less than
the charges for one month of the same type of service and not less than 40 percent of the main
station installation or activation charge for extension stations. 


A5.4.2.1.8.  Relocation or activation charges for main or extension stations are not less than
the amount computed for installing or activating extension stations. 


A5.4.2.2.  Overseas rates for Class B stations: 


A5.4.2.2.1.  Government-owned telephone facilities.  Installation or activation charges for
Class B lines provided by government-owned telephone facilities are the same as the flat
monthly rate for that type of Class B service.  Installation or activation charges for each addi-
tional station line termination are 40 percent of the flat monthly rate for that type of Class B
service.  Relocation charges for each extension line termination are the same as installation or
activation charges for additional wiring and telephone jacks. 


A5.4.2.2.2.  Leased telephone facilities.  Installation, activation, and relocation charges for all
types of Class B main and extension stations are at the same rates as those paid by the base for
the service. 


A5.4.3.  FY-2000 flat monthly rates for various classes of unofficial telephone service provided by
government-owned telephone facilities in overseas locations, unless otherwise modified by sta-
tus-of-forces agreements are: 


A5.4.3.1.  Class B-1:  $23.30. 


A5.4.3.2.  Class B-2:  $41.25. 


A5.4.3.3.  Class B party-line service.  Applicants who want party-line service may choose two- or
four-party service, if available.  When more than one Class B party receives service over the same
base telephone line, flat monthly charges for party-line service are the same charges paid by the
installation to the commercial company but not less than these schedules: 


A5.4.3.3.1.  Two-party service.  The minimum flat monthly charges for two-party line base
telephone-service are: 


A5.4.3.3.1.1.  Class B-1a:  $17.25. 


A5.4.3.3.1.2.  Class B-2a:  $30.50. 


A5.4.3.3.2.  Three-party service.  No provision is made for three-party service in the
DOD-authorized standard services and rates for Class B subscribers. 


A5.4.3.3.3.  Four-party service.  Applicants selecting four-party service pay the monthly rate
shown, regardless of the “line fill.”  The line fill may fluctuate from one to four parties on the
line as other subscribers are disconnected from, or added to, the line.  The maximum flat
monthly charges that apply to four-party line base telephone service are: 


A5.4.3.3.3.1.  Class B-1b:  $11.50. 
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A5.4.3.3.3.2.  Class B-2b:  $20.35. 


A5.4.4.  Restricted Service.  When Class B individual, two-party, or four-party services are restricted
to on-base connections without access to the telephone company central office or long distance ser-
vice, 75 percent of the applicable flat monthly charges for Class B service applies. 


A5.4.5.  Class B Supplemental Service and Equipment.  The user pays the costs for facilities and ser-
vices beyond those covered by the standard rates, including: 


A5.4.5.1.  Miscellaneous equipment and special features.  Charges for miscellaneous equipment
such as single line telephone instruments, external ringers, flashing lamps, and other station acces-
sories are the same as those charged for similar services by the nearest United States-owned and
-operated telephone company.  Charges for special features and services provided from the base
telephone switch such as three-way calling, call waiting, call forwarding, and other features are
the same as those from the nearest United States-owned and -operated telephone company.  This
charge applies to all classes of unofficial service. 


A5.4.6.  Long Distance Calls.  The subscriber of the Class B station originating the call pays the cost
of unofficial long distance calls.  The cost is consistent with telephone company charges.  Do not use
the FTS-2001 (or its designated replacement) for unofficial calls, even on a reimbursable basis.  The
CSO must make sure subscribers can place commercial long distance calls at the bases where Class B
service is provided. 


A5.4.7.  Mileage.  The user pays the monthly charges for line mileage to reach off-premise Class B
telephones. 


A5.4.8.  Class B Taxes.  Compute Federal taxes when they apply to Class B service according to the
rates in the Internal Revenue Code (26 U.S.C., Section 4293 Internal Revenue Code; Miscellaneous
Excise Taxes; Facilities And Services; Special Provisions Applicable to Services and Facilities Taxes;
Exemption for United States and possessions).  Apply Federal taxes on billing for local and long dis-
tance service contractors, commissioned officers’ and NCO open messes, and similar activities.  Per-
sonal long distance service from tax-exempt agencies is taxable.  Do not collect Federal taxes on
billing to the ARC and Federal credit unions, which were granted an exemption under 26 U.S.C., Sec-
tion 4293.  Collect Federal taxes from service clubs and base exchange activities.  Installation and
relocation charges are not subject to Federal taxes. 


A5.4.9.  Class B Charges.  Charges to Class B users are subject to the following policies: 


A5.4.9.1.  Charging for service and equipment.  Bill service and equipment charges (including
taxes when applicable) to Class B subscribers in the first monthly bill after the charges are
incurred, except when the wing commander requires advance payment.  Prorate advance pay-
ments when service begins after the start of the billing period. 


A5.4.9.2.  Billing long distance calls.  Bill long distance service charges to Class B subscribers
with the first regular monthly bill after receiving the commercial telephone company bill for the
service.  Long distance telephone charges do not require advance deposits. 


A5.4.9.3.  Billing local calls.  The standard rates for Class B service apply regardless of whether
the telephone company furnishes local service at a flat or measured rate.  The standard rates entitle
the Class B subscriber to make local calls without additional charge.  EXCEPTIONS:  When mes-
sage unit charges apply and when ANI equipment can identify the individual subscriber station
making the call, bill message unit charges to the user. 
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A5.4.9.4.  Prorating charges.  When a subscriber receives service for only a part of the monthly
billing period, or when a service outage exceeds 24 hours, prorate the charge.  Prorate bills accord-
ing to the approved tariff or prorating procedures of the local telephone company.  The subscriber
service outage period begins when the subscriber reports the outage and ends when the telephone
company restores service. 


A5.4.9.5.  Recurring charges.  Bill charges for supplemental services and equipment to the user at
local telephone company rates.  Bill supplemental service and equipment charges for a part of the
billing period to the subscriber at the full monthly rate and do not prorate. 


A5.4.9.6.  Collecting.  The FSO collects charges from users of Class B telephone service.  Wing
commanders may institute a payroll-deduction plan to pay for Class B telephone service. 


A5.4.9.7.  Depositing money received for services.  Account for money received for telephone
service as public funds according to prescribed Air Force policies and procedures for reimburse-
ment to appropriated funds. 


A5.5.  Class C Service. See Attachment 1 for definition.  The conditions and arrangements for provid-
ing Class A service from either a government-owned or a commercial voice information system also
apply to providing Class C service.  Charges for Class C service are: 


A5.5.1.  Class C-1.  Same as Class A-1. 


A5.5.2.  Class C-2.  No cost to the subscriber except that toll and other specialized communications
charges to DOD tenants not directly supporting the host base mission accumulate monthly and are
sent to the local FSO for possible reimbursement to the Air Force.  Defense Commissary Agency
facilities and retail sales stores in CONUS must reimburse the government for communications sup-
port at the rate of $4 per month for each station line termination and $2.50 for each extension station
line termination.  Charges for installation, moves, and special and miscellaneous equipment are addi-
tional.  Compute installation and relocation charges in the same manner as for Class B telephone
installation and relocation. 


A5.5.3.  Class C-3.  Same as Class C-2 except for installation, relocation, and specialized equipment
charges which are determined by local telephone tariffs for bases in CONUS, Hawaii, and Alaska, and
determined by Class B charges as shown in paragraph A5.3.2.2 for overseas bases. 


A5.5.4.  Class C-4.  Same as Class C-2 except for the troop issue function of the commissary. 







68 AFI33-111   24 MARCH 2005


Attachment 6  


FORMAT STANDARDS FOR TELEPHONE DIRECTORIES 


A6.1.  Directories. Each telephone directory must contain a section for general information, organiza-
tional listings, and alphabetical listings.  The wing commander may also authorize a personnel listing sec-
tion. 


A6.1.1.  General Information.  This section tells readers how to use the installation voice information
system. 


A6.1.1.1.  It should explain how to: 


A6.1.1.1.1.  Use the installation voice information system, including directions for making
on-base, local-area, long distance, and overseas calls, and for using special telephone features
such as call-forwarding, conference-calling, speed-calling, and so on. 


A6.1.1.1.2.  Use the Secure Voice Communications Network, including STU-III and STE
instruments, if the installation has such equipment.  Describe how to schedule and use the
installation common-user terminals.  The MAJCOM may permit subscriber designators and
numbers in this section of the directory. 


A6.1.1.1.3.  Make DSN calls.  Describe the telephone precedence system. 


A6.1.1.1.4.  Report telephone service problems. 


A6.1.1.1.5.  Report nuisance and bomb-threat calls. 


A6.1.1.1.6.  Identify mission needs for new telephones and services (AFI 33-103). 


A6.1.1.1.7.  Request or terminate unofficial (Class B) telephone service, when applicable.
Include a statement that the Air Force reserves the right to enter premises where it provides
such telephones to inspect, repair, or remove equipment. 


A6.1.1.2.  Design your directory so that it shows: 


A6.1.1.2.1.  Locations and DSN numbers of frequently called activities on the installation.
Extract the numbers from the DOD Worldwide DSN Directory, http://www.disa.mil/gs/dsn/
dsn_directory.html. 


A6.1.1.2.2.  Installations where the caller can dial numbers direct (direct in-dial capability) by
Xs following the two-digit or three-digit DSN prefix (e.g., 868-XXXX). 


A6.1.1.2.3.  The unit providing the telephone service, directory updates, and repair service. 


A6.1.1.2.4.  Common-user facsimile numbers and locations.  Include verification numbers. 


A6.1.2.  Organizational Listings.  This section lists all units in alphanumeric order served by the tele-
phone exchange.  Put the MAJCOM and installation activities first.  Show the main staff offices of
each organization.  Use official titles to identify each major function, per AFI 38-101, Air Force
Organization. 


A6.1.2.1.  You may optionally name officers with staff office entries.  Include building address or
location designators, and show the office functional address symbol after each major element, per
AFMAN 33-326, Preparing Official Communications. 



http://www.disa.mil/gs/dsn/dsn_directory.html

http://www.disa.mil/gs/dsn/dsn_directory.html
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A6.1.2.2.  Print only one telephone number on each line; show an alternate number, if any, on a
separate line.  List only the first number of a rotary-sequence voice information system. 


A6.1.2.3.  Do not list Class A numbers if the subscriber is also served by Class C service.  For fac-
simile numbers serving the organization, show the building number, functional address, office
symbol, and verification number. 


A6.1.3.  Alphabetical Listings.  This section contains an alphabetical listing of all activities.  Use
acceptable military titles that users can easily understand.  Include building numbers and room num-
bers if needed.  Each activity may have as many listings as it has common names.  Cross-reference
entries for reader convenience.  For example, the reader may look for NCO Club under “N” for “NCO
Club” or under “C” for “Club, NCO.”  Avoid listing all units under such entries as Commander, Chief,
and Executive Officer, because users can easily find these titles in the organizational listing section. 


A6.1.4.  Personnel Listing (Optional).  This section follows the classified listing.  On a single line
name, grade, duty telephone number, office symbol, and building number.  Do not list home telephone
numbers (Class B) and personal commercial telephone numbers unless personnel have given written
consent to publish them (AFI 33-332, Privacy Act Program). 


A6.2.  Cover Requirements.  


A6.2.1.  Cover Page.  The cover page must contain the following information: 


A6.2.1.1.  Host MAJCOM. 


A6.2.1.2.  Installations served and their locations (include state or country).  Include organiza-
tional emblems when space permits. 


A6.2.1.3.  DSN and commercial prefixes (include area code) for the installation, operator assis-
tance numbers, and directory assistance number. 


A6.2.1.4.  Date published. 


A6.2.1.5.  Emergency telephone numbers. 


A6.2.1.6.  COMSEC notice and the consent statement from DODD 4640.6 at the bottom. 


A6.2.2.  Inside Front Cover.  The inside front cover contains a table of contents.  Make sure the table
of contents lists the principal units served by the telephone exchange and page references. 


A6.2.3.  Inside Back Cover.  The inside back cover lists key fire alarm boxes and public pay telephone
locations.  Include telephone numbers for the public pay telephones and indicate which have audio
amplifiers. 


A6.2.4.  Outside Back Cover.  The outside back cover lists frequently called telephone numbers for
service activities (e.g., billeting, base operations, finance, barbershops, and on- and off-base taxi ser-
vice).  Show commonly used names and avoid local nicknames. 


A6.3.  Consider:  


A6.3.1.  Including an installation map. 


A6.3.2.  Using slogans to provide helpful reminders on various topics (e.g., safety, security, and
energy conservation) important to the Air Force community. 
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A6.3.3.  Using illustrations with slogans.  Relate them directly to the subject matter and use good
taste. 


A6.3.4.  Using an international time zone chart. 


A6.3.5.  You may use colored paper for telephone directories.  You may use a different color for each
section of the directory to make it easier to use.  Refrain from using the color red for a cover; it could
be construed as a classified document.  For combined installation guides and directories, colored
paper can help users quickly locate a specific directory section.  





		Section A- Roles and Responsibilities 

		1. Secretary of the Air Force, Office of Warfighting Integration and Chief Information Officer (SAF/XC).

		1.1. Policy, Planning, and Resources Directorate (SAF/XCX). 

		1.1.1. Provides the overarching policy and oversight for all Air Force operational systems, and technical architectures, including establishing Information Technology (IT) standards and providing architectural support to the core Air Force processes. 

		1.1.2. Develops policy, and plans on voice systems, associated standards and for future voice strategies and initiatives. 

		1.1.3. Integrates Air Force planning, budget, financial, and program management processes for IT investments. 



		1.2. Operations and Support Integration (SAF/XCO). 

		1.2.1. Develops implementation plans and guidance, according to AF-CIO established policy and standards for communications and i...

		1.2.2. Leads the development and implementation of communications and information architectures for the Air Force and represents the Air Force position for joint architectures. 

		1.2.3. Develops implementation plans and guidance according to AF-CIO future voice strategies and initiatives and coordinates these with the Joint Staff, other military services, and other government agencies, as applicable. 



		1.3. Information, Services, and Integration Directorate (SAF/XCI). 

		1.3.1. Responsible for oversight of day-to-day execution of Air Force communications and information programs and processes--organize, train, and equip. 

		1.3.2. Responsible for developing and articulating positions for communications and information force structure and organization...

		1.3.3. Establishes course requirements and planning guidance for the professional development, advanced education, and technical training of the communications and information workforce through government and civilian institutions. 

		1.3.4. Leads career field management for the communications and information career fields. 

		1.3.5. Leads the communications and information readiness (Status of Resources and Training System), Air Expeditionary Force, an...





		2. DELETED.

		2.1. DELETED. 

		2.2. DELETED. 

		2.3. DELETED. 



		3. DELETED.

		3.1. DELETED. 

		3.2. DELETED. 

		3.3. DELETED. 

		3.4. DELETED. 

		3.5. DELETED. 



		4. Headquarters Air Force Communications Agency (HQ AFCA/ECNV).

		4.1. Performs Lead Command for Telephone/Voice Systems (e.g., DSN, Public Switched Telephone Network [PSTN], Federal Telecommuni...Command, Control, Communications, Computers, Intelligence, Surveillance & Reconnaissance (C4ISR) Lead Command Management. 

		4.2. Develops enterprise voice network enhancement initiatives. Acts as guidance and standards adjunct to SAF/XC. 

		4.3. Addresses applicable manpower issues. Identifies future funding requirements and prepares the Program Objective Memorandum ...

		4.4. Develops applicable guidance for implementation of voice systems according to AF-CIO policy and standards. 

		4.5. Works with SAF/XC, and the Air Force Network Operation Security Center (AFNOSC), and the voice community, AFCA develops performance, operational standards, policies, and procedures. 

		4.6. Maintains the voice system strategy document, monitors overall compliance, identifies deviations to appropriate organizations, and initiates an annual review. 

		4.7. Participates in Air Force and DOD configuration control boards, conferences, and forums for voice systems and networks (e.g., Defense Switched Network, Defense RED Switched Network, and Voice over IP [VoIP]). 

		4.8. Facilitates the establishment of Inter-Service Support Agreements (ISSA) with other military departments and Department of ...

		4.9. Validates all voice systems waivers and Interim Certificates to Operate (ICTO) requests for interoperability and migration ...

		4.10. Maintains a central repository of all voice systems and related assets in the Air Force inventory. Provides status reporting annually to the DSN Single Systems Manager on installed Air Force baseline configurations. 

		4.11. Interacts with Combat Information Transfer System and Theater Deployable Communications Program Offices at the Electronic Systems Center. 



		5. Air Force Network Operations Security Center (AFNOSC).

		5.1. Provides enterprise-level metrics and situational awareness for the Air Force Enterprise Network--which includes key voice ...

		5.2. Develops options and directs configuration changes, information operations condition (INFOCON) changes, and changes to secu...

		5.3. Develops options and operational requirements for wireless Personal Electronic Devices providing voice access to Defense Information Systems Network (DISN) services. Develops limitations and constraints on the use of such devices. 

		5.4. Develops VoIP implementation options and operational requirements. 

		5.5. Directs actions related to voice network defense. 

		5.6. Evaluates and responds to Air Force voice network intrusions and malicious logic events. 

		5.7. Develops countermeasures to voice network vulnerabilities and disseminates to applicable voice network operations organizations. 

		5.8. Assists Network Operations Security Centers (NOSC) and base-level personnel with network attack damage control and recovery procedures. 



		6. Air Intelligence Agency and Air Force Information Warfare Center, including subordinate organizations.

		6.1. Establishes a voice systems security assessment program to test and assess voice and related platforms for vulnerabilities. 

		6.2. Provides voice network threat awareness, analysis, and intelligence support. 

		6.3. Reports to AFNOSC and MAJCOM NOSCs all backdoors and unauthorized connections to Air Force networks discovered during the course of operations. Reports will be made no later 1 duty day and immediately if associated with an incident response action.

		6.4. Air Force Information Warfare Center-318th Information Operations Group and Information Operations Directorate: 

		6.4.1. Ensures the 23rd Information Operations Squadron develops tactics, techniques, and procedures for applicable voice related platforms. 

		6.4.2. Ensures the 92nd Information Warfare Aggressor Squadron provides assistance to MAJCOMs by conducting network vulnerability assessments and exercise red team support. 

		6.4.3. Ensures the 346th Test Squadron conducts formal testing and evaluation of network defense weapon systems, as well as implementation assistance. 





		7. Major Commands (MAJCOM).

		7.1. Establish NOSC crew positions and functions according to AFI 33-115, Volume 1, Network Operations (NETOPS), to provide command and control (C2), and situational awareness of enterprise voice networks. When installed, will utilize centrally provided

		7.2. Provide network support such as engineering, strategic planning, risk management, developing Service Level Agreements, budg...

		7.3. Ensure installations under their command complete annual physical inventories of all leased voice services and equipment used on the installation. 

		7.4. Advise and assist the base communications and legal offices on telecommunications issues. 

		7.5. Ensure installations under their command develop, implement, and control commercial long distance personal identification number (PIN) assignments to authorized users, unless a waiver is granted. 

		7.6. Ensure installations under their command follow voice systems security procedures as outlined in Section G. 

		7.7. Ensure installations under their command review applicable base DSN and long distance monthly service records to analyze usage trends and identify billing errors or misuse. 

		7.8. Plan and program for future voice system requirements through the Fiscal Year (FY) and the POM processes. POM input requirements are prioritized and submitted to lead command for consideration by Air Force corporate structure. 

		7.9. Serve as the approval authority for voice systems and associated peripherals (e.g., Voice Mail, Enhanced 911 [E911]), upgrades, expansions, and modifications to base-level architecture (see Attachment 6 for MAJCOM and Base communication and informa

		7.9.1. Ensure all voice systems that connect to the DSN network are certified by the Joint Interoperability Test Command (JITC) ...

		7.9.1.1. Sponsor voice systems equipment vendors to the JITC for testing. Share lessons learned and test report for JITC System Under Test with Lead Command. 

		7.9.1.2. Seek interim “certificates to operate” for uncertified equipment in the voice enterprise. Process all interim “requests...



		7.9.2. Ensure all voice systems and associated peripheral devices have been certified and accredited according to DoDI 5200.40 and AFI 33-202, Volume 1, Network and Computer Security. 

		7.9.2.1. Ensure all voice systems have also been granted IA certification and accreditation by the DISN Designated Approving Authority. 





		7.10. Serve as the focal point for MAJCOM voice systems configuration management (CM) data and issues. Ensure the Air Force central repository of CM data for related MAJCOM voice systems is kept up-to-date and reviewed at least semi-annually. 

		7.11. Ensure that unauthorized access (connections) to networks is eliminated. Ensure that authorized access (connections) to networks transverse Air Force approved access points and associated demilitarization/boundary protection. 

		7.12. Anticipate and plan for migration to VoIP. 

		7.12.1. Coordinate all VoIP initiatives through HQ AFCA/ECNV for approval.  



		7.13. MAJCOM NOSC. In addition to general network and security requirements listed in AFI 33-115, Volume 1, the NOSC will: 

		7.13.1. Provide situational awareness and protection of applicable enterprise voice networks (e.g., PSTN, FTS-2001 [or its designated replacement], DSN, Defense RED Switch Network [DRSN]) and key switching assets. 

		7.13.2. When installed, will utilize centrally provided tools to assist bases in managing and protecting enterprise voice networks and key assets. 



		7.14. Establish a Government Emergency Telephone System (GETS) point of contact (POC). Also, ensures the wing/base establish a GETS POC. 

		7.15. MAJCOM voice focal points should forward voice policy and guidance to subordinate units at the fixed base level and elsewhere, when appropriate. 



		8. Air Force Materiel Command.

		8.1. Manages technology integration, oversees infrastructure initiatives and funds, and coordinates initiatives with lead command and other impacted agencies. 

		8.2. Responsible for the acquisition and life-cycle sustainment of all centrally funded voice systems and related assets as described in AFI 63-series instructions. 

		8.3. Assists the lead command in developing the voice systems POM (budget) for telephony related projects, programs, and initiatives. 

		8.4. Oversees development of key, common program plans, to include program management support plans, integrated logistics support plans, and configuration management plans. 

		8.4.1. Manages and controls the hardware and software configuration of Air Force voice systems, and any new major requirements (...





		9. Host Base Communications and Information Systems Officer (CSO) or Information Technology Officer (ITO).

		9.1. Ensures installation of voice services meet mission requirements and comply with Air Force and DOD guidance. 

		9.1.1. Provides requirements to the MAJCOM and Systems Telecommunications Engineering Manager-Base (STEM-B) for inclusion in the...

		9.1.2. Only introduces equipment and/or services to the DSN networks that have been certified for IA and as interoperable by the...

		9.1.3. Ensures certification and accreditation of voice systems and associated peripheral devices according to DoDI 8100.3, DoDI...



		9.2. Supervises overall operation and maintenance of base voice systems and associated voice processing systems, and support fac...

		9.3. Inventories all leased voice services annually and reconciles all discrepancies. Updates the leased services inventory for ...

		9.3.1. As part of the annual leased services inventory, the CSO will ensure no more than a 20 percent excess of commercially lea...



		9.4. Establishes local guidance to control on- and/or off-netting consistent with DOD and Air Force policies. The base CSO must ensure on- and/or off-netting does not negatively affect the overall service provided to the base mission. 

		9.5. Verifies government-owned base voice equipment, circuits, or services are provided to contractors. Provides information to the appropriate contracting officer for payment. 

		9.6. Certifies to the base financial services office (FSO) that charges and services are correct and credits verified. See Section F for billing procedures. 

		9.7. Requests reimbursement for overpayment of telephone billing charges from servicing vendors. 

		9.7.1. Submits modified use reports according to Defense Information Systems Agency Circular (DISAC) 350-135-1, Defense Commercial Communications Acquisition Procedures, for contractor caused service interruptions for credit purposes. 



		9.8. Maintains a master list of numbers and locations for all commercial, coin-operated and coinless (calling card) telephones. This list will include the POC and the phone number assigned. Do not list cell phone numbers in the National Cell Phone Call 

		9.8.1. Cell phones are tracked per AFI 33-106, Managing High Frequency Radios, Personal Wireless Communication Systems, and the Military Affiliate Radio System.  



		9.9. Establishes local guidance consistent with Air Force guidance established for voice systems. Consults with MAJCOM and/or lead command for clarification or guidance, when required. 

		9.9.1. Provides training to all unit telephone control officers (TCO) upon initial appointment by the organizational commander o...



		9.10. Establishes a POC for all GETS matters, preferably within the communications unit or similar function. Refer to paragraph A4.16. for more information on the GETS program. 

		9.11. Maintenance. The base CSO or a designated representative: 

		9.11.1. Ensures installations under their command follow voice systems security procedures as outlined in Section G. Sets up positive controls to prevent unauthorized voice switching system software modifications except from authorized maintenance stati

		9.11.2. Compiles a circuit restoration priority list and updates it annually, or sooner if mission requirements dictate a change. Works with unit TCOs to establish mission priorities within each base-level organization. 

		9.11.3. Establishes emergency restoration procedures for catastrophic failures of voice systems. Ensures emergency restoration p...

		9.11.4. After major outages involving the voice network or equipment, prepares applicable operation reports and situation reports as prescribed in AFI 10-206, Operational Reporting. 

		9.11.5. Ensures applicable data on voice switching systems and personnel are submitted monthly as prescribed in AFI 10-201, Status of Resources and Training System. 

		9.11.6. Improves DSN precedence circuit efficiencies: 

		9.11.6.1. Conducts a revalidation of all dedicated precedence circuits using CJCSI 6215.01B. Discontinues any precedence circuits no longer justified. 

		9.11.6.2. Limits dedicated 4-wire precedence circuits to locations or organizations that cannot be serviced by the local base switch. Negates dedicated precedence and leased line costs associated with 4-wire precedence services. 

		9.11.6.3. Validates DISA assigned precedence accesses are authorized according to CJCSI 6215.01B for trunk and instruments assigned to the base at least annually. 

		9.11.6.4. Documents all precedence requirements on appropriate communications and information systems requirements documents and/or circuit history records for efficient management. 





		9.12. Construction. The base CSO or a designated representative: 

		9.12.1. Monitors activity to protect government-owned or commercially-leased systems cables (aerial and buried) during excavatio...Base Civil Engineering Work Clearance Request, prior to any excavation work. 

		9.12.2. Makes sure communications personnel follow AFI 32-1001, Operations Management, when excavating for communications and information cables or facilities. 

		9.12.3. Establish procedures for damage reimbursement caused by 3rd parties during excavation. 

		9.12.4. Maintains liaison with base civil engineers, communications systems engineers, appropriate servicing contracting officers, commercial telephone companies, and other agencies responsible for construction activities. 

		9.12.4.1. Assists the base civil engineers and users in developing common user pre-wiring, cable, and other service requirements...Design and Construction Standards and Execution of Facility Construction Projects). Consult ETL 02-12, Communications and 





		9.13. Statements of Work (SOW). The base CSO or a designated representative: 

		9.13.1. Reviews service request SOWs for commercial pay telephone service. 

		9.13.2. Reports suspected or documented contract performance deficiencies to the appropriate servicing contracting officer. 

		9.13.3. Provides the base budget office cost estimates for voice information facilities and services for current and subsequent FYs. 

		9.13.4. Provides group billing numbers, trunks, in-dial stations, or other appropriate identifying numbers to the TCOs for billing identification. 

		9.13.5. Informs the appropriate servicing contracting officer well in advance of requirements for non-tariff telephone services. 

		9.13.6. Ensures contracts cover all commercial activity providing systems services or equipment falling within the management responsibility of the base communications activity. Refer to AFI 33-104, Base-Level Planning and Implementation. 

		9.13.7. Maintains a current copy of all applicable CSAs with the necessary tariff information to ensure proper monthly telecommunications certification. 





		10. Base Organizational Commanders and Tenant Units.

		10.1. Appoints Primary and Alternate TCOs. The unit’s TCO is the individual who authorizes and controls long distance toll calls...

		10.2. The TCO: 

		10.2.1. When PINs are not established to control access to long distance networks or the host base doesn’t have a centralized Te...Authorized Long Distance Telephone Calls) of unit long distance toll calls. 

		10.2.2. Reviews and submits subscribers’ voice information service requests for installation, removal, modification, and relocation of telephone services; ensures unused telephone equipment is identified and returned to voice systems personnel. 

		10.2.3. Gives the CSO an estimate of funds required by the activity for commercial long distance telephone calls. 

		10.2.4. Performs and submits an annual inventory of installed voice system equipment, items, and services to the base CSO. The C...

		10.2.5. Establishes a unit education program and distributes customer education materials from the base CSO. 

		10.2.6. Performs any additional TCO duties as determined by the base CSO and local guidance (see Section F for billing procedures). 



		10.3. Will not procure commercial voice services and equipment without approval of the host CSO. Exceptions to this guidance must be clearly documented in the Host Tenant Support Agreement or similar document. 





		Section B- Telephone Services and Special Features 

		11. Requesting Telephone and Telephone-Related Service.

		11.1. The CSO will: 

		11.1.1. Accept base telephone service requirements and process these requirements in a timely manner to establish, add, change, or delete voice services according to AFI 33-103, Requirements Development and Processing, and any MAJCOM or contracting agen

		11.1.1.1. Submit major voice system requirements, to include upgrades, modifications, and expansion, as well as requirements that cannot be solved at the host-base to the MAJCOM for review and approval, and to the STEM-B according to AFMAN 33-105, Engin

		11.1.1.2. Requests for Video Teleconferencing system procurement and connection to the voice networks, to include the voice system, will follow guidelines outlined in AFI 33-117, Multimedia (MM) Management. 



		11.1.2. Establish a competitive contract using AF IMT 9, Request for Purchase, or CSA using AF IMT 1218, Request for Communications Service. Headquarters 38th Engineering Installation Group at Tinker AFB OK, is the current Air Force contracting agency f

		11.1.3. Solicit and obtain competitive bids or proposals through designated and appropriate procurement channels for all voice services. 

		11.1.4. Ensure Integrated Services Digital Network (ISDN) Primary Rate Interface (PRI) and European (Euro)-PRI provisions are included for voice network enterprise connections (local, long distance, and DSN) in a competitive contract vehicle or CSA. 

		11.1.5. Ensure that the special telephone and voice requirements for people with disabilities are addressed according to 36 Code of Federal Regulations (CFR) 1194.23 of the Electronic and Information Technology Accessibility Standards, document, Decembe



		11.2. MAJCOMs will: 

		11.2.1. Establish procedures ensuring new or changes to existing CSAs are consistent with the Defense Federal Acquisition Regula...Acquisition of Information Technology, Subpart 239.74, Telecommunications Services). 

		11.2.2. Monitor CSAs under their control for adequate funding authority and to ensure that decentralized reporting of expenditures is accomplished as prescribed by the contracting officer. 





		12. Competitive Long Distance Voice Service.

		13. Long Distance Calls From Base Telephones.

		13.1. Use DSN, not commercial long distance carriers, to call other DOD activities unless DSN service is not available in a time...

		13.2. Federal Telecommunications System (FTS)-2001 and International Direct Distance Dialing (ID3) are authorized commercial long distance networks (see paragraph 34.). 

		13.3. For verification purposes, document all commercial long distance calls on AF IMT 1072. This is only required when PINs are...

		13.4. Callers without direct long distance dialing capability must request a control or billing account number from their TCO. Give the control or billing account number to the base switchboard operator. 

		13.5. Program all base telephone switches, including contract-maintained and leased telephone switches, to block the use of FTS-...



		14. Collect Calls to Air Force Installations.

		15. Personal Calls Over Official Telephones.

		15.1. The telephone call does not interfere with official duties. 

		15.2. The calls do not exceed reasonable duration and frequency, and whenever possible, are made during the employee’s personal time such as after-duty hours or lunch periods. 

		15.3. The telephone calls serve a legitimate public interest (such as usage reduces time away from the work area or improves unit morale). 

		15.4. The telephone call does not reflect adversely on DOD or the Air Force (e.g., uses involving pornography; unofficial advertising, soliciting, or selling; and discussion of classified information). 

		15.5. The government does not incur any long distance or per-call charges above and beyond normal local charges. Determine normal local charges based upon historical averages. 



		16. Official Telephone Service in Personal Quarters.

		16.1. Title 31, United States Code (U.S.C.), Section 1348 (31 U.S.C. 1348), Money And Finance; The Budget Process; Appropriations; Limitations, Exceptions, And Penalties; Telephone installation and charges, permits certain officials to have government-a

		16.1.1. See Attachment 3 for conditions and arrangements for official telephone service in quarters. 

		16.1.2. Personnel authorized official telephone service in quarters must provide separate personal telephone service at his or h...31.1.). 

		16.1.3. When local, unofficial service is not available or the waiting period for service is unacceptable, the MAJCOM/SC (or equivalent) may waive the requirements of paragraph 16.1.2. to permit dual usage of the official telephone. The user must pay: 

		16.1.3.1. The one-time cost, if any, for conversion to this service. 

		16.1.3.2. A monthly service charge equal to the charge for Class B service. 

		16.1.3.3. The cost of toll calls or other charges for unofficial use. 





		16.2. Flexiplace/Telecommunicating Support to Alternative Work Sites. Public Law (PL) 104-52, Treasury, Postal Service, and General Government Appropriations Act of 1996, Section 620 (Title 31 U.S.C., Section 1348 note), provides that appropriated funds

		16.2.1. Unit commanders, in coordination with the local personnel office, may authorize personnel to work at an approved flexipl...

		16.2.2. The unit commander authorizing the alternate work location must: 

		16.2.2.1. Determine government-provided communications service is necessary for direct support of the agency’s mission. 

		16.2.2.2. Fund necessary equipment and phone lines needed to support the mission. 

		16.2.2.3. Make sure the alternate work location is an economical option to having the individual work in the office. 

		16.2.2.4. Authorize payment for installation and monthly recurring charges. 

		16.2.2.5. Certify that adequate monitoring capability and safeguards against private misuse exist. Such certification should accompany a signed employee flexiplace agreement. 

		16.2.2.6. Account for government-provided equipment on a hand receipt and inventory annually. 



		16.2.3. After approval, base communications units will work with the requiring activity to establish the service and required safeguards. 

		16.2.4. Because of the restrictions pertaining to the use of appropriated funds to support telephone service in private quarters...





		17. Official Calling Card Management and Use.

		17.1. MAJCOM commanders may approve the use of official telephone calling cards when obtained from the FTS-2001 contract (or its designated replacement). They may delegate this authority to the wing commander. 

		17.2. Cardholders must sign the following statement and calling card/credit card issuers must keep the signed statement on file as long as the person has the card: 

		17.3. Calling cards are issued for official use only. Cardholders must not use the calling card for any purpose other than offic...Discipline and Adverse Action. 

		17.4. For random verification and audit purposes, each cardholder must provide the TCO with sufficient information to complete AF IMT 1072 when requested by the TCO or base communications unit. 

		17.5. Host MAJCOMs may permit using calling cards from home station. The host must fund costs according to AFI 65-601, Volume 1, Budget Guidance and Procedures. 

		17.6. Issue calling cards to government personnel to make official calls from temporary duty (TDY) locations that do not have DSN access. This will minimize calls placed through more expensive hotel/ motel private branch exchanges (PBX). 

		17.7. All host communications units will develop procedures for issuing and recovering official calling cards. Maintain a master list of all calling card users on base. 

		17.8. Ensure steps are added to the base/unit out-processing checklist for turn-in of issued calling cards. 



		18. Air Force Guidance on Voice Mail/Messaging Systems.

		18.1. When procuring new or replacement stand-alone Voice Mail/Messaging Systems (VMS), installations will integrate with either the base voice system or the telephone service provider. 

		18.2. Communications units should evaluate the base-wide requirement for voice mail and plan for a centralized solution. 

		18.3. When evaluating options for satisfying user needs, the analysis must examine service and total cost of ownership to acquire, install, and sustain the system over its expected life cycle. 

		18.4. The MAJCOM/SC (or equivalent) can approve a waiver to purchase new or expand existing stand-alone VMS when the mission and business case is compelling and documented to be the best value to the Air Force. 

		18.5. See Section G for security requirements and restrictions. 



		19. Air Force Guidance on Music on Hold.

		19.1. Any primary broadcast of music (e.g., music played directly from tape, compact disc, or other source) into a voice system must comply with licensing and copyright requirements under applied Federal, state, and local laws. 

		19.1.1. The use of royalty-free music is highly recommended. However, broadcasts from the Air Force News Agency are the preferre...



		19.2. Prior to approving rebroadcast of music into a voice system, the installation commander should consider the potential for ...



		20. Air Force Guidance on Cordless Telephones.

		20.1. For IA purposes, the use of cordless phones on military installations is highly discouraged. Conversations from cordless t...

		20.2. Limit cordless phone use to non-C2 users and in buildings where operating cordless telephones are fully warranted by the m...

		20.3. Cordless phones are prohibited from operating within 5 meters of classified information systems. Contact the base emission security manager for further guidance. 



		21. Air Force Instruction on Lead Telecommunications Cables.

		21.1. For Commercial Telephone Company-Owned Cables: 

		21.1.1. Do not accept “abandoned” cables from any commercial telephone company without first consulting your base legal office, ...



		21.2. For Government-Owned Cables: 

		21.2.1. Coordinate with base civil engineering environmental flight or environmental management office, and the installation bio...





		22. Air Force Guidance on Integrated Services Digital Network (ISDN) Implementation.

		22.1. When available from the applicable carrier and economically feasible, installations will transition existing external ente...

		22.1.1. All future upgrades, expansion, or additions of external enterprise voice network connection requirements will be instal...

		22.1.2. To support end-to-end network feature transparency, any applicable intra-base enterprise voice network connections (e.g....





		23. Air Force Instruction on 911 and Enhanced 911 (E911).

		23.1. Installations will implement a single number to dial for all emergency services (e.g., police, fire, and medical emergencies). 

		23.1.1. Continental United States (CONUS) installations (to include Hawaii and Alaska) will use 911 as the emergency response number. 

		23.1.2. Overseas installations will use 911 as the emergency response number unless this conflicts with other host nation emerge...



		23.2. CONUS installations (to include Hawaii and Alaska) should migrate to an E911 system by either an intergovernmental agreement with the local E911 emergency response system or by implementing a campus-type E911 emergency response system. 

		23.2.1. Campus-type E911 systems installed on the host base will comply with all local, county, state, and federal regulations r...

		23.2.2. CONUS installations (to include Hawaii and Alaska) should ensure 911 calls from base housing, dormitories, and other commercial numbers on installations are routed to the proper emergency response center. 





		24. Air Force Instruction on Malicious Call Trace (MCT) or Customer Originated Trace.

		24.1. The host CSO will establish local MCT procedures to address harassing, prank, bomb threat, 911 hang-ups, or other emergency type calls that need to be identified. 

		24.2. Procedures should be clearly published in the base telephone directory and on appropriate visual aid forms posted next to the AF Form 440, Bomb Threat Aid. 

		24.3. The host CSO must work with the local security forces, Office of Special Investigations, and Staff Judge Advocate, to ensure responsibilities are outlined and appropriate equipment (e.g., line printers) are installed in designated places. 

		24.4. For standardization purposes from base-to-base, all sites will utilize the access code feature *57 to initiate a MCT. If a...

		24.5. When a MCT is activated by an end user on base and the originating calling number is not displayed or unknown, applicable ...



		25. Air Force Instruction on Single-Line Telephone Concept Implementation.

		25.1. Air Force sites will take maximum advantage of the host telephone switch and features to replace smaller PBXs and key systems--thereby reducing the overall cost of operations and maintenance. 

		25.2. Requirements for new key systems at locations served by a host switch or PBX will require MAJCOM/SC (or equivalent) approv...



		26. Air Force Instruction on Cellular Telephone (CT) Service.

		26.1. See AFI 33-106 for management of Personal Wireless Communication Systems. 

		26.2. DELETED. 

		26.3. DELETED. 

		26.4. DELETED. 

		26.5. DELETED. 

		26.5.1. DELETED. 

		26.5.2. DELETED. 

		26.5.3. DELETED. 

		26.5.4. DELETED. 

		26.5.5. DELETED. 

		26.5.6. DELETED. 

		26.5.7. DELETED. 

		26.5.8. DELETED. 



		26.6. DELETED. 

		26.7. DELETED. 

		26.8. DELETED. 

		26.9. DELETED. 



		27. Air Force Instruction on Customer Premise Equipment Maintenance.

		27.1. Authorized modification of voice services. Only the voice systems maintenance personnel assigned to the host communication...Communication Lines, Stations or Systems: 

		27.2. Voice information system customers will submit requests for modification of voice services through the unit TCO for approval and subsequent forwarding to the requirements processing section of the communications unit. Use an AF IMT 3215, IT/NSS Re



		28. Special Telephone Features and Services for Specific Base Activities.

		29. Voice Service for Geographically Separated Units.

		30. Unofficial Commercial Telephone/Voice Service.

		30.1. In Quarters: 

		30.1.1. The base communications unit may install and maintain unofficial wiring infrastructure for dormitories, family housing, ...A3.4. for restrictions on installing and using appropriated funding for family housing. 

		30.1.2. At locations without a communications unit, the senior ranking individual designates a responsible activity to perform t...

		30.1.3. If the housing manager requires it, occupants must restore all telephone wiring and outlets to the original configuration before clearing quarters. 

		30.1.4. In order to provide dial-tone access to customers in barracks and other unofficial facilities on base, appropriated fund...

		30.1.5. The individual subscriber must pay for renting, acquiring, and maintaining equipment, as well as all usage charges for personal telephone service. 



		30.2. In Air Force-Owned Facilities Other Than Quarters: 

		30.2.1. Subscribers install and maintain new wiring for unofficial service consistent with their organizational policy and instruction. 

		30.2.2. The subscriber must acquire authorization to install telephone equipment (see AFI 32-9003, Granting Temporary Use of Air Force Real Property), where non-Air Force-owned wiring exists in or on Air Force real property. 

		30.2.2.1. The base CSO coordinates all such requests. 

		30.2.2.2. Unless specifically approved, the authorization is a permit for DOD subscribers and a revocable license for non-DOD subscribers. 



		30.2.3. Unless modified by the real estate document (e.g., lease, outgrant, etc.) or contract, the base CSO maintains all permanently installed building wiring that existed in the facility before occupancy by the subscriber. 



		30.3. Non-Government-Owned Facilities on Air Force Property. These facilities include self-sustaining banks, credit unions on CO...

		30.4. General Unofficial Commercial Telephone/Voice Service: 

		30.4.1. The subscriber funds all costs. 

		30.4.2. The base communications activity handles repairs when government-owned or -leased facilities or equipment are part of the circuitry. 





		31. Class of Telephone/Voice Service.

		31.1. Class A. Telephone lines accessing central offices, toll trunks, government voice systems and services, and DSN. Class A service has four billing categories: 

		31.1.1. Class A-1. Telephone lines for transacting official Air Force business. 

		31.1.2. Class A-2. Telephone lines for transacting official business of other military services or other government agencies (ex...

		31.1.3. Class A-3. Telephone lines for transacting official business for any executive department, independent activity, or other government agency, except the Armed Forces, that is not supporting or servicing an Air Force installation. 

		31.1.4. Class A-4. Telephone lines for transacting official business in DOD commissaries. 



		31.2. Class B (Unofficial Telephone Service). Telephone service provided by a DOD component when used for personal or unofficial...Armed Forces; General Military Law, Service, Supply, and Procurement; Real Property; Related Personal Property; And Lease 

		31.2.1. Class B-1. Telephone lines in government-owned and government-leased quarters for family or personal use including telephone lines in unaccompanied personnel housing, visiting officers’ quarters, family housing, and hospital suites. 

		31.2.2. Class B-2. Telephone lines at a military location for activities such as public schools, ARC, motion picture services, A...



		31.3. Class C. Telephone lines for transacting official government business on Air Force installations. It does not provide dire...

		31.4. Class D. Telephone lines for official government business. Restrict use of these lines to special services such as fire, sentry, and crash alarms. See AFI 32-2001, The Fire Protection Operations and Fire Prevention Program, for information on oper



		32. DSN Precedence Request.

		32.1. AFCA/ECNV is the entry point for Air Force CONUS DSN CJCSI 6215.01B Precedence request. Submit requests according to the f...

		32.2. AFCA/ECNV will review the requirement and coordinate with AFCA/ECL to ensure the DSN common user funds are available to pa...



		33. Voice Over Internet Protocol (VoIP) Instruction.

		33.1. Air Force organizations considering VoIP tests or operational implementation are directed to first contact the VoIP team a...





		Section C- Voice Networks and Access Requirements 

		34. Air Force Instruction on Commercial Long Distance Networks.

		34.1. When available, the use of the FTS-2001 (or its designated replacement) network is mandatory for DOD and Air Force non-com...

		34.2. Use AFI 33-116 and DISA Circular (DISAC) 310-130-1, Submission of Telecommunication Service Requests, to develop and process requests for FTS-2001 service (or its designated replacement). 

		34.3. Send all approved requests for FTS-2001 (or its designated replacement) service through the host MAJCOM/FOA circuit actions office prior to forwarding to the appropriate DISA office for processing. You can obtain copies of DISA publications at 

		34.4. PIN use is mandatory when making commercial long distance or toll telephone calls to better control and reduce the overall...



		35. Air Force Instruction on Use of Toll-Free (800, 888, 877 or 866) Numbers.

		35.1. Authorized for official business only. Do not advertise toll free numbers to unauthorized organizations or personnel to use for “easier” unofficial toll free access to the installation resources. 

		35.2. Order new toll free numbers from the FTS-2001 (or its designated replacement) contract. Submit requirements according to AFI 33-116. 

		35.3. Include total monthly billing and usage charges for all toll free numbers on the installation’s monthly FTS-2001 bill (or ...

		35.4. Do not install toll free numbers to modems unless provisions in Section G are fully met. 

		35.5. See Section G for related security restrictions on voice mail systems. 

		35.6. Area codes 880, 881, 882 are not toll free and are not authorized for toll free usage. These codes provide a way to extend...



		36. Air Force Instruction for Use of 900 Telephone Numbers.

		36.1. Authorized for official business only. 

		36.2. MAJCOM establishes approval authority. 

		36.3. Follow the guidelines established in paragraph 13. for long distance calling. 

		36.4. For direct dialing of 900 telephone numbers, the following guidelines apply: 

		36.4.1. Establish a separate class of service for 900-number capabilities. 

		36.4.2. Establish customer account codes for each organization with 900-number capabilities. 

		36.4.3. Establish an authorization code for each user authorized to dial 900 numbers. 



		36.5. DELETED.  



		37. DSN Access.

		37.1. The ratio of FLASH OVERRIDE and FLASH DSN Precedence Access Threshold (PAT) settings versus number of users will be one for one to ensure non-blocking access for these type calls. 

		37.2. The ratio of IMMEDIATE and PRIORITY DSN PAT settings versus number of users will be no higher than those listed in DISAC 310-225-1. 

		37.3. Process all requests for precedence access above Routine to the host MAJCOM for endorsement and subsequent forwarding to the lead command manager. Follow the procedures in CJCSI 6215.01B for submission procedures. 

		37.4. Follow policy and procedures in DODI 8100.3, to ensure all voice systems and associated peripheral devices are certified b...



		38. Air Force Instruction on Defense Switched Network (DSN) and Commercial Dialing Standard.

		38.1. All existing voice systems, and new systems, will transition to, or be installed with, a seven-digit intra-base dialing plan correlating to the seven-digit commercial telephone numbers assigned to the base. 

		38.2. For bases/sites where it could be cost prohibitive to implement the standard dialing plan, a waiver must be submitted with technical and economic justification, through your MAJCOM representative, to HQ AFCA/ECNV for consideration. 



		39. Air Force Instruction on Defense Switched Network (DSN) On- or Off-Net Calling.

		39.1. Authorized Actions: 

		39.1.1. Placing an official call to a DSN operator (base operator) from a commercial network and having the operator extend the call over DSN to a DSN number (on-netting). 

		39.1.2. Placing an official call to a DSN operator from a DSN number and having the operator extend the call to a local commercial number (off-netting). 

		39.1.2.1. The base CSO determines local guidance on the off-netting of an official DSN call to an official long-distance toll nu...



		39.1.3. Placing health, morale, and welfare (HMW) calls as authorized in CJCSI 6211.02B, and 6215.01B. 



		39.2. Prohibited Actions. Automatic on- and off-netting of calls is prohibited except as authorized in CJCSI 6215.01B. 

		39.3. HQ DISA and HQ AFCA/ECNV/JA coordination is required for automatic interconnection of DSN calls to the commercial network....

		39.4. Plans must include positive identification (e.g., individual PINs) for users, detection and prevention of fraud, call identification, and call accounting. 



		40. Health, Morale, and Welfare (HMW) Calls.

		40.1. HMW calls are intended for military and Department of the Air Force civilians. HMW calls are authorized when: 

		40.1.1. In an unaccompanied status at overseas or remote geographic locations. 

		40.1.2. Single at overseas or remote geographic locations. 

		40.1.3. Performing extended TDY for more than 14 days. 



		40.2. Immediate family members or the parents of single active duty personnel and/or the guardian of the child of a single paren...

		40.3. Place DSN HMW calls at routine precedence, normally not to exceed 15 minutes. 

		40.4. DSN HMW calls should not exceed a reasonable frequency as designated by the installation commander in conjunction with the base CSO. Reasonable frequency is normally considered no more than once a week. EXCEPTION: Emergency calls may exceed the es

		40.5. Extending DSN HMW calls to a commercial number (off-netting) is authorized, provided it does not interfere with operationa...

		40.6. On-netting of DSN HMW calls is permissible when placed from within the CONUS as part of Family Support “Hearts Apart” or other similar programs. 

		40.7. To maximize customer service without degrading mission requirements, installation commanders will establish and publish th...

		40.8. For overseas locations, Combatant Commanders should establish guidance, according to CJCSIs 6211.02B and 6215.01B, for pos...





		Section D- Secure Voice Service 

		41. Secure Voice Procedures.

		41.1. Acquiring Equipment: 

		41.1.1. Only the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence can approve the acquisition of secure digital switching systems for secure voice, i.e., the DRSN. 

		41.1.2. MAJCOMs, FOAs, or DRUs can approve acquisition of other secure voice equipment. 



		41.2. Processing Purchase Requests: 

		41.2.1. Process DRSN requirements per CJCSI 6215.01B or AFMAN 14-304, (FOUO) The Security, Use and Dissemination of Sensitive Compartmented Information. 

		41.2.2. FLASH OVERRIDE and FLASH subscribers. MAJCOMs are responsible for class-marking RED switch subscribers and making sure t...

		41.2.3. Use the procedures in CJCSI 6215.01B to approve changes in location, maximum calling area, and maximum calling precedence. 

		41.2.4. Use the procedures in CJCSI 6215.01B to approve new requirements for FLASH OVERRIDE and FLASH, out-of-area calling capability, and secure voice communications terminals in quarters. 

		41.2.5. The telephone security group approves and processes new hardware requirements or changes to existing hardware according to AFMAN 14-304 and DODD 5000.1, The Defense Acquisition System, May 12, 2003. 

		41.2.6. MAJCOMs approve secure terminal equipment such as Telecommunications Service Priority System-2000. Base CSOs approve secure terminal equipment such as STEs, VINSON, PARKHILL, and Digital Subscriber Voice Terminal. 

		41.2.6.1. Order STEs and supporting key material per AFI 33-209, (FOUO) Operational Instructions for Secure Voice Devices (will become AFI 33-201, Volume 9). MAJCOMs must inform users of security limitations for their facilities. (STU-IIIs are only ...

		41.2.6.2. AFMAN 14-304 gives procedures for processing sensitive compartmented information (SCI) requirements. Use secure voice systems to secure information up to and including TOP SECRET/SCI. 

		41.2.6.3. MAJCOMs manage secure telephone service in motor vehicles. 

		41.2.6.4. To minimize security risks, MAJCOMs must implement and follow appropriate procedures in national directives; DODDs; AFMAN 14-304; AFPD 33-2, Information Protection  (title will change to Information Assurance); Air Force systems security memor

		41.2.6.5. In the event above publications cover similar security guidance, most stringent measures are to be followed. 





		41.3. Suggesting Improvements for Secure Voice Systems or Equipment: 

		41.3.1. Submit all suggestions, modification requests, and other recommendations to secure voice systems or equipment to HQ AFCA/ECNV for evaluation. This procedure applies to all hardware, firmware, and software recommendations to secure voice systems.

		41.3.2. After evaluating suggestions, HQ AFCA/ECNV processes them according to directives and publications. 

		41.3.3. HQ AFCA/ECNV coordinates recommendations with Headquarters Air Force Materiel Command before getting HQ USAF approval. 







		Section E- Telephone Monitoring and Recording Procedures 

		42. Categories.

		42.1. OPSEC Vulnerability Monitoring. See AFI 33-219, Telecommunications Monitoring and Assessment Program (TMAP); DODD 4640.6, Communications Security Telephone Monitoring and Recording, June 26, 1981; and AFPD 33-2, for information on monitoring and r

		42.2. Criminal Investigations. See AFI 71-101, Volume 1, Criminal Investigations, and DODD 5505.9, Interception of Wire, Electronic, and Oral Communications for Law Enforcement, April 20, 1995, for guidelines on using the interception of telephone servi

		42.3. DELETED. 

		42.3.1. DELETED. 





		43. Controlling Monitoring and Recording.

		43.1. Use acquired information only to accomplish the Air Force or DOD mission. 

		43.2. Allocate funds for telephone monitoring, recording equipment, and necessary operations and maintenance expenses. 

		43.3. Control access to recorded media. 

		43.4. Notify appropriate individuals if a doubt exists that a party is not aware of the recording and monitoring practices. Publ...

		43.5. Mark recorded media with the appropriate classification and handle according to security directives. 

		43.6. Destroy recorded data as soon as possible, consistent with operational need, normally within 30 days after recording. 



		44. Prohibited Monitoring and Recording Activities.

		44.1. Record conversations for other than information management purposes (meeting minutes, action items, technical discussions ...

		44.2. Monitor telephone conversations to determine whether the communication is for official purposes. The policy that DOD telep...

		44.3. Use pen registers, or similar equipment, for law enforcement purposes in accordance with AFI 71-101, Volume 1, and DODD 5505.9. 



		45. Requesting Exceptions to Recording Policy.

		46. Unauthorized Monitoring or Recording Devices.

		46.1. Leave the device or wires in place and secure the area to prevent tampering or removal. 

		46.2. Notify the nearest AFOSI office by the most secure means available; do this from outside the affected area (see AFI 71-101, Volume 1). 

		46.3. Do not disseminate information concerning suspected monitoring or recording devices without specific authorization of the ...

		46.4. Continue normal activity in the area consistent with essential security precautions. 

		46.5. Contact local telephone representatives for assistance only when directed by the wing commander or AFOSI personnel. 





		Section F- Billing for Telephone and Other Commercial Communications Services 

		47. Verifying Bills.

		47.1. Billing and Paying. Federal agencies must pay applicable interest or late charges if they do not make payments by due date...

		47.1.1. Title 31 U.S.C., Section 3901, Prompt Payment Act. 

		47.1.1.1. Submit certified bills to the FSO for payment not later than (NLT) 6 working days before the due date. 

		47.1.1.2. Where a state’s public utilities commission or other regulatory agency has approved a late payment tariff, use the tariff due date. You must pay late charges if you don’t pay the bill by the due date. 

		47.1.1.3. Where you purchase or lease services or equipment under a contract, make the payment by the date specified in the cont...



		47.1.2. FTS-2001 (or its designated replacement) Billing Procedures. Each CONUS MAJCOM/ SC, (or equivalent), must establish a lo...

		47.1.2.1. Billing procedures. Each month the contractor gives the base the call detail record (CDR). DITCO gives the CSO the customer cost and obligation data. The CSO has 10 days to dispute charges. 

		47.1.2.1.1. Given no billing discrepancies, DITCO charges the base using transaction for others (TFO) or transaction by others (TBO) procedures. 

		47.1.2.1.2. If billing discrepancies do not exceed $1,000, DITCO still charges the base using TFO or TBO procedures. DITCO gives the base a credit after resolving the dispute. 

		47.1.2.1.3. If billing discrepancies are equal to or more than $1,000: 

		47.1.2.1.3.1. DITCO adjusts the base’s bill if they agree the charges are incorrect. 

		47.1.2.1.3.2. The appropriate base authority settles each unresolved discrepancy on a case-by-case basis if DITCO disagrees. Dis...





		47.1.2.2. Resolving FTS-2001 (or its designated replacement) CDR disputes. The CSO documents disputes not resolved during the 10...



		47.1.3. Collection for Unauthorized Use of FTS-2001 (or its designated replacement). Compute the cost of all unofficial FTS-2001...





		48. Processing the Bills.

		48.1. Certify the voucher (Standard Form [SF] 1034, Public Voucher for Purchases and Services Other Than Personal) and send to the FSO for processing. 

		48.2. Maintain a monthly summary spreadsheet showing the totals of individual monthly spreadsheets (including automated or manual spreadsheets) for different types of charges (e.g., recurring, FTS-2001 [or its designated replacement], tolls). 



		49. Judgmental Sampling of “Toll” Calls.

		50. Federal Telecommunications System (FTS)-2001 Verification.

		51. Verifying Other Charges, Credits, Local Service, and Equipment Charges (Recurring and Nonrecurring Charges).

		51.1. Comparing Billing. Use the date and nature of the service to compare items charged to the authorization document. The base CSO (not the billing activity): 

		51.1.1. Compares dates on the “explanation of other charges and credits” with the dates shown on the corresponding authorization document (e.g., Department of Defense [DD] Form 1367, Communication Work Order, Commercial; and AF IMT 9). 

		51.1.2. Compares nonrecurring and monthly recurring charges with those authorized on the corresponding authorization document (contract or DD Form 428, Communication Service Authorization). 

		51.1.3. Compares fractional charges and credits for service started or discontinued (nonrecurring charges) based on monthly rates. 



		51.2. Correcting Differences. To correct differences in entries on the “explanation of other charges and credits:” 

		51.2.1. Enter the appropriate charge and the date of changes if the authorization document is incorrect. 

		51.2.2. Return the authorization document to the issuing agency with a letter explaining the required correction if the contract is wrong. 





		52. Verifying Commercial Long Distance Calls, Federal Telecommunications System (FTS)-2000/ 2001, or Equivalent Charges With AF IMT 1072 or AF IMT 649, Verification of Long Distance Telephone Calls.

		52.1. Unofficial Toll Calls. The Air Force will not pay for unofficial toll calls placed from official telephones except over the FTS-2001 (or its designated replacement). For unofficial toll calls, the base: 

		52.1.1. Communications unit tries to find out who placed the unauthorized calls, and if necessary, asks the telephone company for help. 

		52.1.2. Communications unit helps unit commanders identify those making unofficial calls and gives a list of these individuals t...Privacy Act of 1974, procedures are followed. 

		52.1.3. The FSO collects the unofficial total charge and deposits payment into Suspense Account 57X6500 and sends a copy of DD Form 1131, Cash Collection Voucher, to the billing activity. 

		52.1.4. Billing activity cites the amount collected and the suspense account on the next payment voucher. 

		52.1.5. Refers remaining unidentified calls to a telephone company representative. The referral document includes a written stat...



		52.2. Class B Service Billing. The base CSO sends the certified billing statement and Class B billing information to the base FSO for processing. 

		52.2.1. The FSO collects charges for the toll calls in Suspense Account 57X6500 and cites the suspense account for the next payment voucher to the telephone company. 

		52.2.2. The billing activity cites this suspense account when preparing the payment voucher to pay the telephone company. 





		53. Adjusting Billing Errors.

		53.1. Resolving Discrepancies. The billing activity promptly resolves billing discrepancies in favor of the government. Contact the contracting officer for resolution when you cannot correct discrepancies. 

		53.2. Correcting Billing Errors. The billing activity deletes or corrects incorrect billing with the agreement of the commercial...



		54. Sending Bills to the Financial Service Office (FSO).

		54.1. Prepares SF 1034 for the total amount paid against each contract number and has the base CSO certify the voucher for payment. 

		54.2. Enters the amount to pay for telephone services from appropriated funds. Does not include Federal tax. Shows State tax as a separate item. Enters the grand total. 

		54.3. Enters the appropriate contract number and date in the column headed “Number and Date of Order.” 

		54.4. Enters the basic agreement number in the “Contract Number” block and the 4-digit authorization number and date from the “A...

		54.5. Forwards one copy of the CSO-certified SF 1034 to the contracting office that issued the CSA and puts one copy in a suspen...

		54.6. Keeps the commercial telephone company bills and supporting documentation with the file copy of the SF 1034. Disposes of the voucher and documentation according to Web-RIM RDS located at 

		54.7. This process does not apply to bills paid with the IMPAC. 



		55. Certifying Payment on Standard Form (SF) 1034.

		55.1. For toll calls, the base CSO or a designated representative certifies all calls. 

		55.2. The wing commander or deputy commander for resources designates a certifying officer on DD Form 577, Appointment/Termination Record-Authorized Signature. Do not delegate this authority. File a DD Form 577 for anyone authorized to sign the payment 

		55.3. Alternate Payment Procedure: 

		55.3.1. When an automated system prints the SF 1034, or if the CSO wants to pass the billing information through electronic means to the Defense Accounting Office (DAO), the CSO signs a transmittal letter stating the amount for payment is correct. 

		55.3.2. The DAO prepares the payment voucher using the automated accounting system and attaches the letter from the CSO. 

		55.3.3. The CSO continues to maintain the backup files. 

		55.3.4. Send only the original and two copies of the first page of the telephone bill with the correct amount entered. 

		55.3.5. Contact your DAO for further information concerning the automated accounting system process. 





		56. Coinless or Coinbox Telephone Revenue.

		56.1. Where AAFES manages coinless or coinbox telephones, AAFES monitors, controls, and reimburses these revenues to the government through the MWRS account using AFJI 34-211, Army and Air Force Exchange Service General Policies. 

		56.2. The base CSO provides information to AAFES regarding the number of government-owned cable pairs used to provide pay phone service and the amount of compensation due, and ensures that the government receives compensation from the contractor. 



		57. Charges for Base Telephone Services.



		Section G- Security of Voice systems and Networks 

		58. General Security Instruction.

		58.1. All telephone maintenance and voice network operations personnel (regardless of position or location) will: 

		58.1.1. Be familiar with the security features, available tools, components, and assistance available in protecting the voice networks and related switching platforms and facilities. 

		58.1.2. Evaluate and fully understand all components of the voice information system and voice networks in order to minimize the vulnerability of unauthorized access, use, and improper installation practices. 

		58.1.2.1. At a minimum, these components include the switchroom, telecommunications closets, voice information system, Informati...





		58.2. Implement a voice systems security program that addresses all aspects of security and information assurance practices, to include commercial, Air Force and DOD. 

		58.2.1. Use AFMAN 33-274, On-Hook Telephone Security Guidelines, for guidance on installing voice systems and associated peripheral and customer premise devices in sensitive or classified information processing areas. 

		58.2.2. For voice systems that provide access to the DSN, the local security program will also implement DSN Security Technical ...

		58.2.3. For voice systems that implement packet-switching services, only certified VoIP appliances can be connected to the DSN. ...



		58.3. Evaluate the security program using a self-inspection checklist at least semi-annually. 

		58.4. Ensure voice networks and key switching assets are frequently monitored to identify changing calling patterns, system uses...



		59. Voice Protection System (VPS).

		59.1. The NOSC will: 

		59.1.1. Provide centralized management and administration of the VPS platform. 

		59.1.2. Operate and manage the VPS platform according to AFI 33-115, Volume 1 and with centrally provided Technical Orders (TOs). 

		59.1.3. Administer/disseminate Air Force and MAJCOM-wide VPS rule sets and site-specific guidance for each base and GSU in the MAJCOM enterprise. 

		59.1.4. Modify the active VPS rule set as directed by higher headquarters to react to events, anomalies, and emergencies. 

		59.1.5. Maintain trained system administrators proficient in maintaining the server’s operating system and VPS platform specific software. 

		59.1.6. Utilize the platform to generate command-wide reports (as needed) and ensure real time visibility of voice networks. 



		59.2. The host Communications Squadron will: 

		59.2.1. Utilize the VPS platform to: run applicable base-level reports, assist the MAJCOM NOSC in troubleshooting network and se...

		59.2.2. Ensure all common-user external voice trunks (DSN, DRSN, and PSTN) and individual commercial (also known as Foreign Exchange) analog lines are physically rerouted into VPS appliances. NOTE: Commercial analog lines are those individual phone numb

		59.2.3. Ensure any new planned expansion (or modification) of external voice trunking and/or commercial line requirements includ...



		59.3. Blocking or Masking of Select Phone Numbers. 

		59.3.1. When bases need to block outbound access to a phone number or series of numbers (e.g., known toll fraud/scam numbers, toll free dial around and 976 numbers), send requested numbers to the MAJCOM NOSC VPS administrator. 

		59.3.2. The MAJCOM NOSC will review requests and work with the AFNOSC to determine Air Force-wide impact. The AFNOSC will issue ...Enterprise Network Operations Notification and Tracking, for additional reporting requirements. 

		59.3.3. Blocking of inbound numbers (e.g., spamming fax lines, known telemarketing numbers) is available as well, as long as site external trunks are ISDN PRI based. Use the same procedures in paragraphs 59.3.1. and 59.3.2., to block selected inbound nu

		59.3.4. When masking of internal Caller ID numbers leaving the base is required, do not mask or change numbers in the switching ...

		59.3.5. Follow MAJCOM and local procedures for upgrades, expansions, or other changes to the base trunking. Also, ensure these actions are coordinated with NOSC VPS administrator. 





		60. Installation and Identification of Modem, Fax, and Secure Voice (Analog) Lines.

		60.1. Organizations at all levels will ensure all Remote Access Server numbers and authorized existing and newly installed modem...

		60.1.1. Modems must be approved through the base DAA before it is considered authorized. 



		60.2. All requests submitted to the NOSC for new modem lines must include the using organization and office symbol. Modem lines ...

		60.2.1. Mission Critical: Modem lines deemed absolutely mission critical to the continued operation of a system or function. Example: Modem lines without routine or continued modem access, applicable mission will fail or cause very serious degradation. 

		60.2.2. Mission Essential: Modem lines that are used to support or enhance mission effectiveness. Example: Modem lines or functions that would not be routinely used during periods of minimum manning or reduced operations. 



		60.3. Modem classification will help enable their quick identification and if warranted by INFOCON changes, result in their immediate base-wide disconnection. 

		60.4. Ensure modem lines do not have any special features assigned to them such as call forwarding. 



		61. Password Procedures.

		61.1. Password Composition and Length. When technically feasible, the password must meet the requirements required by AFMAN 33-2...

		61.2. Password Change Rate. To protect against unknown threats, the maximum lifetime of a password must be no greater than 90 days. 

		61.3. Change all passwords as soon as possible (maximum within one duty day) if a password compromise is suspected or confirmed....

		61.4. Disable/suspend a password as soon as possible (maximum within three duty days) if a user no longer requires access for a period greater than 90 days (e.g., TDY). 

		61.5. Remove the user name and password immediately when a person no longer requires access for the performance of their job (e....

		61.6. Password Grace Period. Password grace period is the number of logins into the system after a password has expired. The pas...

		61.7. Password Security. Do not write down passwords or store them in any easily accessible location (e.g., a function key). Do not share individual passwords. 



		62. Physical Access Procedures.

		62.1. Switchroom Access. Physical access to the switchroom is limited by the local communications unit to the fewest personnel r...

		62.2. Maintenance Terminal Access. Limit access to maintenance terminals by the local communications unit to only the personnel ...

		62.3. Identification and Authentication General Guidelines. 

		62.3.1. The system design must contain no means of bypassing the identification and authentication mechanisms. 

		62.3.2. After successful logon, present the user with the date and time of the last successful logon plus the number of unsuccessful attempts since that logon, where technically feasible. 

		62.3.3. The switch must cease to respond to login attempts from any user (remote or otherwise) after three consecutive failed lo...

		62.3.4. Issue real-time alarms or message alerts to all switch administrators of all repeated failed login attempts, where technically feasible. 

		62.3.5. Establish procedures on how to deal with periods of inactivity on terminals. It is recommended, as a minimum, that remote terminals be disconnected after a specified period of inactivity. 



		62.4. Discretionary Access General Guidelines. Use discretionary access to control access to the objects in the switch such as d...

		62.4.1. Restrict access by time of day, day of week, and calendar date, if technically feasible. 

		62.4.2. Restrict access based on terminal identifier to the minimum needed by the user’s function such as applications, operatin...

		62.4.3. Protect any switch services provided to subscribers such as direct inward system access by password or other authentication mechanisms. 



		62.5. Specific Command Access Guidelines. Restrict access to voice information system commands based on the functions of the use...

		62.5.1. Maintenance terminals in the telephone switchroom must have all privileges. This is to allow any level of maintenance to be performed from any device. Class marking user passwords and system commands can provide the level of protection required.

		62.5.2. Class mark maintenance terminals placed apart from the voice systems switchroom to only allow execution of commands needed to accomplish their function (e.g., subscriber feature changes, network analysis). 



		62.6. “Administrator” or “Root” User. This is the most powerful user class available. It has unlimited access to all system comm...

		62.7. Maintenance User. This is the most common user class in the central office. This user has access to all commands and resou...

		62.8. Security Administrative User. This user has access to all user accounts, system monitoring commands, devices, and any secu...

		62.9. DSN Network Administrator User. This user will be assigned at Air Force-operated and maintained Multi-Function Switches. U...

		62.10. Contractor (External) User. This user must only be assigned to the dial-up or remote ports that are dedicated for remote ...



		63. Security Banner.

		63.1. A security banner will appear immediately upon logging into the voice information system. No one is allowed further access into the system until the security banner has been read and acknowledged, if technically feasible. NOTE: The security banner

		63.2. As long as a banner appears (even if not acknowledgeable), any access to the system via any terminal (remote or otherwise) implies consent to monitoring. 



		64. Remote Switch Access (RSA) Procedures for Switching Systems and Peripherals.

		64.1. Ensure positive identification of caller is made (call back verification, token exchange, etc.) before allowing remote access into switching systems and related assets. 

		64.2. Use remote user passwords one time only. Create and issue new passwords for remote users on a per-call basis. Remove the password from the voice information system after use. Subsequent logons will require a new password for each session. 

		64.2.1. When technically possible, lockout any RSA port that has been unsuccessfully accessed a maximum of three consecutive times. 



		64.3. Remote login via modem is discouraged for routine maintenance procedures. Also, do not use remote login for planned mainte...

		64.4. Do not allow maintenance contractors not assigned to the duty section access to the voice information system unless specif...

		64.5. Keep modems, telephones, or other ancillary equipment disconnected or off-line from the RSA port leaving the central office, except during RSA. 

		64.6. Maintain a list of personnel that require RSA (government and contractor personnel). 

		64.7. When RSA is required, it can only be requested by personnel on the RSA access list. Establish the connection from a designated telephone. 

		64.8. Maintain a log of all requests for RSA. 

		64.9. Central office personnel are responsible for ensuring the security of the RSA. Their duties consist of performing the following minimum sequence each time the voice information system is accessed via RSA. 

		64.9.1. Verify that there is an immediate need for RSA. 

		64.9.2. When a request for RSA is received, log the request and verify personnel against the RSA access list. 

		64.9.3. Unless you called for maintenance support, authenticate and call back to verify the validity of their phone number. 

		64.9.4. Once authenticated, establish the necessary connections between the remote access user, the ancillary equipment (modem and port), and the trunk and/or line. 

		64.9.5. Verify the RSA connection between the user and voice information system. 

		64.9.6. If possible, monitor activities of the remote user in real-time. Accomplish this by recording remote activity with hard copy printout or other comparable means. Terminate the session immediately if any improper activity is observed. 





		65. Review of Audit Logs and Reports.

		65.1. Switch technicians will review the security audit reports and logs daily. If discrepancies are noted, appropriate actions and reporting must be done in accordance with governing guidance. 

		65.2. If technically feasible, record the following security events as a minimum, in the audit files: 

		65.2.1. Login attempts (failed or otherwise). 

		65.2.2. Remote login attempts (failed or otherwise). 

		65.2.3. Password changes. 

		65.2.4. Creation of user accounts. 

		65.2.5. Critical table modifications (e.g., audit mechanisms deactivations and alarm table changes). 



		65.3. If technically feasible, the audit will, as a minimum, record the user identification involved, time and date of the event, the event, and the success or failure of the event. 

		65.4. Do not modify security audit reports unless a backup was created. Since some systems delete audit reports when file sizes are changed, make backup audit logs prior to any change in files sizes. 



		66. Voice Messaging/Mail System (VMS) Security.

		66.1. Protect all individual voice mailboxes with a personal identification number (PIN) (4-digit minimum). 

		66.2. Change default PIN numbers, if appropriate, when user changes. 

		66.3. Do not use obvious or trivial PIN numbers (e.g., the phone extension, social security number, easily guessed numeric combinations such as “1234” or “6543”). 

		66.4. Never program PIN numbers into auto dial buttons located on phones. 

		66.5. Never have a greeting or announcement that states you will accept third party/collect calls. 

		66.6. If users notice any strange messages on their voice mail box or if a greeting has been changed for unknown reasons, contact the Wing IA office and NOSC VPS administrator to assess impact of potential toll fraud. 

		66.7. Do not create voice mailboxes before they are needed. Deactivate unassigned voice mailboxes. 

		66.8. If capable, lock out consecutive unsuccessful attempts to enter a voice mailbox. 

		66.9. Do not allow “thru-dial” or external transfers to any outside line or trunk (this includes local commercial and toll free numbers). If capable, ensure the VMS restricts “thru-dial” or local dialing to a fixed length (e.g., limit VMS to 7-digit int





		Section H- Telephone Directories 

		67. Publishing Directories.

		67.1. You may publish telephone directories separately or include them as subsections of local installation guides (published by...

		67.2. The area of responsibility commander provides instructions on how to prepare telephone directories under joint service conditions. 

		67.3. Publish telephone directories annually. The wing commander may decide to publish more or less frequently based on the percentage of telephone numbers that change. 

		67.4. You may use electronic or Web technology for telephone directories as long as they meet the same criteria required for hard-copy telephone directories. Additionally, consult with your wing information assurance office for security measures. 



		68. Listing Organizations in Non-Government Directories.

		69. Releasing Telephone Directory Information.

		69.1. Telephone operators should refer requests for personnel duty telephone numbers to the installation locator service (AFI 33-329, Base and Unit Personnel Locators). 

		69.2. You may release organizational telephone numbers for use in commercial directories. List Air Force agencies under “United States Air Force” or “US Government.” 

		69.3. Ensure the Caller ID “name” field for all outbound trunks and calls leaving the installation are labeled as “US Air Force,...

		69.4. The use of automatic number identification (ANI) is not prohibited by Air Force policy. If ANI is used, the Wing Commander...

		69.5. Maps used in all base telephone directories will not contain building numbers or home addresses of those individuals living in military housing, with or without their names. This information is exempt from disclosure under the Freedom of Informati



		70. Releasing Installation Telephone Directories to the Public.

		70.1. You may release unclassified installation telephone directories to the public, at no charge, unless the directories contain listings of names which are exempt under the Freedom of Information Act. Mark telephone directories containing names FOR OF

		70.2. Contractors operating under a government contract may request installation telephone directories from the government procuring or administrative contracting officer. 



		71. Responsibilities for Publishing Telephone Directories.

		71.1. Base CSO: 

		71.1.1. Updates directories. 

		71.1.2. Distributes directories to all organizations affiliated with the installation. 



		71.2. Chief, Information Flight. Arranges to print and bind directories except when the wing commander elects to have a commercial agency develop a combination installation guide and telephone directory. 

		71.3. Public Affairs Officer. When including the directory in the installation guide, the public affairs officer: 

		71.3.1. Prints enough copies to meet directory requirements. 

		71.3.2. Makes sure the telephone directory subsection contains no advertising and meets the minimum format standards specified in Attachment 6. 



		71.4. The TCOs submit telephone directory additions, changes, or deletions for their organizations to the base CSO. 

		71.5. Subscribers with Class B Service. See Attachment 6 for further guidance. 



		72. General Format Standards.

		73. Information Collections, Records, and Forms and Information Management Tools (IMT).

		73.1. Information Collections. No information collections are created by this publication. 

		73.2. Records. Government-owned service records created by this publication are maintained in accordance with AFMAN 37-123 (will...

		73.3. Forms and IMTs (Adopted and Prescribed). 

		73.3.1. Adopted Forms and IMTs. DD Form 428, Communication Service Authorization; DD Form 577, Appointment/Termination Record-Authorized Signature; DD Form 1131, Cash Collection Voucher; and DD Form 1367, Commercial Communication Work Order; and AF IMT 

		73.3.2. Prescribed Forms and IMTs. AF IMT 649, Verification of Long Distance Telephone Calls; AF IMT 1072, Authorized Long Distance Telephone Calls; and AF IMT 1218, Request for Communications Service. 







		Attachment 1  GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION 

		Attachment 2  VOICE SYSTEMS MANAGEMENT CHECKLIST 

		A2.1. Major Command, Base Communications, and Information Systems Officer Responsibilities.

		A2.1.1. Are scheduled inventories of circuit requirements conducted? 

		A2.1.2. Is an AF Form 1218 used to establish CSA in areas where a public utility commission requires tariff or regulated services (e.g., central office trunking, business lines, and FX service)? 

		A2.1.3. Are competitive bids obtained through appropriate procurement channels for untariffed and unregulated services? 

		A2.1.4. Are applicable action items from Air Force Audit Agency reports being reviewed and implemented? 

		A2.1.5. Are procedures identified to procure and install JITC certified systems and services in the DSN network? 

		A2.1.6. Are voice systems certified and accredited according to DoDI 5200.40 and AFI 33-202, Volume 1? 

		A2.1.7. Are voice systems security programs and procedures established? 

		A2.1.8. Is there a voice systems security agreement document maintained with the existing unclassified network system security package? 



		A2.2. Major Command Responsibilities.

		A2.2.1. Are voice information system crew positions established at the NOSC? 

		A2.2.2. Has the MAJCOM established procedures to ensure new or changes to existing CSAs are consistent with DFARS? 

		A2.2.3. Has the MAJCOM established procedures requiring the base CSO to verify proposed leased regulated services do not exceed thresholds established in CSAs? 

		A2.2.4. Does the MAJCOM ensure installations under their commands complete annual physical inventories of all leased telephone services and equipment used on the installation? 

		A2.2.5. Does the MAJCOM ensure installations under their command establish internal controls over leased telephone services and monthly lease payments? 

		A2.2.6. Does the MAJCOM conduct reviews to ensure installations under their command have a complete and valid inventory of base telecommunications equipment and services and have established inventory controls? 

		A2.2.7. Does the MAJCOM ensure installations under their command validate the telephone bills as official before authorizing payment? 

		A2.2.8. Does the MAJCOM provide CSA training for personnel who process regulated telecommunication services? 

		A2.2.9. Does the MAJCOM ensure a separate class of service is established for numbers with 900 capabilities? 

		A2.2.10. Does the MAJCOM ensure the guidelines established in DISAC 310-225-1 are being used to restrict FLASH OVERRIDE and FLASH DSN PAT, and IMMEDIATE and PRIORITY DSN PAT settings? 

		A2.2.11. Is the MAJCOM approving changes to the base-level architecture and acquisition of voice systems and associated peripheral equipment? 

		A2.2.12. Is the MAJCOM/A6 approving the purchase of new key systems only when there is a clear operational requirement that cannot be met by the base telephone switching system? 

		A2.2.13. Are DRSN requirements processed according to CJCSI 6215.01B or AFMAN 14-304? 

		A2.2.14. Does the MAJCOM plan for future voice information system upgrades through the FY and POM processes? 



		A2.3. Communications and Information Systems Officer (CSO) Responsibilities.

		A2.3.1. Does the base CSO inventory leased telephone services annually, reconcile all discrepancies, update the inventory for added or deleted services, and verify the amount and type of service authorized on the CSA? 

		A2.3.2. Does the base CSO control on- and/or off-netting to ensure it does not negatively affect the overall base mission? 

		A2.3.3. Does the base CSO or representative identify requirements to the STEM-B for inclusion in the base blueprint? 

		A2.3.4. Has the base CSO or representative briefed all TCOs on TCO duties and responsibilities? 

		A2.3.5. Has the base CSO set up positive controls to prevent unauthorized voice information system software modifications? 

		A2.3.6. Has the base CSO appointed personnel to secure the remote diagnostics support service? 

		A2.3.7. Has the base CSO established procedures to restore voice service promptly? 

		A2.3.8. Does the base CSO monitor construction activity to protect government-owned or commercially-leased communications and in...

		A2.3.9. Does the base CSO ensure that communications and information personnel follow AFI 32-1001 when excavating for communications and information cables or facilities? 

		A2.3.10. Does the base CSO review SOWs for base pay telephone service to make sure this service does not interfere with base official telephone service? 

		A2.3.11. Does the base CSO maintain a current copy of all applicable CSAs with the necessary tariff information to ensure proper monthly telecommunications certification? 

		A2.3.12. Are approved requests for FTS-2001 (or its designated replacement) and ID3 service being sent to the host MAJCOM/FOA before they are sent to the appropriate DISA office for processing? 

		A2.3.13. Does the base CSO ensure customer account codes are established for each organization using telephone numbers with 900 capabilities? 

		A2.3.14. Does the base CSO ensure an authorization code is established for each user authorized to dial 900 numbers? 

		A2.3.15. Does the base CSO ensure cable maintenance personnel are familiar with the Air Force policy on lead telecommunications cables? 

		A2.3.16. If the base cable plant can support the single line telephone concept, are single line telephone instruments being installed to the maximum extent possible where digital telephone switching systems are installed? 

		A2.3.17. Have all key systems been evaluated for conversion to single line concept? 

		A2.3.18. Are MAJCOM waivers kept on file for newly installed key systems? 

		A2.3.19. Does the base CSO ensure CT services are provided only when they are the most cost-effective way to provide the necessary service? 

		A2.3.20. At locations without a communications service activity, has the senior ranking individual designated a responsible acti...

		A2.3.21. Has the base implemented a voice systems security program? 

		A2.3.22. Is a self-inspection checklist being used at least semi-annually for evaluating voice systems security? 

		A2.3.23. Are cipher locks or a similar device installed on all doors that allow access to telephone switching facilities? 

		A2.3.24. Does a security banner appear immediately upon logging into the voice information system (where technically feasible)? 

		A2.3.25. Are all modem numbers programmed in the switch or PBX with a unique and separate class of service? 

		A2.3.26. Has the installation commander established local policy for handling incoming official collect calls? 

		A2.3.27. Do telephone credit cardholders sign a statement acknowledging that they have received a telephone credit card, and are these signed statements kept on file? 

		A2.3.28. Are all modem numbers authorized according to directives and identified to MAJCOM NOSC for VPS inclusion? 





		Attachment 3  CONDITIONS FOR OFFICIAL TELEPHONE SERVICE IN PERSONAL QUARTERS 

		A3.1. Designate only positions requiring immediate communications response for C2. These positions include commanders exercising...

		A3.2. Provide official service with either direct lines to the base telephone switchboard or Class C lines. Provide DSN access i...

		A3.3. You may use multi-line instruments to terminate official and unofficial lines in approved quarters. 

		A3.3.1. The serving communications unit provides this service. 

		A3.3.2. The occupant of the quarters bears any cost for the multi-line instrument that exceeds the cost of providing approved official service. 

		A3.3.3. Use a government-owned instrument when it provides the lowest cost to the government. 

		A3.3.4. In calculating lowest cost, consider the costs of reworking cable, removing and replacing instruments, purchasing instruments, etc., for current and future occupants. 



		A3.4. According to law and Air Force housing policy, all operating costs and any repair or maintenance of family housing structu...



		Attachment 4  SPECIAL TELEPHONE FEATURES AND SERVICES FOR SPECIFIC BASE ACTIVITIES 

		A4.1. Telephone Service in Government Transient Facilities.

		A4.1.1. Host MAJCOMs set controls to ensure that the Air Force does not pay for unofficial or personal toll calls with appropria...

		A4.1.2. The MAJCOM may authorize direct access from transient billets to DSN and the local calling area. Do not use appropriated funds to pay message unit charges accrued for unofficial or personal individual calls to the local area. 

		A4.1.3. When providing telephone service to transient personnel, undertake the responsibilities detailed in PL 101-435, Telephone Operator Consumer Service Improvement Act of 1990 (codified in Title 47 U.S.C., Section 226, Telegraphs, Telephones, and Ra

		A4.1.4. Provide dial-up modem access for distinguished visitor (DV) quarters and DV lounges. Consider providing dial-up modem access for non-DV quarters and non-DV lounges. 

		A4.1.5. Ensure telephone jacks are installed to allow access to all employees or telephones with built-in data jack ports. 



		A4.2. Telephone Service for Medical and Hospital Facilities.

		A4.3. Official Telephone Service for Hospitalized Active Duty Military Personnel.

		A4.4. Private Telephone Service for Hospital Patients.

		A4.5. Telephone Service for Contractors.

		A4.5.1. Contractors normally use commercial service when available and practical. 

		A4.5.2. The Air Force charges the contractor public tariff rates for supplemental services. These services include facilities su...

		A4.5.3. The Air Force furnishes long distance service from Class B-2 telephones to contractors, on a reimbursable basis, for the actual charge, plus tax, except: 

		A4.5.3.1. When the Air Force provides telephone services, contractors pay Federal tax except on toll and telegraph charges. 

		A4.5.3.2. When contractors arrange for their own telephone service, they pay Federal tax. 

		A4.5.3.3. When the contractor charges for official military use of telephone facilities, the base CSO arranges for voice systems...



		A4.5.4. Air Force activities do not give government telephone calling cards to contractors. 

		A4.5.5. The procedures for authorizing, controlling, and recording long distance service also apply to official collect telephone calls that contractor personnel place or receive. 

		A4.5.6. The agency funding the contract reimburses the host base for telephone charges that the contractor incurs. 

		A4.5.7. CJCSI 6215.01B provides guidance on when United States civilian contractor personnel can use the DSN. 



		A4.6. Telephone Service for Nonprofit Organizations.

		A4.7. Telephone Service for Government Employee Labor Unions.

		A4.8. Telephone Service for Public Schools.

		A4.9. Telephone Service for Government-Operated Schools.

		A4.10. Telephone Service for the American Red Cross.

		A4.11. Telephone Service for Civilian Post Offices on Military Installations.

		A4.12. Telephone Service for Commissaries.

		A4.12.1. Official Service for CONUS and Hawaii Commissaries. Provide official service in retail sales stores, including key equi...

		A4.12.2. Official Service for Alaska and Overseas Commissaries. The host MAJCOM provides official telephone service without charge for these areas. 



		A4.13. Telephone Service for Military Clothing Sales Stores.

		A4.14. Telephone Service for Morale, Welfare, Recreation, and Services (MWRS) Activities.

		A4.14.1. Provide reimbursable communications services when the Air Force does not authorize using appropriated funds. 



		A4.15. Telephone Service for Civil Air Patrol (CAP).

		A4.16. Government Emergency Telecommunications Service (GETS).

		A4.16.1. It is highly encouraged that each base incorporate GETS into their wing/base command post, disaster support group, and ...

		A4.16.2. Wing/base POCs are responsible for submitting GETS requirements through their MAJCOM functions for GETS access and PIN....

		A4.16.3. GETS is accessed through a universal access number 1-710-NCS-GETS (1-710-627-4387) using common telephone equipment such as a standard desk set, STU-III, facsimile, modem, or wireless phone. A p...

		A4.16.4. For more in-depth information and ordering procedures see the GETS Web site at 





		Attachment 5  CHARGES FOR BASE TELEPHONE SERVICES 

		A5.1. Base Responsibilities.

		A5.2. Class A Service.

		A5.2.1. Class A-1. Provide Class A-1 service without cost to Air Force activity users. Accumulate monthly toll and other special...

		A5.2.2. Class A-2. 

		A5.2.2.1. DOD tenants directly supporting the host base mission receive Class A-2 service without cost. 

		A5.2.2.2. DOD tenants not directly supporting the host base mission (including ARC) receive basic Class A-2 service without cost...

		A5.2.2.3. MWRS activities that do not receive communications support according to paragraph A4.14., reimburse the Air Force for the service. Use the same rates as the commercial carrier serving the installation. Station lines ...



		A5.2.3. Class A-3. The rates for Class A-3 service are the same as those paid by the installation to the commercial carrier. Sta...

		A5.2.4. Class A-4. Provide telephone service for the Defense Commissary Agency retail sales stores according to paragraph A4.12. Charges for reimbursable service are the same as for Class A-2 service. 



		A5.3. 911 or Enhanced 911 Service.

		A5.3.1. The United States and its instrumentalities are constitutionally exempt from direct taxation by state and local governme...

		A5.3.1.1. Proper and payable if imposed by a telephone company for its own services and duly permitted by the tariff. 

		A5.3.1.2. Improper when the state or local government actually imposes the charge and merely uses the telephone company as a col...



		A5.3.2. If it is unclear whether the charge is a fee or a tax, contact the staff judge advocate, base legal office, MAJCOM, or comptroller for guidance. 

		A5.3.3. This guidance does not apply to fees for private telephone service for on-base residents. If base housing is in an area ...



		A5.4. Class B Service.

		A5.4.1. Class B Installation, Activation, and Relocation Charges. The installation, activation, and relocation charges for Class...

		A5.4.2. Class B Schedule of Rates. Rates are set annually by DOD and published in Rates for Class B Services. Class B services are: 

		A5.4.2.1. United States rates: 

		A5.4.2.1.1. Flat monthly rates for various classes of unofficial telephone service provided by government-owned or commercial vo...

		A5.4.2.1.2. Rates are not less than those listed for unofficial service by government-owned facilities in overseas locations. 

		A5.4.2.1.3. Rates exclude mileage or special facility construction charges that the local commercial telephone company charges to the public. 

		A5.4.2.1.4. Use the rate of the company providing city trunking to the base, post, or station when more than one commercial telephone company operates in the vicinity. 

		A5.4.2.1.5. Rates apply to the types of services provided (such as private lines, multiparty lines, and extension telephones). 

		A5.4.2.1.6. Installation, activation, and relocation charges for all types of government-provided Class B main and extension sta...

		A5.4.2.1.7. Charges for installing or activating main stations and extensions are not less than the charges for one month of the...

		A5.4.2.1.8. Relocation or activation charges for main or extension stations are not less than the amount computed for installing or activating extension stations. 



		A5.4.2.2. Overseas rates for Class B stations: 

		A5.4.2.2.1. Government-owned telephone facilities. Installation or activation charges for Class B lines provided by government-o...

		A5.4.2.2.2. Leased telephone facilities. Installation, activation, and relocation charges for all types of Class B main and extension stations are at the same rates as those paid by the base for the service. 





		A5.4.3. FY-2000 flat monthly rates for various classes of unofficial telephone service provided by government-owned telephone facilities in overseas locations, unless otherwise modified by status-of-forces agreements are: 

		A5.4.3.1. Class B-1: $23.30. 

		A5.4.3.2. Class B-2: $41.25. 

		A5.4.3.3. Class B party-line service. Applicants who want party-line service may choose two- or four-party service, if available...

		A5.4.3.3.1. Two-party service. The minimum flat monthly charges for two-party line base telephone-service are: 

		A5.4.3.3.1.1. Class B-1a: $17.25. 

		A5.4.3.3.1.2. Class B-2a: $30.50. 



		A5.4.3.3.2. Three-party service. No provision is made for three-party service in the DOD-authorized standard services and rates for Class B subscribers. 

		A5.4.3.3.3. Four-party service. Applicants selecting four-party service pay the monthly rate shown, regardless of the “line fill...

		A5.4.3.3.3.1. Class B-1b: $11.50. 

		A5.4.3.3.3.2. Class B-2b: $20.35. 







		A5.4.4. Restricted Service. When Class B individual, two-party, or four-party services are restricted to on-base connections wit...

		A5.4.5. Class B Supplemental Service and Equipment. The user pays the costs for facilities and services beyond those covered by the standard rates, including: 

		A5.4.5.1. Miscellaneous equipment and special features. Charges for miscellaneous equipment such as single line telephone instru...



		A5.4.6. Long Distance Calls. The subscriber of the Class B station originating the call pays the cost of unofficial long distanc...

		A5.4.7. Mileage. The user pays the monthly charges for line mileage to reach off-premise Class B telephones. 

		A5.4.8. Class B Taxes. Compute Federal taxes when they apply to Class B service according to the rates in the Internal Revenue Code (26 U.S.C., Section 4293 Internal Revenue Code; Miscellaneous Excise Taxes; Facilities And Services; Special Provisions A

		A5.4.9. Class B Charges. Charges to Class B users are subject to the following policies: 

		A5.4.9.1. Charging for service and equipment. Bill service and equipment charges (including taxes when applicable) to Class B su...

		A5.4.9.2. Billing long distance calls. Bill long distance service charges to Class B subscribers with the first regular monthly ...

		A5.4.9.3. Billing local calls. The standard rates for Class B service apply regardless of whether the telephone company furnishe...EXCEPTIONS: When message unit charges apply and when ANI equipment can identify the individual subscriber station making t

		A5.4.9.4. Prorating charges. When a subscriber receives service for only a part of the monthly billing period, or when a service...

		A5.4.9.5. Recurring charges. Bill charges for supplemental services and equipment to the user at local telephone company rates. ...

		A5.4.9.6. Collecting. The FSO collects charges from users of Class B telephone service. Wing commanders may institute a payroll-deduction plan to pay for Class B telephone service. 

		A5.4.9.7. Depositing money received for services. Account for money received for telephone service as public funds according to prescribed Air Force policies and procedures for reimbursement to appropriated funds. 





		A5.5. Class C Service.

		A5.5.1. Class C-1. Same as Class A-1. 

		A5.5.2. Class C-2. No cost to the subscriber except that toll and other specialized communications charges to DOD tenants not di...

		A5.5.3. Class C-3. Same as Class C-2 except for installation, relocation, and specialized equipment charges which are determined...

		A5.5.4. Class C-4. Same as Class C-2 except for the troop issue function of the commissary. 





		Attachment 6  FORMAT STANDARDS FOR TELEPHONE DIRECTORIES 

		A6.1. Directories.

		A6.1.1. General Information. This section tells readers how to use the installation voice information system. 

		A6.1.1.1. It should explain how to: 

		A6.1.1.1.1. Use the installation voice information system, including directions for making on-base, local-area, long distance, a...

		A6.1.1.1.2. Use the Secure Voice Communications Network, including STU-III and STE instruments, if the installation has such equ...

		A6.1.1.1.3. Make DSN calls. Describe the telephone precedence system. 

		A6.1.1.1.4. Report telephone service problems. 

		A6.1.1.1.5. Report nuisance and bomb-threat calls. 

		A6.1.1.1.6. Identify mission needs for new telephones and services (AFI 33-103). 

		A6.1.1.1.7. Request or terminate unofficial (Class B) telephone service, when applicable. Include a statement that the Air Force reserves the right to enter premises where it provides such telephones to inspect, repair, or remove equipment. 



		A6.1.1.2. Design your directory so that it shows: 

		A6.1.1.2.1. Locations and DSN numbers of frequently called activities on the installation. Extract the numbers from the DOD Worldwide DSN Directory, 

		A6.1.1.2.2. Installations where the caller can dial numbers direct (direct in-dial capability) by Xs following the two-digit or three-digit DSN prefix (e.g., 868-XXXX). 

		A6.1.1.2.3. The unit providing the telephone service, directory updates, and repair service. 

		A6.1.1.2.4. Common-user facsimile numbers and locations. Include verification numbers. 





		A6.1.2. Organizational Listings. This section lists all units in alphanumeric order served by the telephone exchange. Put the MA...Air Force Organization. 

		A6.1.2.1. You may optionally name officers with staff office entries. Include building address or location designators, and show the office functional address symbol after each major element, per AFMAN 33-326, Preparing Official Communications. 

		A6.1.2.2. Print only one telephone number on each line; show an alternate number, if any, on a separate line. List only the first number of a rotary-sequence voice information system. 

		A6.1.2.3. Do not list Class A numbers if the subscriber is also served by Class C service. For facsimile numbers serving the organization, show the building number, functional address, office symbol, and verification number. 



		A6.1.3. Alphabetical Listings. This section contains an alphabetical listing of all activities. Use acceptable military titles t...

		A6.1.4. Personnel Listing (Optional). This section follows the classified listing. On a single line name, grade, duty telephone ...Privacy Act Program). 



		A6.2. Cover Requirements.

		A6.2.1. Cover Page. The cover page must contain the following information: 

		A6.2.1.1. Host MAJCOM. 

		A6.2.1.2. Installations served and their locations (include state or country). Include organizational emblems when space permits. 

		A6.2.1.3. DSN and commercial prefixes (include area code) for the installation, operator assistance numbers, and directory assistance number. 

		A6.2.1.4. Date published. 

		A6.2.1.5. Emergency telephone numbers. 

		A6.2.1.6. COMSEC notice and the consent statement from DODD 4640.6 at the bottom. 



		A6.2.2. Inside Front Cover. The inside front cover contains a table of contents. Make sure the table of contents lists the principal units served by the telephone exchange and page references. 

		A6.2.3. Inside Back Cover. The inside back cover lists key fire alarm boxes and public pay telephone locations. Include telephone numbers for the public pay telephones and indicate which have audio amplifiers. 

		A6.2.4. Outside Back Cover. The outside back cover lists frequently called telephone numbers for service activities (e.g., bille...



		A6.3. Consider:

		A6.3.1. Including an installation map. 

		A6.3.2. Using slogans to provide helpful reminders on various topics (e.g., safety, security, and energy conservation) important to the Air Force community. 

		A6.3.3. Using illustrations with slogans. Relate them directly to the subject matter and use good taste. 

		A6.3.4. Using an international time zone chart. 

		A6.3.5. You may use colored paper for telephone directories. You may use a different color for each section of the directory to ...









<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




_1302514913.xls
Sheet1

		Platform/Service Profiles

		Profiles are architectural entities that describe either an IT subsystem or system (i.e., a platform profile) or a functionality or capability (i.e., a service profile), intended to standardize IT system implementation, to enhance performance, and to promote integration and/or interoperability.

		Profile

		 Auto-Delivered Commercial Wireless Email Profile v1.1 (Service)

		 Black Voice Switching System (VSS) Profile v1.0 (Platform)

		 Domain Name System Service Profile v1.0 (Service)

		 Remote Access (RA) VPN Remote Client IP VPN Platform Profile, v1.4 (Platform)

		 Server Virtualization Profile

		 USAF Network Time Service Profile v1.0 (Service)

		 Wireless LAN Profile v1.6 (Service)



 Auto-Delivered Commercial Wireless Email Profile v1.1 (Service)

 Black Voice Switching System (VSS) Profile v1.0 (Platform)

 Domain Name System Service Profile v1.0 (Service)

 Remote Access (RA) VPN Remote Client IP VPN Platform Profile, v1.4 (Platform)

 Server Virtualization Profile

 USAF Network Time Service Profile v1.0 (Service)

 Wireless LAN Profile v1.6 (Service)



Sheet2

		





Sheet3

		






_1311679255.pdf


 
 
 


 


 


CHAIRMAN OF THE JOINT 
CHIEFS OF STAFF 


INSTRUCTION 


J-6 CJCSI 6211.02C 
DISTRIBUTION:  A, B, C, J, S 9 July 2008  
 


DEFENSE INFORMATION SYSTEM NETWORK (DISN):  POLICY AND 
RESPONSIBILITIES 


 
References:  See Enclosure E. 
 
1.  Purpose.  This instruction establishes policy and responsibilities for 
the connection of information systems (ISs) (e.g., applications, enclaves, 
or outsourced processes) to the Defense Information System Network 
(DISN). 
 


a.  Additional policies governing other subnetworks of the DISN 
networks are covered in the following instructions: 
 


(1)  Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 
6250.01, “Satellite Communications” (reference a). 
 


(2)  CJCSI 6215.01, “Policy for Department of Defense Voice 
Networks” (reference b). 
 


b.  Policy on sensitive compartmented information (SCI) is covered in 
Director of Central Intelligence Directive (DCID) 6/3, “Protecting 
Sensitive Compartmented Information within Information Systems” 
(reference c). 
 


c.  This instruction does not cover connection policy to research, 
development, test, and evaluation networks such as the Defense 
Research and Engineering Network or Advanced Concept Technology 
Demonstration networks.1 
 
 


                                                           
1 These networks must follow DISN connection and DOD cross domain processes and procedures 
if connecting to the DISN.  
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2.  Cancellation.  CJCSI 6211.02B, 31 July 2003, “Defense Information 
System Network (DISN):  Policy, Responsibilities and Processes,” is 
canceled. 
 
3.  Applicability.  This instruction applies to the Joint Staff; combatant 
commands, Services, and Defense agencies (CC/S/As); and DOD field 
and joint activities, including DOD and Service Nonappropriated Fund 
Instrumentalities.  This instruction also applies to non-DOD 
governmental DISN users and contractors in facilities that interconnect 
with the DISN. 
 
4.  Policy.  See Enclosure A. 
 
5.  Responsibilities.  See Enclosure B. 
 
6.  Summary of Changes.  This revision updates CJCSI 6211.01B.  It 
further: 
 


a.  Moves to the concept of baseline CD services and solutions (i.e., 
enterprise CD services, centralized CD solutions, and baseline point 
solutions) providing the primary capabilities for information sharing 
between different security domains. 
 


b.  Replaces DISN Designated Approving Authorities (DISN DAAs) 
with the new DOD Principal Accrediting Authorities (PAAs).  Additionally, 
replaces the DISN Flag Panel with the DISN/Global Information Grid 
(GIG) Flag Panel. 
 


c.  Updates certification and accreditation (C&A) guidance based on 
the DOD Information Assurance Certification and Accreditation Process 
(DIACAP) implementation in accordance with (IAW) DOD Instruction 
(DODI) 8510.01 (see reference d). 
 


d.  Focuses on policy and responsibilities.  Specific process steps will 
be maintained and updated as required by the Defense Information 
Systems Agency (DISA). 
 


e.  Transfers Cross Domain Solutions Assessment Panel 
responsibilities to Cross Domain Resolution Board (CDRB) chaired by the 
Director, Unified Cross Domain Management Office (UCDMO).  
 


f.  Makes CC/S/A headquarters responsible for endorsing and 
validating requirements for CC/S/A organization CD information transfer 
and non-DOD connection requests. 
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g.  Adds DOD requirement to register ISs connected to the DISN in 
the DOD Information Technology (IT) Portfolio Repository (DITPR) or the 
SECRET Internet Protocol Router Network (SIPRNET) IT Registry. 
 


h.  Adds UCDMO responsibilities and roles. 
 


i.  Provides updated guidance on official and authorized use of DISN 
IAW DOD Regulation 5500.7-R (reference e).  Additionally, updates 
guidance covering violations of standards of conduct prescribed in the 
regulation IAW DODD 5500.7 (reference f). 
 


j.  Provides reciprocity guidance for connection of ISs to facilitate the 
establishment of joint bases, combatant command operational 
requirements, and the migration to net-centric warfare. 
 
7.  Definitions.  See Glossary.  Major source documents for definitions in 
this instruction are Joint Publication (JP) 1-02, “DOD Dictionary of 
Military and Associated Terms,” (reference g) and Committee on National 
Security Systems (CNSS) Instruction (CNSSI) 4009, “National Information 
Assurance Glossary” (reference h). 
 
8.  Releasability.  This instruction is approved for public release; 
distribution is unlimited.  DOD components (including combatant 
commands), other federal agencies, and the public may obtain copies of 
this instruction through the Internet from the CJCS Directives Home 
Page -- http://www.dtic.mil/doctrine. 
 
9.  Effective Date.  This instruction is effective immediately. 
 


For the Chairman of the Joint Chiefs of Staff: 


 


        
  STEPHEN M. GOLDFEIN 
  Major General, USAF 
  Vice Director, Joint Staff 
 
Enclosures: 
 A  -- Policy 
 B  -- Responsibilities 
 C  -- Connection Process 
 D  -- DISN Security Information Assurance Program 
 E  -- References 


GL  -- Glossary 
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LIST OF EFFECTIVE PAGES 
 
The following is a list of effective pages.  Use this list to verify the currency 
and completeness of the document.  An “O” indicates a page in the original 
document. 
 
 
PAGE CHANGE PAGE CHANGE 
    
1 through 4 O C-A-1 through C-A-8 O 
i through viii O C-B-1 through C-B-6 O 
A-1 through A-8 O D-1 through D-8 O 
B-1 through B-22 O E-1 through E-4 O 
C-1 through C-4 O GL-1 through GL-8 O 
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ENCLOSURE A  
 


POLICY 
 
1.  Defense Information System Network (DISN) Background 
 


a.  The DISN is a composite of DOD-owned and leased 
telecommunications subsystems and networks.  It is DOD’s worldwide 
enterprise-level telecommunications infrastructure providing end-to-end 
information transfer in support of military operations.  The DISN 
facilitates information resource management and supports national 
security as well as DOD needs.  As a critical portion of the GIG, the DISN 
furnishes network services to DOD installations and deployed forces.  
Those services include voice, data, video, messaging, and other unified 
capabilities along with ancillary enterprise services such as directories.  
The DISN has three segments:  sustaining base, long-haul, and deployed. 
 


(1)  The sustaining base infrastructure (i.e., base, post, camp or 
station, and Service enterprise enclaves) interfaces with the long-haul 
infrastructure to support strategic/fixed environment user 
telecommunications requirements.  The sustaining base segment is 
primarily the responsibility of the CC/S/A. 
 


(2)  The long-haul telecommunications infrastructure and its 
associated services are the responsibility of the DISA. 
 


(3)  The deployed warfighter and associated combatant commander 
telecommunications infrastructures support the Joint Task Force and/or 
Combined Task Force.  The combatant command and subordinate 
Service components have primary responsibility for the deployed 
warfighter and associated combatant command telecommunications 
infrastructure within the theater. 
 


b.  The DISN provides the GIG transfer infrastructure by connecting 
separate CC/S/A and field activity ISs into a DOD enterprise-wide 
network to meet common-user and special purpose information transfer 
requirements. 
 


c.  DISN information transfer facilities support secure transport 
requirements for subnetworks such as the Defense Switched Network 
(DSN), Defense Red Switch Network (DRSN), Non-Secure Internet 
Protocol Router Network (NIPRNET),2 SIPRNET, DISN Video Services 


                                                           
2 Based on DOD dictionary and JP 1-02 (reference g).  Other uses of the acronym include 
Unclassified But Sensitive Internet Protocol Router Network (DOD IT Portfolio Registry) and Non-
Classified Internet Protocol Router Network (DODI 8500.2 (reference k)). 
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(DVS) Network, Enhanced Mobile Satellite Services (EMSSs), and other 
government agency networks. 
 


d.  The DISN's long-haul telecommunications infrastructure is 
designated as a mission critical3 and mission assurance category (MAC) I 
national security system (NSS).  The DISN and its subnetworks must be 
operated and protected IAW DODD 8500.01E (reference i) and other 
8500 series issuances. 
 


(1)  The DISN SIPRNET, NIPRNET, DRSN, and EMSS subnetworks 
are designated as mission critical IAW DODI 5000.2 (reference j). 
 


(2)  The DISN SIPRNET, DRSN, and EMSS subnetworks are 
designated as MAC I ISs handling information vital to the operational 
readiness or mission effectiveness of deployed and contingency forces in 
terms of content and timeliness.  These subnetworks must implement 
designated MAC I information assurance (IA) controls IAW DODI 8500.2 
(reference k) and DODI 8510.01 (reference d). 


 
2.  Policy 
 


a.  DOD will use DISN services to satisfy DOD long-haul and wide 
area network transfer communications requirements IAW DODI 4640.14 
(reference l). 
 


b.  The DISN will use secure configurations of approved IA and IA-
enabled IT products (i.e., National Information Assurance 
Partnership/Federal Information Processing Standards 
evaluated/approved products), certified IA personnel, and strict 
configuration control. 
 


c.  DOD ISs4 connected to DISN must be certified and accredited IAW 
applicable guidance and processes (i.e., DODI 8510.01 (reference d), 
DODI 8100.3 (reference m), or DCID 6/3 (reference c)). 
 


                                                           
3 A system that meets the definitions of “information system” and “national security system” in 
the Clinger Cohen Act, the loss of which would cause the stoppage of warfighter operations or 
direct mission support of warfighter operations.  See DODI 5000.2 (reference j). 
4 Includes DOD-owned ISs and DOD-controlled ISs operated on behalf of the Department for 
Defense that receive process, store, display, or transmit DOD information, regardless of 
classification or sensitivity. 
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d.  Non-DOD (see Glossary) ISs operating on behalf of the 
Department of Defense must be certified and accredited IAW applicable 
DOD guidance and processes (i.e., DODI 8510.01 (reference d) or DOD 
5220.22-M, “National Industrial Security Program Operating Manual” 
(NISPOM) (reference n)). 
 


e.  DOD ISs must be registered in the DITPR or the SIPRNET IT 
registry by the responsible CC/S/As or field activities IAW DOD Chief 
Information Officer (CIO) memorandum (reference o). 
 


f.  Non-DOD ISs operating on behalf of the Department of Defense 
must be registered in the DITPR or the SIPRNET IT registry by the 
sponsoring CC/S/As or field activities IAW DOD CIO memorandum 
(reference o). 
 


g.  Unclassified IS applications connected to the DISN must be 
registered in the systems/networks approval process (SNAP) system 
Web-based application, the systems approval process (SysAP). 
 


h.  DOD ISs connected to the DISN must be covered by accredited 
Computer Network Defense Service (CNDS) providers IAW DODD  
O-8530.1 (reference p). 
 


i.  Non-DOD ISs connected to the DISN must be covered by 
accredited CNDS providers IAW DODD O-8530.1 (reference p).5 
 


j.  Direct or indirect DISN connections must follow the connection 
policies and responsibilities established in this instruction.  They must 
also follow DISA connection request procedures, requirements, and 
processes.  Connections for SCI ISs will be IAW DCID 6/3 (reference c). 
 


k.  Tunneling of classified Secret information over transport other 
than SIPRNET must use National Security Agency (NSA)/Central 
Security Service (CSS) approved cryptography.  Data must be encrypted 
by NSA/CSS approved Type-1 cryptography when transported over a 
network not cleared at or above the highest level of classification of the 
data. 
 


                                                           
5 The sponsoring CC/S/A or field activity must ensure that the CNDS provider requirement is defined in a 
contract, MOA, or MOU with the non-DOD organization or entity.  
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l.  Connections among ISs of different security domains will be IAW 


this instruction, DODD 8500.01E (reference i), DODD O-8530.1 
(reference p), and other applicable DOD issuances and instructions.  
Connections to SCI ISs must be IAW DCID 6/3 (reference c).6 
 


(1)  Connections of non-DOD ISs to the DISN must be sponsored, 
endorsed, and validated by the CC/S/A or field activity headquarters and 
approved by the Office of the Assistant Secretary of Defense for Networks 
and Information Integration (OASD(NII)/DOD CIO). 
 


(2)  All non-DOD connections to DISN require a DOD sponsor, 
separate connection request, and filtered access. 
 


(3)  Contractor ISs connected to the DISN must comply with this 
instruction, guidelines issued by DISA as the operating entity, and DOD 
5220.22-M, NISPOM (reference n).7 


 
m.  Cross Domain Information Transfer Requirements and 


Capabilities 
 


(1)  CD information transfers must be used only to meet CC/S/A 
and field activity compelling mission requirements and must be validated 
by CC/S/A or field activity headquarters. 
 


(2)  CD information transfer requirements will be prioritized based 
on the National Military Strategic Plan for the War on Terrorism 
(reference q) priorities and the military objectives in the National Military 
Strategy (reference r). 
 


(3)  CD information transfer requirements will employ baseline 
capabilities and technologies8 in the following order: 


 
(a)  Enterprise CD services, which are used to connect ISs of 


different security domains, will be established to fulfill operational 
requirements across the DOD enterprise. 
 


(b)  Centralized CD solutions, which are centrally managed and 
owned by a single DOD component, will be established to fulfill 
operational requirements across multiple organizations. 
 
                                                           
6 SCI CD connections to a collateral DISN system will be documented in the system’s DOD 
accreditation package.  
7 Defense Security Service has been assigned as the Cognizant Security Office for DOD 
implementation of the NISPOM. 
8 The Cross Domain Baseline can be found at https://www.intelink.gov/mypage/ucdmo. 
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(c)  Baseline point CD solutions approved for operational use 
will be used only when an enterprise CD service or centralized CD 
solution is not available. 
 


(4)  When existing CD baseline services or capabilities cannot meet 
operational requirements, the development of new solutions must be 
approved IAW this instruction. 
 


n.  A DOD inspection, site visit, and assessment program9 will 
support connected ISs. 
 


(1) All ISs connected to the DISN are subject to electronic 
monitoring for communications management and network security.  This 
includes site visits, compliance inspections, and remote vulnerability 
assessments to check system compliance with configuration standards. 
 


(2) Scanning and monitoring by organizations external to a 
CC/S/A or field activity must be pre-coordinated at least 24 hours prior 
to the event.10 
 


o.  Survivability enhancements in transmission paths, routing, 
equipment, and associated facilities must be implemented in ISs 
supporting critical CC/S/A mission requirements based on the 
commander’s or director’s formal risk management process IAW DODI 
8510.01 (reference d). 
 


p.  Personnel with access or privileged access to the DISN will meet 
the personnel security requirements IAW DOD 5200.2-R (reference s).  
 


q.  The DISN is the DOD’s worldwide enterprise-level 
telecommunications infrastructure.  It is critical to planning, mobilizing, 
deploying, executing, and sustaining U.S. military operations (DODD 
3020.40 (reference t)). 
 
3.  Official and Authorized Use of DISN.  The DISN must be used only for 
official and authorized purposes IAW DOD 5500.7-R (reference e).11  Use 
of the DISN for non-official purposes must be authorized in writing by 
the CC/S/A Component head. 
 


                                                           
9 See Enclosure D, DISN Security Information Assurance Program. 
10 This will occur with at least 24 hours notification and coordination with the CC/S/A or field 
activity DAA or appointed representative and U.S. Strategic Command (USSTRATCOM). 
11Federal government communication systems and equipment (including government-owned 
telephones, facsimile machines, electronic mail, Internet systems, and commercial systems when 
use is paid for by the federal government) shall be for official use and authorized purposes only.  
 







CJCSI 6211.02C 
9 July 2008 


A-6 
Enclosure A 


 


a.  CC/S/As may authorize categories of non-official communication 
after determining that such communications: 
 


(1)  Do not adversely affect the performance of official duties by the 
DOD employee or CC/S/A or field activity. 
 


(2)  Are of reasonable duration and frequency and, whenever 
possible, are made during the DOD employee’s or military member’s 
personal time (such as after normal duty hours or during lunch periods). 
 


(3)  Serve a legitimate public interest such as enabling DOD 
employees or military members to stay at their desks rather than leave 
the work area to use commercial communication systems. 
 


(4)  Do not overburden the communication system and create no 
significant additional cost to DOD, CC/S/A, or field activity. 
 


b.  DOD 5500.7-R (reference e) states that authorized purposes might 
include brief communications made by military members and DOD 
employees during official travel to notify family members of 
transportation or schedule changes.  They may also include reasonable 
personal communications from the military member or DOD employee at 
his or her workplace (such as checking with spouses or minor children; 
scheduling doctor, automobile, or home repair appointments; brief 
Internet searches; or e-mailing directions to a visiting relative). 
 


c.  CC/S/A directors or military commanders may prohibit use of 
government communications systems and equipment, or filter access to 
commercial Web sites or services, to defend DOD’s IT resources and 
ensure sufficient bandwidth is available for DOD operations.  Examples 
of situations where access may be prohibited or filtered include the 
following: 
 


(1)  Accessing streaming video or radio Web sites. 
 
(2)  Accessing personal commercial e-mail accounts (e.g., Hotmail, 


Yahoo, AOL, etc.) from government computers. 
 


d.  Unauthorized DISN uses include the following: 
 


(1)  Use, loading, or importing of unauthorized software (e.g., 
applications, games, peer-to-peer software, movies, music videos or files, 
etc.).  
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(2)  Accessing pornography. 
 
(3)  Unofficial advertising, selling, or soliciting (e.g., gambling, 


auctions, stock trading, etc.). 
 


(4)  Improperly handling classified information. 
 


(5)  Using the DISN to gain unauthorized access to other systems 
and/or networks. 
 


(6)  Endorsing any product or service, participating in any lobbying 
activity, or engaging in any prohibited partisan political activity. 
 


(7)  Posting DOD information to external newsgroups, bulletin 
boards, or other public forums without authorization. 
 


(8)  Other uses incompatible with public service.  
 


e.  DODD 5500.7 (reference f) states penalties for violation of the 
standards of conduct prescribed in DOD 5500.7-R (reference e) that 
include statutory and regulatory sanctions such as judicial (criminal and 
civil) and administrative actions for DOD civilian employees and 
members of the Military Departments. 
 


(1)  The provisions concerning the official and authorized use of the 
DISN (federal communications) in DOD 5500.7-R (reference e) constitute 
lawful general orders or regulations within the meaning of Article 92 
(section 892 of reference u) of the Uniform Code of Military Justice 
(UCMJ), are punitive, and apply without further implementation.  In 
addition to prosecution by court-martial under the UCMJ, a violation 
may serve as a basis for adverse administrative action and other adverse 
action authorized by United States Code (USC) or federal regulations.  In 
addition, violation of any provision in DOD 5500.7-R (reference e) may 
constitute the UCMJ offense of dereliction of duty or other applicable 
punitive articles. 
 


(2)  Violation of any provision in DOD 5500.7-R (reference e) by 
DOD civilian employees may result in appropriate criminal prosecution, 
civil judicial action, disciplinary or adverse administrative action, or 
other administrative action authorized by USC or federal regulations. 







CJCSI 6211.02C 
9 July 2008 


A-8 
Enclosure A 


 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


(INTENTIONALLY BLANK) 
 
 
 
 







CJCSI 6211.02C 
9 July 2008 


B-1 
Enclosure B 


 


ENCLOSURE B  
 


RESPONSIBILITIES 
 


1.  Chairman of the Joint Chiefs of Staff (CJCS).  The Chairman is 
responsible for developing DISN joint policy IAW DODD 8500.01E 
(reference i), DODI 8510.01 (reference d), and DODD 8115.01  
(reference v). 
 


a.  The Chairman, Joint Chiefs of Staff, delegates to the Director for 
Command, Control, Communications, and Computer Systems (J-6) 
authority for developing joint DISN policy in support of the Warfighting 
Mission Area (WMA) in coordination with OASD(NII)/DOD CIO, CC/S/A, 
and field activities. 
 


b.  The Director for Command, Control, Communications, and 
Computer Systems (J-6) will: 
 


(1)  Serve as PAA for WMA IAW DODI 8510.01 (reference d).12 
 


(2)  Issue DOD PAA and DISN/GIG Flag Panel decisions for 
connection of ISs for enterprise deployment and acceptance of risk as 
required. 
 


(3)  Appoint a flag-level WMA PAA representative to serve as chair 
on the DISN/GIG Flag Panel. 
 


(4)  Appoint a flag-level representative to the UCDMO Oversight 
Panel IAW UCDMO charter (reference w). 
 


(5)  Appoint an O-6 or civilian equivalent as primary representative 
to the Defense IA/Security Accreditation Working Group (DSAWG) and 
alternate representatives with Joint Staff DSAWG voting authority.  
Provide a copy of the appointment letter to the DISN/GIG Flag Panel and 
the DSAWG chairperson.  
 


(6)  Appoint an O-6 or civilian equivalent representative to the 
CDRB. 


 
(7)  Prioritize combatant command operational CD information 


transfer requirements based on the CJCS priorities, the National Military 
Strategic Plan for the War on Terrorism (reference q), and the military 
objectives in the National Military Strategy (reference r). 
 
                                                           
12 DOD PAAs are appointed for the four GIG MAs consisting of the WMA, the Enterprise 
Information Environment MA (EIEMA), the Defense Intelligence MA (DIMA), and the Business 
Mission Area (BMA). 
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(8)  Monitor and report significant DISN network operations (e.g., 
major mission degradation) to the Chairman. 
 
2.  Combatant Commanders.  In addition to responsibilities outlined in 
paragraph 9 ( CC/S/As, DOD Field Activities, and Joint Activities), the 
combatant commanders will: 
 


a.  Approve the connection of deployed ISs to theater networks and 
their subsequent operation.   
 


b.  Endorse and validate combatant command CD and non-DOD 
connection requests in support of mission requirements. 
 


c.  Review and submit service restoration priority requests IAW with 
DISA Circular 310-130-4 (reference x). 
 


d.  Submit DISN requirements through designated Service Executive 
Agent channels to DISA IAW DODD 5100.3 (reference y).  Commander, 
U.S. Special Operations Command (CDRUSSOCOM) may submit 
requirements directly to DISA from USSOCOM headquarters. 
 


e.  Act to prevent or mitigate the loss or degradation of Defense 
Critical Infrastructure supporting the DISN and retain risk decision 
authority for Unified Command Plan (UCP) (reference z) assigned 
missions and responsibilities. 
 
3.  Commander, U.S. Strategic Command (CDRUSSTRATCOM).  In 
addition to the responsibilities outlined in paragraph 2 (above) and 
paragraph 9 (CC/S/As, DOD Field Activities, and Joint Activities), 
CDRUSSTRATCOM will: 
 


a.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 


b.  Appoint an O-6 or government civilian equivalent as combatant 
command primary representative to the DSAWG and appoint alternates 
with USSTRATCOM DSAWG voting authority.  Provide a copy of the 
appointment letter to the DISN/GIG Flag Panel and the DSAWG 
chairperson. 
 


c.  Plan, integrate, and coordinate with CC/S/As on DOD global 
operations by directing GIG operations and defense IAW the UCP and 
responsibilities in CJCSI 6510 (reference aa).  
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d.  Assist DISA (Defense Critical Infrastructure Program (DCIP) Sector 
Lead for GIG) in identifying, analyzing, and assessing the DISN and its 
subnetwork assets and related mission impacts in coordination with 
other CC/S/As.  
 


e.  Issue disconnection warning orders and orders IAW with Appendix 
A of Enclosure C. 
 


f.  Direct joint vulnerability assessment process (JVAP) visits to 
assess cross domain solutions, as required. 
 
4.  Service Chiefs.  In addition to responsibilities outlined in paragraph 9 
(CC/S/As, DOD Field Activities, and Joint Activities), the Service Chiefs 
will: 
 


a.  Provide local data distribution capability to meet combatant 
command validated connectivity requirements.  ISs must be focused on 
supporting operational requirements of the combatant command or 
parent Service and be capable of supporting contingency operations. 
 


b.  Appoint an O-6 or government civilian equivalent as primary 
representative to the DSAWG and alternates with Service DSAWG voting 
authority.  Provide a copy of the appointment letter to the DISN/GIG 
Panel and the DSAWG chairperson. 
 


c.  In addition to the responsibilities outlined in paragraph 9.h., 
Services will perform the following tasks in support of Service CD 
information transfer requirements:  
 


(1)  Appoint an O-6 or civilian equivalent representative to the 
CDRB.  
 


(2)  Designate an office to work on CD activities and issues with the 
UCDMO.  
 


(3)  Conduct certification testing of CD technologies IAW DOD and 
Intelligence Community (IC) guidance and security controls as 
required.13  
 


d.  Validate operational requirements, endorse sponsoring Service 
organization requests, and prioritize Service CD and non-DOD 
connection requests. 
 
                                                           
13 UCDMO, in coordination with DOD and IC organizations, is developing a security controls 
catalog for certification testing of CD technologies. 
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e.  Provide requisite site support for DISN equipment located on 
bases, posts, camps, and stations.  This includes providing power, 
physical security, floor space, and onsite coordination for the DISN 
network points of presence on these bases, posts, camps, and stations.  
Site support must be specified by DISA in procedural documentation and 
coordinated with the Service. 
 


f.  Identify, assess, and document the DISN assets and associated 
dependencies needed to implement required CC/S/A and field activity 
mission-essential tasks and required capabilities in coordination with 
DISA.  
 
5.  Director, Defense Information Systems Agency (DISA).  In addition to 
responsibilities outlined in paragraph 9 (CC/S/As, DOD Field Activities 
and Joint Activities), Director, DISA will: 
 


a.  Provide transport services used for voice, data, and video services 
through a combination of terrestrial and satellite assets and services IAW 
DODD 5105.19 (reference bb). 
 


b.  Direct operation and management of DOD-owned and leased 
telecommunications DISN subsystems and networks. 
 


c.  Provide DISN services to satisfy CC/S/A and field activity long-
haul and wide area network information transfer requirements.   
 


d.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 


e.  Appoint an O-6 or government civilian equivalent as chairperson 
of the DSAWG.  Provide a copy of the appointment letter to the DISN/GIG 
Flag Panel and DSAWG chairperson  
 


f.  Appoint an O-6 or government civilian equivalent as a primary 
DSAWG representative as well as alternates with DISA DSAWG voting 
authority.  Provide a copy of the appointment letter to the DISN/GIG Flag 
Panel and the DSAWG chairperson. 
 


g.  Appoint an O-6 or civilian equivalent representative to the CDRB. 
 


h.  Assess the technical, programmatic, and operational feasibility of 
adding new services and capabilities to the DISN. 
 


(1)  Add new DISN services and capabilities in response to 
validated and prioritized user requirements and planned technology 
insertion. 
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(2)  Analyze and satisfy requests for new DISN services in 
coordination with the CC/S/As. 
 


(3)  Identify capability gaps to OASD(NII)/DOD CIO when the 
CC/S/A requirements cannot be met feasibly by new DISN services. 
 


i.  Approve DISN connections based on validated requirements. 
Ensure that the connection meets technical and interoperability 
requirements IAW DODI 4630.8 (reference cc), CJCSI 6212.01 (reference 
dd), and CJCSI 6215.01 (reference b).  Additionally, ensure the IS is 
accredited IAW DODI 8510.01 (reference d) or DCID 6/3 (reference c).14 
 


j.  Accredit the DISN SIPRNET to process SECRET information, 
including North Atlantic Treaty Organization (NATO) information, IAW 
DODI 8510.01 (reference d).15  
 


k.  Conduct network management and meet CC/S/A and field 
activity requirements to acquire DOD long-haul telecommunications 
infrastructure and services. 
 


l.  Maintain configuration management of the DISN.  For example, 
this includes maintaining an accurate, appropriately classified, and 
physically and electronically protected database of existing DISN user 
activities (including non-DOD agencies and contractor activities).  It also 
includes monitoring system service restoration. 
 


m.  Monitor the effectiveness of the DISN-provided services in 
satisfying user requirements and respond to combatant command 
requests for reports on system performance. 
 


n.  Plan and coordinate with the CC/S/A and field activities to 
identify, analyze, and assess DISN assets and mission impacts IAW 
DODD 3020.40 (reference t).  
 


o.  Perform required system engineering and modeling to achieve the 
optimal network design and implementation approach.  Identify 
performance standards for DISN services (e.g., availability and response 
time) and mission survivability requirements. 
 


                                                           
14 DISA will also ensure ISs provide adequate security, usually through remote compliance 
monitoring and vulnerability assessments. 
15 NATO information must be handled IAW United States Security Authority for NATO Affairs 
Instruction 1-07 (reference ee). 
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p.  Advise the Chairman, CDRUSSTRATCOM, and other combatant 
commanders on DISN resource allocation or events that significantly 
degrade the network. 
 


q.  Conduct onsite and remote compliance assessments of DISN 
enclaves and connections. 
 


r.  Support the combatant commands in creating a User-Defined 
Operational Picture for their areas of responsibility (AORs).  
  


s.  Serve as the primary coordinator for processing, reviewing, and 
implementing all DISN connection requests. 
 


(1)  Track and approve all single-level connections, employing 
standard equipment configuration conforming to published security 
configuration guidelines.  
 


(2)  Identify vulnerabilities and configuration or operational 
changes that affect individual or classes of accredited CD information 
transfer requirement implementations.  Notify the DSAWG, affected 
CC/S/A, field activity designated accrediting authorities (DAAs), and 
UCDMO of such changes. 
 


(3)  Monitor connected enclave (e.g., base, camp, post, or station) 
accreditation and security status IAW DOD 8510.01 (reference d).  
Assess enclave compliance with DOD vulnerability management 
requirements. 
 


(4)  Provide quarterly status reports on operational DISN CD 
services and solutions to the OASD(NII)/DOD CIO, the DISN/GIG Flag 
Panel, the DSAWG, the UCDMO, and the CC/S/As. 
 


(5)  In coordination with DSAWG, review commercial Internet 
waiver requests to DOD ISs (network and standalone) and make 
recommendations to the GIG Waiver Board. 
 


(6)  Develop, maintain, and promulgate a customer connection 
process guide describing steps that must be followed to request and 
implement a DISN connection (including but not limited to NIPRNET, 
SIPRNET, DSN, or DVS connections).  The guide will also include 
processes for requesting non-DOD connections to DISN and for DISN CD 
services and solutions. 
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(7)  Develop and maintain databases and Web sites16 that include 
the following: 
 


(a)  The SIPRNET GIG Interconnection Approval Process (GIAP) 
System (SGS) used to record the technical and operational 
characteristics of active connections.  This database must also record 
pending and operational CC/S/A and field activity CD information 
transfer requirements.  Access to data will be provided to the UCDMO for 
incorporation into a combined DOD and IC CD database. 
 


(b)  The SNAP unclassified systems database and Web site to 
record technical and operational characteristics of active connections 
and systems.  
 


t.  Conduct SIPRNET and NIPRNET compliance validation visits to 
high-risk connection locations.  Compliance validation visits will, at a 
minimum, consist of traditional security checks, scanning of the 
connected network, enhanced compliance visits (ECVs), and a JVAP if a 
CD solution is operational.  This includes the following tasks: 
 


(1)  Maintain reports of the visits on the DOD database. 
 


(2)  Provide report access to the OASD(NII)/DOD CIO; the Joint 
Staff; USSTRATCOM; the Director, Operational Test and Evaluation 
(DOT&E); and selective CC/S/As for review. 
 


(3)  Establish processes and procedures for the documentation of 
site response to compliance visit open findings. 
 


(4)  Assess security implementation on connected environments 
from the cryptographic device to the workstation for classified 
connections (i.e., SIPRNET) and from the point of presence of the 
connection to the workstations for unclassified connections (i.e., 
NIPRNET). 
 


u.  In addition to responsibilities outlined paragraph 9.h., DISA will 
perform the following tasks in support of DOD and IC CD information 
transfer connection requirements: 
 


(1)  Appoint a representative to the CDRB.  
 


(2)  Coordinate, manage, and maintain the implementation of 
DISA-provided enterprise CD services, centralized CD solutions, and 
                                                           
16 Ensure databases and Web sites are appropriately classified and have appropriate physical and 
electronic security. 
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baseline point CD solutions.  Ensure feedback between DISA, the 
supported CC/S/A and field activities, and the UCDMO on CD services 
and solutions. 
 


(3)  Operate enterprise CD services on behalf of the DOD 
components.  
 


(4)  Designate an office to work CD activities and issues with the 
UCDMO. 
 


(5)  Develop the JVAP to ensure that CD information transfer 
requirements are assessed annually in coordination with NSA/CSS and 
the UCDMO. 
 


v.  Execute responsibilities IAW DODD 3020.40 (reference t) as the 
DCIP Defense Sector Lead Agent for the GIG.  
 


w.  Develop and maintain a central Ports, Protocols, and Services 
(PPS) registry IAW DODI 8551.1 (reference ff) of DOD ISs with PPS that 
are visible to DOD-managed network components. 


 
6.  Director, Defense Intelligence Agency (DIA).  In addition to 
responsibilities outlined in paragraph 9 (CC/S/As, DOD Field Activities, 
and Joint Activities), the Director, DIA, will: 
 


a.  Implement, operate, manage, and secure Joint Worldwide 
Intelligence Communications System (JWICS) components and facilities 
on the DISN IAW established agreements with DISA. 
 


b.  Provide threat assessments to support CC/S/A and field activity 
ISs and network risk assessments and decisions. 
 


c.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 


d.  Appoint an O-6 or government civilian equivalent as primary 
representative to the DSAWG and alternates with DIA DSAWG voting 
authority.  Provide a copy of the appointment letter to the DISN/GIG Flag 
Panel and the DSAWG chairperson. 
 


e.  In support of IC CD information transfer connection requirements, 
DIA will perform the following in addition to the responsibilities outlined 
in paragraph 9.h.: 
 


(1)  Appoint a representative to the CDRB. 
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(2)  Coordinate, manage, and maintain the implementation of DIA-
provided enterprise CD services, centralized CD solutions, and baseline 
point CD solutions.  Ensure there is feedback among DIA and supported 
CC/S/A and field activities and the UCDMO on CD services and 
solutions.  
 


(3)  Designate an office to work on CD activities and issues with the 
UCDMO. 
 


(4)  Conduct certification testing of CD technologies IAW DOD and 
IC guidance and security controls as required.17 
 
7.  Director, National Security Agency (NSA)/Central Security Service 
(CSS).  The Director, NSA/CSS (in addition to responsibilities outlined in 
paragraph 9 (CC/S/As, DOD Field Activities, and Joint Activities) will: 
 


a.  Appoint a flag-level representative to the DISN/GIG Flag Panel. 
 


b.  Appoint an O-6 or government civilian equivalent primary 
representative to the DSAWG and alternates with NSA/CSS DSAWG 
voting authority.  Provide a copy of the appointment letter to the 
DISN/GIG Flag Panel and the DSAWG chairperson. 
 


c.  Appoint a representative to the CDRB. 
 


d.  Recommend techniques and procedures to minimize DISN 
information security vulnerabilities IAW DODD 8500.01E (reference i) 
and CJCSI 6510.01 (reference aa). 
 


e.  Develop and/or certify Communications Security (COMSEC) 
solutions.  Produce keying material for all COMSEC. 
 


f.  Establish and maintain methods for performing, analyzing, and 
evaluating security countermeasures and attacks in support of the 
community evaluation of the global risk for CD solutions.  
 


g.  In support of DOD and IC CD information transfer requirements, 
and in addition to responsibilities outlined in paragraph 9.h., NSA/CSS 
will: 
 


(1)  Identify vulnerabilities that affect individual or classes of 
accredited implementations.  Coordinate with DISA, DISN/GIG Flag 
Panel, DSAWG, UCDMO, and USSTRATCOM on notification of CC/S/As 
                                                           
17 UCDMO, in coordination with DOD and IC organizations, is developing a security controls 
catalog for certification testing of CD technologies. 
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appointed CIOs, senior information assurance officers (SIAOs), and DAAs 
for affected ISs. 
 


(2)  Provide technical support to DISA for development and conduct 
of a CD JVAP. 
 


(3)  Designate an office to work on CD activities and issues with the 
UCDMO. 
 


(4)  Conduct certification testing of CD technologies IAW DOD and 
IC guidance and security controls as required.18 
 
8.  Director, Defense Security Service (DSS).  The Director, in addition to 
responsibilities outlined in paragraph 9 (CC/S/As, DOD Field Activities, 
and Joint Activities), will: 
 


a.  Administer the National Industrial Security Program on behalf of 
DOD and non-DOD federal agencies that have entered into an agreement 
with the Secretary of Defense for the purpose of rendering industrial 
security services. 
 


b.  Serve as the DAA for all classified contractor connections to the 
DISN IAW DOD 5220.22-M, NISPOM (reference n).  
 
9.  CC/S/As, DOD Field Activities, and Joint Activities.  The CC/S/As, 
DOD Field Activities, and Joint Activities will:  
 


a.  Submit long-haul, common-user transmission requirements to 
DISA, IAW DODI 4640.14 (reference l).   
 


(1)  Identify to DISA each DOD IS requiring long-haul, common-
user information transfer services for DISN planning purposes.  ISs and 
requirements must be identified to DISA as soon as requirements for 
these services are validated. 
 


(2)  Coordinate long-haul requirements for DISN access within a 
combatant commander’s geographic AOR, combatant 
commander/Service/post/camp/station or agency operated facility, and 
DISA prior to submission. 
 


(3)  Coordinate with DISA the customer provisioning of Web 
services such as data interfaces for alarm, configuration, and trouble 
ticketing.  
 
                                                           
18 UCDMO, in coordination with DOD and IC organizations, is developing a security controls 
catalog for certification testing of CD technologies. 
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(4)  Process sustaining base and deployable segment requirements 
IAW DODI 4640.14 (reference l) and the supporting components’ 
procedures. 
 


b.  Implement DOD PAA and DISN/GIG Flag Panel decisions on the 
enterprise deployment, operation, and connection of ISs.  
 


c.  Appoint DAA(s) for CC/S/A and field activity ISs IAW DODD 
8500.01E (reference i), DODI 8500.2 (reference k), and DODI 8510.01 
(reference d).  
 


(1)  The DAA must be a U.S. citizen, an employee of the U.S. 
government (USG) (minimum grade of O-6 or civilian equivalent), and 
hold USG security clearance commensurate with ISs under the DAA’s 
jurisdiction. 
 


(2)  The DAA may delegate accreditation approval authority if 
necessary.  The individual delegated must be at least an O-6 or civilian 
equivalent and meet the requirements specified in DODD 8500.01E 
(reference i), DODI 8500.2 (reference k), and paragraph c. (1) above.  The 
delegation of authority must be in writing. 
 


d.  Ensure that ISs connected to the DISN are certified and accredited 
IAW DOD19 or IC C&A guidance. 
 


e.  Ensure the CC/S/A sponsoring organization provides for or aligns 
with an accredited CNDS provider to acquire computer network defense 
(CND) support for each IS or network. 
 


f.  Ensure that SIPRNET enclaves with the requirement to process 
NATO classified information meet NATO and U.S. security requirements 
to handle NATO classified information IAW United States Security 
Authority for NATO Affairs Instruction 1-07 (reference ee).  Additionally, 
ensure the enclaves are accredited IAW DODI 8510.01 (reference d).20 
 


g.  Endorse connection requirements and maintain oversight for 
component connections and requests. 
 


(1)  Document and endorse the requirements for connections 
including alternate connections. 
 


                                                           
19 DODI 8510.01 (reference d). 
20 The Central United States Registry (CUSR) Web site lists registered enclaves at 
https://secureweb.hqda.pentagon.mil/cusr/index.asp. 
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(2)  Endorse requests, validate operational requirements, and 
prioritize CC/S/A non-DOD connection requests. 
 


(3)  Ensure all sponsored non-DOD unclassified connections are 
accredited IAW DODI 8510.01 (reference d) or DCID 6/3 (reference c). 
 


(4)  Ensure that foreign entity connection requests are endorsed by 
a combatant command headquarters.  
 


(5)  Assign and identify to DISA a primary (O-6 or civilian 
equivalent) and alternate to validate and endorse CC/S/A non-DOD 
DISN connection requirements for CC/S/A or field activity headquarters.  
 


h.  Program, budget, fund, and provide support for assigned portions 
of the DISN (including procurement, training, operation, maintenance,  
usage fees, CD service, solution development, and physical and 
electronic security survivability measures). 
 


i.  Manage the DISN connected ISs in conformance with DOD NetOps 
and GIG policies and procedures.  
 


j.  Provide guidance in writing on authorized and prohibited uses of 
DISN IAW DOD 5500.7-R (reference e).  Ensure user agreement and IA 
awareness training includes CC/S/A authorized and prohibited uses of 
DISN and potential penalties IAW DODD 5500.7 (reference f).  See 
Enclosure A (Policy).  
 


k.  In support of DOD and Director of National Intelligence (DNI) CD 
information transfer requirements, CC/S/As will: 
 


(1)  Identify an office or point of contact (POC) to work CD activities 
and issues with the UCDMO. 
 


(2)  Use the CD products and solutions listed in the UCDMO CD 
baseline.  
 


(3)  Employ enterprise or centralized CD services whenever possible 
as the preferred solution for an information transfer requirement.  
 


(4)  Provide the UCDMO with information on any CC/S/A CD 
solution or program improvement and research and development 
activities.  
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(5)  Provide the UCDMO with CD information transfer 
requirements. 
 


(6)  Endorse, validate, and prioritize CC/S/A or field activity 
operational CD information transfer requirements.  
 


(7)  Obtain combatant command validation, endorsement, and 
prioritization of information transfer requirements submitted in support 
of combatant command operations. 
 


(8)  Support development of CD strategy, roadmap, and process as 
required.  
 


(9)  Coordinate with UCDMO to determine availability and 
suitability of a CD service or solutions to meet CC/S/A CD information 
transfer requirement(s) prior to initiating any CD development. 
 


(10)  If required, support implementation of CC/S/A baseline CD 
solutions for which they are a proponent in coordination with other 
CC/S/A CD support offices, the UCDMO and DISA, support site 
personnel, and system developers. 
 


(11)  Conduct life cycle management21 and support of a CC/S/A 
CD service and solution through a program management office or 
specified CC/S/A organization IAW DODI 5000.2 (reference j) and DODI 
8580.1 (reference gg). 
 


l.  Ensure ISs are compliant with DOD IA requirements IAW DODD 
8500.01E (reference i), CJCSI 6510.01 (reference aa), and DISN policy 
and procedures. 
 


m.  Maintain direct management responsibility to coordinate, install, 
test, and accept their users’ host and terminal access circuits according 
to DOD and DISA-established criteria. 
 


n.  Provide information, as requested, to DISA for DISN billing, 
management, and inventory purposes. 
 


o.  Conduct compliance inspections, assistance visits, technical 
engineering inspections, remote monitoring, and vulnerability 
assessments of DISN connections and connected enclaves in support of 
the DISN Information Assurance Program (Enclosure D). 
 
                                                           
21 Life-cycle activities include capabilities, resources, acquisition, security, operations, 
deactivation, and retirement/reutilization or demilitarization of a service or solution. 
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p.  Establish procedures to ensure prompt management action is 
taken as a result of classified information compromise or determination 
that classified information is at risk of compromise IAW DOD 5200.1-R 
(reference hh).  
 


q.  Identify and assess critical assets and supporting infrastructures 
required to operate CC/S/A and field activity ISs. 
 


(1)  Identify physical infrastructure assets critical to the operation 
of ISs and networks connected to DISN and GIG. 
 


(2)  Identify dependencies on supporting infrastructure (e.g., 
electrical power) or supporting networks (e.g., commercial 
telecommunications). 
 


(3)  Assess the susceptibility of ISs to natural or manmade damage 
to identify remediation or mitigation measures.  Implement formal risk 
assessment, management, and remediation processes to ensure 
remediation or mitigation actions are implemented IAW risk management 
decisions.  
 


(4)  Ensure IS DCIP requirements are included in contingency, 
continuity of operations, and/or disaster preparedness plans IAW DODD 
3020.40 (reference t). 
 


r.  Ensure DOD and non-DOD personnel (including supporting 
contractor personnel) are held personally and individually responsible 
and accountable for providing proper protection of classified information, 
controlled unclassified information, ISs, and/or networks under their 
custody and control IAW CJCSI 6510.01 (reference aa).  DOD officials 
who hold command, management (e.g., DAA and Information Assurance 
Manager), or supervisory positions (e.g., Information Assurance Officer or 
supervisors) will ensure that the Information Security Program is 
efficiently implemented and managed within their areas of responsibility 
IAW DOD 5200.1-R (reference hh). 
 
10.  Director, Unified Cross Domain Management Office (UCDMO).  The 
Director will: 
 


a.  Appoint an O-6 or government civilian equivalent primary 
representative to the DSAWG and alternates with UCDMO DSAWG voting 
authority.  Provide a copy of appointment letter to DISN/GIG Flag Panel 
and DSAWG chairperson. 
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b.  Appoint a CD advisor to the DISN/GIG Flag Panel. 
 


c.  Chair the CDRB to review and evaluate all CD information transfer 
requirements. 
 


d.  Provide centralized coordination and managerial oversight for 
DOD and IC CD activities IAW DOD CIO and Associate Director of 
National Intelligence (ADNI) CIO memorandum (reference ii). 


 
e.  Develop, coordinate, and align DOD and IC CD standards, 


policies, guidance, and processes.  
 


f.  Maintain visibility of operational CD information transfer 
requirements.  
 


g.  Review and evaluate DOD and IC CD information transfer 
requirements and capability gaps to make recommendations on 
priorities, research and development, common problem sets, 
opportunities for requirements consolidation, and elimination of 
redundant or duplicative ISs development and acquisition. 
 


h.  Coordinate research and development efforts for CD technologies, 
including the development of unique CD capabilities and partnerships 
with academia, industry, and USG agencies, consistent with applicable 
law. 
 


i.  Develop, maintain, and oversee a CD baseline. 
 


(1)  Establish selection criteria for the UCDMO baseline list of CD 
mechanisms approved for use in the DOD and IC. 
 


(2)  Develop and maintain a CD roadmap that builds on the 
UCDMO CD baseline, validated CD requirements, capability gaps, and 
emerging technologies to establish necessary capabilities for CD services. 
 


j.  Monitor, coordinate, and recommend resource allocation for CD 
activities.  
 


k.  Support other CD-related activities as directed by the DOD CIO 
and the ADNI CIO Chaired Oversight Panel. 
 
11.  Principal Accrediting Authorities (PAAs).  The PAAs will: 
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a.  Approve connection of ISs to the DISN and their subsequent 
enterprise-wide operation.22 
 


b.  Resolve accreditation issues among mission areas (MAs), as 
required. 
 


c.  Represent the interests of the MA and, as required, issue 
accreditation guidance specific to the MA, consistent with DODI 8510.01 
(reference d). 
 


d.  Appoint flag-level (e.g., general officer or senior executive) PAA 
representatives to the DISN/GIG Flag Panel. 
 


e.  Designate a DAA for MA ISs, if required, in coordination with 
appropriate CC/S/A or field activity. 
 
12.  DISN/GIG Flag Panel.  The DISN/GIG Flag Panel will: 
 


a.  Consist of the Enterprise Information Environment Mission Area 
(EIEMA); WMA; Defense Intelligence Mission Area (DIMA); and Business 
Mission Area (BMA) PAA and flag-level representatives from DISA, DIA, 
NSA/CSS, and USSTRATCOM.  Other organizations, such as ADNI CIO 
and UCDMO, may be invited to attend the DISN/GIG Flag Panel as 
advisors on a regular basis. 
 


b.  Make or delegate risk decisions for information exchanges and 
connections among MA ISs. 
 


c.  Make or delegate DOD and non-DOD information connection risk 
decisions including interagency and foreign military IS connections. 


 
d.  Approve or delegate connection authority to include CD services 


and solutions. 
 


e.  Review and provide advice to the DOD CIO and MA PAAs on IA 
standards and implementing guidance (e.g., DIACAP and DOD 8500 
series). 
 


f.  Oversee and define risk decision and connection authorities of the 
DSAWG and adjudicate decisions. 
 


                                                           
22 The DOD Component DAA responsible for an enterprise service will register the service as a 
system, maintaining C&A documentation and managing the service IAW DODDs and DODIs.  The 
DAA for an enterprise service may be appointed by a PAA. 
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g.  Provide oversight and review accreditation decisions for operation 
of enterprise-level systems (e.g., applications, enclaves, or outsourced IT 
services) and/or networks based on mission impact, security risk, and 
resource calculations.  Examples of enterprise-level systems include 
Network Centric Enterprise Services, Network Enabled Command and 
Control, the Armed Forces Health Longitudinal Technology Application, 
and the Defense Finance and Accounting System. 


 
h.  Provide accreditation and GIG IA advice and risk assessment 


recommendations to the PAAs, CC/S/A and field activity DAAs, 
milestone decision authorities, Joint Requirements Oversight Council, 
and other capabilities boards and bodies that approve deviations from 
policy that may impact the IA posture of the GIG (e.g., GIG Waiver 
Board). 
 


i.  Resolve security disputes among MAs. 
 


j.  Review and adjudicate CD conflicts and issues brought forward 
from the CDRB. 
 


k.  Forward unresolved issues to the PAAs with DISN/GIG Flag Panel 
recommendations for final decisions as required. 
 
13.  Defense IA/Security Accreditation Working Group (DSAWG).  The 
DSAWG will: 
 


a.  Consist of representatives from the Joint Staff, Office of the Under 
Secretary of Defense for Intelligence, OASD(NII), USSTRATCOM, Services, 
DISA, DIA, NSA/CSS, Office of the DNI CIO, and the UCDMO.  Other 
organizations may be invited to attend as technical advisors.  
 


b.  Support DISN/GIG Flag Panel in its role as the final risk decision 
authority for DISN connections. 
 


c.  Decide on or approve actions under authority delegated by the 
DISN/GIG Flag Panel.  
 


d.  Make connection approval recommendations to the DISN/GIG 
Flag Panel. 
 


e.  Make connection approval and risk decisions for those classes of 
ISs and circumstances delegated by the DISN/GIG Flag Panel (e.g., 
similar architectures and CD solutions previously approved by the 
DISN/GIG Flag Panel). 
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f.  Recommend to the DISN/GIG Flag Panel disconnection or 
disapproval of a CD solution. 
 


g.  Recommend changes to DOD security policy and responsibilities. 
 


h.  Guide or assist development of DISN integrated system/security 
architecture changes. 
 


i.  Provide community risk assessments.  
 


j.  Report results of the assessments (and possible alternative 
proposals to mitigate risk) to the DISN/GIG Flag Panel as required. 
 


k.  Coordinate with the ADNI CIO through the UCDMO on CD 
connections between TOP SECRET/SCI and other DOD classified 
domains including connections to the DISN. 
 


l.  Establish a Cross Domain Technical Advisory Board (CDTAB).  The 
CDTAB will:  
 


(1)  Assess technical risk of cross domain solutions. 
 


(2)  Report results of CD risk assessments and propose alternate 
solutions to mitigate risk. 
 


(3)  Advise and make recommendations to the DSAWG and CDRB 
on CD technical issues and details. 
 


m.  Monitor life cycle of the DISN long-haul service to identify and 
resolve security issues. 
 


n.  Recommend DISN resource prioritization for DISN connection 
requests to the DISN/GIG Flag Panel. 
 


o.  Provide security assessments to the Office of the Secretary of 
Defense (OSD) GIG Waiver Board in support of the DOD CIO GIG Waiver 
Process.  Note:  The OSD GIG Waiver Board supports the DOD CIO 
Executive Board for Requests for Waiver pertaining to the DISN.  
 
14.  CC/S/A, DOD Field Activities, and Joint Activities Designated 
Accrediting Authorities (DAAs).  The DAAs will:  
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a.  Ensure IS certification is accomplished and accreditation decision 
granted IAW DODI 8510.01 (reference d). 
 


b.  Ensure ISs comply with the DISN connection approval process 
(CAP) and that system and enclave information in SGS and SNAP 
databases is current and accurate. 
 


c.  Ensure annual IS security reviews are completed and documented 
IAW DODI 8510.01 (reference d). 
 


d.  Identify and inform other DAAs affected by the connection and 
assist in developing the associated community risk assessment. 
 


e.  Ensure a local risk assessment of each connection implementation 
is conducted to determine whether the local risk level is acceptable. 
   


f.  Maintain configuration control of the connections. 
 


g.  Conduct the following in support of DOD CD information transfer 
requirements and connections. 
 


(1)  Ensure operational and functional requirements for CD 
information transfer requirement requests are correct. 
 


(2)  Develop and maintain the CD documentation to sustain 
configuration control of the connection implementation, as required. 
 


(3)  Ensure and validate annual testing of CD solution security 
controls, operational requirements, and configuration. 
 


(4)  Notify the DISA connection office that the annual security 
review has been completed23 and/or if the CD information transfer 
connection is no longer required. 
 


h.  Monitor and maintain IS and network compliance and 
vulnerability assessment results and oversee remediation and mitigation 
actions.24  
 


i.  When classified or sensitive information is exchanged between 
logically connected components at the same classification level and 
traverses areas not cleared to the same or a higher level, ensure that the 


                                                           
23 The organization completing an annual security review will maintain the record copy of the 
annual security review and provide it to the DISA connection office if requested. 
24 Failure to complete required remediation or mitigation of CAT I and II weaknesses can result in 
the decision to issue a denial of authorization to operate (DATO) or disconnection from the DISN. 
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content of this communication is protected from unauthorized 
observation by acceptable means such as encryption or protected 
distribution systems.  (See National Security Telecommunications and 
Information Systems Security Instruction (NSTISSI) 7003, reference jj.) 
 


j.  Coordinate implementation-independent information protection 
requirements with other affected CC/S/A or field activity DAAs. 
 


k.  Submit and maintain current information on connection requests 
through the DISA connection Web sites. 
 
15.  Reciprocity -- Connection to Joint/Combined Networks.  The 
following guidance facilitates the establishment of joint bases, combatant 
command operational requirements, and migration to net-centric 
warfare.  Delays to connectivity caused by CC/S/A customization of 
connection requirements impede mission accomplishment. 
 


a.  ISs (hardware and software) with DOD or IC accreditation 
documentation meeting DOD 8500 series security requirements, IA 
controls, and DAA-approved mitigations in place will not be denied 
connection for security reasons to a joint/combined network.  A 
combatant command can deny connection based on other reasons, such 
as interoperability and integration factors.  Services and agencies may 
also deny connection for interoperability or integration reasons as long as 
this does not conflict with combatant command authorities and 
missions. 
 


b.  ISs meeting DOD security requirements will not be required to 
meet CC/S/A unique security requirements in order to connect to the 
DISN. 
 


c.  Organizations requesting IS connection must provide the required 
DOD or IC security accreditation documentation.25  This documentation 
must include any identified DAA accepted risks and an existing IT 
Security plan of action and milestones (POA&M) so that the  
joint/combined network DAA is aware of risks incurred. 
 


d.  DOD PAA or DISN/GIG Flag Panel risk decisions for a specific IS’s 
DISN deployment will be considered the DOD and IC security standard 
for that IS’s implementation globally. 
 


                                                           
25 DIACAP documentation requirements include the system identification profile, DIACAP scorecard 
(certification determination and accreditation decision, and IT Security POA&M.  The IT Security 
POA&M must provide information as required IAW DODI 8510.01 (reference d). 
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e.  Accreditation decision and IS operation disputes will be resolved 
using the chain of command (see paragraph 16). 
  
16.  Resolution of Accreditation Decision and Information System 
Operation Disputes 
 


a.  Periodically, disputes over the connection and operation of specific 
ISs (e.g., applications) may emerge between CC/S/A and field activities.  
The method for resolving these issues is to use the CC/S/A and field 
activity chain of command.   
 


b.  The Commander, Service Chief of Staff, or Director of a CC/S/A 
and field activity or designated representative (e.g., CIO or DAA) is 
responsible for approving the deployment of ISs and accepting the risk 
for operating those ISs within their enclaves. 
 


c.  CC/S/A or field activity ISs deployed by forces assigned to a 
combatant command are under the authority of the combatant 
commander.  In these cases, the combatant commander or his/her 
designated representative (e.g., CIO or DAA) is responsible for approving 
the deployment and operation of ISs in his/her area of responsibility. 
 


d.  The Chairman, DOD CIO, Under Secretary of Defense for 
Intelligence, and Under Secretary of Defense for Acquisition, Technology, 
and Logistics or their designated representatives (i.e., PAAs or PAA 
representatives) are responsible for approving enterprise-wide operation 
of ISs on the DISN. 
 


(1)  MA PAA decisions for enterprise-wide operation and acceptance 
of IS risk will be formally issued by appropriate means determined by MA 
PAAs (e.g., DMS message or DOD memorandum). 
 


(2)  The CC/S/A and field activity must deploy and operate ISs IAW 
the MA PAAs decision and conditions.   
 


e.  If CC/S/A or field activity headquarters cannot resolve a 
disagreement concerning the connection to and/or operation of a IS on 
the DISN, the following occurs: 


 
(1)  The CC/S/A or field activity headquarters will elevate the issue 


to the OASD(NII)/DOD CIO or Joint Staff using the appropriate chain of 
command.26 


 
                                                           
26 Issues from the combatant commands and Service staffs should be forwarded to the Chairman.  
Issues from the offices of the Service Secretaries, Defense agencies, and other defense activities 
should be forwarded to the DOD CIO.   
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(2)  The OASD(NII)/DOD CIO and Joint Staff will coordinate and 
determine the appropriate level required to resolve the issue (e.g., 
DISN/GIG Flag Panel, MA PAAs, DOD CIO, Chairman, or Secretary of 
Defense). 
 


17.  Relationship Between the GIG Waiver Board, DSAWG, and 
Information Assurance Panel (IAP) 
 


a.  The GIG Waiver Board approves waivers for any DOD use of non-
DISA Services (i.e., DISN) IAW ASD(NII) memorandum (reference kk) and 
DODI 4640.14 (reference l). 
 


b.  The DSAWG provides, interprets, and implements security policy 
as authorized under DOD 8500 and CJCS 6500 series directives, 
instructions, and manuals.  Additionally, DSAWG develops accreditation 
approval and/or accreditation recommendations to the four MA PAAs, 
PAA representatives, DISN/GIG Flag Panel, or DOD SIAO. 
 


c.  The IAP is jointly chaired by the Director, Defense-Wide 
Information Assurance Program, and the Chief, Joint Staff, Assured 
Information Sharing Division.  IAP is responsible for acting on behalf of 
the Military Communications Electronics Board (MCEB) and the 
Director, Information and Identity Assurance, OASD(NII) to review, 
develop, and coordinate recommended DOD positions on IA. 
 


d.  Relationships 
 


(1)  The IAP serves as the planner level forum to vet, coordinate, 
and synchronize Joint IA issues raised by the DSAWG.  The DSAWG 
members serve as the IAP’s subject matter experts for DISN connection 
approval and security issues. 
 


(2)  The DSAWG, as requested, performs analysis on GIG waiver 
requests to determine compliance with security policies.  It develops 
recommendations on the acceptability of the waiver in meeting DOD 
security policy and determines whether any DOD security policy waiver 
should be granted.  In addition, the DSAWG provides recommendations 
to DISA as a part of the assessment of the waiver and to the OSD GIG 
Waiver Board Chair. 
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ENCLOSURE C  
 


CONNECTION PROCESS 
 
1.  Connection Process.  This enclosure provides CC/S/A and field 
activity responsibilities and links to DISA connection process 
requirements.  Services and agencies may centrally develop specific 
technology that will be fielded to multiple sites.  In such cases, those 
program offices will follow this process to gain approval to connect the 
technology/system27 to a specific network. 
 


a.  Appendix A.  Provides guidance on connection responsibilities. 
 


b.  Appendix B.  Provides guidance on CD information transfer 
requirement responsibilities. 
 
2.  Approval for Non-DOD Connections to DISN.  The OASD(NII)/DOD 
CIO will approve all non-DOD connections to the DISN.  CC/S/As must 
validate and endorse non-DOD entity requests for connection to the 
DISN. 
 
3.  Backside Connection 
 


a.  Backside connections are permissible only between DOD entities. 
 


b.  Contractor and other non-DOD customers must be connected via 
a DISN solution, ordered through the DISA via the DISA Direct Order 
entry (DDOE)/telecommunications request (TR)/telecommunications 
service order (TSO) process. 
 


(1)  Contractors and other non-DOD customers cannot be backside 
connected. 
 


(2)  Contractors and other non-DOD customer connections require 
a DOD sponsor.  They must also have separate connection requests and 
filtered access. 
 


c.  The owner of the frontside connection to the SIPRNET must only 
permit backside connections to be implemented behind appropriately 
protected enclaves within his/her infrastructure. 
 


d.  The CC/S/A or field activity DAA of the frontside connection must 
accept responsibility for the backside connection in his/her accreditation 
documentation and update his/her DISN connection package with the 
DISA. 
 
                                                           
27 For example, PPS compliance or CD solutions. 
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e.  DISA has no responsibility for providing supporting encryption 
equipment, keying material, or a channel servicing unit/data servicing 
unit except for what may be ordered with vendor leasing action and the 
TSO. 
 


f.  In the event of a circuit problem associated with a backside 
connection, the backside customer will contact his or her support activity 
instead of the SIPRNET Monitoring Center. 
 
4.  Tunneling Classified Information.  The following procedures will be 
followed for tunneling classified information.  
 


a.  NSA/CSS approved Type-1 cryptography must be employed for 
data protection. 
 


b.  Tunnel terminuses must be in facilities authorized to process the 
classified information being tunneled when it is not encrypted. 
 


c.  For enclaves with existing SIPRNET connections, instantiation of 
this solution must be documented in the enclave’s accreditation package 
prior to implementation.  An approval to connect (ATC) or interim 
approval to connect (IATC) amending the current connection approval 
must be in place. 
 


d.  For standalone enclaves, the solution must be documented in the 
enclave’s accreditation package prior to implementation. 
 
5.  JWICS Connection Process Requests 
 


a.  DIA is responsible for the JWICS connection process. 
 


b.  The connection process for JWICS is documented in “Network 
Connection Policy for the Joint Worldwide Intelligence Communications 
System” (reference ll). 
 
6.  Interim Certification to Operate (ICTO) Requests 
 


a.  An ICTO is required for authority to field new ISs or capabilities 
for a limited time and a limited number of platforms in support of 
interoperability testing developmental efforts, demonstrations, exercises, 
or urgent operational needs. 
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b.  ICTO Approval Authority 
 


(1)  The OASD(NII)/DOD CIO is the approval authority for all 
waivers to DOD voice network policy and for ICTO requests involving 
DOD voice networks. 
 


(2)  The decision to grant an ICTO28 for all other ISs will be made 
by the Interoperability Test Panel (ITP) based on the sponsoring 
component’s initial laboratory test results and the assessed impact (if 
any) on the operational networks to be employed. 
 


(3)  An ICTO is granted only in exceptional cases where an IS 
cannot complete interoperability certification testing requirements before 
fielding for the following reasons: 
 


(a)  Urgent operational needs require fielding prior to testing. 
 


(b)  The IS is the first to implement an interface. 
 


(c)  Similar situations may warrant granting an ICTO and are 
approved by the ITP. 
 


(1)  An ICTO is not granted for ISs that have completed 
interoperability testing and failed to meet the identified interoperability 
requirements.  
 


(2)  An ICTO must not exceed 6 months in duration.  Extensions 
may be considered by the ITP. 
 


c.  Accreditation Decision.  Authority to field new ISs or capabilities 
for a limited time (with a limited number of platforms to support 
developmental efforts, demonstrations, exercises, or urgent operational 
needs) also requires an interim authorization to test or interim 
authorization to operate (IATO) accreditation decision IAW DIACAP.  The 
accreditation decision expiration date cannot exceed the ICTO. 


                                                           
28 Spectrum certifications, IA certifications or accreditations, network manager approval, 
and other validations/approvals may be required and are not necessarily satisfied by Joint 
Interoperability Test Certification. 
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APPENDIX A TO ENCLOSURE C 
 


DISN CONNECTIONS  
 


1.  Classified Connections 
 


a.  Classified CAP requirements and sample documents are found at 
http://iase.disa.mil/cap/.29  
 


b.  SIPRNET internet protocol (IP) addresses must be registered IAW 
requirements defined at the DOD SIPRNET Support Center (SSC) 
Services Web site at http://www.ssc.smil.mil/dodssc (select registration 
templates).30  
 


c.  CC/S/A and field activities will ensure that DOD IS PPSs that are 
externally accessible to the DOD Enterprise or CC/S/A and field activity 
managed networks are implemented and registered IAW DODI 8551.1 
(reference ff). 
 
2.  Unclassified Connections 
 


a.  Requesting organization must register an unclassified DISN 
connection by completing the online CAP form, which is submitted 
electronically through the SNAP system Web-based application 
(https://snap.dod.mil/). 


 
b.  Unclassified DOD ISs connected to the DISN must be registered in 


the SNAP SysAP.  ISs requiring registration include IS applications, 
enclaves, outsourced IT-based processes, and platform IT 
interconnections. 


 
c.  CC/S/A and field activities will ensure that DOD IS PPSs that are 


externally accessible to the DOD Enterprise or CC/S/A and field activity 
managed networks are implemented and registered IAW DODI 8551.1 
(reference ff). 
 
3.  Defense Switched Network (DSN) Connection.  Requesting 
organization must register its unclassified DOD telecommunication 
switches through the SNAP Web-based application 
(https://snap.dod.mil/).31 
 
                                                           
29 Access to this area requires a DOD certificate. 
30 Only those requirements identified within an approved DOD or CJCS-level publication and/or 
those approved by the DSAWG will be included within the briefing slides. 
31 DSN requirements for connection can be found on the DISA DSN Web site: 
(http://www.disa.mil/gs/dsn/index.html) 
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a.  The general categories of DOD unclassified switches are: 
 


(1)  DSN switch. 
 


(2)  DOD telecom switch that is part of an Interoperability and 
Supportability certified and J-6 validated Information Support Plan IAW 
CJCSI 6212.01 (reference dd). 
 


b.  An IS must have current approved products list (APL) certification 
or be included in the Defense Approved Products List Removal Page (end 
of life cycle).32 
 


c.  CC/S/A and field activities must request waiver and 
OASD(NII)/DOD CIO approval for equipment that does not appear on the 
DSN APL.  The request waiver must be submitted IAW DODI 8100.3 
(reference m) to the ITP.  The waiver must state the mission critical 
requirement and the reason compliance is not possible or necessary. 
 


d.  Switches installed in contractor facilities must have a valid 
requirement and proper authorization to operate (ATO) IAW DODI 
8510.01 (reference d). 
 


e.  Upon receipt of a DAA approved ATO or IATO, DISA will issue the 
requesting organization/user an IATC/ATC letter signed by the DSN 
Senior Service Manager that meets the CAP requirements to connect. 
 
4.  DISN Video Services (DVS).  DVS are currently transitioning from a 
contractor-owned and -operated system to a government-owned and 
contractor-operated global system.  DVS is conducting ongoing work to 
integrate with Net-Centric Enterprise Services (NCES). 
 


a.  Information on registering for the NCES Program is located at 
http://www.nces.dod.mil (NIPRNET) and 
http://www.disa.smil.mil/nces/ (SIPRNET). 
 


b.  Information on registering for DVS is located at 
http://www.disa.mil/disnvtc/ (NIPRNET). 
 
5.  Connection Documentation Requirements.  The following organization 
documents are required for DISN connection approval. 
    


                                                           
32 Current APL certified products can be found at the following link:  
http://jitc.fhu.disa.mil/apl/. 
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a.  Statement of accreditation.  The accreditation decision33 (DIACAP 
scorecard) must be signed by the DAA on record.  An ATO is required for 
a request for an ATC.  An ATC will not be granted based on an IATO. 
 


b.  Detailed Enclave Topology Diagram.  Outlines and reflects the 
network topology and all the devices (with device IP devices) that are 
connected logically/physically to the enclave infrastructure, including 
hardware, software, and firmware versions of the premise router, firewall, 
and internal network intrusion detection system.  Examples can be 
found at https://iase.disa.mil/cap/. 
 


c.  Consent to Monitor (CTM) Statement34 to DISA.  Allows DISA to 
assess its network infrastructure.  The CTM form acknowledges DISA’s 
right to conduct remote initial and periodic vulnerability assessments of 
the connected host system(s) or network.  The form must be submitted 
before the connection is granted approval to connect to the DISN. 


 
d.  Site IS security documentation IAW DODI 8510.01 (reference d) 


will be submitted to the appropriate Connection Approval Office (CAO), 
including a copy of the DIACAP scorecard.  If the DISN customer has not 
transitioned to DIACAP, the system security authorization agreement 
(SSAA)35 will be provided to DISN CAO upon request. 


 
e.  For SIPRNET connections, provide a completed SIPRNET 


Connection Questionnaire (SCQ).36 
 


f.  Register IS applications connected to the unclassified network in 
the SNAP system Web-based application, the SysAP. 
 
6.  Connection Approval Scan.  DISA will perform an initial remote 
compliance assessment of the customer’s enclave as part of the DISN 
connection approval process, and periodically thereafter.  The customer’s 
connection approval decision is based on the results of these scans. 
 
7.  Enclave Changes Requiring Notification and/or Approval 
 


a.  The following enclave changes require notification and approval of 
DISA. 
 


                                                           
33 An accreditation decision is expressed as an ATO, IATO, IATT, or DATO.  An IATO cannot 
exceed 180 days, nor may consecutive IATOs exceed 360 days IAW DODI 8510.01 (reference d). 
34 The CTM form can be found at http://iase.disa.mil/cap/. 
35 For systems that have not transitioned to DIACAP. 
36 The SCQ is available at http://iase.disa.mil/cap/. 







CJCSI 6211.02C 
9 July 2008 


C-A-4 
Appendix A 


Enclosure C 
 


(1)  Addition or deletion of backside connection. 
 


(2)  Addition of new CD solution to an enclave. 
 


b.  The following enclave changes require notification of DISA: 
 


(1)  Change in DAA. 
 


(2)  Addition of contractors or foreign national employees, if not 
previously identified. 
 


(3)  Modifications to approved backside connections. 
 


(4)  Topology notifications. 
 
8.  Non-DOD Connection Requirements.37  In addition to standard DISN 
connection requirements, the CC/S/A or field activity headquarters will: 
 


a.  Submit the CC/S/A or field activity headquarters memorandum38 
that validates and endorses the connection request and certifies 
OASD(NII) has granted approval.  The CC/S/A or field activity 
memorandum must be submitted to DISA before a non-DOD connection 
is granted approval to connect to the DISN. 
 


b.  Provide proof of the connection requirement’s validity before a 
contractor facility is granted approval to connect to the DISN.  Official 
proof of valid connection requirement includes, but is not limited to, non-
proprietary contract documents that include the following: contract 
dates, contract number, and contractor identification information.  The 
contractor identified in the proof of valid connection requirement 
documentation must be listed in the electronic registration form. 
 


c.  Endorse the connection package for contractor and other non-
DOD facility DISN connections and submit the request to DISA.  
 


d.  Ensure the CC/S/A organization sponsoring the non-DOD 
organization registers the classified or unclassified IS in the DITPR or 
SIPRNET IT registry as a contractor or non-DOD IS operated on behalf of 
the Department of Defense.  The sponsoring organization is responsible 
for maintaining the current IS status in the DITPR or SIPRNET IT 
registry. 
 
                                                           
37 See glossary for a definition of a non-DOD entity. 
38 At a future date, this step will be integrated into the automated registration process. 
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e.  Maintain oversight of continuing operational justification of 
connection for non-DOD (see Glossary) organization requirements. 
 


f.  Notify the DSS Office of Designated Approving Authority of possible 
future contractor facility classified connection requirements, if 
applicable. 
 


g.  Ensure OASD(NII)/DOD CIO approves non-DOD connections. 
 


h.  Ensure that for contractor classified connections, DSS accredits 
the IS and issues the contractor facility clearance. 
 
9.  Exercise Connection.  In addition to standard DISN connection 
requirements, the CC/S/A or field activity headquarters will endorse the 
connection requirement for exercises. 
 
10.  Contingency Connection 
 


a.  For contingency connections, the requesting CC/S/A or field 
activity organization will submit at least: 
  


(1)  An IATO issued by CC/S/A or field activity DAA. 
 


(2)  Interim enclave topology diagram and changes as needed. 
 


(3)  A CTM statement. 
 


(4)  For the SIPRNET, a completed SCQ. 
 


b.  The completed package containing IATO, diagrams, CTM, and 
SCQ is forwarded to DISA via the combatant commander’s J-6 validation 
and endorsement process.  The package must also identify the CD 
solution to be employed. 
 
11.  Disconnection 
 


a.  DISA will: 
 


(1)  Inform the DISN/GIG Flag Panel via the DSAWG of site non-
compliance. 
 


(2)  Notify the site and the CC/S/A or field activity representative. 
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(3)  Continue contact with the site to monitor remedial actions.  If 
actions are unsatisfactory, the DISA advises USSTRATCOM IAW 
USSTRATCOM guidance. 
 


b.  USSTRATCOM will: 
 


(1)  Initiate coordination with enclave component to assess 
operational impact of the potential disconnects. 
 


(2)  Release a notification message giving 30 days to bring the 
connection into compliance or submit a plan to achieve compliance 
within 60 days of the notification message release. 
 


(3)  Issue a coordinated USSTRATCOM order to disconnect, if 
compliance is not achieved within 30- or 60-day windows. 
 


(4)  Issue a USSTRATCOM order for immediate disconnection, if 
severe non-compliance issues warrant this action. 
 


c.  DISA Network Operations will verify and implement 
disconnections as directed. 
 


d.  CC/S/A or field activity appointed DAA will: 
 


(1)  Upon receipt of USSTRATCOM disconnection order, notify the 
DISA via routine letter/message and submit disconnection request 
(telecommunications request (TR) through their telecommunications 
certification officer (TCO)). 
 


(2)  Disconnect any CD device and notify the DISA. 
 


(3)  The CC/S/A or field activity DAA may terminate a connection if 
the DAA determines that a connection is no longer required.  The DAA 
will notify the DISA via routine letter/message and submit disconnection 
request (TR through TCO).  
 
12.  Alternate Connections.  DOD long-haul communications 
requirements must be submitted to DISA IAW DODI 4640.14 (reference 
l).  Section 6.2.1.4 of DODI 4640.14 (reference l) allows CC/S/A to satisfy 
requirements that DISA has determined cannot be filled by a 
conventional connection.  Alternate connections require the OSD GIG 
Waiver Board to grant a waiver prior to operation. 
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a.  Types of Waivers Required for Alternate Connections 
 


(1)  An Internet waiver is required for temporary approval for a 
CC/S/A connected to the unclassified DISN to connect to the Internet 
(e.g., a CC/S/A connected to the Internet using a NIPRNET Internet 
Access Point). 
 


(2)  A User Enclave Waiver is required for a connection to the 
Internet by a CC/S/A that is not connected to the unclassified DISN 
(e.g., a stand-alone IS connected to the Internet by a commercial Internet 
Service Provider). 
 


b.  Consideration for waiver approval will be based on compliance 
with DOD IA and CND policies and USSTRATCOM directives. 
 


c.  Requesting organization will: 
 


(1)  Acquire CC/S/A or field activity validation and endorsement of 
the alternate connection. 
 


(2)  Record the Waiver Approval Form for the alternate connection 
requested via the SNAP system Web-based application, the Waiver 
Registration (https://snap.dod.mil/). 
 


(3)  Provide required connection documentation. 
 


(4)  Prepare a brief IAW the standard brief format contained on the 
DSAWG Web site39 and submit the prepared brief to the DSAWG for 
waiver approval review.  The DSAWG will perform a technical review of 
the IA compliance assessment of the waiver and make a recommendation 
to the required reviewing body. 
 


(5)  Prepare an explanatory brief IAW OSD GIG Waiver Presentation 
instruction located on the SNAP system Web site. 
 


d.  The OSD GIG Waiver Board will review assessments from DISA, 
DSAWG, and other IA technical review activities before making a 
recommendation to the DOD CIO. 
 
 
 
 
                                                           
39 The DSAWG standard brief format can be found at http://iase.disa.mil/ia-working-
groups.html. 
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APPENDIX B TO ENCLOSURE C 
 


CROSS DOMAIN (CD) INFORMATION TRANSFER REQUIREMENTS  
 


1.  CD Information Transfer Requirements.  Requirements for CD 
information transfers between different security domains (e.g., classified 
to unclassified or SECRET to foreign allies, coalition, non-DOD 
government organizations, contractors, etc.) can be found on the GIAP 
Web site.40 
 
2.  CC/S/A and Field Activities Headquarters.  CC/S/A and field activity 
headquarters will: 
 


a.  Ensure requesting organization determines and documents the 
information transfer and protection requirements.  Documentation will 
include the following: 
 


(1)  Operational requirement(s). 
 


(2)  Information types and classifications. 
 


(3)  Type of user access required. 
 


(4)  Applicable policy (e.g., Security Classification guidance for 
classified information, Freedom of Information Act exempted information 
protection guidance, or Privacy Act information protection requirements). 
 


(5)  Characterization of threats to the information types and 
classifications (types and characterization of adversaries, adversary 
attack types, and motivations). 
 


b.  Conduct initial technical review of information transfer 
requirement and provide initial recommendation on whether an approved 
UCDMO enterprise service, centralized solution, or baseline point 
solution can be used; or whether a new or modified CD solution must be 
developed. 
 


(1)  Combatant command headquarters and its subordinate joint 
commands should initially request assistance41 from its Service 
Executive Agent.  This will enable it to determine if the information 
transfer requirement can be met by the supporting Service.42 
 


                                                           
40 The GIAP Web site location is as follows:  https://giap.disa.smil.mil/ 
41 Combatant commands should provide a courtesy copy of request to Joint Staff J-6for JS prioritization. 
42 This is consistent with the DODD 5100.3 (reference y) requirement for Service Executive Agents 
to provide base operating support and move to joint basing. 
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(2)  Other agencies or field activities unable to conduct technical 
review should contact UCDMO for assistance. 
 


c.  Ensure CD information transfer requirement request is submitted 
IAW DISA SIPRNET CD connection requirements into the SGS 
database.43 
 


d.  Endorse requests44 and validate the operational requirement for 
CD information transfer between U.S. classified enclaves/networks and 
non-DOD organizations/entities. 
 


e.  Ensure the CD solution resides on an operating system that has 
been evaluated by NSA/CSS or National Institute of Standards and 
Technology (NIST). 
 


f.  Prioritize CD information transfer requirements requiring modified 
or new CD solutions quarterly.  The Service, agency, or field activity CD 
office or CD POC will obtain combatant command validation, 
endorsement, and prioritization of information transfer requirements 
submitted in support of combatant command operations.  Joint Staff will 
maintain a consolidated, prioritized list of combatant command 
information transfer requirements. 
 


g.  Ensure the CD solution completes NSA/CSS certification test and 
evaluation (CT&E) prior to use.  The CC/S/A will ensure the CD solution 
developer provides NSA/CSS with requested artifacts prior to the CT&E.  
Examples include independent verification and validation test results 
and other independent CC/S/A test results. 
 


h.  Ensure the developer corrects vulnerabilities/problems discovered 
in evaluations of previous versions of the product before submitting the 
new revision.  Alternatively, ensure that continuation of the vulnerability 
will be approved by DSAWG because of operational necessity. 
 


                                                           
43 Can be found at Information Assurance Support Environment (IASE) URL:  
http://iase.disa.mil/cap/index.html -- Connection Approval Process -- SIPRNET Connection 
Approval Process. 
44 See Enclosure B, Paragraph 9.g.(5) for CC/S/A identification of personnel with endorsement 
authority. 
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i.  Ensure the developer agrees to provide the CD solution source 
code upon request during the CT&E. 
 


j.  Ensure the CD solution developer leverages source code analysis 
tools to analyze the security and stability of its CD solution code and 
provides NSA/CSS with requested artifacts from this analysis. 
 


k.  CC/S/A owner of the centralized CD solution will integrate new 
CD information transfer requirements into the CC/S/A’s centralized CD 
solution as directed by DSAWG or DISN/GIG Flag Panel. 
 


l.  Compete CD implementation actions that include the following: 
 


(1)  Coordinate the protection requirements for the interconnected 
domains, if the security domains to be interconnected are under a DOD 
or non-DOD DAA(s) with no DISN managed connectivity. 
 


(2)  Implement the protection requirements for the assigned 
domain. 
 


(3)  Operate the approved enclave connection in compliance with 
approved conditions provided by DISA through an ATC/IATC letter. 
 


(4)  Maintain CD architecture as a configuration record for cross 
domain implementation. 
 
3.  Defense Information Systems Agency (DISA).  DISA will: 
 


a.  Ensure the required information is complete in SGS. 
 


b.  Determine whether or not DISN connectivity is involved. 
 


c.  Determine if existing DISN enterprise CD service can satisfy the 
information transfer requirement. 
 


d.  Integrate new CD information transfer requirements into DOD 
enterprise CD services as directed by DSAWG or DISN/GIG Flag Panel.45 


 
e.  Forward request packages to the CDRB if existing DISN enterprise 


CD service cannot meet the information transfer requirement. 
 


                                                           
45 Previous security evaluation and risk assessments for enterprise or centralized services will be 
reviewed prior to integration of new information transfer requirements. 
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f.  DISA will accomplish the following for baseline point CD solution 
implementation: 
 


(1)  Work with CC/S/A CD offices, the baseline point CD program 
manager, and UCDMO to adapt the baseline point CD solution to the 
specific environment. 
 


(2)  Ensure the resulting baseline point CD solution is consistent 
with the overall DOD and IC architectures. 
 


(3)  Approve the engineering documentation and implementation of 
the adapted baseline point CD solution. 
 


(4)  Coordinate with DOD security evaluation organizations (e.g., 
DISA, NSA/CSS, and DIA) in performing security evaluations and risk 
assessments of the baseline point CD solution.  
 


(5)  Cross Domain Technical Advisory Board (CDTAB) will: 
 


(a)  Review security evaluations and risk assessments. 
 


(b)  Provide technical assistance to the DSAWG and CDRB. 
 


(c)  Forward connection recommendations to the DSAWG. 
 


g.  Issue an ATC/IATC letter notifying the site and CC/S/A DAA of 
the DSAWG or DISN/GIG Flag Panel decision and operating conditions 
(including time limits). 
 


h.  Ensure the enclave package is complete. 
 


i.  Notify the site and CC/S/A DAA of connection approval or 
disapproval. 
 
4.  Unified Cross Domain Management Office (UCDMO).  The UCDMO 
will: 
 


a.  Review the information transfer request package and 
recommended solution forwarded by DISA. 
 


b.  Concur in CC/S/A or field activity modified CD solution 
recommendation or identify requirement to develop new CD solution. 
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c.  Forward a recommendation for approval through DSAWG to the 
DOD component (e.g., Service, DIA, or NSA/CSS) for implementation of a 
CD information transfer request that can be met by a DOD-approved 
centralized CD solution or baseline point CD solution and circumstances 
authorized by DISN/GIG Flag Panel. 
 


d.  Forward a new CD development solution requirement to CDRB. 
 


e.  CDRB, chaired by the UCDMO, will: 
 


(1)  Review, maintain, and update DOD and IC prioritization lists 
for information transfer requirements.  
 


(2)  The DOD and IC CDRB lead representatives will conduct 
organization Prioritization Working Groups as needed and develop DOD 
and IC prioritization lists. 
 


(3)  Review SGS list of operational baseline point CD solutions and 
centralized CD solutions at the end of the second quarter of each fiscal 
year.  Recommend to DISN/GIG Flag Panel and DSAWG those that can 
now be met by DOD enterprise CD solutions. 
 


(4)  Make recommendations on the level of change required for CD 
solutions and the type of security testing required to test organizations 
(CT&E or Security Test and Evaluation). 
 


(5)  Review test results to identify any significant issues. 
 
5.  DISN/GIG Flag Panel.  The DISN/GIG Panel will: 
 


a.  Approve the connection of the enclave to the long-haul transport 
infrastructure if the CD information transfer requirement involves DISN-
managed connectivity. 
 


b.  Delegate authority to the DSAWG for some CD information 
transfer decisions. 
 


c.  Resolve CD issues forwarded by the CDRB.  
 
6.  Defense IA/Security Accreditation Working Group (DSAWG).  DSAWG 
or designated sub-working group will: 
 


a.  Review security evaluations and risk assessments. 
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b.  Forward CD information transfer connection recommendations to 
the DISN/GIG Flag Panel. 
 


(1)  Review and approve CD information transfers (as delegated) or 
forward recommendation(s) to the DISN/GIG Flag Panel. 
 


(2)  Review continued CD connections that are considered high 
risk46 annually.  Approval of high-risk connections requires completion of 
an annual JVAP by DISA.  An onsite JVAP is conducted annually or as 
directed by USSTRATCOM.


                                                           
46 High-risk information transfer requirement connections include those to non-DOD entities, 
including contractors, or those that use a baseline point CD solution. 
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ENCLOSURE D  
 


DISN SECURITY INFORMATION ASSURANCE PROGRAM 
 
 
1.  Background.  The DISN Security Information Assurance program 
integrates CC/S/A IA inspection and assistance visit programs to assess 
DISN security status. 
 
2.  Inspections and Visits 
 


a.  Site Inspections/Visits.  The program consists of three levels of 
onsite inspections:  compliance inspections, assistance visits, and 
technical engineering inspections/visits.  Organizations will integrate the 
types of inspections/visits described below to determine enclave and 
connection security posture.  Inspections will be conducted by subject 
matter experts familiar with IA control implementation for the 
organizations and specific technologies used.  Examples of assets to 
conduct onsite inspections are inspectors general (IGs) and various 
assistance teams. 
 


b.  Compliance Inspections.  Compliance inspections include 
organizations/teams (e.g., CC/S/A IG, auditors, and DSS) that provide a 
systemic perspective for several aspects of information assurance.  The 
inspectors provide local accrediting authorities with a basis for 
immediate improvement. 
 


(1)  Compliance inspections are performed during scheduled visits. 
 


(2)  The primary focus is on documentation and synchronization 
between local information and centralized repositories maintained by 
CC/S/A and DISN network operators.  Also covered are training and 
certification deficiencies, network and enclave documentation, and 
systemic issues. 
 


c.  Assistance Visits.  Assistance visits include organizations/teams 
(e.g., CC/S/A IA organizations and DSS) able to identify and evaluate 
more complex security issues to provide a basis for assessing information 
assurance training, implementation, and operation. 
 


(1)  Assistance visits support CC/S/A respective IA programs. 
 


(2)  Assistance teams provide assistance in correcting deficiencies 
noted by compliance teams, assess operational procedures and practices, 
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and evaluate documentation and information handling.  The primary 
focus is to identify and resolve deficient operational practices and 
procedures as well as device configuration issues. 
 


(3)  Assistance teams validate previous compliance inspection 
results and assist in resolving remaining deficiencies.  They also perform 
repository synchronization.  Unresolved training and certification 
deficiencies will be noted for resolution within Service and agency 
channels. 
 


d.  Technical Engineering Inspections.  Technical Engineering 
inspections include organizations/teams (e.g., CC/S/A teams and the 
SIPRNET Inspection Team).  These entities ensure that trusted devices 
are maintained and operated in a manner that minimizes community 
risk.  They also provide training when necessary. 
 


(1)  Technical engineering inspections (e.g., JVAP) primarily focus 
on the secure engineering, implementation, and (if applicable) operation 
of devices that move information across security domain boundaries. 
 


(2)  Teams validate previous compliance inspection and assistance 
visit results.  If possible, they resolve remaining deficiencies. 
 
3.  Coordination and Frequency of Inspections and Visits 
 


a.  Sites should undergo a compliance inspection and/or JVAP once 
per 12-month period.  
 


b.  Teams conducting IA inspections and visits must coordinate with 
the CC/S/A and field activities being inspected.  Inspections or visits to a 
theater must be coordinated with the combatant command.  
 


c.  Organizations conducting IA inspections and visits will coordinate 
their annual inspection and visit schedules.  Coordination is required by 
Service and agency organizations (e.g., DISA, Defense Threat Reduction 
Agency (DTRA), DOT&E, DSS, and NSA/CSS) to avoid multiple 
redundant IA inspections and visits during a 12-month period. 
   


d.  Commanders have the authority to deny additional 
site/inspection and assistance visits by external organizations during a 
12-month period if they determine the visits would negatively impact 
mission accomplishment. 
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4.  Remote Monitoring and Vulnerability Assessments.  Remote 
monitoring and IA vulnerability assessments develop a profile of potential 
configuration vulnerabilities and alert the site of potential problems.  
Remote monitoring and vulnerability assessments begin before an 
enclave requests approval to connect. 
 


a.  DISA conducts remote monitoring of DISN and its long-haul 
infrastructure. 
 


b.  Sampling is conducted to evaluate service quality and efficiency, 
or to support engineering actions designed to improve network 
performance. 
 


c.  Security assessments will examine consistency of site topology 
documentation and the conformance of network resident devices with 
DOD IA directives, instructions, manuals, and guides (e.g., Security 
Technical Implementation Guides (STIGs)).  DISA, CC/S/As, and DSS 
(for contractor sites) will perform SIPRNET enclave security assessments.  
CC/S/As will perform NIPRNET enclave security assessments. 
 
5.  Joint Vulnerability Assessment Methodology 
 


a.  DOD assessment teams conducting IA assessments of DISN will 
use the Joint Common IA Assessment Methodology (reference mm). 
 


b.  The objectives of this guide are to provide necessary background 
information and to define the core elements of network IA assessments.  
This will improve information sharing of assessment results, reduce 
duplication of effort by assessment teams, and allow CC/S/As to focus 
teams on their priorities. 
 


c.  Results of assessments using this guide can be used to satisfy 
multiple CC/S/A and DOD requirements (e.g., Federal Information 
Security Management Act annual testing requirements). 
 
6.  Inspection Criteria 
 


a.  Site visit inspections should follow published criteria for the 
respective CC/S/A or criteria for a particular device when classification 
boundaries are involved.  Criteria will be established during the initial 
accreditation of the device. 
 


b.  The criteria for remote monitoring will be based on DOD IA 
directives, instructions, manuals, STIGs, vulnerability notices issued 
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through network operations channels, or other criteria established by the 
CC/S/A organization conducting the monitoring and provided to 
monitored sites. 
 
7.  Reporting 
 


a.  Inspection/visit findings and results will be published through 
existing command and technical management channels and made 
available to the respective CC/S/A, USSTRATCOM, and DISA. 
 


b.  Results for contractors will be reported to the following:  the 
contract management organization, the contract sponsor, long-haul 
network operator(s), and the supporting information assurance 
management organization of the contract sponsor. 
 


c.  Connection documentation formats should be modified to allow an 
enclave to report when it was last inspected and the type of inspection, 
including self-assessments. 
 
8.  Enclave Categorization.  Criteria for categorizing an enclave are 
provided in subparagraph 9 below.  This categorization will support 
allocating limited technical assets to enclaves having the greatest IA 
benefit for the interconnected community as a whole.  Additionally, 
categorization will be used to establish inspection scope and periodicity 
(subparagraph 10). 
 
9.  Enclave Inspection Categories.  The following categories will be 
applied to connected enclaves as a means to assign inspection 
responsibility and frequency.  Categories reflect enclave configurations 
that potentially affect enclave/network security posture.  The categories 
identify who will accomplish the inspection/visit, the criteria used, and 
the frequency of inspections/visits.  Unless specifically referenced, the 
category criteria apply to both NIPRNET and SIPRNET enclaves. 
 


a.  Category One 
 


(1)  Enclave operates at a single classification level. 
 


(2)  Enclave employs a firewall or firewall-like device between local 
area network and wide area network. 
 


(3)  Enclave does not support remote access. 
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(4)  Internet service is through a DISA-provided gateway for 
NIPRNET connected enclaves. 
 


(5)  No CD information transfer requirement connection(s) exist for 
connected enclaves. 
 


b.  Category Two 
 


(1)  Enclave operates at a single classification level. 
 


(2)  Enclave has a firewall in place. 
 


(3)  Internet service is via DISA-provided gateway for NIPRNET 
connected enclaves. 
 


(4)  NIPRNET enclave has central dial-in/dial-out modem banks. 
 


(5)  NIPRNET enclave has remote access virtual private network 
(VPN) capability. 
 


(6)  NIPRNET access with aremote access Web portal is provided 
via secure socket layer capability. 
 


c.  Category Three 
 


(1)  Enclave operates at a single classification level. 
 


(2)  Contractor facility has NIPRNET connectivity. 
 


(3)  SIPRNET enclave is without firewalls. 
 


(4)  SIPRNET enclave supports a dial-in capability. 
 


d.  Category Four 
 


(1)  Enclave has CD information transfer connection(s) that move 
information between two different classification levels (includes foreign 
ISs). 
 


(2)  Contractor site has SIPRNET connectivity. 
 


(3)  Site has non-U.S. personnel integrated into work force/work 
area with SIPRNET access. 
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(4)  NIPRNET enclave has Internet connection but no firewall, or a 
firewall that is not via a DISA-provided gateway. 
 


(5)  USSTRATCOM or DISA identify the site as non-compliant in 
providing requested connection approval documentation or in not 
meeting the compliance timeline in a failed DISA remote network 
assessment. 
 
10.  Inspection Responsibility and Frequency Table.  “DISN Networks 
Security Inspection Table” (Table D -1) summarizes the execution 
concept for the DISN Security Information Assurance Program. 
 
 NIPRNET SIPRNET 
Category Frequency Inspecting 


Element 
Frequency 
(Minimum) 


Inspecting  
Element 


1 Every 3 
Years 


CC/S/A Every 3 
Years 


CC/S/A 


2 Every 3 
Years 


CC/S/A  Every 3 
Years 


CC/S/A  


3 (DOD) Every 2 
Years 


CC/S/A Every 2 
Years 


CC/S/A  


3 
(Contractor) 


Annual CC/S/A Annual DSS 


4 Annual CC/S/A Annual DISA 
 


Table D-1. DISN Networks Security Inspection Table 
 
11.  Joint Vulnerability Assessment Process (JVAP) 
 


a.  Sites with an approval to connect to the DISN are subject to an 
annual onsite JVAP, or as directed by USSTRATCOM. 
 


b.  The JVAP is a process using checklists as well as DISA and 
NSA/CSS procedures to assess specific configurations, operation, and 
administration of the CD solution.  Types of JVAPS are as follows: 
 


(1)  Scheduled JVAP.  DISA scheduled JVAPs will be performed 
annually and will be coordinated and scheduled in advance with the 
CC/S/A or field activity appointed DAA or appointed representative and 
the site POC. 
 


(2)  Short Notice JVAP.  Short notice JVAPs will be performed as 
required.  This may occur with limited (24 hours) notification and 
coordination with the CC/S/A or field activity DAA or appointed 
representative and POC. 
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c.  The JVAP verifies the configuration and identifies possible security 
vulnerabilities of a CD solution.  A CD solution connects two different 
security domains and restricts the information that transfers between 
the domains.  The security posture and operations of the CD solution 
must comply with approved conditions to maintain connection 
authorization. 
 


d.  A DISA Field Security Operations (FSO) team lead will notify the 
CC/S/A or field activity DAA and the site representative for both 
scheduled and short notice JVAP visits.  In cases when the DAA is not 
available, the CC/S/A site representative will be asked to assist in the 
coordination of the visit. 
 


e.  DISA and NSA/CSS will perform data collection and analysis on 
the CD solution(s).  The collection and analysis will result in a detailed 
listing of vulnerabilities with recommended corrective actions.  DISA will 
maintain the results in a secure database and provide it with appropriate 
electronic and physical security protections.  The site will be responsible 
for updating status of corrective action through the CC/S/A or field 
activity DAA.  The final report including recommended corrective 
action(s) will be made available to the CC/S/A or field activity DAA. 
 


f.  High-risk vulnerabilities will be corrected (when possible) before 
the JVAP team leaves the site.  The CC/S/A or field activity DAA or 
appointed representative will report the status of remaining 
vulnerabilities until they are closed. 
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List of Web Addresses47 
 


a.  Joint Electronic Library -- http://www.dtic.mil/doctrine 
 


b.  UCDMO Cross Domain Baseline -- 
https://www.intelink.gov/mypage/ucdmo 
 


c.  Central United States Registry -- 
https://secureweb.hqda.pentagon.mil/cusr/index.asp 
 


d.  SIPRNET Connection Approval Process documentation -- 
http://iase.disa.mil/cap/ 
 


e.  DOD SSC Services -- http://www.ssc.smil.mil/dodssc 
 


f.  SNAP system Web-based application -- https://snap.dod.mil/ 
 


g.  DSN -- http://www.disa.mil/gs/dsn/index.html 
 


h.  NCES program -- http://www.nces.dod.mil (NIPRNET) and 
http://www.nces.dod.smil.mil (SIPRNET) 
 


i.  DISN Video Services -- http://www.disa.mil/disnvtc/ 
 


j.  Joint Interoperability Test Command Approved Products List (APL) 
-- http://jitc.fhu.disa.mil/apl/ 
 


k.  Defense/IA Security Accreditation Working Group DSAWG -- 
http://iase.disa.mil/ia-working-groups.html 
 


l.  SIPRNET GIG Interconnection Approval Process -- 
https://giap.disa.smil.mil/ 
 


m.  CD connection requirements under SIPRNET Connection 
Approval Process -- http://iase.disa.mil/cap/ 


                                                           
47 Links available as of 21 May 2008. 
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PART I -- ABBREVIATIONS AND ACRONYMS 
 


A 
ADNI   Associate Director of National Intelligence 
AOR   area of responsibility 
APL   approved products list 
ATC   approval to connect 
ATO   authorization to operate 


 
B 


BMA   Business Mission Area 
 


C 
C&A   certification and accreditation 
CAO   Connection Approval Office 
CAP   connection approval process 
CC/S/A combatant command, Service, and Defense agency 
CD   cross domain 
CDRB  Cross Domain Resolution Board 
CDTAB  Cross Domain Technical Advisory Board 
CIO   chief information officer 
CJCS   Chairman of the Joint Chiefs of Staff 
CJCSI  Chairman of the Joint Chiefs of Staff Instruction 
CND   computer network defense 
CNDS   Computer Network Defense Service 
CNSS   Committee on National Security Systems 
COMSEC  communications security 
CSS   Central Security Service 
CT&E   certification test and evaluation 
CTM   consent to monitor 
CUSR   Central United States Registry 
 


D 
DAA   designated accrediting authority 
DATO   denial of authorization to operate 
DCID   Director of Central Intelligence Directive 
DCIP    Defense Critical Infrastructure Program 
DDOE  DISA Direct Order Entry 
 


D 
DIA   Defense Intelligence Agency 
DIACAP DOD Information Assurance Certification and 


Accreditation Program 
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DIMA Defense Intelligence Mission Area 
DISA Defense Information Systems Agency  
DISN   Defense Information System Network 
DISN DAA  DISN Designated Approving Authorities 
DITPR  DOD Information Technology Portfolio Repository 
DNI   Director of National Intelligence 
DOD   Department of Defense 
DODD  Department of Defense Directive 
DODI   Department of Defense Instruction 
DOT&E  Director, Operational Test and Evaluation 
DRSN   Defense Red Switch Network 
DSAWG  Defense IA Security Accreditation Working Group 
DSN   Defense Switched Network 
DSS   Defense Security Service 
DTRA   Defense Threat Reduction Agency 
DVS   DISN Video Services 
 


E 
ECV   enhanced compliance visit 
EIEMA  Enterprise Information Environment Mission Area 
EMSS   Enhanced Mobile Satellite System 
 


F 
FIPS   Federal Information Processing Standards 
FSO   Field Security Operations 
 


G 
GIAP   GIG interconnection approval process 
GIG   Global Information Grid 
 


I 
IA   information assurance 
IAP   Information Assurance Panel 
IASE   Information Assurance Support Environment 
IATC   interim approval to connect 
IATO   interim authorization to operate 
IAW   in accordance with 
IC   intelligence community 
ICTO   interim certification to operate 
IG   inspector general 
IP   internet protocol 
IS   information system 
IT   information technology 
ITP   Interoperability Test Panel 
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J 
JP   Joint Publication 
JVAP   Joint Vulnerability Assessment Process 
JWICS  Joint Worldwide Intelligence Communication System 
 


M 
MA   mission area 
MAC   mission assurance category 
MCEB  Military Communication Electronics Board 
MOA   memorandum of agreement 
MOU   memorandum of understanding 


 
N 


NATO   North Atlantic Treaty Organization 
NCES   Net-Centric Enterprise Services 
NIPRNET  Non-Classified Internet Protocol Router Network 
NISPOM   National Industrial Security Program Operating 


 Manual 
NIST   National Institute of Standards and Technology 
NSA   National Security Agency 
NSS   national security system 
NSTISSI National Security Telecommunications and  


Information Systems Security Instruction 
 


O 
OASD(NII)/ Office of the Assistant Secretary of Defense for  
DOD CIO Networks and Information Integration/DOD Chief 


Information Officer 
OSD Office of the Secretary of Defense 


 
P 


PAA   Principal Accrediting Authority 
PDS   protected distribution system 
POA&M  plan of action and milestones 
POC   point of contact 
PPS   ports, protocols, and services 
 


S 
SCI   sensitive compartmented information 
SCQ   SIPRNET Compliance Questionnaire 
SGS   SIPRNET GIAP System 
SIAO   senior information assurance officer 
SIPRNET  SECRET Internet Protocol Router Network 
SNAP   systems/networks approval process 
SSAA   system security authorization agreement 
SSC   SIPRNET Support Center 
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STIGs   Security Technical Implementation Guides 
SysAP  systems approval process 
 


T 
TCO   Telecommunications Certification Office 
TR   telecommunications request 
TSO   telecommunications service order 
 


U 
UCDMO  Unified Cross Domain Management Office 
UCMJ  Uniform Code of Military Justice 
UCP   Unified Command Plan 
USC   United States Code 
USG   United States Government 
USSOCOM  U.S. Special Operations Command 
USSTRATCOM U.S. Strategic Command 
 


V 
VPN   virtual private network 
 


W 
WMA   Warfighting Mission Area 
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PART II -- DEFINITIONS 
 


The following definitions are intended for use in this publication and the 
activities described herein.  Except for definitions that include references 
to a source document, these terms have not been standardized for 
general DOD-wide use and inclusion in the DOD Dictionary of Military 
and Associated Terms (JP 1-02).  In some cases, JP 1-02 (reference g) 
includes a general, DOD-wide definition for a term that has a specialized 
definition in this instruction. 
 
accreditation.  See CNSS Instruction No. 4009 (reference h). 
 
alternate connections.  Alternate connections include the following:  (1)  
CC/S/A or field activity temporary connection of a DISN enclave to the 
Internet; and (2) CC/S/A or field activity connection to the Internet that 
is not connected to the unclassified DISN (e.g., a stand-alone system 
connected to the Internet by a commercial Internet Service Provider 
(ISP)).  Both of these connections require an OSD waiver approval (CJCSI 
6211.02C). 
 
authentication.  See CNSS Instruction No. 4009 (reference h). 
 
backside connection.  A connection behind the enclave infrastructure of 
a DOD organization (CJCSI 6211.02C). 
 
baseline point cross domain (CD) solution.  Approved UCDMO baseline 
cross domain solution providing the ability to access or transfer 
information between two or more security domains.  Note:  A baseline 
point solution may require tailoring or modification for implementation 
(CJCSI 6211.02C). 
 
centralized cross domain solution.  A cross domain solution that is 
centrally managed and operated to provide the ability to access or 
transfer information between two or more security domains (CJCSI 
6211.02). 
 
certification.  See CNSS Instruction No. 4009 (reference h). 
 
common criteria.  See DODI 8500.2 (reference k). 
 
community risk.  See DODD 8500.01E (reference i). 
 
connection approval.  See DODD 8500.01E (reference i). 
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connectivity.  Anything physically or logically connected to a 
customer’s/user’s enclave/network (CJCSI 6211.02C). 
 
cross domain solution.  See CNSS Instruction No. 4009 (reference h). 
 
data.  See JP 1-02 (reference g). 
 
Defense Critical Infrastructure.  See JP 1-02 (reference g). 
 
Defense Critical Infrastructure Program (DCIP).  See DODD 3020.40 
(reference t). 
 
Defense Information System Network (DISN).  See JP 1-02 (reference g). 
 
designated accrediting authority (DAA).  See CNSS Instruction No. 4009 
(reference h). 
 
DISN user.  An individual assigned to an organization having devices 
directly or indirectly connected to the DISN (CJCSI 6211.02C). 
 
DOD information system.  See DODD 8500.01E (reference i). 
 
enclave.  See CNSS Instruction No. 4009 (reference h). 


 
end-to-end.  The fusion of requisite components to deliver a defined 
capability.  For the GIG, this implies components from the user access 
and display devices and sensors to the various levels of networking and 
processing, associated applications, and related transport and 
management services.  For DISN services, end-to-end encompasses 
service user to service user (e.g., PC-to-PC, phone-to-phone).  (See CJCSI 
6211.02C.) 
 
enterprise cross domain (CD) service.  A cross domain solution provided 
as a system across an enterprise infrastructure, fully integrated to 
provide the ability to access or transfer information between two or more 
security domains (CJCSI 6211.02). 
 
Global Information Grid (GIG).  See JP 1-02 (reference g). 
 
GIG Interconnection Approval Process.  Electronic process to submit 
connection information and register a GIG connection (CJCSI 6211.02C). 
 
information assurance.  See JP 1-02 (reference g). 
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interconnection.  Connection of information systems based on 
acceptance of risk and implementation of established controls (CJCSI 
6211.02C). 
 
Interoperability Test Panel (ITP).  The mission of the Information 
Technology (IT) Systems and National Security Systems (NSS) 
Interoperability Policy and Test Panel (IPTP) is to promote, enhance, and 
maintain compatibility and interoperability of the following:  systems 
with IT/NSS capabilities and systems that must operate within the 
defense IT/NSS environment to meet mission-essential needs of joint and 
combined operational commanders (MCEB Pub 1, reference nn). 
 
Joint Vulnerability Assessment Process (JVAP).  A process to assess 
cross domain solution configurations, operations, and administration 
using checklists and DISA and NSA/CSS procedures (CJCSI 6211.02C). 
 
mission assurance category.  See DODD 8500.01E (reference i). 
 
mission-critical information system.  See DODI 5000.2 (reference j). 
 
mission-essential information system.  See DODI 5000.2 (reference j). 
 
non-DOD.  All organizations and entities that are not components of the 
Department of Defense.  This includes contractors and federally funded 
research and development centers; other USG federal departments and 
agencies; state, local, and tribal governments; foreign government 
organizations/entities (e.g., allies or coalition partners); non-government 
organizations; commercial companies and industry; academia (e.g., 
universities, colleges, or research and development centers); etc. (See 
CJCSI 6211.02C.) 
 
plan of action and milestones (POA&M).  A plan of action and milestones 
is required for any accreditation decision that requires corrective actions.  
The POA&M is a tool identifying tasks that need to be accomplished.  It 
specifies resources required to accomplish the elements of the plan, any 
milestones in meeting the task, and scheduled completion dates for the 
milestones.  See DODI 8510.01 (reference d). 
 
peering.  Voluntary interconnection of administratively separate Internet 
networks for the purpose of exchanging traffic between the customers of 
each network (CJCSI 6211.02C). 
 
protection profile.  See CNSS Instruction No. 4009 (reference h). 
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risk decision authority criteria.  Criteria for identifying an acceptable 
level of community risk for the connection approval authorities to employ 
in making connection decisions (CJCSI 6211.02C). 
 
robustness.  See DODD 8500.01E (reference i). 
 
security domain.  See DODD 8500.01E (reference i). 
 
single level connection.  Connection of enclaves of like security domains 
(CJCSI 6211.02C). 
 
type accreditation.  See NIST Special Publication 800-37 (reference oo). 
 
type certification.  See CNSS Instruction No. 4009 (reference h). 
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Executive Summary 
This document provides the engineering-level definition of “Internet Protocol (IP) Version 6 
(IPv6) Capable” products necessary for interoperable use throughout the U.S. Department of 
Defense (DoD).  This content has been synthesized from multiple sources including DoD policy 
statements [1] [2] [8], DoD Information Technology Standards Registry (DISR) requirements [3], 
DoD IPv6 Transition Office (DITO) guidance [4] [5] and Internet Engineering Task Force (IETF) 
published requirements.  The term “IPv6 Capable Product” as used in this document, means 
any product that meets the minimum set of mandated requirements, appropriate to its Product 
Class, necessary for it to interoperate with other IPv6 products employed in DoD IPv6 networks.  
Version 1.0 of this Standard Profiles document was approved by the DoD Information Standards 
Oversight Panel (ISOP) in 2006 under the authority of the DoD Chief Information Officer (CIO) 
to “provide guidance to DoD Components and Services responsible for procuring/acquiring IPv6 
Capable Global Information Grid (GIG) products” [6] as was the Version 2.0 revision in 2007 
[18].  Final review and approval of this revision will be similarly documented. 
 
The document is intended to assist several communities of interest in executing their 
responsibilities for preparing DoD systems and networks to be IPv6 Capable.  The goal of this 
document is to organize and summarize the requirements included by reference for the 
convenience of a broad spectrum of readers, including acquisition officers, testing 
organizations, DoD systems developers and vendors.   
 
This document as a whole defines a set of DoD IPv6 Standard Profiles (Profiles) for IPv6 
Capable Products of various classes of equipment or software, and variety of IPv6 network 
roles.  First, Product Classes are defined that will be used in the document to group products 
according to their role in a network architecture.  Then the Base Requirements that apply to all 
IPv6 Capable Product Classes are defined.  Several Functional Requirements blocks are 
defined for specific functions performed by some products.  Finally, Product Class Profiles are 
defined in terms of the Base Requirements and Functional Requirements.   
 
References, a Glossary and an Appendix with a summary of the requirements in tabular form 
are provided at the end of the text.  Appendix D provides a summary of changes with respect to 
the previous version of this document. 
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1 Introduction 
The Internet Protocol (IP) is the network layer for the interconnection of packet-switched 
networks.  The current version of IP in widespread use is IP version 4 (IPv4) first 
defined and deployed over 25 years ago.  IP version 6 (IPv6) is a replacement for IPv4 
first proposed in 1996 by publication the Internet Engineering Task Force (IETF) of 
Request for Comments (RFC) 2460 and a series of supporting RFCs.  U.S. Department 
of Defense (DoD) policy mandating use of IPv6 was promulgated in “Internet Protocol 
Version 6 (IPv6) Interim Transition Guidance” [1] published by the DoD Chief 
Information Officer (CIO) John Stenbit in September 2003. 


1.1 A Definition of “IPv6 Capable Product” 


A Memorandum issued by the Assistant Secretary of Defense – Networks and 
Information Integration (ASD(NII)) entitled “Internet Protocol Version 6 (IPv6) Policy 
Update” [8] states that: 


“IPv6 ‘capable’ is defined as a system or product capable of receiving, 
processing and forwarding IPv6 packets and/or interfacing with other systems 
and protocols in a manner similar to IPv4.  Criteria to be considered IPv6 capable 
are:  conformant with the IPv6 standards profile contained in the DoD IT 
Standards Registry (DISR); maintaining interoperability in heterogeneous 
environments with IPv4; commitment to upgrade as the IPv6 standard evolves; 
and availability of contractor/vendor IPv6 technical support.” 


Version 1.0 of this document was approved by the DoD Information Standards 
Oversight Panel (ISOP) [6] as representing the “IPv6 Profile” taking the place of the 
Generic IPv6 Profile in the DISR.  Version 2.0 was similarly approved by the ISOP [18].  
Thus, this document in its entirety provides a detailed definition of an “IPv6 Capable 
Product” by enumerating the requirements that must be met by a particular product for it 
to be considered IPv6 Capable consistent with the ASD (NII) policy update cited in the 
previous paragraph.  While other terms such as “IPv6 Ready” or “IPv6 Compliant” have 
been used in other contexts, the term “IPv6 Capable Product” as it is defined in this 
document should be used in conjunction with a citation of this document to be clear 
about what is required.   


The official released text of this document when approved will be posted at 
https://disronline.disa.mil.  Access to the document on DISRonline requires a CAC card, 
log on, and selecting the Guidance tab.  The document will also be available without 
access restriction at http://jitc.fhu.disa.mil/apl/. 


1.2 Document Goals and Purpose 


This document provides a technical and standards based definition of interoperability 
requirements for IPv6 Capable Products to be used in DoD networks.  This content has 
been synthesized from multiple sources including DoD policy statements [1] [2] [8], DoD 
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Information Technology Standards Registry (DISR) requirements [3], DoD IPv6 
Transition Office (DITO) guidance [4] [5] and Internet Engineering Task Force (IETF) 
published requirements.  Version 2.0 of this document was reviewed and approved by 
the ISOP as guidance for the acquisition of IPv6 Capable Products [18] and when 
approved, this version will replace Version 2.0. 


RFC 4294 “IPv6 Node Requirements” published by the IETF in April 2006 has been an 
essential guide in the preparation of this document.  The following goal statement from 
that RFC can also serve as the basis for the goals of this document: 


“The goal of this document (RFC 4294) is to define the common functionality 
required from both IPv6 hosts and routers.  Many IPv6 nodes will implement 
optional or additional features, but this document summarizes requirements from 
other published Standards Track1 documents in one place.    


This document tries to avoid discussion of protocol details, and references RFCs 
for this purpose.  This document is informational in nature and does not update 
Standards Track RFCs. 


Although the document points to different specifications, it should be noted that in 
most cases, the granularity of requirements are smaller than a single 
specification, as many specifications define multiple, independent pieces, some 
of which may not be mandatory.” 


Likewise, this document does not intend to define or mandate new requirements nor to 
unduly restrict use of optional requirements, but to summarize the requirements for IPv6 
Capable Products.  To facilitate interoperability: 


1. A device should not rely upon or assume the implementation of optional features 
in other devices for basic interoperability; 


2. A device should, when feasible, implement optional features that may be useful 
in some deployments; 


3. While a device may implement any optional features not specifically forbidden in 
this document, the implementation should not interfere with another device 
implementing required and permitted features. 


For example, while Mobility is a conditional requirement, and thus optional, products 
that support Mobility should be interoperable with products that do not support Mobility.  


UNCLASSIFIED 6


                                            
1 Standards Track is an IETF term indicating that an RFC is published with the intention that it will 
become an Internet Standard when mature and widely implemented.  An RFC is usually published as a 
“Proposed Standard” and is promoted to “Draft Standards” before being considered for Internet Standard 
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Typically, a feature like Mobility must be implemented in a number of cooperating nodes 
in the network, necessitating selection of products that do implement the option. 


1.3 Target Audience 


The document is intended to assist several communities of interest in executing their 
responsibilities for preparing DoD systems and networks to be IPv6 Capable.  The topic 
is rather technical, and requires some background understanding by the reader of the 
RFCs and other references cited, but the goal of this document is to organize and 
summarize the requirements included by reference for the convenience of the reader.  
The authors hope that the document is useful to several categories of users as 
described in the following paragraphs. 


Contracts and Acquisition  


Acquisition officers and others writing purchasing and contract language may use this 
document as a reference when they develop specific product and system requirement 
text.  For their purposes, this document aims to adequately summarize the technical 
requirements such that it is sufficient (with the citation of RFCs and other specifications 
referenced by this document) to specify the minimal requirements for products to be 
IPv6 Capable.  The IPv6 Capable Registry and the test reports generated during testing 
by the Joint Interoperability Test Command (JITC) will provide useful input to the 
responsible component or program acquisition effort.  


Testing and Certification Organizations 


DoD components will rely upon testing organizations including the Joint Interoperability 
Test Command (JITC) to evaluate vendor products and DoD systems as IPv6 Capable.  
These testing organizations may use this document as an outline and starting point for 
the development of detailed test plans appropriate to each product class.  They will 
need to go beyond the summary level of this document through reference to the 
specifications and other technical material cited. 


Developers 


The engineers and managers responsible for systems development by DoD and vendor 
organizations may use this document as an additional check on interpretation of the 
specifications and other technical material cited to develop systems architectures, 
designs and implementations to assure that their products will be IPv6 Capable.  By 
following the requirements documented herein, they will increase the probability that the 
systems they build will be interoperable with other DoD IPv6 Capable network elements 
and will be ready for DoD testing.  


1.4 Requirement Sources 


The immediate reference for requirements in this document is the Defense Information 
Systems Registry (DISR).  The DISR is a snapshot of the state-of-practice for technical 
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publications being tracked by DISA for inclusion in profiles for products to be acquired 
by DoD.  These technical publications come from a number of sources, primarily 
external Standards Development Organizations (SDOs) and are reviewed and 
considered by the DoD IT Standards Committee (ITSC) and a number of DoD IT 
Standards Technical Working Groups (TWGs).  When standards are sufficiently mature, 
they are added to the DISR database. 


In particular, IPv6 specifications and related standards are published by the Internet 
Engineering Task Force (IETF) as Requests for Comments (RFCs).  These documents 
are reviewed and analyzed by members of the IPv6 Standards TWG, and considered 
for mandatory or optional use in DoD systems and networks when they are stable and 
mature and determined to be appropriate requirements for use by DoD.  Each of the 
RFCs cited in the DISR and in this document is included by reference in its entirety, 
except where this document notes exceptions or extensions.  RFCs can be freely 
obtained through the RFC Editor by searching on the RFC number or keywords.   


The DISR is updated 3 times a year after due consideration of new and replacement 
RFCs by the IPv6 Standards TWG.  This document is coordinated with the content of 
the DISR database at the time of its publication, and will be updated and republished as 
necessary to maintain this correspondence.   


In February 2007, the National Institute of Standards and Technology (NIST) released a 
draft for public comment entitled “A Profile for IPv6 in the U.S. Government” [9].  The 
NIST Profile for IPv6 was updated and circulated again in January 2008 [19].  That 
document is intended for U.S. Government environments exclusive of the DoD.  While 
we have worked with the authors of that document to minimize differences between the 
documents, they will remain parallel efforts for the foreseeable future.  Per the cited 
DoD policy statements [1] [2] [8] DoD acquisition of products for IPv6 deployment 
should follow this document and all DoD testing and certification is coordinated by the 
DISA Joint Interoperability Testing Command (JITC).  Discussions between NIST and 
DoD on compatible testing programs continue; however, there are no significant 
differences in functional requirements as of the currently circulating drafts meaning that 
products approved under one program are highly likely to be interoperable with products 
approved under the other.  There are minor differences in the effective dates of some 
requirements that will naturally converge over time.  While there are more stringent DoD 
IPsec requirements (RFC 4869) that NIST deem inappropriate for civilian use, the basic 
IPsec RFCs define a sufficient set of compatible mandatory algorithms.   


1.5 Terminology Used in This Document 


The DISR database and IETF RFCs use different terminology to describe requirements.  
RFCs and other technical publications referenced in the DISR as standards are 
assigned to one of 3 statuses: 


EMERGING:  An EMERGING standard is a new or evolving standard that is likely to 
eventually become a MANDATED standard. 
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MANDATED:  A MANDATED standard is a stable and mature standard that can be 
cited as a requirement in acquisition.  One of the considerations for determining maturity 
of a standard is the existence of vendor implementations.  


RETIRED:  A standard that has been replaced by a newer standard or otherwise 
determined to be no longer appropriate for use in DoD systems is a RETIRED standard.   


Additionally, RFCs or other publications can be referenced in the DISR as 
INFORMATIONAL/GUIDANCE meaning that they provide useful information that is not 
a standard. 


IETF terminology for use in RFCs is defined in RFC 2119 including the terms MUST, 
SHOULD, and MAY.  To provide a common lexicon, the following six terms used in this 
document are to be interpreted as follows:    


MUST:   This term indicates an imperative; the requirement is essential to IPv6 
capability and interoperability.  This level of requirement is indicated in the DISR by 
MANDATED.  Synonyms used in other contexts include Threshold, SHALL or 
REQUIRED. 


MUST NOT:  This term indicates an absolute prohibition of a behavior.  A synonym is 
SHALL NOT. 


SHOULD:  This term indicates a desirable or expected course of action or policy that is 
to be followed unless inappropriate or cost-prohibitive for a particular circumstance.  
This corresponds to the EMERGING2 level in the DISR.  In other contexts, the term 
Objective is used. 


SHOULD NOT:  This term is used to indicate that the particular behavior is discouraged 
though not prohibited.  There may be valid reasons in particular circumstances when 
the behavior is acceptable or even useful, but the full implications should be understood 
and the case carefully weighed before implementing. 


MAY:  This term denotes the permissive or that an item is truly optional.  An 
implementation which does not include a particular option MUST interoperate with 
another implementation which does include the option.  In the same vein, an 
implementation which does include a particular option MUST be prepared to 
interoperate with another implementation which does not include the option (in both 
cases without the feature the option provides).  Normally standards that a product MAY 
follow would be listed in the DISR as INFORMATIONAL. 


SHOULD+:  This term indicates a near-term goal for technology insertion that is 
strongly expected to be elevated to a MUST or MANDATED in the near future (see 
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paragraph 1.5.1).  SHOULD+ means a strongly recommended and expected course of 
action or policy that is to be followed unless inappropriate for a particular circumstance.  
This term is normally associated with an EMERGING specification in the DISR.   


1.5.1 Effective Dates for Mandate of New and Revised RFCs 


IPv6 is defined by an active and evolving set of RFCs.  In addition to new emerging 
standards, existing standards are occasionally updated by RFCs that extend or 
elaborate the standards, and on occasion standards may be rendered obsolete by 
revised RFCs.  In IETF practice, once published, an RFC is never modified; the 
technical material it defines can only be changed by publication of another RFC.  The 
RFC Editor web page tracks all RFCs, and relates them to other RFCs that update or 
obsolete them.   


The obsolescence and replacement of RFCs by new RFCs complicates a simple and 
clear definition of the mandatory requirements in this Standard Profiles document.  
There will be a period of time during which commercially available products may support 
either or both of the versions of the standard.  In some cases the requirement is to 
support the function, preferably complying with the emerging replacement RFC but at 
least according to the previously published RFC.  In these situations, the old and new 
standards will be discussed together in this document with exceptions or conditions 
noted, to provide clear guidance to vendors for implementation and testing.    


In prior version, this specification did not provide for “in effect” dates for new or 
strengthened requirements, implying that they were always “effective immediately” 
when stated as a MUST.  Recognizing realistic product cycles, the following policy is 
established effective with the final publication of Version 3.0: 


1. An emerging requirement will typically be stated as a SHOULD+ when it is first 
cited in a revision of this specification, indicating that it is likely to be 
strengthened to a MUST in the next revision nominally 12 months later; in 
exceptional circumstances the first citation of a requirement may be a MUST; 


2. A  “grace” period of 12-24 months will be allowed between the statement of a 
new or strengthened MUST requirement in a revision of this specification and 
enforcement of the mandate;  


a. Nominally, a replacement RFC will have an effective date 12 months 
following its first citation as a MUST; In some cases, the function specified 
in a set of revised and obsolete RFCs MUST be supported, preferably 
according to the revised RFC, but minimally at the prior RFC; 


b. Nominally, a new functional requirement will have an effective date 24 
months following the first citation as a MUST; this recognizes the more 
significant development effort for a new feature rather than an update 
based on a revised specification for an existing capability; 
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3. Exceptions for specific requirements will be noted in the text, where a longer or 
shorter allowance is appropriate; in all cases, the Effective Date column in the 
Appendix C Requirements Summary will provide an unambiguous indication of 
the effective date; 


4. Requests for dispensations beyond the stated policy will be evaluated on a case-
by-case basis by DISA Standards Engineering and JITC.  The ultimate authority 
for waiver of any requirement for IPv6 Capable products will be defined by the 
component making the purchase and deployment decision.  


The Requirements Summary Table in Appendix C includes a column to indicate the 
effective date for each requirement in the text. 


1.5.2 Distinction Between Capability and Deployment 


Throughout this document the terms “support” and “implement” as well as other forms of 
the words such as “supported”, “implementation”, etc. are used to indicate that a 
requirement or function is available in a product.  In other words, the compliant product 
is capable of providing the function.  For example, if a product class MUST support 
MLDv2 as defined in RFC 3810, a compliant product of that class meets the 
requirements in that RFC to provide MLDv2 function.  This does not imply that the 
available function will be actively used.  The terms “deployment” and “use” as well as 
other forms of those words indicate active operation of an available capability or 
function.  


1.5.3 Conditional Requirements 


Note also that some requirements clauses or paragraphs of this specification may be 
applied conditionally.  The language in these instances is intended to be self-
explanatory, and stated as simply as possible to capture the technical nuances, for 
example as used in Section 3.1.1: 


“An IPv6 Capable Host/Workstation…Conditionally, MUST implement MIPv6 
Capable Node Functional Requirements (Section 2.5.1) IF intended to be 
deployed as a Mobile Node.”   


This should be read to mean that the requirement to support the sections of the RFCs 
for MIPv6 Mobile Node functionality would not be mandatory for all IPv6 Capable 
Host/Workstation Products, but is mandatory for products that are intended to operate 
as a Mobile Node in a MIPv6 deployment.  Submission and test results for a product will 
note whether or not the product includes any of the conditional requirements.  For 
example, “Product X meets the requirements for an IPv6 Capable Host/Workstation with 
Mobility” indicates that Product X complies with all the basic requirements for 
Host/Workstation and also meets the requirements for a MIPv6 Capable mobile node.  
On the other hand “Product Y meets the requirements for an IPv6 Capable Network 
Appliance” indicates that Product Y only meets the basic requirements for a Network 
Appliance.   
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1.6 IPv6 Capable Product Classes 


Before examining detailed requirements it would be useful to frame the discussion by 
defining the classes of IPv6 Capable Products.  The terminology used in the IPv6 base 
specification [RFC 2460] only defined two very general classes of nodes.  Describing 
the requirements for a specific IPv6 Capable product using those broad classes would 
require complex exceptions and explanations to distinguish among different products.  
This Standard Profiles document groups IPv6 Capable Products into a small number of 
Product Classes convenient for defining common requirements.  IPv6 Capable Products 
are classified according to their architectural and functional role in an IPv6 network:   


 End Node:  A node processing IPv6 packets addressed to the node itself or 
originating IPv6 packets with a source address of the node itself. 


o Host/Workstation:  a personal computer (PC) or other end-user 
computer or workstation running a general purpose Operating System 
(OS) such as UNIX®3, Linux®4,Windows®5, or a proprietary operating 
system that is capable of supporting multiple applications.  A 
Host/Workstation typically has a single user, with a local (console) login, 
and is generally managed by the end-user (or the end-user organization 
support team, rather than the Internet Service Provider (ISP) or other third 
party).   
 
Note that a Host/Workstation can be viewed as a hardware platform 
combined with its OS; however, the implementation of the IPv6 Capability 
in one embodiment is that the operating system (OS) implements IPv6 
and it is independent of the hardware platform.  In fact the particular 
hardware platform running the OS is usually irrelevant; for example, 
Microsoft Windows Vista running on any PC has the same IPv6 
capabilities.  The PC running Windows Vista in this case, whether HP, Dell 
or custom-built has no IPv6 capability of its own independent of the OS.  
The implementation of the IPv6 Capability in a second embodiment 
consists of the OS that works with a hardware implementation of the IP 
stack (usually a network interface card).  Thus an OS and a network 
interface card with an IPv6 hardware implementation may entirely 
implement IPv6 capability and thus run on any particular hardware 
platform.  Overall, this note may apply to products in any of the Product 
Classes. 


                                            
3 UNIX® is a registered trademark of The Open Group 


4 Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries. 


5 Windows® is a registered trademark of Microsoft Corporation in the United States and other countries. 
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o Network Appliance or Simple Server6:  Simple end nodes such as 
cameras, sensors, automation controllers, networked phones or adapters 
such as Circuit-to-Packet (CTP) devices, typically with an embedded 
operating system and specialized software for limited applications.  A 
Network Appliance is typically managed by an end-user, but may support 
more than one concurrent user remotely via a Web browser interface.  A 
Simple Server supports a small number of concurrent clients via a web 
browser interface or other protocol with a client application.  Examples of 
simple servers are stand-alone network print servers, storage servers, 
Session Initiation Protocol (SIP)7 servers, a “web camera” appliance that 
serves pictures via an embedded web server, and a network time server 
appliance that solely functions to serve NTP requests.  A device with a 
trivial or no role at the IP layer, for example a modem or layer 2 switch, 
may have a user or management interface with an IPv6 address.  These 
devices should also be evaluated as a Network Appliance/Simple Server.  


o Advanced Server:  End Nodes with one or more server-side applications 
(for example Dynamic Host Configuration Protocol (DHCPv6), Domain 
Name Server (DNS), Network Time Protocol (NTP), E-mail, File Transfer 
Protocol (FTP), Hypertext Transfer Protocol (HTTP), web server, storage 
server or database) to support clients in the network.  Servers are usually 
managed by network administrators or operated by a third party such as 
an ISP or other vendor.  An Advanced Server typically runs a general 
purpose operating system such as UNIX, Linux, Windows, or a proprietary 
operating system and is capable of serving any number of applications to 
many concurrent clients.   


 
 Intermediate Node:  A node that forwards IPv6 packets not explicitly addressed 


to the node itself.8 


o Router:  An Intermediate Node that forwards packets based on paths 
discovered using routing protocols.  A router typically has a small number 
of ports to interconnect several networks, in particular to connect a Local 
Area Network (LAN) to a Wide Area Network (WAN).  A Router 
implements complex control plane functions, including routing protocols 
such as Open Shortest Path First (OSPF) and Border Gateway Protocol 


                                            
6 The distinction between Simple Server and Network Appliance results in no real difference in 
requirements or testing.  Simple Server product class could be eliminated completely, but is retained for 
consistency with previous revisions and test results. 


7 See RFC 3261 Session Initiation Protocol for more information on SIP 
 
8 Please note that an Intermediate Node may also act as an End Node for Network Management and 
other protocols, and must conform to Simple Server functionality for IPv6 packets addressed to an IPv6 
address of the node itself. 
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(BGP) which are typically implemented in software run on a general 
purpose CPU.  


o Layer-3 Switch:  An Intermediate Node that forwards IPv6 packets at 
switching speeds usually through the use of special purpose dedicated 
hardware.  A Layer-3 Switch typically has a higher port density than a 
Router and is intended to interconnect end-nodes in a LAN environment.  
A Layer-3 Switch may have some limited layer-3 control plane 
(management or routing) functions but is primarily a data plane device.  A 
Layer 2 switch is transparent at the IP layer, and as such plays no active 
role as an IPv6 Capable product.  However, the device may be managed 
over an IPv6 interface and should be evaluated as a Simple Server. 


o Information Assurance Device:  An Intermediate Node that performs a 
security function as its primary purpose by filtering or encrypting network 
traffic, and which may block traffic when security policy dictates.  For 
example a Firewall, Intrusion Detection System, Authentication Server, 
Security Gateway, High Assurance IP Encryptor (HAIPE) or Virtual Private 
Network (VPN) is Information Assurance Devices.  A Router or Layer 3 
(L3) Switch may incorporate an IA function in addition to its primary role, 
but is not an IA Device but rather an “IA Enabled” product.  . 


 IPv6 Capable Software:  a product that implements functions available via an 
IPv6 interface to end-users, network nodes or other software, when installed on 
an appropriate hardware platform.  Section 4 of this document introduces some 
concepts for the evaluation of pure software IPv6 Capable products (operating 
systems or applications) but a full definition of IPv6 Capable Software Product 
Classes is deferred to a future revision of this document. 


Some of the terms used in this document for defining Product Classes have been used 
with different definitions in the networking industry, but throughout this document and in 
references to this document, the terms are intended to be used as defined above.  In 
particular the term Network Appliance has been used for a variety of End Node and 
Intermediate Node products, and is the name of a storage solutions company. 


We have attempted to make the distinctions between Product Classes as objective as 
possible, but some of the differences are subject to interpretation, in particular the 
classification of a Server product as “Simple” or “Advanced”.  It is essential that a 
vendor come to agreement with the testing organization (JITC for example) on proper 
classification of their product before testing.  The testing organization and the Chairman 
of the DISR IPv6 Standards TWG can be of assistance in classifying products that don’t 
obviously fit one of the Product Classes.  Many products include other interfaces in 
addition to the IPv6 interface, such as a Voice-over-IP (VOIP) device or Circuit-to-
Packet (CTP) device.  Such a device can be evaluated as a “black box” from its IPv6 
interface, without regard to other internal or external non-IPv6 interfaces.  
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The following table summarizes the Product Class definitions and characteristics to help 
with the classification of specific products.  For example, if the product is an End Node, 
managed by the End-User organization, accessed by a single user through a local 
interface rather than remotely via a Web interface, it is best identified as a 
Host/Workstation.   


 Host/ 
Workstation 


Network 
Appliance 


Advanced 
Server 


Simple 
Server 


Router Layer 3 
Switch 


Information 
Assurance 


Device 


End Node Yes Yes Yes Yes Optional Optional Optional 


Intermediate 
Node 


No No No No Yes Yes Yes 


End-User 
Managed 


Yes Yes No No No No No 


Web Access No Optional Optional Optional Optional Optional Optional 


Local login or 
console 


Y Optional Optional Optional Optional Optional Optional 


Loadable or 
Embedded 


Loadable9 Embedded Optional Embedded Optional Optional Optional 


Number of 
Applications 


Many Few 1 to Many Few 


Number of 
Users 


1 1 to F Many Few 
unspecified 


Network 
Interconnection 


Yes No 


Port Density Low High 


Complex 
Control Plane 


Yes No 


Not 
Applicable 


IA Function 


Not applicable 


Optional Optional Yes 


Table 1-1:  Product Class Summary 
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9 A Host/Workstation is typically “loadable” although in practice, some systems may be preloaded by an 
administrator with the end user restricted from loading additional software.  
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2 IPv6 Capable Product Requirements 
This section identifies the specifications that will be used to define the requirements for 
the Product Classes outlined above.  These specifications are organized into several 
functional categories.  First, the Base Requirements are defined, comprising the 
standards that will (with minor exceptions) apply equally to all Product Classes.  Then, a 
set of Functional Requirements categories are defined, which will be used as “building 
blocks” to construct the detailed Product Class Profiles in Section 3. 


Specific requirements in the RFCs cited in the Base or Functional Requirements may in 
some cases apply in the same manner to IPv6 End Nodes and IPv6 Intermediate Nodes 
or may apply differently to each class; the language in this document is intended to 
make these distinctions clear.  The reader may read the cited RFCs for a more detailed 
understanding of the specific requirements.  Extensions, restrictions and exceptions 
with respect to the Product Classes defined in this document can be found in Section 3. 


While this document is intended to cover the preponderance of products to be used in 
DoD networks and applications, the authors recognize that programs may have 
circumstances that justify the extension, modification or exception to requirements in 
this document by means of program-specific documentation.  For example, the Real-
Time Services (RTS) program defines some unique appliances and products for use in 
the Defense Switched Network (DSN) and the Defense Red Switch Network (DRSN).  
RTS/DSN/DRSN components such as the Local Session Controller (LSC), IP Enabled 
End Office (EO) and Edge Boundary Controller (EBC) will be IPv6 capable as specified 
in this document with exceptions and design/implementation guidelines noted in latest 
version of the DoD Unified Capabilities Requirements (UCR) document.  


2.1 Base Requirements 


These Base Requirements are the core of interoperability requirements for IPv6 Nodes.   


• All IPv6 Nodes MUST conform to RFC 2460, Internet Protocol v6 (IPv6) 
Specification, as updated by RFC 5095 – Deprecation of Type 0 Routing 
Headers in IPv6; this is the fundamental definition of IPv6. 


• All IPv6 Nodes MUST implement RFC 4443, Internet Control Message Protocol 
(ICMPv6). 


• All IPv6 Nodes MUST implement RFC 4861 – superseding RFC 2461, Neighbor 
Discovery (ND) for IPv6, as appropriate to their role as an IPv6 End Node or IPv6 
Intermediate Node.  Informational RFC 4943 provides additional background on 
implementation of ND.  Also note that ND implies that nodes MUST support 
Multicast Listener Discovery (see below). 


• All IPv6 Nodes MUST operate with the default minimum Path MTU (PMTU) size 
of 1280 octets as defined in RFC 2460.  All IPv6 Nodes SHOULD support a 
minimum PMTU of 1500 to allow for encapsulation.  All IPv6 Nodes except 
Network Appliance/Simple Server MUST implement RFC 1981, Path MTU 
Discovery for IPv6. 
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• All IPv6 Nodes MUST provide manual or static configuration of its IPv6 interface 
address(es). 


• An IPv6 Node which supports an autonomous method for discovering its own 
unique IPv6 interface addresses (see section 2.9) MUST have the means to 
disable the autonomous method to force manual or static configuration of 
addresses, e.g. the user can disable the “Creation of Global and Site-Local 
Addresses” as described in Section 5.5 of RFC 4862 (replaces RFC 2462 as of 
Version 3.0 of this document) on an IPv6 Node that supports Stateless Address 
Autoconfiguration (SLAAC).   


• While nodes are not required to autoconfigure their addresses using SLAAC, all 
IPv6 Nodes MUST support link-local address configuration and Duplicate 
Address Detection (DAD) as specified in RFC 4862; DAD MUST NOT be 
disabled.  


• All IPv6 Nodes MUST support the IPv6 Addressing Architecture as defined in: 
- RFC 4291, IPv6 Addressing Architecture10 
- RFC 4007, Scoped Address Architecture (All IPv6 addressing plans 


MUST use this standard definition for scoped addressing architectures; 
however, support for zone indexes is optional) 


- Additional guidance may be found in RFC 5156 – Special Use IPv6 
Addresses which documents addresses with special purposes in various 
protocols, including some that should not appear on the public Internet  


• An IPv6 Node MAY support RFC 4193, Unique Local IPv6 Unicast Addresses 
(ULA),  which replaces the site-local address with a new type of address that is 
private to an organization, yet unique across all of the sites11 of the organization.  
Nodes are not required to support ULA at this time.  


• All IPv6 Nodes MUST implement Multicast Listener Discovery (MLD)  
- Neighbor Discovery (ND) is a core feature of IPv6, analogous to ARP in 


IPv4, and is therefore a fundamental requirement for IPv4 parity.  ND uses 
link-layer Multicast for some of its services; therefore ALL IPv6 Capable 
products will be using Multicast.  In addition, switches may include the 
"MLD Snooping" feature that will block multicast addresses that are not 
registered with MLD.  This means that products lacking MLD support 
cannot guarantee that ND will work in all deployments. 


- At a minimum all nodes MUST follow RFC 2710, Multicast Listener 
Discovery for IPv6 and SHOULD+ support the extended MLDv2 as in RFC 
3810, Multicast Listener Discovery Version 2 (MLDv2) for IPv6. 


- All IPv6 Nodes SHOULD+ follow the source address selection rules in 
RFC 3590 – Source Address Selection for the Multicast Listener when 
MLD is used, per RFC 4294 section 4.6. 
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10 Also see the current Internet-Draft http://tools.ietf.org/html/draft-ietf-v6ops-addcon-07 and the DoD 
Addressing Plan [14] 


11 RFC 3879 “Deprecating Site Local Addresses” 
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2.1.1 Connection Technologies 


All IPv6 Nodes conditionally MUST support a connection technology (link layer) that can 
carry IPv6 packets, consistent with its intended deployment.  When using a connection 
technology with a published “IPv6 over” standard, the device MUST follow the 
corresponding standard for interoperability across that connection technology.  Most 
IPv6 Capable products will implement one or more of the following standards:   


• RFC 2464, Transmission of IPv6 Packets over Ethernet Networks; 
• RFC 2492, IPv6 over ATM Networks; 
• RFC 5072 (replaces RFC 2472), IP Version 6 over PPP;  
• RFC 3572, IPv6 over MAPOS (Multiple Access Protocol over SONET/SDH).   
• RFC 2467, Transmission of IPv6 Packets over FDDI Networks; 
• RFC 2491, IPv6 Over Non-Broadcast Multiple Access (NBMA) Networks; 
• RFC 2497, Transmission of IPv6 Packets over ARCnet Networks; 
• RFC 2590, Transmission of IPv6 Packets over Frame Relay Networks 


Specification; 
• RFC 3146, Transmission of IPv6 over IEEE 1394 Networks; 
• RFC 4338, Transmission of IPv6, IPv4 and Address Resolution Protocol (ARP) 


Packets over Fibre Channel; 
• RFC 4944, Transmission of IPv6 Packets Over IEEE 802.15.4 Networks (Low 


Power Networks) 
 


2.2 IP Layer Security (IPsec) Functional Requirements 


Security is a complex topic and the role of IP Layer Security (IPsec) within the overall 
DoD approach to security is still evolving.  The DoD transition to IPv6 requires IPsec as 
part of the toolkit to build secure networks, but this does not preclude the use of other 
security methods.  Secure Socket Layer (SSL), HTTP over SSL (HTTPS), Transport 
Layer Security (TLS) and Secure Real-time Transport Protocol (SRTP) will continue to 
be appropriate for some deployments.   


There are several dimensions to the treatment of IPsec in this set of profiles: 


1. For IPsec to be useful as a security tool it must be generally available and 
devices in the network cannot interfere with its use12; IPsec has long been 
considered a core part of IPv6 Capable products as recognized in RFC 4294 – 
IPv6 Node Requirements; 


2. A node’s responsibilities with respect to IPsec must be considered in the 
architectural context; a Router or Switch does not perform IPsec as part of 
normal traffic forwarding; however, it may implement IPsec when it is acting as 
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the deployment of IPsec otherwise.  
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an End Node in some deployments for network management and in routing 
protocols; if an Intermediate Node integrates IPsec capability to protect traffic it 
forwards, that Node becomes a special-purpose IA Enabled device functioning 
as a Security Gateway; alternatively, this function might be provided by an 
outboard cryptographic device; 


3. Products are required to support IPsec so that it is available for use; however, 
this document does not require its activation or use; activation of IPsec or waiver 
of IPsec requirements is a deployment decision; effective use of IPsec in a 
particular deployment may also be dependent on integration with other elements, 
including IPsec-aware applications; 


4.  NSA opinion that any device implementing encryption with IPsec is an 
Information Assurance (IA) device subject to Federal Information Processing 
Standards (FIPS) and National Information Assurance Partnership (NIAP) 
certification may be an impediment to wide vendor support but this is beyond the 
scope of this document.  NIST publication [6] on this subject implies that a 
vendor may rely on previously approved and available cryptographic modules 
(hardware or software) integrated with their product to avoid certification of their 
product set as a new IA Device.   


After due consideration of the above points, the IPv6 Standards TWG consensus was to 
maintain the strong requirement for IPsec at the current published standards as was 
stated in Version 1.0 and reiterated in Version 2.0.  The intention is to prevent the 
proliferation of IPsec deficient products that may interfere with DoD ability to fully utilize 
IPsec.  The Product Class Profiles in Section 3 identify which Product Classes MUST 
be IPsec Capable; however, all IPv6 Capable products SHOULD+ be IPsec Capable.  
IPsec Capable requirements are:  


1. IPsec Capable products MUST support the current RFC 4301 Architecture as 
defined in Section 2.2.1.   


2. IPsec Capable products MUST support Manual Keying and MUST support 
Internet Key Exchange Version 2 (IKEv2), as defined in Section 2.2.2.   


3. IPsec Capable products SHOULD support RFC 3971, Secure Neighbor 
Discovery (SEND) and RFC 3972 Cryptographically Generated Addresses 
(CGAs)13.   


4. Conditionally, where security requirements prohibit the use of hardware 
identifiers as part of interface addresses generated using SLAAC, IPsec Capable 
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13 There are some intellectual property rights concerns with CGA and use of CGA in SEND; although the 
rights are offered on a "Royalty-Free, Reasonable and Non-Discriminatory License to All Implementers", 
the fact that a license is required may hinder adoption by some vendors. 
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products MUST support RFC 4941 (replaces RFC 3041), Privacy Extensions for 
Stateless Address Auto configuration in IPv6.   


Further guidance for network security can be found in RFC 4942 – IPv6 Transition/Co-
existence Security Considerations and RFC 5157 – IPv6 Implications for Network 
Scanning.  Deployments requiring the network topology hiding that IPv4 NAT provided 
as a side-effect should consider RFC 4864 – Local Network Protection. 


A waiver process outside the scope of this document may be available (as determined 
by DoD component) to allow use of a product that does not at this time support the 
IPsec requirements as defined in this document for its Product Class Profile.  However, 
we recognize that implementation of IPsec Version 3 and IKEv2 is not prevalent at this 
time.  Products that do not meet these standards MUST at least meet the fallback 
requirements defined in paragraph 2.2.3. 


2.2.1 RFC 4301 Architecture  


A set of RFCs defining the Security Architecture for IP and supporting protocols was 
published in November 1998, and became the de facto standard for security in IPv6 
products (RFC 2401 et al, referred to as IPsec Version 2 or the RFC 2401 Architecture).  
This set of standards was rendered obsolete (for the most part) by a set of revised 
standards in December 2005 (RFC 4301 et al, referred to as IPsec Version 3 the RFC 
4301 Architecture).  


All IPv6 Nodes implementing IPsec RFC 4301 Architecture MUST support the Security 
Architecture for the Internet Protocol as defined in RFC 4301 and as well: 


• MUST support the Encapsulating Security Payload (ESP) defined in RFC 4303; 
• SHOULD support RFC 4302, IP Authentication Header (AH); 
• MUST implement ESP and AH cryptography as defined in RFC 4835 (replaces 


RFC 4305), Cryptographic Algorithm Implementation Requirements for 
Encapsulating Security Payload (ESP) and Authentication Header (AH).  


 
IPv6 Nodes MUST support suites of cryptographic algorithms for IPsec and IKE 
including: 


- Suite VPN-B in RFC 4308 – Cryptographic Suites for IPsec; 


- Suite-B-GCM-128 (for encryption plus authentication) in RFC 4869 – Suite 
B Cryptographic Suites for IPsec  


- Suite-B-GMAC-128 (for authentication only) in RFC 4869 – Suite B 
Cryptographic Suites for IPsec.   


Conformance with these cryptographic suites will ensure that all IPsec implementations 
for DoD approved products support an interoperable set of options.  These RFCs do not 
introduce new algorithms, but detail a subset of other referenced RFCs.  RFC 4869 
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MUST be used as guidance in the interpretation of the RFCs that it references.  Nodes 
MAY support additional cryptographic suites and options where appropriate to the 
deployment and application but MUST NOT depend on other nodes support.  Additional 
guidance can be found in RFC 4308 and NSA publications on Suite B including the Fact 
Sheet available at http://www.nsa.gov/ia/industry/crypto_suite_b.cfm. 


IPv6 Nodes in deployments requiring strong Advanced Encryption Standard (AES) 
security across wireless links SHOULD support AES Counter with Cipher-block 
Chaining Message Authentication Code (CCM) Mode as specified in IEEE 802.11-2007 
amendment 802.11i wireless security standard. [16] [17] 


The requirement for RFC 4301 Architecture for IPsec is effective with publication of 
Version 3.0, which is 24 months from specification of MUST for this requirement in 
Version 1.0 of this document.  It is strongly recommended that all products meet this 
requirement before submission for IPv6 Capable testing.  While a product may be on 
the IPv6 Capable Registry with an exception, DoD components may have specific 
deployment requirements that prevent them from buying products that do not meet the 
IPsec requirements. 


2.2.2 IKE Version 2 Support 


In conjunction with the IPsec Architecture, some method for key management is 
required.  All IPv6 Nodes implementing IPsec need to be interoperable with Product 
Classes that only support Manual Keying (especially Network Appliances and Simple 
Servers).  Therefore all IPv6 Nodes MUST support Manual Keying for IPsec.   


Internet Key Exchange (IKE) was defined in RFC 2409 but has been rendered obsolete 
by IKE Version 2 (IKEv2).  IKEv2 is simpler to deploy, has clearer documentation, is 
more efficient, has fewer options and fixes some of the shortcomings in IKEv1.  IKEv2 is 
integral to the RFC 4301 Architecture and some of its advanced features depend on 
IKEv2 and are not available with the original IKE.   


IKE Version 2 (IKEv2) is defined in the following referenced RFCs.  An IPv6 Node 
implementing IKEv2 MUST support: 


• RFC 4306, Internet Key Exchange (IKEv2) Protocol 
• RFC 4307, Cryptographic Algorithms for Use in the Internet Key Exchange 


Version 2 (IKEv2) 
 
In addition, RFC 4718 provides guidance and clarification for IKEv2 implementations. 
 
IKEv2 by design is not interoperable with IKEv1 implementations.  Products 
implementing IKEv2 MAY implement an operational fall-back to IKEv1 to provide 
interoperability.   
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The requirement for IKEv2 has an effective date of July 2010, which is 24 months from 
the publication of Version 3.0 of this document, reiterating the MUST first stated in 
Version 2.0.  This specification delays the effective date for IKEv2 based on the current 
lack of support in commercial products and vendor feedback.  It is still strongly 
recommended that all products meet this requirement before submission for IPv6 
Capable testing, and if not the vendor Letter of Conformance (LoC) SHOULD include a 
statement of future support.  While a product may be on the IPv6 Capable Registry with 
an exception, DoD components may have specific deployment requirements that 
prevent them from buying products that do not meet the IKEv2 requirements.    


 
2.2.3 IPsec and IKE Fall-back Requirements 


A product in a product class that MUST support IPsec which does not implement IKEv2 
may be approved with an exception, but in such a case the product MUST at least 
support the legacy automatic Internet Key Exchange (IKE) original version by 
supporting the following RFCs 


• RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP 
• RFC 2408, Internet Security Association and Key Management Protocol 
• RFC 2409, The Internet Key Exchange (IKE) 
• RFC 4109, Algorithms for Internet Key Exchange Version 1 (IKEv1) 
• SHOULD support RFC 4304, Extended Sequence Number (ESN) Addendum to 


IPsec Domain of Interpretation (DOI) for Internet Security Association and Key 
Management Protocol (ISAKMP). 


 
 
A product in a product class that MUST support IPsec RFC 4301 architecture may be 
approved with an exception, but in such a case the product must support the following 
fallback requirements for RFC 2401 architecture: 


• All nodes MUST support the Security Architecture for the Internet Protocol as 
defined in RFC 2401 


• All nodes MUST support the IPsec Encapsulating Security Payload (ESP) as 
defined in RFC 2406 


• All nodes MUST support the IPsec Authentication Header (AH) as defined in 
RFC 2402, 


 


Although this version of IPsec is RETIRED, this definition is included to help evaluate 
legacy products that will not meet the 4301ARCH. 


2.3 Transition Mechanism (TM) Functional Requirements 
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The long-established strategy for IPv6 transition depends on achievement of “IPv6-
dominance” before the exhaustion of IPv4 address space.  In an IPv6-dominant network 
the preponderance of end-nodes would be IPv6 Capable, all routers would be Dual 
Stack, and the majority of traffic would be IPv6.  IPv6 Capable end-nodes would be 
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Dual Stack to support communication with the residual IPv4 legacy nodes.  
Unfortunately, the day of reckoning (shortage or exhaustion of IPv4 address space) will 
arrive before the achievement of IPv6-dominance.  The provision of significant routable 
IPv4 address space to support large numbers of Dual Stack end-nodes is difficult 
already, and will become impossible as registries restrict allocation and eventually run 
out.  Dual Stack will not be feasible for some network operators (e.g. broadband access 
networks that would require a large pool of IPv4 addresses for new Dual Stack 
subscribers) and significant new effort is in progress in the IETF IPv6 Operations 
(v6ops) working group to define viable alternatives to transition that will not require IPv4 
address space.  While such developments will be of interest to DoD, the exhaustion of 
IPv4 address space will not significantly impede the deployment of Dual Stack hosts 
within DoD networks due to the large pool of IPv4 addresses already allocated. 


Recognizing that IPv6 Nodes will coexist with legacy IPv4-only Nodes for some time, 
Transition Mechanisms (TMs) will be needed to support interoperability.  There is some 
disagreement on the proper terminology to use but the term “transition” in the context of 
this document refers to the co-existence of IPv4 and IPv6 nodes in an operational 
network regardless of the time span.  The editors are continuing to use the terms 
Transition and Transition Mechanism for consistency with previous versions and with 
other policy statements [8].    


Like IPsec, TM requirements are dependent on application, deployment and 
architectural factors.  Deployment of IPv6 must accommodate the IPv4 base, as there 
will be no capability for IPv4 networks or nodes to interoperate with IPv6.  It is difficult to 
define transition requirements for a particular product – the network architecture must 
support the long-term interoperability of IPv6-only end-nodes with IPv4-only peers, and 
among the residual IPv4 networks and nodes.  All new nodes being acquired for 
connection to the DoD Global Information Grid (GIG) must support certain transition 
mechanisms as described in this section, and may support others.   


These mechanisms include dual stack operation, configured and automatic tunneling 
and translation.  RFC 4213, Transition Mechanisms for IPv6 Hosts and Routers, 
describes several general transition strategies.  Each has strengths and weaknesses 
and would be appropriate to particular architectural situations.  To provide maximum 
interoperability between IPv6 Capable Nodes/Networks and IPv4 nodes/networks the 
following principles apply: 


The core network (Routers, Switches, Information Assurance Devices and any other 
intermediate nodes) MUST permit transit of both IPv6 and IPv4 packets.  This condition 
can be met through Dual Stack operation across the network (dual protocol routing) OR 
tunneling at the edge Router. 
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All IPv6 nodes SHOULD support Dual Stack to ensure interoperation with the IPv4 base 
at all phases of the transition.  Conditionally, IF an IPv6 End Node is required to 
interoperate with an IPv4-Only End Node, it MUST accept and transmit IPv4 packets.  
This condition can be met with Dual Stack operation on the platform and dual stack 
support in the Application or via translation.  The translation method can be internal to 
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the platform (bump-in-the-stack), or provided in an external translation device.  While 
Dual Stack in all nodes (including Dual Stack aware applications) is a preferred solution, 
some products (Network Appliance or Simple Server) may be IPv6-Only, and for some 
time IPv4-Only legacy devices will remain.  


Translation based on RFC 2766, Network Address Translation – Protocol Translation 
(NAT-PT) is no longer supported in the IETF community and has been rendered Historic 
by the publication of RFC 4966 primarily for security concerns.  NAT-PT as defined in 
RFC 2766 SHOULD NOT be used in operational DoD networks.14  Mechanisms based 
on similar designs are being discussed within IETF and it appears that one or more of 
the proposals may progress to standards track; however, any solution would have to 
mitigate the security risks inherent to NAT-PT. 


Security is a particular concern in transition mechanisms.  RFC 4942 – IPv6 
Transition/Coexistence Security Consideration should be consulted for guidance on the 
use of transition mechanisms.  The use of “IPv4 Mapped” addresses “on-the-wire” is 
discouraged due to security risks raised by inherent ambiguities15.  The Teredo method 
[RFC 4380] which allows IPv6 traffic to punch through simple Network Address 
Translators (NATs) raises a number of security issues that have been documented [11].  
Therefore the use of IPv4 firewalls and Local Network Protection for IPv6 (RFC 4864) is 
strongly recommended in DoD networks.  Teredo may be prohibited in some DoD 
networks [12]. 


Use of IPv4 components or a translation solution internal to a product is irrelevant to the 
IPv6 Capable determination.  For example, a translation box that adapts an IPv4-Only 
legacy device by translation should be evaluated as an IPv6 Host/Workstation, Network 
Appliance or Server depending on its network deployment.  Similarly, a complex product 
composed of several components may have an internal IPv4 network to connect those 
components, which is not visible if the “system under test” is considered to be the total 
complex.  Only the externally visible IPv6 interface behavior is relevant to the 
determination of IPv6 Capability; the internal IPv4 interfaces and the IPv4 legacy 
devices will not be evaluated, analogous to the internal functions (bus, memory, etc.) of 
any device or set of devices being evaluated as a unit under test for IPv6 Capability. 


Systems MAY use other approaches to transition defined in RFCs or Internet-Drafts, as 
long as they do not conflict or interfere with other requirements for IPv6 Capable Nodes.  
RFC 4852 – IPv6 Enterprise Network Analysis provides analysis of managed network 
scenarios that are relevant to DoD network transition.  Conditionally, where IPv6-in-IPv4 
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14 While there are security considerations, there are limited situations where NAT-PT could be used 
securely, and there were comments at IETF from some who intend to use it in their networks.  This 
specification does not absolutely forbid NAT-PT, but any use requires a thorough understanding of the 
security concerns 


15 See http://tools.ietf.org/html/draft-itojun-v6ops-v4mapped-harmful-02 an expired but widely cited 
Internet Draft 
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tunneling from a Dual Stack host is needed RFC 3053, IPv6 Tunnel Broker MUST be 
followed.  Dual Stack Routers may use automatic tunneling per RFC 4852.  All Routers 
and L3 Switches serving as Provider Edge Router SHOULD support IPv6 over MPLS 
following RFC 4798, Connecting IPv6 islands over IPv4 MPLS using IPv6 Provider 
Edge (6PE) routers. 


Additional mechanisms built on top of these existing mechanisms MAY be supported.  
An example of this is turning a communications gateway server, such as an e-mail 
server, into a Dual Stacked Application-Level Gateway (ALG) that can intermediate 
between IPv4-only mail clients and IPv6-only mail clients. 


2.4 Quality of Service (QoS) Functional Requirements 


As IPv6 Quality of Services (QoS) extensions and usage guidance matures, this profile 
will be expanded.  The following are current IPv6 protocols related to QoS signaling: 


• RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 
and IPv6 Headers 


- Routers MUST process Differentiated Service (DiffServ) headers and offer 
differentiation of traffic service classes 


• RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP 
- Routers SHOULD process the ECN field in the IP header   


• Routers to be deployed in an Integrated Services (IntServe) architecture  
SHOULD+ support RSVP based QoS as defined in the following RFCs: 


- RFC 2205, Resource ReSerVation Protocol (RSVP) – Version 1 
Functional Specification 


- RFC 2207, RSVP Extensions for IPSEC Data Flows 
- RFC 2210, The Use of RSVP with IETF Integrated Services 
- RFC 2750, RSVP Extensions for Policy Control 


• Optionally, Routers may also support RFC 3175, Aggregation of RSVP for IPv4 
and IPv6 Reservations 


• The following RFCs MAY be supported in some deployments: 
- RFC 3181, Signaled Preemption Priority Policy Object  
- RFC 2961, RSVP Refresh Overhead Reduction Extension 
- RFC 4495, A Resource Reservation Protocol (RSVP) Extension for the 


Reduction of Bandwidth of a Reservation Flow  
- RFC 2998, A Framework for Integrated Services Operation over DiffServ 


Networks   
- RFC 2996, Format of the RSVP DCLASS Object   
- RFC 2746, RSVP Operation Over IP Tunnels  
- RFC 3182, Identity  Representation for RSVP   
- RFC 2872, Application and Sub Application Identity Policy Element for 


Use with RSVP  
- RFC 2747, RSVP Cryptographic Authentication 
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2.5 Mobility (MOB) Functional Requirements 


Mobile IPv6 (MIPv6) and NEtwork MObility (NEMO) are emerging IPv6-based network 
mobility services that SHOULD be implemented on new IPv6 systems.  Application and 
deployment conditions will dictate whether these optional features are required for 
particular configurations, so these requirements are conditional: if a capability is 
included, the product MUST implement it as defined in the RFCs cited for that 
capability.  MIPv6 is defined in RFC 3775, Mobility Support in IPv6 and security for 
MIPv6 is defined in RFC 3776, Using IPsec to Protect Mobile IPv6 Signaling between 
Mobile Nodes and Home Agents as updated by RFC 4877, Mobile IPv6 Operations 
With IKEv2 and the Revised IPsec Architecture.  NEMO is defined in RFC 3963, 
Network Mobility (NEMO) Basic Support Protocol.   


RFC 4877 recently extended the previous definition of MIPv6 security, RFC 3776.  RFC 
3776 specified IKEv1 for MIPv6 security while RFC 4877 provides compatibility with the 
RFC 4301 IPsec architecture by specifying the use of IKEv2 with MIPv6.  While the 
requirement on RFC 4877 is new in Version 3.0 of this specification, with an effective 
date 24 months following publication, we recommend that MIPv6 Capable Nodes and 
Home Agent Routers support IKEv2 for MIPv6 security as soon as practical.    


2.5.1 MIPv6 Capable Node 


An End Node which can operate as a Mobile IPv6 node is “MIPv6 Capable”.  If a 
product will be deployed as a MIPv6 Capable Node it MUST support the Mobile Node 
requirements in RFC 3775, MUST support RFC 3776 and MUST support RFC 4877.  A 
MIPv6 Capable Node SHOULD+ support RFC 4282, The Network Access Identifier and 
SHOULD+ support RFC 4283, Mobile Node Identifier Option for MIPv6. 


2.5.2 Home Agent Router 


The MIPv6 architecture defines a “Home Agent” as a Router on the Mobile Node home 
network which coordinates the rerouting of packets addressed to the Mobile Node.  A 
Router that will be deployed as a Home Agent MUST support the Home Agent 
requirements in RFC 3775, MUST support RFC 3776, MUST support RFC 4877 and 
SHOULD+ implement RFC 4282 and RFC 4283.   


2.5.3 NEMO Capable Router 


Network Mobility (NEMO) extends Mobile Node capability to an entire sub-network.  A 
Router which meets the requirements for Network Mobility is a “NEMO Capable 
Router.”  A NEMO Capable Router MUST implement RFC 3963.   


2.5.4 Route Optimization  


Any IPv6 Capable Nodes can interoperate with a MIPv6 Mobile Node as a 
Correspondent Node as stated in Section 8.1 of RFC 3775 (no additional functionality is 
required).  MIPv6 includes a feature called “Route Optimization” which increases the 
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efficiency of packet routing between a Mobile Node and Correspondent Node.  An IPv6 
Capable Node to be deployed where MIPv6 is prevalent SHOULD support Route 
Optimization as defined in RFC 3775.  


2.6 Bandwidth Limited Networks Functional Requirements 


IPv6 support for RF wireless systems and other bandwidth limited deployments will 
benefit from optimizations including header compression.  The requirements in this 
section are conditional; where header compression is needed, the listed RFCs MUST 
be followed.  Please note that header compression by its nature may not be compatible 
with IPsec in some configurations.   


2.6.1 Robust Header Compression (RoHC) 


Robust Header Compression (RoHC) is designed to provide a significant improvement 
in transmission efficiency for bandwidth limited networks.  It will likely be used in cellular 
networks (2.5G and 3G) and other wireless links.  It is an emerging technology, and 
currently optional.  Where it is used the following RFCs are relevant:  


• RFC 3095, RObust Header Compression (ROHC) – Supports reliable IP header 
compression over wireless links.  When header compression over wireless links 
is required ROHC MUST be used. 


• RFC 4815, Corrections and Clarifications to RFC 3095. 
• RFC 4995, RoHC Framework – this RFC is an unmodified extract of the 


framework definition from RFC 3095. 
• RFC 4996, RoHC: A profile for TCP/IP – this RFC provides a specific profile for 


compression of TCP/IP headers based on the framework defined in RFC 4995. 
• For compression over various PPP and low-speed links – RFC 3241, RObust 


Header Compression (ROHC) over PPP. 
• RFC 3843, RObust Header Compression (ROHC): A Compression Profile for IP– 


Additional guidance for extending RFC 3095 for any arbitrary IP header chain.  
Supports reliable IP header compression over wireless links.  When header 
compression over wireless links is required ROHC MUST be used. 


• RFC 4362, RObust Header Compression (ROHC): A Link-Layer Assisted Profile 
for IP/UDP/RTP - Additional guidance for optimizing RFC 3095 for various link-
layers.  Supports reliable IP header compression over wireless links.   


 
2.6.2 IP Header Compression 


IP Header Compression is an earlier alternative to RoHC.  IP Header Compression is 
optional, where used the following RFCs are relevant. 


• RFC 2507, IP Header Compression, February 1999 (For low-speed wired links 
requiring compression) 


• RFC 2508, Compressing IP/UDP/RTP Headers for Low-Speed Serial Links (For 
low-speed serial links requiring compression) 
RFC 3173, IP Payload Compression 
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2.7 Network Management (NM) Functional Requirements 


While the requirements for Network Management are still evolving, SNMP Version 3 
(SNMPv3) as defined in Standard 62/RFC 3411, An Architecture for Describing Simple 
Network Management Protocol (SNMP) Management Frameworks is the preferred 
method of remote management, although alternative management tools are also 
permitted.  Conditionally, IF IPv6 Compatible Nodes are managed via SNMP the 
management MUST support SNMPv3 as defined in IETF Standard 62: 


• RFC 3411, An Architecture for Describing Simple Network Management Protocol 
Version 3 (SNMPv3) 


• RFC 3412, Message Processing and Dispatching for the SNMP  
• RFC 3413, SNMP Applications 


 


SNMP implementation is built around a Management Information Base (MIB) defined by 
several general MIB and protocol RFCs as well as MIB RFCs specific to a node type or 
specific features.  Conditionally, IF IPv6 Compatible Nodes are managed via SNMP 
implementations MUST support the following general MIB specifications: 


• RFC 3595, Textual Conventions for IPv6 Flow Label 
• RFC 4022, Management Information Base for the Transmission Control Protocol 
• RFC 4113, Management Information Base for the User Datagram Protocol 
 


Other MIBs that MAY be appropriate to specific products or features include: 


• RFC 4087, IP Tunnel MIB 
• RFC 4293, Management Information Base (MIB) for IP, obsoletes RFC 2465 and 


2466 and MUST be supported to provide SNMPv3 management of IPv6 features; 
these two RFCs have been combined with IPv4 MIBs and updated in RFC 4293 
to cover all IP management 


• RFC 4295, Mobile IP Management MIB SHOULD+ be supported for Network 
Management in MIPv6 environment 


• RFC 4807, IPsec Security Policy Database Configuration MIB SHOULD be 
supported when the IPsec Security Policy Database is used 


• RFC 4292, IP Forwarding Table MIB SHOULD be supported 
 


SNMP SHOULD+ be transported over IPv6; currently an IPv4 interface is permitted. 


2.8 Routing Protocol Requirements 


A Router may be deployed as an Exterior Router (at the network edge) or an Interior 
Router (in the network core).  Router products MAY include both capabilities. 


UNCLASSIFIED 28
IPv6 Standard Profiles for IPv6 Capable Products v3.0 13 June 2008 







UNCLASSIFIED  
IPv6 Standard Profiles for IPv6 Capable Products v3.0 13 June 2008 


2.8.1 Interior Router Requirements 


An Interior Router MUST support RFC 2740, OSPF for IPv6 (OSPFv3)16.  Conditionally, 
an Interior Router implementing OSPFv3 MUST support RFC 4552, 
Authentication/Confidentiality for OSPFv3.  An Interior Router MAY support other 
routing protocols as appropriate to the deployed routing architecture. 


2.8.2 Exterior Router Requirements 


An Exterior Router (BGP gateway) between routing systems MUST support: 


• RFC 4271, A Border Gateway Protocol 4 (BGP-4) 
• RFC 1772, Application of the Border Gateway Protocol in the Internet 
• RFC 2545, Use of BGP-4 Multi-protocol Extensions for IPv6 Inter-Domain 


Routing 
• RFC 285817, Multi-protocol Extensions for BGP-4 


2.9 Automatic Configuration 


IPv6 includes two methods by which a node can automatically discover and configure 
its own unique global IPv6 interface address(es) along with other network configuration 
parameters.  Stateless Address Autoconfiguration (SLAAC) and Dynamic Host 
Configuration Protocol for IPv6 (DHCPv6) are complementary methods, but not 
mutually exclusive.  A product may include an implementation of either or both.   


SLAAC is appropriate in deployments where Host/Workstation and Network Appliance 
nodes are permitted to obtain their interface address(es) dynamically from the currently 
available on-link router.  DHCPv6 provides for a stateful equivalent to SLAAC in 
deployments where more central control is necessary, through administration of DHCP 
servers.   


There will be deployments where static IP addresses are always assigned so all nodes 
implementing either or both autoconfiguration methods MUST have a configuration 
option to disable the autoconfiguration.  Autoconfiguration is generally inappropriate for 
Intermediate Nodes (Routers, L3 Switches and IA Devices) and Servers but MAY be 
implemented for configuring the global addresses for administrative interface on any 
node.  However, all nodes MUST generate link-local addresses as specified in RFC 
4862 (replaces RFC 2462 as of version 3.0 of this document). 


UNCLASSIFIED 29


                                            
16An Internet Draft is currently on track in the OSPF Working Group to replace RFC 2740.  See 
http://tools.ietf.org/html/draft-ietf-ospf-ospfv3-update-21 


17 Recently obsoleted by RFC 4760 
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2.9.1 Stateless Address Autoconfiguration (SLAAC) 


An IPv6 Node using SLAAC to configure its unique IPv6 interface addresses MUST 
implement the host requirements specified by RFC 4862 (replaces RFC 2462 as of 
version 3.0 of this document) and SHOULD+ implement RFC 517518 extensions to 
Router Advertisement flags. 


2.9.2 Dynamic Host Configuration Protocol – Version 6 (DHCPv6) Client 


An IPv6 Node using DHCPv6 to configure its unique IPv6 interface address(es) MUST 
implement the client requirements specified by RFC 3315, DHCPv6.   


2.9.3 DHCPv6 Server 


An IPv6 Node that is deployed as a DHCPv6 Server MUST implement the server 
requirements specified by RFC 3315, DHCPv6 and SHOULD implement IPv6 Prefix 
Delegation as specified by RFC 3769 and RFC 3633. 


2.9.4 DHCPv6 Relay Agent  


An IPv6 Node that is deployed as a DHCPv6 Relay Agent MUST implement the relay 
agent requirements specified by RFC 3315, DHCPv6.   


 
3 Product Class Profiles 
The Product Class Profiles for each of the Product Classes defined in section 1.6 can 
now be specified in terms of the Functional Requirements defined in Section 2.  For a 
specific product presented for evaluation as IPv6 Capable, the information in Section 
1.6 should be used to determine the appropriate Product Class for the product and the 
corresponding Product Class Profile in the following sections.  


Additional Product Classes may be added in the future as new products are developed 
and presented for evaluation, or these Product Classes may be modified to cover 
additional products.  The following paragraphs provide detailed Profiles for each 
Product Class. 


3.1 IPv6 End Nodes 


3.1.1 Host/Workstation Product Class Profile 


IPv6 Capable Host/Workstation Products: 


• MUST implement the Base Requirements (Section 2.1); 
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• MUST implement RFC 3810, MLDv2;  
• MUST implement at least one method of autoconfiguration, ether SLAAC as 


specified in section 2.9.1 or DHCPv6 autoconfiguration as specified in section 
2.9.2;   


• MUST be IPsec Capable, implementing the IPsec Functional Requirements 
(Section 2.2);  


– And SHOULD+ support RFC 4941 (replaces RFC 3041), Privacy 
Extensions for Stateless Address Autoconfiguration; 


– Conditionally, Hosts/Workstations that will operate on networks requiring 
privacy address extensions or otherwise need to maintain anonymity 
MUST follow RFC 4941 (replaces RFC 3041) when generating interface 
identifiers; 


• Conditionally, MUST support Transition Mechanism (Section 2.3) requirements 
for Dual Stack capability IF intended deployment requires interoperation with 
IPv4-only legacy nodes; 


• MAY support QoS Functional Requirements (Section 2.4); 
• Conditionally, MUST implement Correspondent Node (CN) with Route 


Optimization (Section 2.5.4) IF intended deployment requires interoperation with 
MIPv6 Capable Nodes; 


• Conditionally, MUST implement MIPv6 Capable Node Functional Requirements 
(Section 2.5.1) IF intended to be deployed as a Mobile Node;  


• MUST implement Standard 66/RFC 3986, Uniform Resource Identifier (URI): 
Generic Syntax; 


• MUST be capable of using IPv6 DNS Resolver function per RFC 3596, DNS 
Extensions to Support IPv6; 


• MUST implement RFC 3484, Default Address Selection for IPv6.  It is expected 
that IPv6 nodes will need to deal with multiple addresses.  Section 2.1 of RFC 
3484 requires a default “policy table” and encourages implementations to allow 
manual configuration.  Host/Workstation nodes SHOULD+ provide a user 
configurable policy table to enable override of Default Address Selection (i.e. to 
force use of specific address in certain situations).19 


 
3.1.2 Network Appliance Product Class Profile 


IPv6 Capable Network Appliances:  


• MUST implement the Base Requirements (Section 2.1); 
• SHOULD+ be IPsec Capable by supporting the IPsec Functional Requirements 


(Section 2.2); 
• SHOULD support the complete Host/Workstation profile if possible. 
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While it is preferable that all IPv6 Capable Products interoperate with IPv4-Only legacy 
nodes and networks, a Network Appliance MAY be IPv6-Only and therefore rely upon 
external methods (tunneling or translation) to interoperate with IPv4. 


3.1.3 Server Product Class Profiles 


3.1.3.1 Advanced Server Profile 
IPv6 Capable Advanced Servers: 


• MUST implement the Base Requirements (Section 2.1); 
– And MUST implement RFC 3810, MLDv2; 


• MUST be IPsec Capable, implementing the IPsec Functional Requirements 
(Section 2.2);  


• Conditionally, IF an Advanced Server is acting as a client AND needs to maintain 
anonymity, it  MUST support RFC 4941 (replaces RFC 3041), Privacy 
Extensions for Stateless Address Autoconfiguration when generating interface 
identifiers; note that a server’s primary address will likely be registered in DNS or 
well-known, so privacy addressing normally would not apply.   


• Conditionally, MUST support Transition Mechanism (Section 2.3) requirements 
for Dual Stack capability IF intended deployment requires interoperation with 
IPv4-only legacy nodes; 


• MAY support QoS Functional Requirements (Section 2.4); 
• Conditionally, MUST implement Correspondent Node (CN) with Route 


Optimization (Section 2.5.4) IF intended deployment requires interoperation with 
MIPv6 Capable Nodes; 


• MUST implement Standard 66/RFC 3986, Uniform Resource Identifier (URI): 
Generic Syntax; 


• MUST be capable of using IPv6 DNS Resolver function per RFC 3596, DNS 
Extensions to Support IPv6; 


• MUST implement RFC 3484, Default Address Selection for IPv6.  It is expected 
that IPv6 nodes will need to deal with multiple addresses.  Section 2.1 of RFC 
3484 requires a default “policy table” and encourages implementations to allow 
manual configuration.  Advanced Server nodes SHOULD+ provide a user 
configurable policy table to enable override of Default Address Selection (i.e. to 
force use of specific address in certain situations).20 


 
A Server will add services according to the manufacturer’s service profile and the 
deployment requirements for the Server.  The full service profile of applications offered 
by an advanced server is beyond the scope of this document, but should be available 
from the operating system manufacturer or by referencing industry standard profiles 
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such as the UNIX 03 Standard21 Linux Base Standard (LSB)22 or others.  Whatever 
service profile is specified, the IPv6 Advanced Server is expected to offer an IPv6 
equivalent of any IPv4 service that the Server is hosting, as well as any IPv6-only 
services specified in its service profile. 


There are many network application services possible, a partial list of services that MAY 
be provided by a Server include: 


• RFC 4330, Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and 
OSI23 


• RFC 3596, DNS Extensions to Support IPv6 
• RFC 3226, DNS Security and IPv6 Aware Server/Resolver Message Size 


Requirements 
• RFC 3261, Session Initiation Protocol (SIP)  
• Section 2.9.3 Dynamic Host Configuration Protocol for IPv6 (DHCPv6) Server  
• Section 2.9.4 DHCPv6 Relay Agent 
• RFC 3053, IPv6 Tunnel Broker 
• RFC 3162, RADIUS (Remote Authentication Dial In User Service) and IPv6 
• RFC 2911, Internet Printing Protocol (IPP)  
• RFC 2821, Simple Mail Transfer Protocol (SMTP)   
• RFC 2428, FTP Extensions for IPv6 and NATs; Server must be capable of 


transferring files with IPv6 and support Extended Data Port (EPRT) and 
Extended Passive (EPSV) commands 


• Standard 9/RFC 959, File Transfer Protocol (FTP) 


3.1.3.2 Simple Server Profile 
Requirements for IPv6 Capable Simple Servers are identical to Network Appliance, with 
the addition that a Simple Server : 


• SHOULD meet the Advanced Server Profile if possible (section 3.1.3.1); 
• SHOULD provide at least one network service as discussed in Section 3.1.3.1. 


 
3.2  IPv6 Intermediate Nodes 


3.2.1 Router Product Profile 


IPv6 Capable Routers: 


• MUST implement the Base Requirements (Section 2.1) 
– And MUST implement RFC 3810, MLDv2; 
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21 http://www.opengroup.org/openbrand/register/xy.htm 
22 http://www.opengroup.org/lsb/cert/register.html 


23 A protocol specification draft for NTPv4 is on track for publication in the NTP working group.  See 
http://tools.ietf.org/html/draft-ietf-ntp-ntpv4-proto-09 
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• MUST implement the router requirements defined in RFC 4862 (replaces RFC 
2462 as of Version 3.0 of this document) including configuration of link-local 
addresses; 


• MUST be IPsec capable, implementing the IPsec Functional Requirements 
(Section 2.2) 


– And SHOULD+ support RFC 4941 (replaces RFC 3041), Privacy 
Extensions; 


– And Conditionally, IF the Open Shortest Path First (OSPF) routing 
protocol is used the router MUST support RFC 4302 (AH) to secure  
OSPF;24 


• MUST, at a minimum, support transport of both IPv4 and IPv6 traffic via Dual 
Stack OR manual tunneling Transition Mechanisms (Section 2.3) 


• Conditionally, an edge router MUST support RFC 2784, Generic Router 
Encapsulation (GRE):  IPv6-in-IPv4 tunnels when transiting IPv4 core network;  


• Conditionally, an edge router MUST support RFC 2473, Generic Packet 
Tunneling in IPv6 Specification to provide IPv4-in-IPv6 tunnels; 


• MUST support the QoS Functional Requirements (Section 2.4) 
• Conditionally, A Router MUST implement Home Agent capability as defined in 


Section 2.5.2 IF it will be deployed as a Home Agent Router;  
• Conditionally, A Router MUST implement MIPv6 Network Mobility (NEMO) 


capability as defined in Section 2.5.3 IF it will be deployed as a NEMO Capable 
Router. 


• MUST support the Network Management Functional Requirements (Section 2.7) 
• Conditionally, IF the router functions as an Interior Router (network core) it MUST 


support the Interior Router Requirements (Section 2.8.1) 
• Conditionally, IF the router functions as an Exterior Router (BGP gateway) 


between routing systems, it MUST support the Exterior Router Requirements 
(Section 2.8.2) 


• Conditionally, IF the Router functions as a DHCPv6 Server it MUST implement 
Section 2.9.3. 


• Conditionally, IF the Router functions as a DHCPv6 Relay Agent it MUST 
implement Section 2.9.4. 


A Router product MAY implement one or more Information Assurance functions as 
defined in section 3.2.3.  As such, the router would be an “IA Enabled Product”.  


Note on multicast routing protocols:  Multicast routing protocols have recently 
emerged from the IETF Protocol Independent Multicast (PIM) Working Group as 


                                            
24 This is to be consistent with the DISA FSO Backbone Transport Services (BTS) Security Technical 
Implementation Guide (STIG) which states the following: "(BTS-RTR-010: CAT II) The router 
administrator will ensure neighbor authentication with MD5 or IPv6 AH is implemented for all routing 
protocols with all peering routers within the same autonomous system as well as between autonomous 
systems."  Implementing IPsec to secure routing protocols would make a router an “IA Enabled Device” 
rather than an “IA Device”. 
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Proposed Standards.  RFC 4601, Protocol Independent Multicast – Sparse Mode (PIM-
SM) and RFC 3973, Protocol Independent Multicast – Dense Mode (PIM-DM)  
conditionally SHOULD+ be implemented IF deployment requires multicast routing 
protocols. 


3.2.2 Layer-3 (L3) Switch Product Profile 


IPv6 Capable L3 Switches: 


• MUST implement the Base Requirements (Section 2.1) 
• SHOULD+ be IPsec Capable, implementing the IPsec Functional Requirements 


(Section 2.2)  
• Conditionally, IF the L3 Switch is used as an Exterior Router it 


- MUST support the Exterior Router Requirements (Section 2.8.2) IF the 
product will be used as an exterior system node and must support routing 
functions to interface with routers at edge of a switching network 


- MUST, at a minimum, support transport of both IPv4 and IPv6 traffic via 
Dual Stack OR manual tunneling Transition Mechanisms (Section 2.3) 


• Conditionally, IF the L3 Switch is used as an Interior Router it MUST support the 
Interior Routing Requirements (Section 2.8.1)  


• Conditionally, MUST support the Network Management Functional Requirements 
(Section 2.7) IF the product is a managed switch 


• Conditionally, SHOULD support RFC 4541, Considerations for Internet Group 
Management Protocol (IGMP) and Multicast Listener Discovery (MLD) Snooping 
Switches IF MLD Snooping is required in the deployment; 


• MUST implement the “multicast router” requirements and the “multicast address 
listener” part of RFC 2710 and conditionally, IF RFC 3810 is supported, MUST 
implement the “multicast router” requirements and the “multicast address 
listener” part of RFC 3810.  


 
A L3 Switch product MAY implement one or more Information Assurance functions as 
defined in section 3.2.3.  As such, the router would be an “IA Enabled Product”.  


 
3.2.3  Information Assurance (IA) Device Product Profile 


An IPv6 Capable Information Assurance (IA) Device provides one or more Information 
Assurance functions: 


• Intrusion Detection 
• Intrusion Protection 
• Firewall 
• Security Proxy 
• In-line Network Encryptor (INE) 
• Virtual Private Network (VPN) server 
• VPN remote access client software 
• Authentication, Authorization and Accounting (AAA) server 
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This specification only addresses the requirements for an IPv6 Capable IA Device to 
interoperate in an IPv6 environment; the specific IA function is beyond the scope of 
these requirements, and beyond the scope of testing based on this specification.  
Previously established policies and requirements already cover the evaluation and 
approval of several types of IA devices.  The IPv6 Capable evaluation process does not 
affect or change the requirements defined by the National Information Assurance 
Partnership (NIAP) or FIPS 140-2 or any other mandated requirements on Information 
Assurance Devices.  Specific guidance on IA can be found in the memorandum 
Department of Defense (DoD) Internet Protocol Version 6 (IPv6) Transition Office 
(DITO) Information Assurance (IA) Guidance for Milestone Objective 2 (MO2) Version 
1.1 [12] and MO3 to follow. 


In addition to its IA functions, An IPv6 Capable IA Device is a “middlebox” and may be 
viewed as an IPv6 Capable Intermediate Node, forwarding (or blocking) packets 
depending on the security policy it is implementing.  The IA Device will present one or 
more IPv6 interfaces to the network, and therefore can be evaluated for IPv6 
interoperability on those interfaces.  The device may behave like an end-node on the 
network side while appearing to be a router on the LAN side.  An IA Device may not 
participate in all IPv6 support protocols, by the nature of the architectural role it plays.  
Some IA Devices (for example an Intrusion Detection System) may need to maintain 
transparency to protocols such as Neighbor Discovery, ICMPv6, IPsec, etc. to perform 
their mission.  Therefore it is not straightforward to specify how such a device can be 
IPv6 Capable, and it is challenging to verify compliance through testing. 


Regardless of how the device is evaluated on its data path, an IA Device may also 
operate as an IPv6 Capable end-node to be managed via its User Interface or SNMP.   


IPv6 Capable IA Devices: 


• MUST implement the Base Requirements (Section 2.1) 
• Conditionally, MUST be IPsec Capable, implement the IPsec Functional 


Requirements, IF the device is an IPsec based in-line network encryptor (INE), 
VPN server, or if it must exchange information with other devices across IPsec 
secured connections.  Some instances of intrusion detection devices, simple 
firewalls, and other security devices may simply monitor traffic flows and not 
actually send/receive data across the network and may not require IPsec. 


• These devices SHOULD+ support the complete IPsec Functional Requirements 
but MAY support the following minimal subset of the IPsec requirements: 


- RFC 4301, Security Architecture for the Internet Protocol 
- RFC 4303, IP Encapsulating Security Payload (ESP) 
- Manual Keying 


• If a security device must distribute IP Security Policy information to other devices, 
it SHOULD+ implement: 


- RFC 3585, IPsec Configuration Policy Information Model 
- RFC 3586, IP Security Policy Requirements 
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- Note: New Security device standards are emerging for managing IPsec 
policy information, managing distributed firewalls, etc., which will fit in this 
category.  There is no official DoD IPv6 IPsec policy available at this time. 


• Devices MUST also support IPv6 requirements defined for any special security 
function of the device.  Example: 


- Conditionally, Remote Authentication Dial In User Service (RADIUS) 
authentication servers MUST support RFC 3162, Remote Authentication 
Dial In User Service (RADIUS) and IPv6, when used to support IPv6 
networks. 


3.2.3.1 Integrated Security Device (ISD) Additional Requirements 
An Integrated Security Device (ISD) is a device that performs stateful packet inspection 
of both the IPv4 and IPv6 protocols and performs Intrusion Prevention and Intrusion 
Detection functions (IPS/IDS) within the same device on both IPv4 and IPv6 protocol 
stacks.  An IPv6 Capable ISD MUST support the Information Assurance Device Profile 
requirements.  


3.2.3.2 IPv6 Security Proxy Additional Requirements 
An IPv6 Security Proxy is a device or appliance that is designed to terminate a session 
and initiate a session on the behalf of an IPv6 host.  An IPv6 Security Proxy also serves 
as a network segregator for services and applications.  A Security Proxy Appliance has 
a scalable proxy platform architecture to secure Web communications and accelerate 
delivery of business applications.    


• An IPv6 Security Proxy MUST support the Information Assurance Device Profile 
Requirements. 


• An IPv6 Security Proxy is limited to Tunnel Mode IPsec, and MUST NOT provide 
Transport Mode IPsec. 


3.2.3.3 HAIPE Devices 
The High Assurance IP Encryption device (HAIPE) is a special case of IA Device.  The 
HAIPE is designed for pair-wise deployment, providing peer-to-peer implementation of 
encryption using IPsec (in particular, ESPv3 transport mode and IKEv2) to protect 
classified traffic over an open network.  The HAIPE is a “bump-in-the-wire” device; on 
one side, the plaintext or PT interface connects to host/workstation device or LAN; on 
the other side, the cypertext or CT interface connects to an IPv6 backbone network.  
The HAIPE presents a unique problem to testing: 


a. As a cryptographic device, the HAIPE has its own set of specifications and 
requirements [15] and test plans and must be certified by a designated test 
facility at the Space and Naval Warfare Systems Command (SPAWAR); 


b. As an IPv6 Capable device, the CT side SHOULD+ meet the requirements of this 
specification for a Host/Workstation, and the PT side SHOULD+ meet the 
requirements for a Router; 
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c. Where requirements are inconsistent or in conflict, the HAIPE specifications and 
test plans take precedence over this specification; the authors are not aware of 
any conflicts that would interfere with the interoperability of approved HAIPE 
devices with other IPv6 Capable products that comply with this specification. 


3.2.3.4 IPv6 Firewalls 
Like HAIPE, firewalls are covered by established policies for test and evaluation.  By 
their nature, firewalls intentionally interfere with standard protocols by blocking the 
transit of packets that are permitted by the specification but are forbidden by other 
security requirements.  A good example is the IPv6 Routing extension header type 0 
(RH0) which allows a sender (or an attacker) to dictate intermediate nodes in the routing 
of the packet and any response.  As with IPv4 source routing, a firewall may be 
configured to block IPv6 packets with RH0 to prevent the attack scenario.  Although 
RH0 has been deprecated by RFC 5095, there may still be products that generate or 
respond to RH0 and a firewall configured to block RH0 would ensure that this vector 
cannot be used. 


The National Security Agency (NSA) has a publication “Firewall Design Considerations 
for IPv6” [18] which explains the role of a firewall in an IPv6 network.  This document 
includes analysis of the IPv6 implications of IPsec, tunneling, higher layer protocols and 
other topics on firewall design and operation.  Current requirements and testing 
procedures defined under Common Criteria do not address IPv6, but we anticipate that 
NSA will develop and publish procedures for IPv6 firewalls.  NSA public information can 
be found at http://www.nsa.gov/ as well as the Common Criteria site http://www.niap-
ccevs.org/cc-scheme/. 
 


4 IPv6 Capable Software 
We anticipate that software products will be presented for evaluation as IPv6 Capable, 
but the specific requirements for IPv6 Capable software are limited.  Further analysis is 
needed to develop Product Class definitions for software products, but this section is 
included to document the current state of the discussion on requirements for Software 
products. 


Software products can be divided into Operating System products, Middleware and 
Application products, with the following definitions: 


Operating System (OS): The foundational software on a Host/Workstation or Server 
that provides an environment for running applications.  The OS includes the 
communications software (drivers) that provide the IPv6 capabilities and an Application 
Programming Interface (API) that allows IPv6 Capable Applications to use these 
features. 


Middleware:  Middleware is software that provides a layer of functionality between the 
OS and application software, or between the hardware platform and the OS.  An 
example of the former would be a relational database management system (RDBMS) 
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that can be used to build various applications, while an example of the latter would be a 
virtualization product that enables running multiple instances of one or more operating 
systems on the same platform. 


Application: Software expressing specific functional requirements, particular to its use.  
The evaluation of an Application software product as IPv6 Capable is based on its use 
of IPv6 addresses and other IPv6-specific features available through the API. 


Application Vendors can be expected to scan and test their code for IPv6 compliance 
and provide a letter of compliance indicating to what degree they comply.  End users of 
Applications will be looking to DISA to verify that the Application will interoperate with 
other IPv6 components based on the DISR profiles.  Third party or packaged 
Applications may be considered COTS if they have already been submitted by the 
vendor, tested and on the IPv6 Capable Registry.  Embedded or custom applications as 
well as unevaluated vendor Applications (i.e. not on the Registry) will be subject to 
testing. 


General purpose Operating Systems can be considered COTS components, if 
previously submitted by the vendor, tested, and on the APL.  This will limit the scope of 
testing to verifying IPv6 compliance of IPv6-specific requirements upon the application 
itself in these cases.  In cases where the Application under test includes a proprietary or 
customized Operating System, the test plan may also address the IPv6 functional 
requirements on the operating system.   


An Application or Operating System cannot be tested in isolation; some level of 
integration testing will be achieved when exercising the two components.  Novel 
combinations of previously approved COTS Applications and Operating Systems may 
be subjected to Integration Testing, but in general that would be an end-user 
responsibility. 


4.1 Application Programming Interface (API) Characteristics 


All applications on Hosts/Workstations, Advanced Servers, Simple Servers or Network 
Appliances that require IP network protocol service MUST use IPv6 Capable versions of 
those network protocols.  These include the basic and extended specifications of the 
Socket API as appropriate to the application architecture25.  Applications will require 
evaluation and testing for approval as IPv6 capable as components of a system under 
test (embedded software) or as a stand-alone product. 


Currently, generic requirements are not defined for an IPv6 Capable application beyond 
the following: 


                                            
25 The Socket API extensions are defined in Informational RFCs, as they would not apply to all 
applications, i.e. those that use other operating system methods for networking. 
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• IEEE Standard 1003.1-2001,  based on The Open Group’s Networking Services 
(XNS) specification, issue 5.2; RFC 3493, Basic Socket Interface Extensions for 
IPv6 is an informational recap of this specification 


• RFC 3542, Advanced Sockets Application Program Interface (API) for IPv6 
• RFC 4038, Application Aspects of IPv6 Transition 
• On MIPv6 Capable Nodes, for some Mobile applications, RFC 4584, Extension 


to Sockets API for Mobile IPv6 
• RFC 5014, IPv6 Socket API for Source Address Selection is an emerging 


specification  
 


In addition, specific requirements may be needed for various classes of applications 
including: 


1. File Transfer Protocol (FTP) client 


2.  Web Browser 


3. E-mail client 


4. IM client 


It is also suggested that applications comply with RFC 3986 Uniform Resource 
Identifiers: Generic Syntax, for the representation of IPv6 addresses in user interfaces. 


4.2 Software Requirements 


An IPv6 Capable Application software product will be evaluated on its ability to send 
and receive IPv6 packets with an IPv6 client, and its use of IPv6 addresses and 
features available through the API. 


IPv6 Capable Operating Systems Conditionally MUST support Dual Stack and MUST 
support both IPv4 and IPv6 applications in the Application Program Interface (APIs) 
when deployed with IPv4 legacy peers. 
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Appendix A:  References 
The primary source for requirements cited in this document is the body of Internet 
Engineering Task Force (IETF) specifications known as “Request For Comment” (RFC) 
which are referenced throughout the document.  These references can be found 
through http://www.ietf.org/ by using the RFC Search feature on the RFC Editor page.  
The Requirements Summary Table (Appendix C) can be used as a cross-reference for 
the RFCs cited as requirements in this document. 


The following additional sources were used in generating requirements for this 
document: 
[1] “Internet Protocol Version 6 (IPv6) Interim Transition Guidance” John Stenbit, 


CIO U.S. Department of Defense; September 23, 2003 


[2] “Internet Protocol Version 6 (IPv6)” DoD CIO Memorandum; June 9, 2003  


[3] DoD Information Technology Standards Registry (DISR); a repository of cited 
standards to be followed by DoD projects and deployments.  This database can 
be accessed by authorized users via the web at https://disronline.disa.mil/  


[4] ”Department of Defense (DoD) Internet Protocol Version 6 (IPv6) Transition 
Office (DITO) Draft IPv6 Capable Functional Specification v1.0” November 22 
2005 


[5] “Department of Defense (DoD) Internet Protocol Version 6 (IPv6) Transition 
Office (DITO) Information Assurance (IA) Solutions Version 1.0” September 8, 
2005 


[6] Memorandum for Department of Defense Executive Agent for Information 
Technology Standards regarding DISR Baseline Release 06-02; June 27, 2006.  
This Memorandum linked Version 1.0 of the Standard Profiles document to the 
DISR baseline, and stated that the Standard Profiles document was approved as 
guidance in the procuring/acquisition of IPv6 Capable Products 


[7] NIST Communications Security Establishment document “FAQ for the 
Cryptographic Module Validation Program” updated December 8, 2006 
http://csrc.nist.gov/cryptval/140-1/CMVPFAQ.pdf   


[8] Memorandum for Secretaries of the Military Departments, et al “Internet Protocol 
Version 6 (IPv6) Policy Update” issued by Assistant Secretary of Defense – 
Networks and Information Integration, August 16, 2005 


[9] NIST Special Publication 500-267 “A Profile for IPv6 in the U.S. Government – 
Version 1.0” draft for public comment, February 22, 2007 
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[10] Internet Draft “Deprecation of Type 0 Routing Headers in IPv6” J. Abley et al, 
May 16, 2007; this is a work in progress, which will update RFC 2460 if 
approved.   


[11] “The Teredo Protocol:  Tunneling Past Network Security and Other Security 
Implications” Dr. James Hoagland, Symantec Report 
http://www.symantec.com/avcenter/reference/Teredo_Security.pdf 


[12] Department of Defense (DoD) Internet Protocol Version 6 (IPv6) Transition 
Office (DITO) Information Assurance (IA) Guidance for Milestone Objective 2 
(MO2) Version 1.1 


[13] DISA FSO Backbone Transport Services (BTS) Security Technical 
Implementation Guide (STIG) 
http://iase.disa.mil/stigs/index.html 


[14] The Department of Defense Internet Protocol Version 6 Address Plan – 
version 1.0; Assistant Secretary of Defense for Networks and Information 
Integration/Department of Defense Chief Information Officer; March 2008 


[15] High Assurance Internet Protocol Encryptor Interoperability Specification 
Guide:  HAIPE IS version 3.1.2; National Security Agency; 29 February 2008 


[16] IEEE 802.11-2007 Standard for Information Technology Part 11 – Wireless 
LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications, 
IEEE 3 Park Ave, NYC NY 12June 2007  
http://standards.ieee.org/getieee802/download/802.11-2007.pdf  


[17] IEEE 802.11i Standard for Information Technology Part 11 – Wireless LAN 
Medium Access Control (MAC) and Physical Layer (PHY) Specifications: 
Amendment 6 MAC Security Enhancements, IEEE 3 Park Ave, NYC NY 12June 
2007   http://standards.ieee.org/getieee802/download/802.11i-2004.pdf 


[18] Memorandum for Department of Defense Executive Agent for Information 
Technology Standards regarding DISR Baseline Release 07-03; 6 November 
2007.  This Memorandum linked Version 2.0 of the Standard Profiles document 
to the DISR baseline, and stated that the Standard Profiles document was 
approved as guidance in the procuring/acquisition of IPv6 Capable Products.  We 
anticipate that a similar Memorandum will be issued when Version 3.0 is 
approved. 


[19]  NIST Special Publication 500-267 “A Profile for IPv6 in the U.S. Government 
– Version 1.0 Draft 2” draft for public comment, 23 January 2008 
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Appendix B:  Glossary 
This glossary is provided for the convenience of the reader, and is intended to include 
terminology and acronym definitions specific to this document, plus other terms in 
general use. 


Information Assurance Device:  An Intermediate Node that performs a security 
function as its primary purpose by filtering or encrypting network traffic, and which may 
block traffic when security policy dictates.  For example a Firewall, Intrusion Detection 
System, Authentication Server, Security Gateway, HAIPE or VPN are Information 
Assurance Devices.   


Information Assurance Enabled:  An IPv6 Capable Node may incorporate an IA 
function in addition to its primary role, for example implementing cryptographic 
algorithms as part of IPsec protocols.  This is not the core role of the device so it should 
not be considered an IA Device but rather is an “IA Enabled” product. 


IP:  Internet Protocol; the glue that holds the Internet together, that is the network layer 
protocol for the interconnection of packet-switched networks.  The first widely deployed 
version of IP was IP version 4, defined and implemented over 25 years ago. 


IPv6:  The Internet Protocol Version 6; a replacement for the widely deployed Internet 
Protocol Version 4.  IPv6 and related protocols are defined by IETF in RFCs which can 
be found at http://www.ietf.org/.  Basic information on IPv6 can be found at 
http://en.wikipedia.org/wiki/IPv6 or through the North American IPv6 Task Force.


IETF:  The Internet Engineering Task Force is a large open international community of 
network designers, operators, vendors, and researchers concerned with the evolution of 
the Internet architecture and the smooth operation of the Internet.  It is open to any 
interested individual.  The IETF Mission Statement is documented in RFC 3935.  More 
information can be found at http://www.ietf.org/. 


RFC:  Request for Comment; for historical reasons, publications of the IETF are called 
Requests for Comment, but everyone just calls them RFCs.  When an Internet-Draft is 
accepted for publication, the RFC Editor assigns a number which permanently identifies 
the publication.  Thus any RFC cited can be found by number through the RFC Editor. 


IPv6 Capable:  According to the IPv6 Interim Transition Memorandum [1] an “IPv6 
Capable” system or product shall be capable of receiving, processing and forwarding 
IPv6 packets and/or interfacing with other protocols in a manner similar to IPv4.  
Specific criteria for determining whether a product is an IPv6 Capable Product is defined 
by this document.  


IPv6 Capable Product:  The term “IPv6 Capable Product” as used in this document, is 
any product that meets the minimum set of mandated requirements, appropriate to its 
Product Class, necessary for it to interoperate with other IPv6 products employed in 
DoD IPv6 networks.  Thus an IPv6 Capable Product is one that meets the IPv6 Capable 
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requirements specific to the Product Profile for the Product Class appropriate for the 
product. 


Product Class:  as used in this document a Product Class is one of a set of definitions 
used in this document to group products with common characteristics and requirements.  


SLAAC:  Stateless Address Autoconfiguration; one of the methods of configuring end-
node interface addresses for IPv6, relying on Neighbor Discovery Protocol (NDP) and 
Duplicate Address Detection (DAD) to construct globally unique addresses using 
network prefixes assigned and advertised by a router.  
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Appendix C: Requirements Summary Table 
The Requirements Summary Table list RFC numbers and notes on their applicability to each Product Class.  


RFC Status:  Info – Informational; PS – Proposed Standard; DS – Draft Standard; STD – Approved Standard; BCP – Best 
Current Practice; OBS – Obsolete; HIST – Historic; EXP – Experimental  


Applicability:  M – MUST; S+ – SHOULD+; S – SHOULD; O – Optional (MAY); C – Conditional (followed by another code, 
for example C M indicates Conditional MUST); I – Informational; SN – SHOULD NOT; MN – MUST NOT 


In-effect Date:  Date at which the requirement will be in effect for products; “current” indicates requirements already in 
effect as of this publication 


  


Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


2460 Internet Protocol, Version 6 (IPv6) 
Protocol Specification 


DS M M M M M M Current 


5095 Deprecation of Type 0 Routing 
Headers in IPv6 


PS M M M M M M 7/2009 


4443 Internet Control Message 
Protocol (ICMPv6) 


DS M M M M M M Current 


2.1 Base 
Requirements 


4861 
[replaces 
2461] 


Neighbor Discovery for IPv6 DS M M M M M M 7/2009 
[2461 
Current] 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4862 
[replaces 
2462] 


IPv6 Stateless Address 
Autoconfiguration [only link-local 
addresses and Duplicate Address 
Detection]  


DS M M M M M M 7/2009 
[2462 
Current] 


1981 Path MTU Discovery for IPv6 DS M S M M M M Current 


4291 IPv6 Addressing Architecture DS M M M M M M Current 


4007 Scoped Address Architecture PS M M M M M M Current 


[address 
architecture] 


4193 Unique Local IPv6 Unicast 
Addresses 


PS O O O O O O Current 


2710 Multicast Listener Discovery for 
IPv6 


PS M M M M M M Current [Multicast 
listener 
discovery] 


3810 MLDv2 for IPv6 PS M S+ M M S+26 S+ Current 


2464 IPv6 over Ethernet PS C M C M C M C M C M C M Current 


2492 IPv6 over ATM PS C M C M C M C M C M C M Current 


5072 
[replaces 
2472] 


IPv6 over PPP PS C M C M C M C M C M C M 7/2009 
[2472 
Current] 


[connection 
technology] 


3572 IPv6 over MAPOS PS C M C M C M C M C M C M Current 


                                            
26 Note that an L3 Switch MUST also implement the “multicast router part” and “multicast address listener part” of RFC 3810 IF supporting RFC 
3810. 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


2467 IPv6 over FDDI PS C M C M C M C M C M C M Current 


2491 IPv6 over NBMA PS C M C M C M C M C M C M Current 


2497 IPv6 over ARCnet PS C M C M C M C M C M C M Current 


2590 IPv6 over Frame Relay PS C M C M C M C M C M C M Current 


3146 IPv6 over IEEE 1394 Networks PS C M C M C M C M C M C M Current 


4338 IPv6, IPv4 and ARP Packets over 
Fibre Channel 


PS C M C M C M C M C M C M Current 


4944 Transmission of IPv6 Packets 
Over IEEE 802.15.4 Networks 


PS C M C M C M C M C M C M 7/2009 


4301 Security Architecture for the 
Internet Protocol 


PS M S+ M M S+ C M Current 


4302 IP Authentication Header PS S S S C M S C S Current 


4303 IP Encapsulating Security 
Payload 


PS M S+ M M S+ C M Current 


2.2 IPsec 
 


4308 
[VPN-B] 


Cryptographic Suites for IPsec PS M S+ M M S+ C M 7/2009 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4835 
[replaces 
4305] 


Cryptographic Algorithm 
Implementation Requirements for 
Encapsulating Security Payload 
(ESP) and Authentication Header 
(AH) 


PS M S+ M M S+ C M 7/2009 
[4305 
Current] 
 


 


4869 Suite B Cryptographic Suites for 
IPsec 


Info M S+ M M S+ C M 7/2009 


IEEE 
802.11-
2007i 


Standard for Information 
Technology Part 11 – Wireless 
LAN Medium Access Control 
(MAC) and Physical Layer (PHY) 
Specifications: Amendment 6 
MAC Security Enhancements 


PS C S C S C S C S C S C S Current 


2401 Security Architecture for the 
Internet Protocol  


OBS C M C S+ C M C M C S+ C M Current 


2406 IPsec Encapsulating Security 
Payload (ESP) 


OBS C M C S+ C M C M C S+ C M Current 


IPsec 
Fallback27


2402 IPsec Authenticating Header (AH) OBS C M C S+ C M C M C S+ C M Current 


[SeND] 3971 Secure Neighbor Discovery PS S S S S S S Current 


                                            
27 IPsec Fallback requirements only apply to a product that MUST support IPsec that does not currently support IPsec RFC 4301 requirements 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


[CGA] 3972 Cryptographically Generated 
Addresses 


PS S S S S S S Current 


[SLAAC 
Privacy 
Extension] 


4941 
[replaced 
3041] 


Privacy Extensions for Stateless 
Address Auto configuration in 
IPv6 


PS S+ 
C M 


S C M S+ 
 


S S 7/2009 
[3041 
Current] 


4306 Internet Key Exchange Version 2 
(IKEv2) Protocol 


PS M S+ M M S+ C M 7/2010 IKEv2 


4307  


 


 


Cryptographic Algorithms for 
Internet Key Exchange Version 2 
(IKEv2) 


PS M S+ M M S+ C M 7/2010 


2407 The Internet IP Security Domain 
of Interpretation for ISAKMP 


OBS C M C S+ C M C M C S+ C M Current 


2408 Internet Security Association and 
Key Management Protocol 
(ISAKMP) 


OBS C M C S+ C M C M C S+ C M Current 


2409 The Internet Key Exchange (IKE) OBS C M C S+ C M C M C S+ C M Current 


2.2.2 


IKEv128


4109 Algorithms for Internet Key 
Exchange Version 1 (IKEv1) 


PS C M C S+ C M C M C S+ C M Current 


                                            
28 Products with IKEv2 implementation MAY also include a fall-back to IKEv1; products without IKEv2 MUST at least meet the IKEv1 requirements 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


  4304 Extended Sequence Number 
(ESN) Addendum to IPsec 
Domain of Interpretation (DOI) for 
Internet Security Association and 
Key Management Protocol 
(ISAKMP) 


PS C S C S C S  C S C S C S 7/2009 


4213 Transition Mechanisms for IPv6 
Hosts and Routers  
[Dual Stack] 


PS S S Current 


4213 Transition Mechanisms for IPv6 
Hosts and Routers  
[manual tunnels] 


PS 


C M29


  


C M29 


  


M29 C M29


 Current 


4213 Transition Mechanisms for IPv6 
Hosts and Routers  
[Translation and other methods] 


PS O O O O O O Current 


2766 Network Address Translation – 
Protocol Translation (NAT-PT) 


PS 
(HIST) 


SN SN SN SN SN SN Current 


Transition 
Mechanisms 


  


  


3053 IPv6 Tunnel Broker INFO C M C S C M C M C M  Current 


2.3 


[provider edge] 4798 Connecting IPv6 islands over 
IPv4 MPLS using IPv6 Provider 
Edge (6PE) routers 


PS    C S C S  Current 


                                            
29 MUST implement Dual Stack OR Tunneling to meet the requirement to carry both IPv4 and IPv6 traffic 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


2474 Definition of the Differentiated 
Services Field (DS Field) in the 
IPv4 and IPv6 Headers 


PS O O O M O  Current 


3168 The Addition of Explicit 
Congestion Notification (ECN) to 
IP  


PS O O O S O  Current 


2205 Resource ReSerVation Protocol 
(RSVP) – Version 1 Functional 
Specification 


PS O O O S+ O  Current 


2207 RSVP Extensions for IPSEC Data 
Flows 


PS O O O S+ O  Current 


2210 The Use of RSVP with IETF 
Integrated Services 


PS O O O S+ O  Current 


2750 RSVP Extensions for Policy 
Control 


PS O O O S+ O  Current 


3175 Aggregation of RSVP for IPv4 
and IPv6 Reservations 


PS O O O O O  Current 


3181 Signaled Preemption Priority 
Policy Object 


PS O O O O O  Current 


2961 RSVP Refresh Overhead 
Reduction Extension 


PS O O O O O  Current 


2.4 QoS 


4495 A Resource Reservation Protocol 
(RSVP) Extension for the 
Reduction of Bandwidth of a 
Reservation Flow 


PS O O O O O  Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


2998 A Framework for Integrated 
Services Operation over DiffServ 
Networks 


I O O O O O  Current 


2996 Format of the RSVP DCLASS 
Object, 


PS O O O O O  Current 


2746 RSVP Operation Over IP Tunnels PS O O O O O  Current 


3182 Identity Representation for RSVP PS O O O O O  Current 


2872 Application and Sub Application 
Identity Policy Element for Use 
with RSVP 


PS O O O O O  Current 


  


2747 RSVP Cryptographic 
Authentication 


PS O O O O O  Current 


3775 
[Mobile 
Node] 


Mobility Support in IPv6 PS C M C S     Current 


3776 Using IPsec to Protect Mobile 
IPv6 Signaling between Mobile 
Nodes and Home Agents 


PS C M C S     Current 


4877 Mobile IPv6 Operation with IKEv2 
and the Revised IPsec 
Architecture 


PS C M C S     7/2010 


2.5.1 MIPv6 Capable 


4282 The Network Access Identifier PS C S+ C S     Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4283 Mobile Node Identifier for Option 
for IPv6 


PS C S+ C S     Current 


3775 
[Home 
Agent] 


Mobility Support in IPv6 PS    C M   Current 


3776 
 


Using IPsec to Protect Mobile 
IPv6 Signaling between Mobile 
Nodes and Home Agents 


PS C M rent        Cur  


4877 Mobile IPv6 Operation with IKEv2 
and the Revised IPsec 
Architecture 


PS    C M   7/2010 


4282 The Network Access Identifier PS    C S+   Current 


2.5.2 Home Agent 
Router 


4283 Mobile Node Identifier for Option 
for IPv6 


PS    C S+   Current 


2.5.3 NEMO 
Capable 


3963 Network Mobility (NEMO) Basic 
Support Protocol 


PS C M rent        Cur  


2.5.4 Route 
Optimization 


3775 
(sect 9) 


Mobility Support in IPv6 PS C M C S C M    Current 


3095 Robust Header Compression 
(RoHC) 


PS O O O O O  Current 2.6.1 RoHC 


4815 Corrections and Clarifications to 
RFC 3095 


PS O O O O O  Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4995 RoHC Framework PS O O O O O  Current 


4996 RoHC: A profile for TCP/IP PS O O O O O  Current 


3241 RoHC over PPP PS O O O O O  Current 


3843 RoHC:  A Compression Profile for 
IP 


PS O O O O O  Current 


4362 RoHC:  A Link-Layer Assisted 
Profile for IP/UDP/RTP 


PS O O O O O  Current 


2507 IP Header Compression PS O O O O O  Current 


2508 Compressing IP/UDP/RTP 
Headers for Low-Speed Serial 
Links 


PS O O O O O  Current 


2.6.2 IP Header 
Compression 


3173 IP Payload Compression PS O O O O O  Current 


3411 An Architecture for Describing 
Simple Network Management 
Protocol Version 3 (SNMPv3) 


STD 62    M C M  Current 


3412 Message Processing and 
Dispatching for the SNMP 


STD 62    M C M  Current 


2.7 Network 
Management 


3413 SNMP Applications STD 62    M C M  Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


 SNMP over IPv6      S+ S+  7/2010 


3595 Textual Conventions for IPv6 
Flow Label 


PS    M C M  Current 


4022 Management Information Base for 
the Transmission Control Protocol 


 


PS    M C M  Current 


4113 Management Information Base for 
the User Datagram Protocol 


PS    M C M  Current 


4087 IP Tunnel MIB PS    S S  Current 


4293 Management Information Base 
(MIB) for IP 


PS    M C M  Current 


4295 Mobile IP Management MIB PS    C M C M  Current 


4807 IPsec Security Policy Database 
Configuration 


PS    C M C M  Current 


[MIBs] 


4292 IP Forwarding Table MIB PS    M C M  Current 


4601 Protocol Independent Multicast – 
Sparse Mode (PIM-SM) 


PS    C S+   Current [Multicast] 


3973 Protocol Independent Multicast – 
Dense Mode 


PS    C S+   Current 


2.8.1 Interior Router 2740 OSPF for IPv6 (OSPFv3) PS    C M C M  Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4552 Authentication/Confidentiality for 
OSPFv3 


PS    C M C M  Current 


4271 A Border Gate Protocol (BGP-4) DS    C M C M  Current 


1772 Application of the Border 
Gateway Protocol in the Internet 


DS    C M C M  Current 


2545 Use of BGP-4 Multi-Protocol 
Extensions for IPv6 Inter-Domain 
Routing 


PS    C M  C M  Current 


2.8.2 Exterior Router 


4760 
[replaces 
2858] 


Multi-Protocol Extensions for 
BGP-4 


PS    C M C M  7/2009 
[2858 
Current] 


4862 
[replaces 
2462] 


IPv6 Stateless Address Auto-
configuration (SLAAC) 


DS 7/2009 
[2462 
Current] 


3315 DHCPv6 [client] PS 


M30 M30  M30   


Current 


3315 DHCPv6 [server] PS  C M C M C M   7/2009 


3315 DHCPv6 [Relay Agent] PS    C M C M  7/2009 


2.9 Automatic 
Configuration 


3769 IPv6 Prefix Delegation PS  C M C M C M   7/2009 


                                            
30 Host and Net Appliance Product Classes MUST support a method of autonomous configuration, either SLAAC or DHCPv6 client; Routers 
MUST support Router requirements for SLAAC.  
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


3633 IPv6 Prefix Options for DHCPv6 PS  C M C M C M   7/2009 


n/a [disable autoconfiguration]  M M M M M M Current 


5175 Extensions to Router 
Advertisement Flags 


PS C S+ C S+ C S+ C S+ C S+ C S+ 7/2009 


959 File Transfer Protocol STD 9  O O    Current 


2428 FTP Extensions for IPv6 and NAT PS  O O    Current 


2821  Simple Mail Transfer Protocol 
(SMTP) 


PS  O O    Current 


2911 Internet Printing Protocol PS  O O    Current 


3162 RADIUS (Remote Authentication 
Dial-In User Service) and IPv6 


PS  O O   C M Current 


4330  Simple Network Time Protocol 
(SNTP) 


INFO  O O    Current 


3226 DNS Security and IPv6 A6 Aware 
Server/Resolver Message Size 
Requirements 


PS  O O    Current 


3261 Session Initiation Protocol (SIP) PS  O O    Current 


3.1.3.1 Server 
[Services] 


3596 DNS Extensions to Support IPv6 DS  O O    Current 


  3053 IPv6 Tunnel Broker INFO  O O    Current 
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


3484 
[Sec 2.1] 


Default Address Selection for 
IPv6 [Policy Table] 


PS S+ S S+    Current 


3484 
[rest of 
RFC] 


Default Address Selection for 
IPv6 


PS M S M    Current 


3596 
[resolver] 


DNS Extensions to Support IPv6 DS M S M    Current 


3.1.1 Host 


  


3986 Uniform Resource Identifier (URI): 
Generic Syntax 


STD 66 M S M    Current 


2784 Generic Router Encapsulation 
(GRE):   


PS C M rent        Cur  3.2.1 Router 


2473 Generic Packet Tunneling in IPv6 PS    C M   Current 


3.2.2 L3 Switch 4541 Considerations for IGMP and 
MLD Snooping Switches 


Info     C S  Current 


3585 IPsec Configuration Policy 
Information Model 


PS      C S+ Current 3.2.3 IA Device 


3586 IP Security Policy Requirements PS      C S+ Current 


3493 Basic Socket Interface Extensions 
for IPv6 


IN  FO        4.1 API 


3542 Advanced Sockets Application 
Program Interface for IPv6 


IN  FO        
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Functional Requirements 
Section 


RFC Applicability by Product Class In-effect 
Date 


Number Title 
[sub-topic]  


Number 
[note] 


Title 
[sub-topic] 


Status Host Net App 
or Simple 
Server 


Adv 
Server 


Router L3 
Switch 


IA 
Device 


 


4038 Application Aspects of IPv6 
Transition 


IN  FO        


4584 Extension to Sockets API for 
Mobile IPv6 


IN  FO        


5014 IPv6 Socket API for Source 
Address Selection 


IN  FO        


3986 Uniform Resource Identifiers: 
Generic Syntax 


ST  D 66        
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Appendix D:  Summary of Revisions from Version 2.0 
This (draft) specification includes revisions based on comments received since the 
publication of Version 2.0, dated August 2007 and officially promulgated on 6 November 
2007.  Many of the comments were minor editorial and clarification points which have 
been addressed in the text; however, a number of substantive additions and revisions 
have been received and addressed in this version.  The following tables highlight 
substantial changes as an aid to the reader in comparing Version 2.0 and Version 3.0. 


 


Paragraph Type of Edit Change from v2.0 to v3.0 


1.5.1 Addition Based on several comments and requests, Version 3.0 
defines a general policy for the timing of mandate for new 
or revised standards, and specific schedule notes for 
several requirements throughout the document 


1.5.1, App 
C 


Update Allow 12-24 months (after this publication) for Effective 
Date window depending on requirement, rather than 
blanket 18 month as stated in v2.1; corresponding date 
changes in App C to 7/2009 or 7/2010 


1.5.3 Addition New text suggesting that test results indicate whether a 
particular product includes conditional requirements 


1.6, 3.1 Update Collapse Network Appliance and Simple Server to a 
single product class; but continue to use the two names 
and maintain section 3.1.3.2 for comparability to earlier 
version. 


1.6 Clarification Clarify that an operating system using a hardware 
implementation of the IPv6 stack embodies “IPv6 
Capable” independent of the hardware platform, same as 
an OS that included the stack in software. 


2.0 Addition Per request of RTS program, added text explaining that 
programs may extend or modify requirements for specific 
circumstances in their own requirements documents. 


2.1 Update RFC 4861 replaces RFC 2461 as a mandatory standard 
as of Version 3.0 of this document and is preferred; 
products implementing  RFC 2461 will be considered 
compliant until 31-December-2009 
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UNCLASSIFIED 61


Paragraph Type of Edit Change from v2.0 to v3.0 


2.1 Update RFC 4862 replaces RFC 2462 as a mandatory standard 
as of Version 3.0 of this document and is preferred; 
products implementing  RFC 2462 will be considered 
compliant until 31-December-2009 


2.1 Addition SHOULD+ RFC 3590 Source Address Selection for 
Multicast Listener 


2.1 Deletion Address Autoconfiguration is removed from Base 
Requirements; the requirement for Autoconfiguration no 
longer applies to all product classes 


2.1 Clarification Reword the statement on Autoconfiguration to clarify that 
portions of RFC 4862 apply to all nodes, specifically the 
MUST statements on Duplicate Address Detection and 
the automatic configuration of link-local addresses.  
Corresponding change in App C Base Requirements 


2.2 Addition Added clarifying language about the architectural role of 
nodes in IPsec and the use of other security tools 


2.2 Update RFC 4941 replaces RFC 3041 for Privacy Addressing, 
and the requirement is strengthened to a Conditional 
MUST; updated other references to 3041 throughout text 
and in Appendix C 


2.2.1 Update RFC 4869 strengthened to MUST 


2.2.1 Update Specify minimal requirement for interoperability as Suite-
B-GCM-128 and Suite-B-GMAC-128 


2.2.1 Update Effective date for IPsec RFC 4301 architecture is stated 
as Current due to it being a MUST since version 1 
publication 


2.2.1 Update Restore requirement for RFC 4308 removed in error in 
v2.0; clarify explanation of 4308 and 4869 and inclusion of 
the suites 


2.2.2 Update Relaxed statement on support for IKEv1 fall-back for 
interoperability; IKEv2 implementations MAY (but are not 
required to) implement IKEv1 as well. 
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Paragraph Type of Edit Change from v2.0 to v3.0 


2.2.2 Update Effective date for IKEv2 is July 2010, also 
implementations must include support for IKEv1 for 
interoperability; MUST on IKEv1 fall-back for IKEv2 
implementations reduced to MAY 


2.2.3 Addition New section describing the fallback requirements for 
products that do not at this time meet the MUST 
requirements for IPsec RFC 4301 and IKEv2; at a 
minimum products Conditionally MUST support IPsec 
RFC 2401 and IKEv1.  Corresponding changes inserted in 
App C. 


2.3 Clarification Clarify deprecation of Teredo, and reword the 
requirements  


2.3 Correction Text incorrectly cited RFC 3053 as MAY, should be 
Conditional MUST consistent with Appendix C 


2.4 Addition Cited several additional optional RFCs for QoS 


2.5, 2.5.1, 
2.5.2 


Update RFC 4877 updates 3776 for MIPv6 security 


2.6.1 Addition Add citation of RFCs 4815, 4995 and 4996 


2.6.1, 2.6.2 Clarification RoHC and IP Header compression are restated as 
“optional” to be consistent with Appendix C in v2.0 


2.6.2 Addition Add citation of RFC 3173 


2.7 Addition SNMP SHOULD+ be over IPv6; effective date +24 
months 


2.8.2 Update RFC 4760 replaces RFC 2858 


2.9 Addition New section clarifying and elaborating on 
Autoconfiguration requirements 


2.9.1 Addition RFC 5075 extensions to Router Advertisement flags 


2.9.1 Update RFC 5175 obsoletes RFC 5075 


3.1.1 Clarification Reference to new section 2.9, clarifying applicability of 
autoconfiguration requirements to Host/Workstation 
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Paragraph Type of Edit Change from v2.0 to v3.0 


3.1.3.1 Update Privacy addressing for Advanced Server made 
conditional, only applies when the Server is acting as a 
client AND requires anonymity 


3.2.1 Clarification Specific citation of limited router requirements for SLAAC 
(RFC 4862)  


3.2.1 Addition Conditional requirements for Router deployed as DHCPv6 
Server or Relay Agent 


3.2.1 Update Reduce tunneling requirements to Conditional MUST 


3.2.2 Addition Conditional requirement for L3 Switch deployed with 
interior router capability 


3.2.3 Addition Introductory paragraphs  


3.2.3.3 Addition Added section on HAIPE 


App C Updates Added a column for “effective date” for new/revised RFCs; 
made table changes consistent with updates in the text 


App C Correction Missing row for RFC 3633 which is tied to RFC 3769 as 
stated in paragraph 2.9.3 


App C Correction Replace table reference to RFC 4309 with a reference to 
IEEE 802.11-2007i consistent with an earlier change in 
the text 


App D Editorial Merge change logs of interim versions v2.1 and v2.2 to 
reflect all changes from v2.0 baseline to v3.0; resort and 
eliminate redundant or reversed entries 


Various Editorial Clarification of language, punctuation, etc. as pointed out 
by reviewers and discovered in final check 
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1
2
3
4
5
6
7
8
9


10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31


A B C D E F G H I J K L M


Header Function Algorithm RFC


RFC 4835
RFC 4308 VPN-B


RFC 4869 Suite-B-GCM-128


RFC 4869 Suite-B-GMAC-128


RFC 4307
DoD IPv6 v1.0
DoD IPv6 v2.0
DoD IPv6 v3.0


NIST IPv6 v1 draft 2


ESP encryption NULL 2410 MUST MAY MUST MUST MUST MUST
ESP encryption AES-CBC-128 3602 MUST MUST MUST MUST MUST MUST
ESP integrity HMAC-SHA1-96 2404 MUST MUST MUST MUST MUST
AH integrity HMAC-SHA1-96 2404 MUST MUST MUST MUST MUST
IKEv2 integrity HMAC-SHA1-96 2404 MUST SHOULD+ MUST MUST MUST
ESP integrity AES-XCBC-MAC-96 3566 SHOULD+ SHOULD+ SHOULD+ SHOULD+ SHOULD+
AH integrity AES-XCBC-MAC-96 3566 SHOULD+ SHOULD+ SHOULD+ SHOULD+ SHOULD+
IKEv2 encryption AES-CBC-128 3602 MUST MUST MUST SHOULD+ SHOULD+ SHOULD+ MUST MUST
IKEv2 pseudo random AES-XCBC-PRF-128 4434 MUST SHOULD+ SHOULD+ SHOULD+ SHOULD+ SHOULD+
IKEv2 integrity AES-XCBC-MAC-96 3566 MUST SHOULD+ SHOULD+ SHOULD+ SHOULD+ SHOULD+
IKEv2 diffie-hellman 2048-bit MODP 3526 MUST SHOULD+ SHOULD+ SHOULD+ SHOULD+ SHOULD+
ESP encryption/integrity AES-CBC-128 16-octet ICV GCM 4106 MUST MUST SHOULD+ MUST
ESP integrity NULL 4303 MAY MUST MUST MUST SHOULD+ MUST Discouraged
IKEv2 pseudo random HMAC-SHA-256 4868 MUST MUST SHOULD+ MUST SHOULD+
IKEv2 integrity HMAC-SHA-256-128 4868 MUST MUST SHOULD+ MUST SHOULD+
IKEv2 diffie-hellman 256-bit random ECP 4753 MUST MUST SHOULD+ MUST
IKEv2 authentication ECDSA-256 4754 MUST MUST SHOULD+ MUST
IKEv2 pseudo random PRF-HMAC-SHA1 2401 MUST SHOULD+ MUST MUST MUST
ESP encryption 3DES-CBC 2451 MUST MUST MUST MUST MUST MUST
IKEv2 encryption 3DES-CBC 2451 MUST MUST
SEND 3971 SHOULD+ SHOULD SHOULD 
CGA 3972 SHOULD+ SHOULD SHOULD
SLAAC privacy extensions 3041 SHOULD SHOULD OBS
SLAAC privacy extensions 4941 SHOULD
IPsec key mgmt manual key management 4301 MUST MUST MUST
IKEv2 key mgmt IPsec Certificate Management Profile 4809 SHOULD+
IKEv2 key mgmt IPsec PKI Profile 4945 SHOULD+
ESP encryption AES-CTR-128 3686 SHOULD SHOULD SHOULD
ESP integrity HMAC-SHA-256-128 4868 SHOULD+
AH integrity HMAC-SHA-256-128 4868 SHOULD+
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Preface 
 
The Department of Defense is transforming to become a net-centric force.  This 
transformation is based upon the recognition that information is a critical strategic 
component that enables decision makers at all levels to make better decisions faster 
and to act sooner.  Ensuring timely and trusted information is available where it is 
needed, when it is needed, and to those who need it is at the heart of net-centricity. 
 
Transforming the Department is no small task and will require fundamental changes in 
processes, policy, and culture.  These changes will ensure the speed, accuracy, and 
quality of decision-making critical to future success.  From an information perspective, 
this transformation is embodied in a dynamic and agile future Global Information Grid 
(GIG) that enables the Department to fully leverage the power of information and 
collaboration across the Enterprise to the forward edge of the battle space.  The 
development of the future GIG will eliminate communication stovepipes, meet spiraling 
information demands, and support unanticipated needs and users.  This initial version of 
the GIG Architectural Vision describes the target GIG. 
 
Our goal in establishing the GIG Architectural Vision is to promote unity of effort among 
those responsible for evolving today’s GIG to its target state, including component 
CIOs, portfolio managers, and architects.  To support this goal, the GIG Architectural 
Vision is designed to be a short, high level, understandable description of DoD’s 
objective enterprise architecture (required by law and policy). It will be updated 
periodically to reflect operational, systems and technical changes to the target GIG.  
Through the development of a series of time-phased GIG Capability Increments, today’s 
GIG will evolve towards the target GIG described in this Vision. 
 
 
 


Sincerely, 
 
 
 
 
John G. Grimes 
DoD CIO 
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THE GLOBAL INFORMATION GRID 
ARCHITECTURAL VISION 


 


 
Section 1: Introduction 
 
The security challenges of the 21st century are characterized by change and 
uncertainty.  Operations vary widely and partners cannot be anticipated.  However, we 
are confronting that uncertainty by becoming more agile.  Greater levels of agility rest 
upon leveraging the power of information – the centerpiece of today's Defense 
transformation to net-centric operations (NCO).  Our forces must have access to timely 
and trusted information.  And, we must be able to quickly and seamlessly share 
information with our partners, both known and unanticipated.  The GIG Architectural 
Vision is key to creating the information sharing environment and will be critical to 
transformation to NCO. 
 
Background  
 
The Global Information Grid1 (GIG) consists of information capabilities – information2, 
information technology (IT), and associated people and processes that support 
Department of Defense (DoD) personnel and organizations in accomplishing their tasks 
and missions – that enable the access to, exchange, and use of information and 
services throughout the Department and with non-DoD mission partners3.  The principal 
function of the GIG is to support and enable DoD missions, functions, and operations.  
Therefore, the way that DoD warfighters, business and intelligence personnel operate 
must drive the way the GIG is designed, developed, acquired, implemented, and 
operated.   
 
The current GIG is characterized by organizational and functional stovepipe systems 
with varying degrees of interoperability and constrained access to needed information.  
It does not sufficiently exploit the potential of information age technologies, and does 
not fully support the operational imperative for the right information at the right time.  In 
addition, the current GIG is static rather than dynamic; it cannot quickly adapt to satisfy 
unanticipated needs and users.  Most importantly, the current GIG is not suited to 
support NCO – it does not support the ability of warfighters and business and 
intelligence operators to leverage the power of information. 
 


                                                 
1   See DoD Directive 8100.1, GIG Overarching Policy, September 19, 2002, for full GIG definition. 
2   In this document, the term ‘information’ includes the term ‘data’, as commonly used in the foundation 


documents used to develop this document. 
3   Mission partners are non-DoD individuals and organizations that exchange information with DoD users.  


Examples include allies, coalition partners, civilian government agencies, and non-governmental 
agencies and organizations including international organizations. 
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To support the Department’s ever-increasing information demands and future 
operational concepts the GIG must transform significantly.  Part of this transformation 
will be the way the GIG supports the exchange and management of information and 
services.  The future GIG will enable visibility, accessibility, sharing, and understanding 
of all information and services among all DoD users, as well as mission partners 
through well-defined interfaces.  A key element of the future GIG will be its ability to 
extend that visibility, accessibility, and sharing to unanticipated users.  The future GIG 
will provide mission assurance; that is, both information sharing and information 
assurance on trusted, interoperable networks.  As a result, the GIG will support and 
enable highly responsive, agile, adaptable, and information-centric operations 
characterized by: 
 
o An increased ability to share information 
 
o Greatly expanded sources and forms of information and related expertise to support 


rapid, collaborative decisionmaking  
 
o Highly flexible, dynamic, and interoperable communications, computing, and 


information infrastructures that are responsive to rapidly changing operational needs 
 
o Assurance and trust that the right information to accomplish assigned tasks is 


available when and where needed, that the information is correct, and that the 
infrastructure is available and protected 


 
Advances in technology and corresponding innovations in operational concepts and 
operating practices provide improved information capabilities.  These improved 
information capabilities are the foundation for evolving the current GIG to the target GIG 
– a dynamic, agile, and robust GIG that meets or exceeds the information requirements 
of the Department by enabling information and decision superiority. 
 
Purpose 
 
The purpose of the GIG Architectural Vision is to describe the target – and, thereby, 
provide direction – for the development of GIG capabilities that will support DoD 
missions, operations, and functions in the future.    
 
The description of the future DoD operating environment and associated GIG capability 
requirements represent the objective architecture component of the GIG Architecture.4  
Figure 1 shows all components of the GIG Architecture and the relationship among 
those components. The DoD Architecture Baseline describes the current DoD 
environment and the existing GIG capabilities that support operations in today’s 
environment.  The DoD Transition Strategy includes an Enterprise-level transition plan 
built from Mission Area, Joint Capability Area, and DoD Component portfolio transition 


                                                 
4  The GIG Architecture serves as the DoD Enterprise Architecture. This figure reflects the use of 


enterprise architectures as defined in OMB Circular A-130. 
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plans and GIG Capability Increments.  The GIG Capability Increments describe future, 
required operational (warfighting, business, and Defense intelligence) capabilities and 
the GIG capabilities required to support them.  GIG Capability Increments are time-
phased as determined by functional owners and GIG capability developers.  
 


DoD
Transition
Strategy


DoD
Objective


Architecture


A description
of future


capabilities and 
environment


A sequencing plan that 
establishes timelines for 


capability delivery


Enterprise-Level
Transition Plan 


(The Plan to achieve GIG 
Capability Increments)


GIG
Capability Increments


Portfolio
Transition Plans


Portfolio Management and its interaction with JCIDS, PPBE, and DAS
GIG Governance and Configuration Management


Enterprise-Wide Systems Engineering (GIG Enterprise Engineering)


DoD Transition Processes


DoD
Architecture


Baseline


A description
of current


capabilities and 
environment


Federated 
Architecture 


Baseline*


Constructed from architectures 
and  architecture data developed 
by Mission Area, Joint Capability, 
and DoD Component Portfolios, 
and other technical data.  Aligned 
with the DoD EA Reference 
Models (BRM, SRM, DRM, TRM, 
PRM).


*


GIG
Architectural


Vision


NCOW
Reference Model


Net-Centric
Strategies


 
Figure 1 – The GIG Architecture (The DoD Enterprise Architecture) 


 
The GIG Architectural Vision, in combination with other, more detailed descriptions 
(Net-Centric Operations and Warfare (NCOW) Reference Model and the net-centric 
strategies), provides the focus for the development of the GIG Capability Increments. 
Figure 2 illustrates this concept (with notional dates). 
 


GIG
Architecture


Baseline


GIG
Architectural


Vision


GIG
Capability


Increment 1


GIG
Capability


Increment 2


GIG
Capability


Increment 3


GIG
Capability


Increment 4


2010 2012 2016Today


Time-Phased Measurable and Achievable “To-Be” State Target GIG


 
Figure 2 – Transition from GIG Architecture Baseline to GIG Architectural Vision 


 


The GIG Architecture is described through a set of artifacts that document operational 
activities, information flows, data requirements, services and applications, IT 
infrastructure, and technical standards. 
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The GIG Architecture, which is the DoD Enterprise Architecture, is achieved through a 
federated approach to ensure an integrated, coherent transition to the target GIG 
through time-phased incremental capabilities.  This federated approach applies to the 
development of architectures at the Department, Mission Area, Component and 
Program levels and is discussed in more detail in Section 6.  The GIG Architecture 
description provides the detailed information needed to both capture the baseline and 
define the target envisioned in this document.  
 
Scope and Applicability 
 
The GIG is a federation; that is, ownership, control, or management of the GIG (people, 
processes, and hardware/software) is distributed throughout the Department of 
Defense.  Similarly, the development of GIG capabilities, guided by a common vision, is 
distributed throughout the Department.  The GIG Architectural Vision provides the 
common vision and applies to GIG capability development by the DoD Components5 
(including Acquisition Executives, Chief Information Officers, and Portfolio Managers), 
IT Mission Area Portfolios6, and Joint Capability Area Portfolios7.  It should be used to 
ensure that the GIG capabilities being planned, managed, acquired, and fielded are 
focused toward a common objective – the target GIG.   
 
This version of the GIG Architectural Vision describes the target GIG, in general terms, 
from operational, systems, and technical perspectives.  It describes a target GIG that is 
not static but one that is characterized by its ability to rapidly and effectively incorporate 
operational, systems, and technical change.   
 
Foundation for the GIG Architectural Vision 
 
The GIG Architectural Vision was developed using various DoD documents as its 
foundation. These documents include: 
 
o Overarching documents 


- The National Security Strategy of the United States of America 
- The National Defense Strategy of the United States of America 
- The National Military Strategy of the United States of America 
- Quadrennial Defense Review (QDR) Report   


 
                                                 
5  The Office of the Secretary of Defense, the Military Departments, the Chairman of the Joint Chiefs of 


Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, 
the Defense Agencies, the DoD Field Activities, and all other organizational entities in the Department 
of Defense.  


6   Mission Area Portfolios include the Warfighting Mission Area (WMA), Business Mission Area (BMA), 
DoD portion of the Intelligence Mission Area (DIMA), Enterprise Information Environment Mission Area 
(EIEMA), and any new DoD Mission Areas established to manage IT. 


7   Joint Capability Area (JCA) Portfolios include Battlespace Awareness, Focused Logistics, Joint Command 
and Control, Joint Net-Centric Operations, and any new JCAs established to manage Joint capabilities. 
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o NCO documents 
- NCE Joint Functional Concept (JFC) 
- Net-Centric Operational Environment (NCOE) Joint Integrating Concept (JIC) 
- Joint Capabilities Document (JCD) for NCOE 


 
o Net-centric guidance and description documents 


- DoD CIO Strategic Plan8 
- Net-Centric Data Strategy9 
- IA GIG Architecture10 (includes the GIG IA Strategy) 
- Draft Net-Centric Services Strategy11  
- Draft  Net-Centric Spectrum Management Strategy12 
- Transformational Communications Architecture (TCA)13 
- NCOW Reference Model 


 
Other documents such as the Net-Centric Implementation Documents (NCIDs) and the 
DISA GIG Convergence Master Plan provide valuable technical insight into the target 
GIG.   
 
The GIG Architectural Vision complements the GIG Technical Foundation with an 
integrated overview across the multiple modules of the foundation - from operational to 
technical. 
 
Organization 
 
The remainder of this document is organized into five sections.  Section 2 provides an 
overview of the target GIG and the expected benefits to net-centric warfighting, 
business, and Defense intelligence missions and operations. Section 3 examines the 
target GIG from the operational perspective of the user who can be an information 
consumer, an information producer or provider, or a manager or operator of the GIG. 
Section 4 describes the system functionality that enables the target GIG discussed in 
Section 3. Section 5 identifies those technologies that are critical to achieving the 


                                                 
8   DoD CIO Strategic Plan, Version 1, 2006. 
9  Department of Defense Net-Centric Data Strategy, May 9, 2003; DoD Directive 8320.2, Data Sharing 


in a Net-Centric Department of Defense, December 2, 2004; and DoD 8320.02-G, Guidance for 
Implementing Net-Centric Data Sharing, April 12, 2006. 


10  Information Assurance Component of the GIG Integrated Architecture, Version 1.1, 16 November 
2006. 


11  Draft DoD Net-Centric Services Strategy (Strategy for a Net-Centric, Service Oriented DoD Enterprise, 
January 2007. 


12  Draft DoD Net-Centric Spectrum Management Strategy, 3 August 2006 
13  Transformational Communications Architecture, Version 2.0, 31 July 2006. 
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system functionality of the target GIG.  Section 6 addresses the significant shifts in key 
Defense processes, policies, operational concepts, and culture needed to achieve the 
target GIG, and includes a short description of the federated GIG architecture concept. 
 
Development Note 
 
This is the initial version of the GIG Architectural Vision.  Future versions will be 
published as required, or within six months following publication of the QDR Report.   
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Section 2: The Target GIG  
 
The Target GIG Vision 
 
The target GIG vision is for an agile, responsive, and unified GIG that enables the 
Department to fully leverage the power of information and collaboration across the 
Enterprise to the forward edge of the battlespace.   
 
Overview of the Target GIG 
 
The target GIG allows all DoD users14 (and their external mission partners15) to find and 
share the information they need, when they need it, in a form they can understand, use, 
and act on with confidence; and protects information from those who should not have it.  
GIG capabilities are effectively aligned to enable a dynamic and responsive end-to-end 
operational environment, (1) where information is available (2) the means to produce, 
exchange, and use information are assured and protected; and (3) where resources 
such as bandwidth, spectrum, and computing power are dynamically allocated based on 
mission requirements and implemented through the use of precedence, priority and 
resource allocation techniques.  In such an environment, forces, facilities, sensors, 
decision makers (at all levels), weapons, intelligence analysts, support personnel, etc., 
are robustly and seamlessly netted together to deliver the power of information out to 
the forward edge of the battlespace, thereby enabling decision superiority. 


 
The transformation to a target GIG, with information as its focal point, requires 
fundamental shifts and advances in technologies, architectures, systems, policies, 
processes, doctrine, and culture.  Examples of some key architectural/technical 
attributes of the target GIG that enable these agile information capabilities and NCO are 
described in Figure 3.  These attributes are discussed in more detail in subsequent 
sections. 
 
Like the Internet, the target GIG’s scalable, robust, and highly available communication 
infrastructure is based on packet switching to interconnect anyone, anywhere, at any 
time with any type of information such as voice, video, images, or text.  With this 
common Internet Protocol (IP)-based packet communications layer, an information 
transfer through an EHF MilSatCom terminal to an UHF terminal or to a wired device is 
transparent to users. Also transparent is an information transfer from an Army brigade 
to a nearby Marine unit.  In the target GIG, technology evolution and system fielding 
have produced fully meshed networks with managed bandwidth and forward caching to 
meet the needs of most users, even at the tactical edge.  There will always be new 


                                                 
14  DoD users include information providers and (anticipated/unanticipated) information consumers, 


whether fixed or on the move, deployed or at fixed installation, human or software/hardware. 
15 Mission partners generally participate through a secure gateway.  These gateways permit members to 


be authenticated, produce and consume information services, and collaborate.  However, the GIG and 
associated services also must allow unclassified information to be exchanged with uncleared civil-
military partners outside the boundaries of the DoD Enterprise. 
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performance and security requirements (driven and derived from technology innovation 
and operational needs) that cannot be met in the short transitional term by GIG 
preferred, standard solutions (for instance, the use of higher-performance tactical 
network protocols that are not compliant with the current version of IP).   However, in 
the target GIG, technical solutions, such as gateways, are provided to maintain 
information sharing across these disparate networks.  
 


Attribute Description 
Internet & World 
Wide Web Like 


Adapting Internet & World Wide Web constructs & standards with 
enhancements for mobility, surety, and military unique features 
(e.g., precedence, preemption). 


Secure & available 
information 
transport 


Encryption initially for core transport backbone; goal is edge to 
edge; hardened against denial of service. 


Information/Data 
Protection & Surety 
(built-in trust) 


Producer/Publisher marks the info/data for classification and 
handling; and provides provisions for assuring authenticity, 
integrity, and non-repudiation. 


Post in parallel Producer/Publisher make info/data visible and accessible without 
delay so that users get info/data when and how needed (e.g., 
raw, analyzed, archived). 


Smart pull (vice 
smart push) 


Users can find and pull directly, subscribe or use value added 
services (e.g., discovery).  User Defined Operational Picture v 
Common Operational Picture. 


Information/Data 
centric 


Info/Data separate from applications and services.  Minimize 
need for special or proprietary software. 


Shared Applications 
& Services 


Users can pull multiple applications to access same data or 
choose same apps when they need to collaborate.  Applications 
on “desktop” or as a service. 


Trusted & Tailored 
Access 


Access to the information transport, info/data, applications & 
services linked to user’s role, identity & technical capability. 


Quality of service Tailored for information form:  voice, still imagery, video/moving 
imagery, data, and collaboration. 


Figure 3 – Target GIG Attributes 


 
In the target GIG, information is considered a strategic, enterprise asset and treated 
accordingly. The traditional need-to-know policy and cultural model has shifted to a 
need-to-share model.  Like the World Wide Web, the target GIG takes a many-to-many 
approach to sharing this information.  In this case, consider that people both contribute 
and receive information and information elements are interlinked. The many-to-many 
approach means that information producers have a means to provide information to 
many information consumers simultaneously. Conversely, information consumers have 
a means to access information from many information providers simultaneously.  Data 
assets (including raw16 and processed data) across the enterprise are visible, 
accessible, and understandable and can be accessed by anticipated and unanticipated 
but authorized consumers that ’find and pull’ the information they need in near real-time. 
A dynamic ‘publish and subscribe’ capability is one way to accomplish this approach. 


                                                 
16  Raw data are made available at the earliest feasible point in its life cycle to eliminate processing, 


exploitation, and dissemination delays.  
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Robust, dynamic IA capabilities are embedded across the target GIG and protect all 
information, every information transaction, and GIG software and hardware.  
 
The target GIG leverages services and Service-Oriented Architectures (SOAs) to 
provide access to information and to deliver reusable mission or business functionality 
as standardized building blocks on an enterprise infrastructure.  Services facilitate 
interoperability and joint operations, support agile delivery of new mission capabilities, 
and improve information sharing.  
 
The information sharing environment of the target GIG is composed of multiple 
heterogeneous interdependent elements operating as an end-to-end capability. All 
entities in the federation operate under a set of enterprise rules.  Operation and defense 
of the GIG is distributed through these federated entities, but decision making is tightly 
integrated, dynamic, automated, and assured.  
 
The Operational Benefits of Achieving the Target GIG 
 
By globally and robustly networking forces, sensors, users, platforms, applications, 
information, and decision makers, the target GIG enables net-centric warfighting, 
business and intelligence missions and operations that leverage the power of 
information, and  support achieving information superiority, decision superiority, and, 
ultimately, full-spectrum dominance.  This dramatically improves information-sharing 
and command and control capabilities by enabling faster, better decision making, 
thereby improving the ability of joint forces to operate in environments that are more 
complex, uncertain, and dynamic.  Some examples of the operational benefits this 
information sharing environment provides include: 
 
o Increased Shared Situational Awareness and Understanding on the battlefield, in 


business processes, and intelligence operations through near–real-time information 
sharing and collaboration.  Users can relate the information to their particular 
situations and perspectives; draw common conclusions; make compatible decisions; 
and take appropriate action related to the overall situation.   


o Increased Speed of Command through the real-time availability of quality information 
for decision making and the ability to rapidly and effectively disseminate direction 
including the Commander’s intent. 


o Greater Lethality results from the real-time availability of trusted, reliable information 
at widely dispersed locations with different classification levels, improved command 
and control, and enhanced collaboration.  


o Greater control of Tempo of Operations by depending on networked environment 
(and global reach) to support dynamic planning and redirection.  


o Increased Survivability through improved situational awareness.  
o Streamlined Combat Support by providing users access to the latest, most accurate, 


most relevant information (e.g., re-supply order status and tracking).   
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o Effective Self-Synchronization through shared situational awareness, collaboration, 
and understanding of the Commander’s intent.  


o Effective Self-Organization of support organizations through shared situational 
awareness and collaboration, including understanding of the warfighter’s changing 
and present needs. 


o Increased Agility & Efficiencies across DoD business operations through 
interoperability of business systems/applications and establishment of common 
business services, where appropriate.  


 
Over time, the dramatically improved information capabilities, provided by the target 
GIG, enable new concepts of operations, new tactics, and new processes/procedures in 
support of warfighting, business, and Defense intelligence missions and operations.   
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Section 3: Operational Vision of the Target GIG  
 
This section examines the target GIG from the operational perspective of the users who 
can be information consumers, information producers or providers, managers or 
operators of the GIG. 
 
As shown in Figure 4, the target GIG supports a wide variety of DoD human and 
automated information consumers and providers, as well as their mission partners who 
access the GIG through secure gateways.  The target GIG consists of a diverse set of 
capabilities used for collecting, processing, storing, delivering, protecting, and managing 
information for these users.  The system functionalities that provide these capabilities 
and the technologies that guide their development are discussed in later sections.   
 


 
Figure 4 – The GIG and Net-Centric Operations 


 
From a user perspective, access to and use of the target GIG is natural, seamless, 
persistent, secure and reliable (even under attack) and provides transport, computing 
and information services at all classification levels.  Users can rapidly access the GIG 
network and remain connected (i.e., be automatically authenticated, recognized, and 
responded to) as they deploy and move.  Even at the tactical ‘edge,’ users have access 
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to sufficient bandwidth, that, coupled with network optimization techniques – including 
information caching and performance management – enables those users to ‘pull’ or 
‘post’ important bandwidth intensive information such as high-resolution video with 
acceptable latency.  When connections are interrupted and resources constrained, the 
GIG dynamically adapts service levels (including data compression) and communication 
paths on a user-priority and precedence basis that optimizes mission assurance. 
 
Figure 5 illustrates information sharing in the target GIG from the perspective of those 
executing warfighting, business, or intelligence missions. All DoD and Mission Partner 
GIG users (depicted in the lower part of the figure), with the appropriate authority and 
trust level, are reliably interconnected to enable them to produce and discover 
shareable information and services (depicted in the upper part of the figure).  Although 
not depicted in the figure, this shareable information and these services are highly 
distributed – including being embedded in tactical platforms and user devices.  This 
capability enables geographically distributed users to form dynamic collaborative 
groups.  Access to shared information and services are not restricted by chain of 
command, location, or network limitations. 
 


 
Figure 5 – Information Sharing Within the Target GIG 


Information is the key commodity in the target GIG, and vast amounts of data are 
available in near-real time to information consumers.  This includes intelligence, 
business process, logistics, status, Radio Frequency Identification Device (RFID), 
sensor, raw, processed, structured, unstructured, and multi-media data.  Recognition of 
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information as a strategic, enterprise asset, coupled with significant improvements in IA 
and IT capabilities, underlie the willingness of information producers and providers to 
share information.  Data capture, retention, and sharing are key requirements for all 
new GIG capabilities.  Using automated tools, information providers ‘post’ information to 
the GIG (so that it is visible, accessible, and understandable to others) as soon as it 
becomes available.  For example, streaming video from an unmanned sensor is ‘posted’ 
to the net as it is produced.  It is then available to multiple users such as the local 
tactical Commander and CONUS-based intelligence analysts. 
   
Sharing information is enhanced through a set of automated activities and capabilities 
including the tagging of information with discovery, semantic, syntax, access control, 
and other metadata.  Metadata is catalogued and discoverable allowing even 
unanticipated information consumers to find and access the information they need.  It is 
also enhanced by the formation of ad hoc Communities of Interest (COIs) focused on 
sharing information for specific joint missions/tasks.  At a minimum, these COIs agree 
on a common language and structure for data, and identify relevant information 
sources.  Users can find and access the information they require by advanced search 
and retrieval methods (pull) or by identifying, in advance, their information requirements 
(smart pull).  Rapidly developed and fielded applications and services (discussed in 
more detail in Section 4) support advanced, automated methods to fuse, process, 
visualize, and exploit information in ways tailored to the user needs.   
 
Finally, users explicitly trust the availability, authenticity, confidentiality, non-repudiation, 
integrity, and survivability of the information, assets, and services of the assured target 
GIG.  They also trust the resources that users need to access, share, and use, are not 
static but can be adjusted to support changing priorities and requirements.  GIG NetOps 
is an enterprise-wide construct that includes procedural and technological elements 
including doctrine, organization, training, materiel, leadership and education, personnel, 
and facilities (DOTMLPF).  It is used to operate and defend the GIG in support of timely 
and secure operations and information sharing throughout the DoD and with mission 
partners. The target GIG is operated and defended as a unified, agile, end-to-end 
information enterprise that is protected, optimized, and responsive to user needs.  
Operational GIG capabilities are continually analyzed and provisioned; configurations 
are controlled; performance is monitored and anticipated; vulnerabilities are mitigated; 
and resource allocations (including spectrum) are dynamically adjusted to optimize the 
performance and security of the GIG and meet specific mission demands and priorities.  
 
The next section describes the functions, systems, and services of the target GIG that 
enable the operational capabilities just discussed.   
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Section 4: Systems Vision of the Target GIG 
 
This section describes the system functionality that enables the information-centric GIG 
discussed in Section 3.  As depicted in Figure 6, the systems vision of the target GIG is 
characterized by two major functional components (infrastructure and the mission-
specific applications, services and information) that are operated and defended by 
NetOps to support user needs.   


 
Figure 6 – System Vision of the Target GIG 


The heterogeneous GIG infrastructure, globally unified through federation, enables 
users, including mission partners, to agily transport, store, find, access, process, and 
secure information across the Department.  The communications, computing, Core 
Enterprise Services (CES), and IA infrastructures of the target GIG are included in the 
associated domains of the Enterprise Information Environment (EIE) Mission Area 
(EIEMA) portfolio.  
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The mission-specific applications, services, and information that use this transparent 
and robust infrastructure are the second major GIG functional component.  It is 
developed, provided, and maintained by those responsible for the Department’s 
warfighting, business and intelligence missions to leverage the power of information.  
For example, mission-specific applications and services (such as correlation, fusion, 
visualization, and modeling and simulation tools), are used (with underlying GIG 
infrastructure capabilities) to turn sensor and other data into actionable information that 
can be utilized to plan an operation, target a weapon, task another sensor or order a 
critical part.  These applications, services and information are associated with the 
Warfighting, Business and Defense Intelligence Mission Area portfolios.   
 
The target GIG’s key system functionality is described in more detail throughout this 
section. 
  
Target GIG Interactions  
 
Human computer interaction (HCI) within the target GIG reflects the highly advanced, 
natural, adaptive way that humans access and interact with GIG system functionality.  
This interaction is characterized by highly improved sensory, communications, and 
cognitive capabilities.  Advanced interface technologies, such as sensory augmentation 
and voice-activation, along with effective training enhance these capabilities. 
 
Automated machine to machine processing of data is critical to leveraging the power of 
information in the target GIG.  Autonomous user agents, applications, and services 
embedded in weapon or sensor platforms, devices such as RFID and GIG hardware are 
considered part of the GIG and depicted and implied throughout Figure 6.   
 
Users must be authenticated and authorized. A user’s visibility and accessibility to 
services and information are dependent upon a real-time assurance evaluation of the 
user’s individual transaction requests (transaction-based information assurance).  The 
assurance evaluation considers the trust level of the user role and the quality of 
protection needed for the requested information as it flows in-transit through the GIG to 
the user. 
   
Mission partners generally connect to the GIG through a secure gateway from their own 
networks.  Mission partners that are located with a DoD organization may connect 
directly to the GIG.  Mission partners with a direct connection to the GIG may have 
greater access to information than mission partners with an indirect connection.  This is 
due to the risk associated with communications over an untrusted network path.  The 
access decision will be determined in real time where the level of protection of the 
network path will be evaluated against the sensitivity level of the requested information 
and the operational need for that information. 
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Users normally operate as ‘thin clients’ using distributed GIG computing and storage 
resources17 from the Computing and Communications Infrastructures.  In the tactical 
environment, this mode of operation reduces the risk associated with protection and 
assurance of information and devices.  Users with potential for intermittent or unreliable 
connection to the GIG, such as tactical users in hostile environments, may be able to 
operate as a ‘thick client’ having sufficient resources to locally host and run mission 
applications based upon service level and assurance policies.   In these cases, a user 
agent periodically connects with the GIG in order to update dynamic information such as 
user-defined operating pictures, alerts, personal profiles, or updated services.  
 
Applications, Services, and Information 
 
The applications, services, and information depicted in Figure 6 provide the needed 
system functionality to those engaged in the Department’s warfighting, business, and 
intelligence missions.  These services are also used to support EIE capabilities 
including those associated with NetOps.  
 
Services are extensively used in the target GIG to provide information access and 
deliver reusable mission or business functionality.  Many of these services are based on 
SOAs.  SOA is a way of describing an environment in terms of shared mission and 
business functions and the interoperable ‘building block’ services that enable them.  
SOA supports sharing of distributed internal capabilities with others as well as 
accessing externally managed capabilities.  The Department establishes and enforces 
how the service building blocks are operated, made available to, and used within the 
enterprise.  Services are supported by the use of a set of common standards, rules, and 
a common, shared infrastructure. 
   
Systems (including applications) are now largely sets of deployed services cooperating 
in a given task and orchestrated into complex workflows.  These services are adaptable 
and new capabilities are produced in response to critical DoD warfighting, business and 
intelligence mission needs. The services available from the CES portfolio (discussed 
below) provide the SOA infrastructure services and other core capabilities needed for 
interoperability and access throughout the enterprise.  Services in the target GIG 
facilitate interoperability and joint operations, support agile delivery of new mission 
capabilities, and improve information sharing.   
 
Services are usually web-based and may be designed to be used by another service 
(machine to machine) or by a human user (through a user interface).  Examples of web-
based services that are designed for human use are weather and travel services (e.g., 
weather.mil and travel.mil).  Within the Joint Command and Control community, flexible 
capabilities such as the Net-Enabled Command Capability (NECC) provide the tailored 
information needed to make timely, effective, and informed decisions and support the 
rapid deployment and employment of a Joint Task Force using operationally useful 
collections of services (some with machine-to-machine interfaces).   
                                                 
17 These resources may by centralized, such as located at a managed DoD facility, may be dynamically 
    allocated to regional networks, or to local, tactical networks. 
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Capability providers can build a new application reusing an existing service such as a 
web service that provides the needed functionality rather than recreating that 
functionality.  Interoperation of disparate applications is simplified by the use of services 
to facilitate machine-to-machine interactions. Legacy and COTS applications are 
exposed as services to be discovered and utilized by consumers. The location of these 
services – the interconnection schemes and infrastructure – and protocols used are 
transparent to the user. Some GIG capabilities may be large, distributed applications 
such as modeling and simulation that have service building block components. 
 
All services and information in the target GIG are published to the enterprise (i.e., 
visible) and are accessible and understandable to the user independent of geography or 
organization.  In addition, all GIG services are assured, which means that the design 
and implementation of the functionality provided by services provide confidence that 
security features, practices, procedures, and architecture mediates and enforces the 
security policy.  Assured also means that the provider of the service is validated and 
that the consumer of the service: can trust the use of services from many different 
providers, can obtain validated information on the identity of providers, and may be able 
to negotiate specific performance guarantees in service level agreements.  All service 
providers use a common set of service description information to enable consistent 
discovery and use of the services.  
 
Services are monitored and managed as part of NetOps.  Service consumers will have 
access to real-time reliability, maintainability, and availability metrics in order to make 
informed decisions on the reliability of the service for use in mission capabilities.  
Service providers provide real-time operational status and long-term service-level 
performance. 
 
Applications still exist in the target GIG.  It may not be possible to effectively implement 
high performance, real-time capabilities using the loosely coupled services approach.  
However, even in these cases; there are still service-oriented components within the 
applications, so that information and associated services are visible, shareable, and 
usable. 
 
Applications and services in the target GIG produce information that must be 
discoverable, accessible, understandable and useful to consumers.  Metadata catalogs 
exist so that indexed sources of information can be identified, and logical connections to 
the actual source can be provided, consistent with the responsibility to share and with 
associated security policies.  A search query presented to the enterprise is ‘federated’ to 
multiple catalogs or indexes to expedite precision searches.  To ensure that information 
is understandable, providers must register semantic, structural, and other metadata in a 
metadata registry so that automated processes can interpret and exploit data. 
  
The CES infrastructure depicted in Figure 6 and discussed next, provides much of the 
critical underlying service functionality that enables many of the capabilities just 
discussed.    
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Core Enterprise Services (CES) 
 
CES, as depicted in Figure 7, are a small set of capabilities whose use is mandated to 
enable interoperability and increased information sharing within and across Mission 
Area (Warfighter, Business, Defense Intelligence, and EIE) services.  These services 
enable the secure enterprise-wide interactions between service consumers and 
providers, ensure that services and information are visible across the enterprise, and 
are instrumental in enabling SOA implementations to be constructed from services 
across the enterprise.  CES provide SOA infrastructure capabilities such as service and 
metadata registries, service discovery, user authentication, machine-to-machine 
messaging, service management, orchestration, and service governance.  In the target 
GIG, other notional examples of CES include candidates such as collaboration and 
policy services that enable new technologies, protocols and standards that are to be 
integrated into the existing environment.  The CES also include definition and 
enforcement of the common service standards and rules that ensure networked joint 
capabilities and interoperability. 


 
Figure 7 – Core Enterprise Services and the Underlying SOA Infrastructure 
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The SOA Infrastructure includes a common, shared infrastructure for building services, 
including core services that enable the development of domain-specific and cross 
domain applications as SOAs, and enables services to be published and made visible, 
accessible, and consumable across the enterprise. The core services include IA 
services that support the necessary assurance capabilities to ensure the widest 
possible access is supported.  
 
These core services, within the common, shared infrastructure, allow users and 
information systems to find and bind relevant information, and expose the information 
they produce (post or publish) for others to discover.   The common, shared 
infrastructure enables the exchange of information among information producers and 
consumers, while protecting the information from unauthorized access and use.   
 
Information sharing and interoperability in the information-centric target GIG also 
requires an integrated GIG transport capability. This transport provides mission 
applications and services with the needed underlying end-to-end, process-to-process, 
reliable, secure communications spanning all GIG computing and communications 
resources.  As depicted in Figure 6, the computing, communications, and IA 
infrastructures together with the integrated management, operation and defense of the 
target GIG (accomplished by NetOps) provide that transport and are discussed in the 
next sub-sections.   
 
Computing Infrastructure 
 
The assured Computing Infrastructure (CI) (depicted in Figure 6) includes grid 
computing functionality and assets enabling on-demand, distributed and dynamic, high 
performance computing.  It also includes very large scale data storage, intrinsic support 
for continuous operations, location independence, distributed execution platforms, 
operating systems, and all underlying computing platforms and devices.  IA data 
protection applies to data at-rest, in-transit, and in-process. 
 
As depicted in Figure 6, these processing and storage components and solutions vary 
in technology, architecture, and scale. They range from persistent, service-enabled 
micro-devices designed with single or multifunction, distributed capabilities (sensors and 
PDAs, software programmable radios) to tactical, wireless servers and regional and 
centralized mega-mainframes, and storage area networks.  However, to support local 
and distributed interoperability, a common requirement for all such platforms and 
architectures is that they are (1) standardized to support common transport, service-
oriented and high-performance grid computing environments, and (2) accredited to 
target GIG assurance standards to be operated and managed by NetOps.  In addition, 
solutions incorporate technology and redundancy to ensure survivability and availability 
in the face of attacks and failures. 
 
High performance computing and storage area networking provide exponential 
increases in processing power and distributed storage to enable compute-intensive 
operations needed to support (1) IA and NetOps (e.g., digital policy execution on a 
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transaction basis and load balancing) (2) research, development, test, and evaluation 
communities, (3) large scale operational simulation and modeling and (4) the very large 
scale data storage capacities needed to capture and process the volumes of data 
coming from both airborne and land-based sensor nets (estimated to exceed exabytes18 
(1018 bytes)). 
  
Grid computing enables the trusted sharing of computing and storage resources across 
administrative, organizational, functional, geographic, and security domains. Computing 
and storage resources are monitored and managed as part of NetOps and allocated 
based on mission requirements. 
 
Parts of the computing infrastructure are operated and maintained by commercial or 
government computing service providers (CSPs) that provide managed services for 
hosting and maintaining enterprise services and applications.  Managed services 
provide assured, reliable, and on-demand processing and storage capacity for 
application hosting, which are governed by Service Level Agreements (SLAs) to ensure 
adequate performance levels to customers/end-users. 
 
Communications Infrastructure 
 
The Communications Infrastructure (depicted in Figure 6) provides secure, agile, and 
survivable end-to-end connectivity and on-demand bandwidth that is dynamically 
allocated, based on operational priority and precedence among millions of space, air, 
sea, and terrestrial-based fixed, mobile, and moving users.  This communications 
infrastructure supports those on the warfighting edge by enabling (1) the transport of 
unprecedented quantities of data in and out of the battlefield, (2) global reach, (3) 
networking on the move (NOTM), (4) reliable delivery, and (5) an ability to dynamically 
extend connectivity as needed, which includes mission partners through controlled 
interfaces.   It is an infrastructure that users can rely on – one that continues to function 
under physical, cyber, or electronic attack.  Redundancy of paths, the ability to 
reallocate bandwidth based on path conditions, the commander’s policies and priorities, 
and automated routing alternatives are key to the high availability of this infrastructure.   
 
The communications infrastructure is achieved by integrating the Department’s diverse 
set of communications assets into a reliable, end-to-end communications capability.  
This integration is based upon adherence to a set of network interfaces, standards, and 
guidelines in key areas.  These areas include: a common network IP, physical 
communication links, access protocols, routing protocols, consistent Quality of Service 
(QoS)/ Class of Service (CoS), IA methodologies, capability planning and digital 
policies.  
 


                                                 
18  Large Data Joint Concept Technology Demonstration Program briefing, OSD AS&C, October 2006. 
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As depicted in Figure 8, an IP-based network19 infrastructure is the foundation of end-
to-end interoperability in the target GIG.  All types of information such as telephony, 
multimedia services, video, and data are converged over this universal network.20 
 


 
Figure 8 – GIG Internetworking Convergence Layer 


Underlying this internetworking convergence layer, all types of DoD-relevant physical 
transport media and technologies are supported. For instance, this includes copper 
cable, optic-fiber cable, SATCOM, and tactical wireless (RF and optical). This enables a 
deployed tactical user to collaborate in real time (without a priori communications 
planning) with an intelligence analyst in CONUS through mobile ad hoc networks, 
theater networks, SATCOM, and terrestrial fiber networks (all on a transaction-based, 
variable trust level). 
 
The IP-based communications infrastructure includes terrestrial, space based, airborne, 
and wireless segments, instantiated in several key DoD communications programs.  
Figure 9 depicts the interconnected nature of these segments in the GIG for DoD users 
(connections to mission partners are not depicted). 
 
The terrestrial segment provides a ubiquitous, ‘bandwidth-available’, environment.  Most 
critical facilities are connected with fiber over physically diverse routes using state-of-
the-art optical mesh network design.  Teleports provide the interface between terrestrial, 
tactical/theater, and space assets.  Tactical gateways and ground stations supplement 
the Teleports in this interoperability function. 
 


                                                 
19 Also referred to as “IPv6 and beyond” to reflect the communications capabilities needed to support the 


target GIG. 
20 Gateways may still exist between converged IP and tactical environments. 
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Figure 9 – GIG Communications Infrastructure 


The space-based segment includes high capacity, protected, and advanced IP 
communications equipment such as the Transformational Satellite (TSAT) 
Communications System that supports IP routing and significant NOTM capabilities in 
the important UHF and SHF spectrums.  
 
Airborne communications nodes, such as aircraft, UAVs, or tethered air vehicles, 
provide additional Beyond Line of Site (BLOS) connectivity in theater.   
 
The wireless or radio segment (including handhelds, vehicle mounted, airborne, sea-
based, and fixed locations) of the tactical environment is primarily based on software 
programmable radios such as the Joint Tactical Radio System (JTRS).21  This family of 
software-defined radios is programmable to support interoperability and end-to-end 
routing across divergent networks.  
 
These networks detect other systems operating in the region and automatically set the 
network or sensor devices to appropriate frequencies.  As forces move or other 
participants join, systems automatically adapt.  When two mobile networks overlap, one 
automatically and seamlessly shifts to a new frequency.   
                                                 
21 JTRS and TSAT are used here as labels that represent sets of technologies providing expected 


operational capabilities in the target GIG timeframe.  This usage does not presume that these names 
have permanence in this timeframe.  
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These communications capabilities of the tactical environment provide continuous 
BLOS connectivity for most tactical users.  Wireless and satellite communications 
capabilities are the norm and support NOTM with significant bandwidth.  
 
The target GIG communications infrastructure dynamically adapts to rapidly changing 
conditions, minimizes communications loss, and conserves bandwidth.  NetOps 
monitors and dynamically allocates communications capabilities.  Real time, dynamic, 
electromagnetic spectrum management capabilities and associated policies provide 
wireless users with ‘spectrum on demand.’22 
 
Information Assurance Infrastructure 
 
In the target GIG, the Department has evolved from a system-high protection 
environment to a ‘variable levels of trust’ protection environment.  The vision for this 
protection environment is based upon the following key elements23: 
 
o Transactional Information Protection – granular end-to-end security controls that 


enable protected information exchanges within the variable-trust Net-Centric 
Environment. 


o Digital Policy-Enabled Enterprise – dynamic response to changing mission needs, 
attacks, and system degradations through highly automated and coordinated 
distribution and enforcement of digital policies. 


o Defense Against an Adversary From Within – persistently monitor, detect, search 
for, track, and respond to insider activity and misuse within the enterprise. 


o Integrated Security Management – dynamic automated net-centric security 
management seamlessly integrated with operations management. 


o Enhanced Integrity and Trust of Net-Centric Systems – robust IA embedded within 
enterprise components and maintained over their life cycle. 


 
NetOps Infrastructure 


Operationally, the functionality of the target GIG is partitioned into domains.  These 
partitions are derived from operational and technical requirements such as security, 
organization, function, and geography.  These domains are then federated to enable all 
aspects of assured information sharing and collaborative decision-making capabilities.  
The target GIG is operated and defended as a unified, agile, end-to-end information 
enterprise. Centralized direction and decentralized execution of GIG operations and 
defense enables real time, dynamic responses to critical security and performance 
issues.  


                                                 
22  DoD Net-Centric Spectrum Management Strategy, Preliminary Draft, April 25, 2005. 
23  Making the Mission Possible, Net-Centric Environment Information Assurance, Information Assurance 
    Component of the GIG Integrated Architecture, Executive Overview, November 2006, Enterprise IA 
     Systems Engineering Services Office, Information Assurance Directorate, National Security Agency. 
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NetOps applications, services and information provide real-time situational awareness 
(SA) and protection of the GIG.  Agile and responsive Command and Control (C2) of the 
GIG provides the ability to effectively respond to unanticipated situations.   
 
NetOps is accomplished through the integration of a set of essential tasks including GIG 
Enterprise Management (GEM), GIG Content Management (GCM), and GIG Net 
Defense (GND), and includes all operational aspects of IA.  These tasks include: 
 
o Management of the availability and quality of dynamically, varying sets of services 
o Flexible and efficient application of globally distributed computing and 


communications resources including frequency spectrum, communications satellite 
control, and network management 


o Information caching and load balancing  
o Dynamic and granular control of embedded security 
 
Protecting and defending the dynamic, distributed, constantly changing target GIG as 
one virtual capability requires a high degree of automation.  For example, in the target 
GIG: 
 
o The configuration of the entire GIG is managed by software that detects new 


devices, determines the authorization of any devices, ensures proper configuration 
and enables and disables all devices with minimal time and effort. 


o Digital policy-enabled (pre-programmed and dynamic) network management  
permits more effective and efficient use of available bandwidth and network self 
healing, with automatic routing of packets over diverse networks in the event of 
congestion or outages, enforcement of access,  and a range of tailored responses to 
attacks and vulnerabilities. 


o GIG assets automatically provide status, enabling enterprise-wide situational 
awareness and performance management to GIG-wide service level agreements 
(SLAs). 


o Automated, distributed real-time spectrum management capabilities optimize 
spectrum use. 


o Automated key management and capabilities such as identity, privilege, and security 
management support operational IA. 


 
This section described the functions, systems, and services of the target GIG.  The next 
section identifies key technologies that enable these functions, systems and services in 
the target GIG.  The relationships among evolving technologies, system solutions, and 
operational needs are clearly understood and managed in the target GIG. 
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Section 5: Technical Vision of the Target GIG 
 
The technical vision of the target GIG identifies a set of complex technologies24 that are 
critical to achieving the system functionality of the target GIG described in the previous 
section.  However, technology by itself will not deliver the target GIG; effective use of 
new mechanisms and methodologies requires major shifts in culture, doctrine, policies, 
training, processes, organizational roles, etc., as discussed in section 6. 
 
The target GIG is characterized by its ability to rapidly and effectively incorporate 
evolving technology as well as its drive to seek out technological advantage.  This 
technical vision assumes the high degrees of technology readiness25 for the targeted 
technologies and standards necessary to support a robust environment. From a 
technical perspective, GIG engineers continue to pursue standards-based, multi-vendor 
solutions primarily based on commercial technology.  The NCIDs identifies and 
addresses these standards-based solutions. 
 
Key target GIG technologies include: 
 
o IPv626 technologies (and beyond) that support an assured, reliable, end-to-end, 


scalable, and survivable mesh transport infrastructure. 
o SOA Infrastructure technologies that provide the tools, capabilities, processes, and 


methodologies to deploy an SOA-enabled DoD enterprise. 
o Mobile Ad-hoc NETworks (MANETs) and sensor technologies that support the 


building of ubiquitous, assured, and agile tactical networks that are federated with 
the non-tactical domains of the target GIG.  Mobile and sensor technologies enable 
(1) users, appliances, intelligent agents, and other edge devices, wired or wireless; 
(2) universal access; and (3) exchange of video, voice, and data information of any 
kind, from anywhere.  These networks are self-healing and allow for reconfiguration 
around failed nodes. 


o Human computer interaction (HCI) technologies that (1) address methodologies, 
processes, and techniques for designing, implementing, and evaluating human 
computer interfaces, and (2) provide descriptive and predictive models and theories 
of interaction.  The long-term goal of HCI is to design systems that minimize the 
barrier between the human's cognitive model of what they want to accomplish and 
the computer's understanding of the human's task. 


o Semantic Web technologies that enable user agents to process and share 
metadata-tagged, actionable information.  This includes the automated metadata 
tagging and discovery technologies that support information sharing. 


                                                 
24  The target GIG will incorporate these technologies via the associated set of technical, open standards.   
25  Technology Readiness Assessment Deskbook, May 2005. 
26  IPv6 (Internet Protocol version 6) represents a large set of advanced internetworking capabilities that 


will mature in the target GIG timeframe.  IP will require more advanced mesh technologies to reach the 
reliability expected in the target GIG. 
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o Ubiquitous RFID tagging for tracking of products, components, and humans 
throughout the target GIG.  As with any GIG capability, the extent that tracking of 
humans is allowed is governed by law and DoD policy. 


o Very large scale data storage, delivery, and transmission technologies that support 
the need to index and retain streaming video and other information coming from the 
expanding array of theater airborne and other sensor networks.  The target GIG 
supports capacities exceeding exabytes (1018 bytes) and possibly yottabytes (1024 
bytes) of data.  


o High performance computing technologies that will enable the full implementation of 
Grid computing and services. 


o Grid computing technologies that provide support and manage an assured 
federation of heterogeneous computing, storage, and communications assets 
available from the GIG infrastructure, and managed as Grid Services by NetOps.  
The physical characteristics of grid services are generally transparent to users and 
applications. Grid services provide the necessary qualities of service and protection 
to enhance NCO.  Grid services enable the sharing of these assets across DoD 
administrative, organization, and geographic boundaries. 


o Agent technologies provide autonomous support throughout the Net-Centric 
Environment (e.g., in applications for disconnected users, tactical users, and 
enterprise management).  


o IA technologies that enable transaction-based access control, information sharing 
across security domains, protection of information and resources, and maintenance 
of Situational Awareness in the target GIG. 


o Black core enabling technologies that support end-to-end protection of information 
exchanged among users and services located anywhere in the target GIG.  The 
‘core communications infrastructure’ of the GIG is the set of diverse networks and 
connections owned and managed by different DoD services and organizations.  A 
black core is a set of core components where all data traffic moving among these 
components is encrypted end-to-end.  A black core that extends out to the tactical 
environment to include user networks and devices will support mobility, security, and 
survivability in the target GIG.27  Black core enabling technologies will address, for 
example, scaleable routing, quality of service, and discovery capabilities that will be 
provided in the target GIG.  Black core supports the evolution of the GIG from a 
system-high perimeter protection model to a transaction-based Enterprise IA 
protection model.  Figure 10 provides a conceptual view of an end-to-end GIG with 
a black core. 


o Digital Policy Enabling Technologies.  In the target GIG, operational activities, 
system and service functions, and resources such as applications, services, and 
networks, are governed by automated rules derived from DoD policy.  Automated 
rules are structured as conditions and actions for managing activities and resources 
in the context of specific realms such as mission areas, domains, cross-domains, 
and COIs.  An example of a current digital policy-based capability is a network 


                                                 
27  A. De Simone, J. Tarr, "Defining the GIG Core", draft-gig-defining-the-core-desimone-tarr-051030.pdf, 
    October 2005, www.ietf.org. 
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management application that dynamically manages IP addresses and QoS at the 
network level.  An example of an emerging digital policy-based technology is 
Directory Enabled Networking (DEN) which implements policy-based networking to 
automate the control of large, complex networks. 


 
Figure 10 – Conceptual View of an E2E GIG with a Black Core 


 
Innovations in these complex technologies can provide opportunities for either 
incremental improvements or for major improvements in the capabilities of the GIG.  
Technologies that enable incremental improvements have a relatively small impact on 
elements of DOTMLPF.  These are called sustaining technologies and examples 
typically include new releases of operating systems, and processor and memory 
technologies that double processing speed and memory size every two years.  
 
Technologies that enable major or radical improvements to existing capabilities may 
have a relatively large impact on elements of DOTMLPF.  These are called disruptive 
technologies28.  Past and current examples include the telephone, the computer, the 
electronic spreadsheet, the PC, the World Wide Web, the cell phone and the iPod.   
 
The complex target technologies identified above contain both sustaining and disruptive 
components.  As the Department has effectively integrated the benefits of disruptive 
technologies such as the World Wide Web, it will also effectively integrate the benefits 
of the disruptive components of these target technologies in the future.   


                                                 
28  See "The Innovator's Solution," Clayton M. Christensen, 2003 and the body of related academic work 
    on technology innovation. 
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An example of an expected benefit (capability) to be obtained from integrating elements 
of these target technologies into the target GIG is a wearable, hands-free computer 
system.  This system will be embedded in clothing, and integrated with trusted, reliable, 
battlefield communications.  It will host advanced technology applications that are 
consistent with this vision of net-centricity and service-orientation.  Hands-free computer 
interfaces such as eyeglass video monitor lenses, retinal scans, and voice recognition 
will enable increased automation and multitasking.  The system may have a trusted 
user agent capable of logging into the GIG to provide continuous health monitoring and 
obtain updates to user-defined operating pictures (UDOP).  The delivery of this 
capability will be dependent upon innovations spanning the current (and future29) target 
technologies.    
 
Technologies will continue to increase in complexity.  Innovations will occur with greater 
frequency and be adopted in shorter time frames.  Continued Department-wide early 
value determination and adoption of technologies, along with the co-evolution of 
technologies and operational capabilities, is essential for evolution to the target GIG.  
 
The next section discusses the transformation necessary for achieving the target GIG 
and beyond.  


                                                 
29  The Global Technology Revolution 2020, In-Depth Analysis, Rand Corporation, 2006. 
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Section 6: Achieving the Target GIG 
 
Achieving the target GIG involves successful transformation in terms of the people, 
processes, and technologies comprising the GIG.  Investments in new capabilities, 
replacements, or gateways for legacy capabilities, and upgrades through technology 
refreshments, do not by themselves achieve the vision of an agile, information-
empowered Defense enterprise.  Significant shifts in key Defense processes (e.g., 
JCIDS, PPBE, DAS, and T&E), policies, tactics, operational concepts, and culture are 
critical.  At the same time, the goal is to maintain and improve IT acquisition efficiency 
and operational effectiveness, with an emphasis on supporting the warfighter. 
 
 A key IT transformation is the shift from static mechanisms for allocating, operating, 
and defending IT resources (e.g., spectrum, bandwidth, computing power) to dynamic, 
automated, mechanisms.  The GIG Architectural Vision does not assume unlimited IT 
resources in the future, but envisions dynamic allocation of resources based on 
changing user needs, cyber threat, and mission priorities.  Cultural, policy, and process 
shifts; operational/mission leader championship; as well as experience and training are 
important in fully and confidently achieving these capabilities. 
 
Ensuring that relevant information is readily accessible requires a fundamental culture 
shift within the Department.  This shift is underpinned by changes in policy, training, 
doctrine, organizations, operational concepts, processes, and visionary leadership.  In 
the target GIG, information producers recognize that their information is a strategic, 
enterprise asset to be shared to the fullest extent possible.  This includes widespread 
acceptance and practice of tagging and posting information in parallel with its 
processing and analysis.  The traditional need-to-know model (based on an information 
producer’s determination of who needs to know) is changed to a right-to-know and 
need-to-share model, while still protecting the information through robust, dynamic IA 
capabilities.  Cross-domain and cross-organizational COIs are established, resourced, 
and empowered – to ensure that shared information is understandable – by agreeing on 
common syntax and semantics (vocabularies) where most needed.  Furthermore, in the 
target GIG, information producers and providers are widely valued for their contributions 
and incentivized to contribute.  For example, the accessibility, accuracy, and utility of 
the information provided are key factors in GIG investment and sustainment decisions.  
 
Significant cultural, policy, and process changes are needed to ensure that the target 
GIG is net-neutral, global, and end-to-end.  For example, an Army analyst may use 
available Marine computing assets to process intelligence information using 
visualization and fusion services provided by the National Geospatial-Intelligence 
Agency.  In addition, acquisition, PPBE, and capabilities processes evolve to incentivize 
the development, acquisition, operation, and sustainment of the needed capabilities. 
Effective and collaborative architecting, systems engineering, testing and evaluation, 
and portfolio management of GIG capabilities (vice individual systems/programs) drive 
these processes and provide an integrated, coherent transition to the target GIG 
through time-phased incremental capabilities.    
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The federated DoD Enterprise Architecture (EA) is a key element in achieving this 
transition.  This approach provides an enterprise-wide common lexicon to support the 
numerous decisions related to strategy and IT investments needed for success.  The 
federated DoD EA exists as a set of architectures that are linked and aligned via 
mission, function, and domain taxonomies from the DoD Reference Models (RMs). 
Individual contents are accessible, visible, and understandable to DoD process decision 
makers, including those operating and defending the GIG.  The DoD EA provides the 
single source for descriptions of operational processes, GIG Capability Increments, and 
current and planned IT investments to realize those Increments. It also provides the 
analytical data source for investment decisions.  Enforcement, through architecture 
governance and existing processes, is the key to success. The vision for architecting 
the target GIG is a federated architecture approach. Figure 11 is a notional example of 
architecture artifact distribution throughout the federated architecture. 
 


                       
Figure 11 – GIG Federated Architecture Approach (Notional) 


 
This federated architecture approach is described in more detail in the Draft Version 
1.01 of the DoD EA Federation Strategy, 4 December 2006.  This approach provides a 
framework for enterprise architecture development, maintenance and use that aligns, 
locates, and links disparate architectures and architecture information via information 
exchange standards to deliver a seamless outward appearance to users.  This 
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federated architecture approach recognizes the uniqueness and specific purpose of 
disparate architectures and allows for their autonomy and local governance while 
enabling the enterprise to benefit from their content.  Authority, responsibility, and 
accountability for producing these architectures are distributed throughout the 
Department.  As depicted in Figure 11 these tiers represent the Department, Mission 
Area, Component, and Program levels and contain architecture content specific to that 
level.  A Federated Architecture aligns activities, services, systems, and infrastructure 
with federation standard taxonomies.  They also conform to a common context 
established by rule sets or mappable standards across autonomous Mission Areas, 
DoD Components, and Programs, thereby minimizing the uniqueness among these 
autonomous elements.  Artifacts are federated (semantically aligned using common 
mappable elements) to provide an overall view of the enterprise and are made 
accessible, visible, and understandable to DoD process decision makers, including 
those operating and defending the GIG. 
 
GIG federation across all DoD Components and with mission partners is critical to 
achieve a collaborative information sharing capability.  This capability must support all 
phases of conflict, as well as humanitarian assistance and disaster relief.  In the target 
GIG, policies and processes to support this federation – and the ability to dynamically 
establish appropriate organizational relationships – are in place.  Some processes (e.g., 
Certification and Accreditation, Configuration Management) evolve to better reflect the 
integrated nature of this target GIG.  Information for emerging and existing GIG 
capabilities will be available and shared through enterprise-wide implementation of the 
DoD Net-Centric Data Strategy (in concert with the architectural approach just 
discussed). Cultural change is also essential to effectively operate in this environment, 
as individuals and organizations maintain flexible, authoritative relationships.  
 
Finally, realization of the operational benefits of the target GIG in enabling NCO 
requires the development and implementation of new concepts of operations, tactics, 
business processes, and organizational changes for the Department.  Training and 
experimentation are critical in identifying and validating the benefits and risks of 
information sharing, as well as its impact on NCO.  To promote the desired cultural 
change and ensure the proficiency of net-centric skills, continuous training is essential 
for developing an individual’s knowledge, skills, and abilities to function in the 
environment enabled by the target GIG. 
 
 


____________________ 
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DL1.  DEFINITIONS


 The terms used in this publication were selected from the NSTISSI 4009 
(reference (j)) definitions when possible.   Where new terms are used, the revised or 
new definitions will be submitted as changes to reference (j).


DL1.1.1.  Accountability.   Property that allows auditing of IS activities to be 
traced to persons or processes that may then be held responsible for their actions.   
Accountability includes authenticity and non-repudiation.


DL1.1.2.  Accreditation.   Formal declaration by a Designated Approving 
Authority (DAA) that an IS is approved to operate in a particular security mode using a 
prescribed set of safeguards at an acceptable level of risk.


DL1.1.3.  Acquisition Organization.   The Government organization that is 
responsible for developing a system.


DL1.1.4.  Active System.   A system connected directly to one or more other 
systems.   Active systems are physically connected and have a logical relationship to 
other systems.


DL1.1.5.  Architecture.   The configuration of any equipment or interconnected 
system or subsystems of equipment that is used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, switching, interchange, 
transmission, or reception of data or information; includes computers, ancillary 
equipment, and services, including support services and related resources.


DL1.1.6.  Assurance.   Measure of confidence that the security features, practices, 
procedures and architecture of an IS accurately mediates and enforces the security 
policy.


DL1.1.7.  Authenticity.   Property that allows the ability to validate the claimed 
identity of a system entity.


DL1.1.8.  Availability.   Timely, reliable access to data and information services 
for authorized users.


DL1.1.9.  Audit.   Independent review and examination of records and activities to 
assess the adequacy of system controls, to ensure compliance with established


DoD 8510.1-M, July 31, 2000


8 DEFINITIONS







policies and operational procedures, and to recommend changes in controls, policies, 
or procedures.


DL1.1.10.  Benign System.   A system that is not related to any other system.   
Benign systems are closed communities without physical connection or logical 
relationship to any other system.   Benign systems are operated exclusive of one 
another and do not share users, information, or end processing with other systems.


DL1.1.11.  Certification.   Comprehensive evaluation of the technical and 
non-technical security features of an IS and other safeguards made in support of the 
accreditation process, to establish the extent to which a particular design and 
implementation meets a set of specified security requirements.


DL1.1.12.  Certification Authority (Certifier).   Individual responsible for making 
a technical judgement of the system's compliance with stated requirements, identifying 
and assessing the risks associated with operating the system, coordinating the 
certification activities, and consolidating the final certification and accreditation 
package.


DL1.1.13.  Certification Requirements Review (CRR).   The review conducted by 
the DAA, Certifier, program manager, and user representative to review and approve 
all information contained in the System Security Authorization Agreement (SSAA).   
The CRR is conducted before the end of Phase 1.


DL1.1.14.  Certification Test and Evaluation (CT&E).   Software and hardware 
security tests conducted during the development of the IS.


DL1.1.15.  Communications Security (COMSEC).   Measures and controls taken 
to deny unauthorized persons information derived from telecommunications and to 
ensure the authenticity of such telecommunications.   Communications security 
includes cryptosecurity, transmission security, emission security, and physical security 
of COMSEC material.   


DL1.1.16.  Compartmented Mode.   INFOSEC mode of operation wherein each 
user with direct or indirect access to a system, its peripherals, remote terminals, or 
remote hosts has all the following:


DL1.1.16.1.  Valid security clearance for the most restricted information 
processed in the system;
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DL1.1.16.2.  Formal access approval and signed nondisclosure agreements 
for that information which a user is to have access; and


DL1.1.16.3.  Valid need-to-know for information which a user is to have 
access.


DL1.1.17.  Computer Security (COMPUSEC).   Measures and controls that ensure 
confidentiality, integrity, and availability of IS assets including hardware, software, 
firmware, and information being processed, stored, and communicated.


DL1.1.18.  Computing Environment.   The total environment in which an 
automated information system (IS), network, or a component operates.   The 
environment includes physical, administrative, and personnel procedures as well as 
communication and networking relationships with other ISs.


DL1.1.19.  Confidentiality.   Assurance that information is not disclosed to 
unauthorized persons, processes, or devices.


DL1.1.20.  Configuration Control.   Process of controlling modifications to 
hardware, firmware, software, and documentation to ensure that the IS is protected 
against improper modifications prior to, during, and after system implementation.


DL1.1.21.  Configuration Management.   Management of security features and 
assurances through control of changes made to hardware, software, firmware, 
documentation, test, test fixtures, and test documentation throughout the life cycle of 
an IS. 


DL1.1.22.  Configuration Manager.   The individual or organization responsible 
for configuration control or configuration management.


DL1.1.23.  Data Integrity.   Condition existing when data is unchanged from its 
source and has not been accidentally or maliciously modified, altered, or destroyed.


DL1.1.24.  Dedicated Mode.   IS security mode of operation wherein each user, 
with direct or indirect access to the system, its peripherals, remote terminals, or remote 
hosts, has all of the following:


DL1.1.24.1.  Valid security clearance for all information within the system;
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DL1.1.24.2.  Formal access approval and signed nondisclosure agreements 
for all the information stored and/or processed (including all compartments and/or 
special access programs); and


DL1.1.24.3.  Valid need-to-know for all information contained within the 
IS.   When in the dedicated security mode, a system is specifically and exclusively 
dedicated to and controlled for the processing of one particular type or classification of 
information, either for full-time operation or for a specified period of time.


DL1.1.25.  Defense Information Infrastructure (DII).   The DII encompasses 
information transfer and processing resources, including information and data storage, 
manipulation, retrieval, and display.   More specifically, the DII is the shared or 
interconnected system of computers, communications, data, applications, security, 
people, training, and other support structure, serving the Department of Defense's local 
and worldwide information needs.   The DII connects DoD mission support, command 
and control, and intelligence computers and users through voice, data, imagery, video, 
and multimedia services, and provides information processing and value-added 
services to subscribers over the Defense Information Systems Network (DISN).   
Unique user data, information, and user applications software are not considered part 
of the DII.


DL1.1.26.  Designated Approving Authority (DAA or Accreditor)   Official with 
the authority to formally assume responsibility for operating a system at an acceptable 
level of risk.   This term is synonymous with designed accrediting authority and 
delegated accrediting authority.


DL1.1.27.  Developer.   The organization that develops the IS.


DL1.1.28.  DoD Information Technology Security Certification and Accreditation 
Process (DITSCAP).   The standard DoD process for identifying information security 
requirements, providing security solutions, and managing IS security activities.


DL1.1.29.  Emissions Security (EMSEC).   Protection resulting from measures 
taken to deny unauthorized persons information derived from intercept and analysis of 
compromising emanations from crypto-equipment or an IS.


DL1.1.30.  Environment.   Aggregate of external procedures, conditions, and 
objects effecting the development, operation, and maintenance of an IS.


DL1.1.31.  Evolutionary Program Strategies.   Generally characterized by design, 
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development, and deployment of a preliminary capability that includes provisions for 
the evolutionary addition of future functionality and changes, as requirements are 
further defined (reference (i)).


DL1.1.32.  Governing Security Requisites.   Those security requirements that must 
be addressed in all systems.   These requirements are set by policy, directive, or 
common practice set; e.g., by Executive Order, Office of Management and Budget 
(OMB), Office of the Secretary of Defense, a Military Service or DoD Agency.   
Governing security requisites are typically high-level requirements.   While 
implementations will vary from case to case, these requisites are fundamental and must 
be addressed.


DL1.1.33.  Grand Design Program Strategies.   Characterized by acquisition, 
development, and deployment of the total functional capability in a single increment 
(reference (i)).


DL1.1.34.  Incremental Program Strategies.   Characterized by acquisition, 
development, and deployment of functionality through a number of clearly defined 
system "increments" that stand on their own (reference (i)).


DL1.1.35.  Information Assurance (IA).   Information operations protect and 
defend information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and nonrepudiation.   This includes providing for 
restoration of ISs by incorporating protection, detection, and reaction capabilities.


DL1.1.36.  Information Assurance Support Environment (IASE).   The IASE is an 
on-line web-based help environment for DoD INFOSEC and IA professionals.


DL1.1.37.  Information Category.   The term used to bind information and tie it to 
an information security policy.


DL1.1.38.  Information Operations.   Actions taken to affect adversary 
information and ISs while defending one's own information and ISs.


DL1.1.39.  Information Security Policy.   The aggregate of directives, regulations, 
rules, and practices that regulate how an organization manages, protects, and 
distributes information.   For example, the information security policy for financial 
data processed on DoD systems can be contained in Public Laws, Executive Orders, 
DoD Directives, and local regulations.   The information security policy should also 
list all the security requirements applicable to specific information.
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DL1.1.40.  Information System (IS).   The entire infrastructure, organization, 
personnel, and components for the collection, processing, storage, transmission, 
display, dissemination, and disposition of information.


DL1.1.41.  Information System Security (INFOSEC).   Protection of ISs against 
unauthorized access to information, whether in storage, processing, or transit, and 
against the denial of service to authorized users, including those measures necessary to 
detect, document, and counter such threats.


DL1.1.42.  Information System Security Officer (ISSO).   The person responsible 
to the DAA for ensuring the security of an IS throughout its life cycle, from design 
through disposal.   Synonymous with system security officer.


DL1.1.43.  Information Technology (IT).   The hardware, firmware, and software 
used as part of the IS to perform DoD information functions.   This definition includes 
computers, telecommunications, automated ISs, and automatic data processing 
equipment.   IT includes any assembly of computer hardware, software, and/or 
firmware configured to collect, create, communicate, compute, disseminate, process, 
store, and/or control data or information.


DL1.1.44.  Infrastructure-centric.   A security management approach that 
considers ISs and their computing environment as a single entity.


DL1.1.45.  Integrator.   The organization that integrates the IS components.


DL1.1.46.  Integrity.   Quality of an IS reflecting the logical correctness and 
reliability of the operating system; the logical completeness of the hardware and 
software implementing the protection mechanisms; and the consistency of the data 
structures and occurrence of the stored data.   Note that, in a formal security mode, 
integrity is interpreted more narrowly to mean protection against unauthorized 
modification or destruction of information.


DL1.1.47.  Interim Approval To Operate (IATO).   Temporary approval granted 
by a DAA for an IS to process information based on preliminary results of a security 
evaluation of the system.


DL1.1.48.  Legacy Information System.   An operational IS that existed prior to 
the implementation of the DITSCAP.


DL1.1.49.  Maintainer.   The organization that maintains the IS.
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DL1.1.50.  Maintenance Organization.   The Government organization responsible 
for the maintenance of an IS.   (Although the actual organization performing 
maintenance on a system may be a contractor, the maintenance organization is the 
Government organization responsible for the maintenance.)


DL1.1.51.  Mission.   The assigned duties to be performed by a resource.


DL1.1.52.  Mission Justification.   The description of the operational capabilities 
required to perform an assigned mission.   This includes a description of a system's 
capabilities, functions, interfaces, information processed, operational organizations 
supported, and the intended operational environment.


DL1.1.53.  Non-Developmental Item (NDI).   Any item that is available in the 
commercial marketplace; any previously developed item that is in use by a Department 
or Agency of the United States, a State or local government, or a foreign government 
with which the United States has a mutual defense cooperation agreement; any item 
described above that requires only minor modifications in order to meet the 
requirements of the procuring Agency; or any item that is currently being produced that 
does not meet the requirements of definitions above, solely because the item is not yet 
in use or is not yet available in the commercial marketplace.


DL1.1.54.  Multilevel Mode.   INFOSEC mode of operation wherein all the 
following statements are satisfied concerning the users who have direct or indirect 
access to the system, its peripherals, remote terminals, or remote hosts:


DL1.1.54.1.  Some users do not have a valid security clearance for all the 
information processed in the IS;


DL1.1.54.2.  All users have the proper security clearance and appropriate 
formal access approval for that information to which they have access; and


DL1.1.54.3.  All users have a valid need-to-know only for information for 
which they have access.


DL1.1.55.  Operational Security (OPSEC).   Process denying information to 
adversaries about capabilities and/or intentions by identifying, controlling, and 
protecting unclassified generic activities.
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DL1.1.56.  Other Program Strategies.   Strategies intended to encompass 
variations and/or combinations of the grand design, incremental, evolutionary, or other 
program strategies (reference (i)).


DL1.1.57.  Passive System.   A system related indirectly to other systems.   
Passive systems may or may not have a physical connection to other systems, and their 
logical connection is controlled tightly.


DL1.1.58.  Program Manager.   The person ultimately responsible for the overall 
procurement, development, integration, modification, or operation and maintenance of 
the IS.


DL1.1.59.  Residual Risk.   Portion of risk remaining after security measures have 
been applied.


DL1.1.60.  Risk.   A combination of the likelihood that a threat will occur, the 
likelihood that a threat occurrence will result in an adverse impact, and the severity of 
the resulting impact.


DL1.1.61.  Risk Assessment.   Process of analyzing threats to and vulnerabilities 
of an IS and the potential impact that the loss of information or capabilities of a system 
would have on national security.   The resulting analysis is used as a basis for 
identifying appropriate and cost-effective measures.


DL1.1.62.  Risk Management.   Process concerned with the identification, 
measurement, control, and minimization of security risks in ISs to a level 
commensurate with the value of the assets protected.


DL1.1.63.  Security.   Measures and controls that ensure confidentiality, integrity, 
availability, and accountability of the information processed and stored by a computer.


DL1.1.64.  Security Inspection.   Examination of an IS to determine compliance 
with security policy, procedures, and practices.


DL1.1.65.  Security Process.   The series of activities that monitor, evaluate, test, 
certify, accredit, and maintain the system accreditation throughout the system life cycle.


DL1.1.66.  Security Requirements. Types and levels of protection necessary for 
equipment, data, information, applications, and facilities to meet security policy.
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DL1.1.67.  Security Requirements Baseline.   Description of the minimum 
requirements necessary for an IS to maintain an acceptable level of security.


DL1.1.68.  Security Specification.   Detailed description of the safeguards 
required to protect an IS.


DL1.1.69.  Security Test and Evaluation (ST&E).   Examination and analysis of 
the safeguards required to protect an IS, as they have been applied in an operational 
environment, to determine the security posture of that system.


DL1.1.70.  Sensitive Information.   Information the loss, misuse, or unauthorized 
access to or modification of, which could adversely affect the national interest or the 
conduct of federal programs, or the privacy to which individuals are entitled under 5 
U.S.C. Section 552a (Privacy Act) (reference (at)), but that has not been specifically 
authorized under criteria established by an Executive Order or an Act of Congress to 
be kept secret in the interest of national defense or foreign policy.   (Systems that are 
not national security systems, but contain sensitive information, are to be protected in 
accordance with the requirements of the Computer Security Act of 1987 (reference (c)).


DL1.1.71.  System.   The set of interrelated components consisting of mission, 
environment, and architecture as a whole.


DL1.1.72.  System Entity.   A system subject (user or process) or object.


DL1.1.73.  System Integrity.   The attribute of an IS when it performs its intended 
function in an unimpaired manner, free from deliberate or inadvertent unauthorized 
manipulation of the system.


DL1.1.74.  System High Mode.   IS security mode of operation wherein each user, 
with direct or indirect access to the IS, its peripherals, remote terminals, or remote 
hosts, has all of the following:


DL1.1.74.1.  Valid security clearance for all information within an IS;


DL1.1.74.2.  Formal access approval and signed nondisclosure agreements 
for all the information stored and/or processed (including all compartments and/or 
special access programs); and


DL1.1.74.3.  Valid need-to-know for some of the information contained 
within the IS.
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DL1.1.75.  System Security Authorization Agreement (SSAA).   The SSAA is a 
formal agreement among the DAA(s), the Certifier, user representative, and program 
manager.   It is used throughout the entire DITSCAP to guide actions, document 
decisions, specify IA requirements, document certification tailoring and level-of-effort, 
identify potential solutions, and maintain operational systems security.


DL1.1.76.  TEMPEST.   Short name referring to investigation, study, and control 
of compromising emanations from IS equipment.


DL1.1.77.  Threat.   Any circumstance or event with the potential to harm an IS 
through unauthorized access, destruction, disclosure, modification of data, and/or 
denial of service.


DL1.1.78.  Threat Assessment.   Formal description and evaluation of threat to an 
IS.


DL1.1.79.  Trusted Computing Base (TCB).   Totality of protection mechanisms 
within a computer system, including hardware, firmware, and software, the 
combination responsible for enforcing a security policy.


DL1.1.80.  User.   Person or process authorized to access an IS.


DL1.1.81.  User Representative.   The individual or organization that represents 
the user or user community in the definition of IS requirements.


DL1.1.82.  Validation Phase.   The users, acquisition authority, and DAA agree on 
the correct implementation of the security requirements and approach for the 
completed IS.


DL1.1.83.  Verification Phase.   The process of determining compliance of the 
evolving IS specification, design, or code with the security requirements and approach 
agreed on by the users, acquisition authority, and DAA.


DL1.1.84.  Vulnerability.   Weakness in an IS, system security procedures, 
internal controls, implementation that could be exploited.


DL1.1.85.  Vulnerability Assessment.   Systematic examination of an IS or 
product to determine the adequacy of security measures, identify security deficiencies, 
provide data from which to predict the effectiveness of proposed security measures, 
and confirm the adequacy of such measures after implementation.
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AL1.  ABBREVIATIONS AND/OR ACRONYMS


AL1.1.  AIS Automated Information System
AL1.2.  ASAP As soon as possible
AL1.3.  C&A Certification and Accreditation
AL1.4.  CDR Critical Design Review
AL1.5.  CM Configuration Management
AL1.6.  COMPUSEC Computer Security
AL1.7.  COMSEC Communications Security
AL1.8.  CONOPS Concept of Operations
AL1.9.  COTS Commercial Off-The-Shelf
AL1.10.  CRR Certification Requirements Review
AL1.11.  DAA Designated Approving Authority
AL1.12.  DAC Discretionary Access Controls
AL1.13.  DCID Director of Central Intelligence Directive
AL1.14.  DGSA DoD Goal Security Architecture
AL1.15.  DITSCAP DoD Information Technology Security


Certification and Accreditation Process
AL1.16.  DISN Defense Information System Network
AL1.17.  DISSP Defense Wide Information Systems


Security Program
AL1.18.  DODIIS Department of Defense Intelligence


Information System
AL1.19.  DoD Department of Defense
AL1.20.  DT&E Developmental Test and Evaluation
AL1.21.  EPL Evaluated Product List
AL1.22.  EPROM Erasable Programmable Read-Only Memory
AL1.23.  ERTZ Electromagnetic Radiation TEMPEST Zone
AL1.24.  EMSEC Emissions Security
AL1.25.  FCA Functional Configuration Audit
AL1.26.  FIPS Federal Information Processing Standard
AL1.27.  GOTS Government Off-The-Shelf
AL1.28.  IA Information Assurance
AL1.29.  IASE Information Assurance Support Environment
AL1.30.  IATO Interim Approval To Operate
AL1.31.  INFOSEC Information Systems Security
AL1.32.  IOT&E Initial Operational Test and Evaluation
AL1.33.  ISSO Information Systems Security Officer
AL1.34.  IS Information System
AL1.35.  IT Information Technology
AL1.36.  IV&V Independent Verification and Validation
AL1.37.  LAN Local Area Network
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AL1.38.  LCM Life-Cycle Management
AL1.39.  MAIS Major Automated Information System
AL1.40.  MDAPS Mandatory Procedures for Major Defense


Programs
AL1.41.  MILDEP Military Department
AL1.42.  MIL-STD Military Standard
AL1.43.  NATO North Atlantic Treaty Organization
AL1.44.  NCSC National Computer Security Center
AL1.45.  NDI Non-Developmental Item
AL1.46.  NIST National Institute of Standards and Technology
AL1.47.  NSA National Security Agency
AL1.48.  NSTISSAM National Security Telecommunications and


Information Systems Security Advisory
Memorandum


AL1.49.  NSTISSI National Security Telecommunications and
Information Systems Security Instruction


AL1.50.  NSTISSIC National Security Telecommunications and
Information Systems Security Committee


AL1.51.  NSTISSI 4009 National Telecommunications and Information
Systems Security (INFOSEC) Glossary


AL1.52.  NOFORN No Foreign Dissemination
AL1.53.  OMB Office of Management and Budget
AL1.54.  OPSEC Operational Security
AL1.55.  O/S Operating System
AL1.56.  PCA Physical Configuration Audit
AL1.57.  PCS Physical Control Space
AL1.58.  PDR Preliminary Design Review 
AL1.59.  PROM Programmable Read-Only Memory
AL1.60.  P. L. Public Law
AL1.61.  RTM Requirements Traceability Matrix
AL1.62.  SCI Sensitive Compartmented Information
AL1.63.  SCIF Sensitive Compartmented Information Facility
AL1.64.  SFUG Security Features Users Guide
AL1.65.  SIOP-ESI Single Integrated Operations


 Plan - Extremely Sensitive Information
AL1.66.  SSAA System Security Authorization Agreement
AL1.67.  ST&E Security Test and Evaluation
AL1.68.  TCB Trusted Computing Base
AL1.69.  TCSEC             Trusted Computer Security Evaluation Criteria
AL1.70.  TFM Trusted Facility Manual
AL1.71.  WAN Wide Area Network
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C1.  CHAPTER 1


INTRODUCTION


C1.1.  BACKGROUND 


C1.1.1.  The Office of Assistant Secretary of Defense directed the Defense Wide 
Information Systems Security Program (DISSP) to create standardized requirements 
and processes for accreditation of computers, systems and networks in its August 19, 
1992, memorandum, "The Defense Information Systems Security Program," (reference 
(a)).   A security process improvement working group was formed to develop this 
standard process.   Their task was to develop a standard certification and accreditation 
(C&A) process that would meet the policies defined in DoD Directive 5200.28, Public 
Law (P.L.) 100-235 (1988), Office of Management and Budget (OMB) Circular 
A-130, Appendix III, Director of Central Intelligence (DCID) 1/16 and DoD Directive 
5220.22 (references (b) through (f)).


C1.1.2.  DoD Directive 5200.40, "DoD Information Technology Security 
Certification and Accreditation Process (DITSCAP)" (reference (g)), established the 
DITSCAP as the standard C&A process for the Department of Defense.   This Manual 
supports the DITSCAP by presenting a detailed approach to the activities comprising 
the C&A process.   This Manual provides standardized activities leading to 
accreditation and establishes a process and management baseline.   C&A assistance 
may be obtained from the DoD Information Assurance Support Environment (IASE).   
The IASE provides both self-help and assisted help in implementing uniform C&A 
practices and describes in detail how to execute the C&A activities.   Unclassified 
users 1 may access the IASE at http://iase.disa.mil or by e-mail to ASE@ncr.disa.mil.   
Classified users may access the IASE on the SIPRNet at http://cassie.iiie.disa.smil.mil 
or by e-mail to IASE@iiie.disa.smil.mil.


C1.1.3.  The DITSCAP Application Manual is a stand-alone reference manual or 
handbook.   Chapter 1 provides an introduction to the DITSCAP, Chapter 2 is an 
overview of the security process.   Each phase of the DITSCAP is composed of 
activities.   Some activities have subordinate tasks.   Chapter 3 provides a detailed 
description of the DITSCAP Phase 1 activities and tasks.   Chapters 4, 5, and 6 provide 
similar information for Phases 2, 3, and 4.   Chapter 7 describes the DITSCAP
__________ 
  1 Only users with .mil or .gov accounts are permitted to access the IASE.
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 relationship to a system life cycle.   Chapter 8 is a summary of management roles and 
responsibilities.


C1.2.  TECHNOLOGY OVERVIEW 


C1.2.1.  Within the Department of Defense, IS and networks perform a wide 
variety of functions.   Ever increasing reliance is being placed on these systems, 
regardless of their classifications, to accomplish the DoD missions.   The information 
and processes must be protected to ensure an appropriate level of confidentiality, 
integrity, availability, and accountability and to ensure that Defense operations are not 
disrupted and DoD missions are accomplished.   When properly administered, the level 
of protection is based on the value of the information to the mission of the Agency and 
the value of its IS resources.   The value of the information is related to the adverse 
impact that the loss of, alteration of, denial of access to, or unauthorized access to 
information would have on the Department of Defense in accomplishing its missions.   
The value that the Department of Defense and national-level decision makers place on 
this information is manifested through the current security policies and procedures 
established through public laws and national and DoD regulatory publications.


C1.2.2.  DoD Directive 5200.28, reference (b), mandates the accreditation of 
automated information systems (IS), to include stand-alone personal computers, 
connected systems, and networks.   The interpretation and implementation of this 
Directive varies across Service and Agency boundaries.   As shown in Figure C1.F1., 
information technology has become more complex.
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Figure C1.F1.  Information Infrastructure


C1.2.3.  Technological advances now enable DoD IS users to process information 
at various locations and to access it from anywhere in the world.   These technological 
advances and a shrinking budget have collapsed the DoD infrastructure, caused 
information and processes to be distributed, and information to flow across systems.   
The challenge is to provide an effective level of security, in a distributed and 
interconnected environment, consistent with functional needs and within budget 
constraints.


C1.2.4.  Figure C1.F2. illustrates information access requirements.   Users and 
processes must be able to access information of different classifications and 
sensitivities across information categories and domains.   Information may be spread 
across multiple sites or systems.   The sites may be different Services or Agencies.   
The users may be other IS.   In some cases the information and the users may be 
collocated; however, frequently they are dispersed.   Security controls must manage 
information sharing among different user communities.   Information security has 
become a global responsibility with universal consequences.
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Figure C1.F2.  User Information Access Requirements


C1.2.5.  The DITSCAP applies to C&A professionals, users, acquisition and 
maintenance organizations, developers, system integrators and procurement officials.   
Each of these communities has a specific role in developing, procuring, employing and 
operating an IS with an acceptable level of residual risk.


C1.3.  DITSCAP OBJECTIVE 


The DITSCAP establishes a standard process, set of activities, general tasks, and a 
management structure to certify and accredit IS that will maintain the information 
assurance (IA) and security posture of the Defense Information Infrastructure (DII).   
This process supports an infrastructure-centric approach, with a focus on the mission, 
environment, and architecture.   For a system in development, the intent is to identify 
appropriate security requirements, design to meet those requirements, test the design 
against the same requirements, and then monitor the accredited system for changes or 
reaccredidation as necessary.
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C1.4.  DITSCAP CHARACTERISTICS 


C1.4.1.  A C&A process must be applicable to all DoD environments.   It must be 
capable of assessing the security posture of an individual system and the effect of each 
system on the security posture of every other system in its computing environment.   
The security process must be sufficiently flexible to evaluate systems in various 
life-cycle stages, systems under evolutionary development, and those single purpose or 
legacy systems for as long as they exist.


C1.4.2.  There are nine characteristics that provide the flexibility needed to 
support the diverse DoD mission requirements.   A process with these characteristics is 
essential to integrating information security into the developmental and operational 
processes of the next generation of DoD systems.   This process will permit IS to be 
evaluated based on mission versus risk in a computing environment where the systems 
are interdependent and, frequently, interactive.   The DITSCAP has these nine 
characteristics.   These characteristics are:


C1.4.2.1.  Tailorable.   The process is applicable to any system regardless of 
the system status in its life cycle or shift in program strategy.   The life cycle continues 
until the system is removed from DoD service.   The process may be applied to any 
program strategy (grand design, incremental, or evolutionary).


C1.4.2.2.  Scalable.   The process is applicable to systems differing in 
security requirements, size, complexity, connectivity, and data policies.


C1.4.2.3.  Predictable.   The process is uniformly applicable to any system.   
It minimizes personal opinion and subjectivity.


C1.4.2.4.  Understandable.   The process provides the participants with a 
consistent view of the security requirement compliance of the system.


C1.4.2.5.  Relevant.   The process facilitates the identification of security 
requirements and solutions that are achievable (available, affordable, and within the 
context of the development approach, IA strategies, and mission needs).


C1.4.2.6.  Effective.   The process results in and maintains an accreditation 
for the target system.


C1.4.2.7.  Evolvable.   The process allows for the incorporation of lessons 
learned, as well as changes in security policy and technology, in a manner that meets 
the time schedule of the mission.
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C1.4.2.8.  Repeatable.   The process provides corresponding results when 
applied or reapplied to similar IS.


C1.4.2.9.  Responsive.   The process accommodates timely responses 
essential for supporting emergent Military Department (MILDEP) and national 
operational requirements and priorities.
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C2.  CHAPTER 2


THE SECURITY PROCESS


C2.1.  SECURITY PROCESS OVERVIEW 


C2.1.1.  C&A Process.   Chapters 3 through 6 describe a process that standardizes 
all activities leading to a successful accreditation.   The principal purpose of the 
process is to protect and secure the entities comprising the DII with a proper balance 
between the benefits to the operational missions, the risks to those same missions, and 
the life-cycle costs.   Standardizing the process helps to ensure that the shared interests 
of the common infrastructure are approximately represented and accounted for in the 
decision-making process.   The DITSCAP, Figure C2.F1., consists of the Definition, 
Verification, Validation, and Post Accreditation Phases.


C2.1.1.1.  Phase 1, Definition.   The Definition Phase includes activities to 
verify the system mission, environment and architecture, identify the threat, define the 
levels of effort, identify the Designated Approving Authority 2 (DAA) and 
Certification Authority (Certifier), and document the C&A security requirements.   
Phase 1 culminates with a documented agreement between the Program Manager, 
DAA, Certifier, and user representative on the approach and results of the Phase 1 
activities.


C2.1.1.2.  Phase 2, Verification.   The Verification Phase includes activities 
to document compliance of the system with previously agreed on security 
requirements.   For each life-cycle development activity, DoD Directive 5000.1 
(reference (h)), there is a corresponding set of security activities that verifies 
compliance with the security requirements and constraints and evaluates vulnerabilities.


C2.1.1.3.  Phase 3, Validation.   The Validation Phase includes activities to 
assure the fully integrated system in its specific operating environment and 
configuration provides an acceptable level of residual risk.   Validation culminates in 
an approval to operate. 
__________


  2 The DAA is also referred to as the Accreditor throughout this Manual.
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C2.1.1.4.  Phase 4, Post Accreditation.   The Post Accreditation Phase 
includes activities to monitor system management, configuration, and changes to the 
operational and threat environment to ensure an acceptable level of residual risk is 
preserved.   Security management, configuration management, and periodic 
compliance validation reviews are conducted.   Changes to the system environment or 
operations may warrant beginning a new DITSCAP cycle.
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Figure C2.F1.  Overview of the DITSCAP Phases


DoD 8510.1-M, July 31, 2000


28 CHAPTER 2







C2.1.1.5.  DITSCAP uses a single document approach.   All the information 
relevant to the C&A is collected into the one document, the Systems Security 
Authorization Agreement (SSAA).   The SSAA is designed to fulfill the requirements 
of OMB Circular No. A-130 (reference (d)) for a security plan and to meet all the 
needs for C&A support documentation.


C2.1.1.6.  The key to the DITSCAP is the agreement between the program 
manager,3 DAA, Certifier, and user representative.   These individuals resolve critical 
schedule, budget, security, functionality, and performance issues.   This agreement is 
documented in the SSAA.   The SSAA is used to guide and document the results of the 
C&A.   The objective is to use the SSAA to establish an evolving, yet binding, 
agreement on the level of security required before the system development begins or 
changes to a system are made.   After accreditation, the SSAA becomes the baseline 
security configuration document.


C2.1.2.  Life-Cycle and Tailoring.   The DITSCAP process applies to all systems 
requiring C&A throughout their life cycle.   It is designed to be adaptable to any type 
of any IS and any computing environment and mission.   It may be adapted to include 
existing system certifications, evaluated products, new security technology or 
programs and adjusted to the applicable standards.   The DITSCAP may be mapped to 
any system life-cycle process but is independent of the life-cycle strategy.   The 
DITSCAP is designed to adjust to the development, modification, and operational 
life-cycle phases.   Each new C&A effort begins with Phase 1, Definition, and ends 
with Phase 4, Post Accreditation, in which follow-up actions ensure that the approved 
IS or system component continues to operate in its computing environment according 
to its accreditation.   The activities defined in these four phases are mandatory.   
However, implementation details of these activities may be tailored and, where 
applicable, integrated with other acquisition activities and documentation. 
   
__________
 3 Program manager is used in this Manual to refer to the acquisition organization's program manager during the system 
acquisition, the system manager during operation of the system, or the maintenance organization's program manager when a 
system is undergoing a major change.
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C2.1.3.  Certification Levels.   The DITSCAP certification tasks must be 
performed at one of four certification levels.   To determine the appropriate level of 
certification, the Certifier must analyze the system business functions, national, DoD, 
and Agency security requirements, criticality of the system to the organization's 
mission, software products, computer infrastructure, data processed by the system, and 
types of users.   Considering this information, the Certifier determines the degree of 
confidentiality, integrity, availability, and accountability required for the system.   
Based on this analysis, the Certifier recommends a certification level:   Level 1 – basic 
security review, Level 2 – minimum analysis, Level 3 – detailed analysis, or Level 4 – 
comprehensive analysis.   The DITSCAP certification tasks must be performed at one 
of these four levels of certification.


C2.2.  RISK MANAGEMENT 


C2.2.1.  Background.   Risk management is the total process of identifying, 
measuring, controlling, and minimizing or reducing the security risk incurred by an IS 
to a level commensurate with the value of the assets protected.   Risks are generally 
defined as the coexistence of a threat and a vulnerability.   NSTISSI 4009, reference 
(j), defines a threat as "any circumstance or event with the potential to cause harm to 
an IS through unauthorized access, destruction, disclosure, modification of data, and/or 
denial of service."   Reference (j) also defines vulnerability as "a weakness in an IS, 
system security procedures, internal controls, or implementation that could be 
exploited."   Threats exist at many levels, but may pose little concern unless there is a 
vulnerability that may be exploited by that threat.   Either eliminating or reducing the 
capabilities of the threat agent or the corresponding vulnerability may reduce a risk.   
The goal is to obtain what OMB Circular No. A-130 (reference (d)), defines as 
"adequate security."   Reference (d) defines adequate security as "security 
commensurate with the risk and magnitude of harm resulting from the loss, misuse, or 
unauthorized access to or modification of information."   This definition explicitly 
emphasizes the risk-based policy for cost-effective security established by the 
Computer Security Act.   NIST Special Publication 800-12, "An Introduction to 
Computer Security," reference (k), provides additional insight into risk management.


C2.2.1.1.  Risk Assessment and Identification.   Risks may be identified 
during normal operations or as the result of a C&A effort, risk analysis, or an 
incident.   Reference (c) no longer requires the preparation of formal risk analysis or 
assessment.   In the past substantial resources have been expended preparing complex 
analyses of systems with limited tangible benefit in terms of improved security for the 
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IS.   Rather than try to precisely measure risk, security efforts are better served by 
generally assessing risks and taking actions to manage them.   While formal risk 
assessments need not be preformed, the need to determine adequate security will 
require that a risk-based approach be used.   This risk approach should consider the 
major factors in risk management, the value of the system or application, threats, 
vulnerabilities, and the effectiveness of current or proposed safeguards.


C2.2.1.2.  The DITSCAP C&A effort is structured to first develop a threat 
assessment.   Then, as a result of Phase 2 and 3 analysis and testing, vulnerabilities 
will be identified.   The Phase 2 Vulnerability Assessment Task provides guidance to 
evaluate the vulnerabilities.   Similarly vulnerabilities may be identified as a result of a 
security incident.


C2.2.2.  Risk Management Concept.   After the threats and vulnerabilities are 
identified, reducing the vulnerability or the threat must minimize the risk.   The best 
management procedures will thoroughly evaluate the risk in light of potential 
safeguards.   Alternative risk abatement measures should be considered in the light of 
cost versus risk.
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C3.  CHAPTER 3


PHASE 1, DEFINITION


C3.1.  PHASE 1 OVERVIEW 


C3.1.1.  Phase 1 initiates the DITSCAP process by acquiring or developing the 
information necessary to understand the IS under evaluation and then using that 
information to plan the C&A tasks.   The objectives of the Phase 1 activities, Figure 
C3.F1., are to agree on the intended system mission, security requirements, C&A 
boundary, level of effort, and resources required.
   


Figure C3.F1.  Definition Activities


C3.1.2.  Phase 1 tasks define the C&A level of effort, identify the principal C&A 
roles and responsibilities, and culminate with an agreement on the method for 
implementing the security requirements.   This agreement is documented in the 
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SSAA.   The SSAA also describes the applicable set of planning and certification 
actions, resources, and documentation required for the C&A.   The SSAA outline, 
Appendix 1, lists information that should be included.


C3.1.3.  Phase 1 starts when an IS is developed or modified in response to a 
business case, operational requirement, mission needs, or significant change in threat.   
The activities provide an understanding of the IS, document the security requirements, 
develop a security architecture approach, and determine the scope, level of effort, 
documentation required, and schedule for the certification actions.   Any change to 
existing systems initiates the DITSCAP.   During the registration and negotiation 
activities the program manager, DAA, Certifier, and user representative determine 
what actions are required in response to the system change.


C3.2.  SSAA OVERVIEW 


C3.2.1.  The SSAA is a formal agreement among the DAA(s), Certifier, user 
representative, and program manager.   The SSAA is used throughout the entire 
DITSCAP process to guide actions, document decisions, specify IA requirements, 
document certification tailoring and level of effort, identify possible solutions, and 
maintain operational systems security.   The characteristics of an SSAA are listed in 
Table C3.T1.


 
Table C3.T1.   SSAA Characteristics


1. Describes the operating environment and threat.


2. Describes the system security architecture.


3. Establishes the C&A boundary of the system to be accredited.


4. Documents the formal agreement among the DAA(s), Certifier, user representative, and program 
manager.


5. Documents all requirements necessary for accreditation.


6. Documents all security criteria for use throughout the IS life cycle.


7. Minimizes documentation requirements by consolidating applicable information into the SSAA (security 
policy, concept of operations, architecture description, etc.).


8. Documents the DITSCAP plan.


9. Documents test plans and procedures, certification results, and residual risk.


10. Forms the baseline security configuration document.


C3.2.2.  Each IS must be covered by an SSAA.   In some cases a single SSAA may 
include several systems.   For type accreditation's, an SSAA may be prepared for the 
system software and hardware considered under the type accreditation.   This SSAA 
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should be shipped to each prospective installation site with the software and 
hardware.   In this situation, the site manager will receive confirmation and 
documentation of the C&A results and the equipment included in the SSAA.   After 
installation of the IS, the information from the type SSAA should be included in the 
target system's (network or site) SSAA.   The system configuration and security 
environment must still be certified during Phase 3.


C3.2.3.  The physical characteristics of the SSAA will depend on the certification 
complexity and organizational requirements.   The SSAA can be a single document or 
a complex document with multiple appendices and enclosures.   The goal is to produce 
an SSAA that will be the basis of agreement throughout the system's life cycle.   The 
SSAA is intended to consolidate security related documentation into one document.   
This eliminates the redundancy and potential confusion caused by multiple documents 
to describe the system, security policy, system and security architecture, etc.   When 
feasible, the SSAA may be tailored to incorporate other documents as appendices or by 
reference.


C3.2.4.  The DAA, Certifier, user representative, and program manager have the 
authority to tailor the SSAA to meet the characteristics of the IS, operational 
requirements, security policy, and prudent risk management.   The SSAA format is 
flexible enough to permit adjustment throughout the system's life cycle as conditions 
warrant.   New requirements may emerge from design necessities, existing 
requirements may need to be modified, or the DAA's overall view of acceptable risk 4 
may change.   When that occurs, the SSAA is updated to accommodate the new 
components.   Either the program manager or Certifier develops the SSAA in Phase 1.   
It is updated in each phase as the system development progresses and new information 
becomes available.   In this sense, the SSAA is a living document.   The completed 
SSAA contains those items that must be agreed to by the DAA, Certifier, user 
representative, and program manager.


C3.2.5.  The SSAA must identify all costs relevant to the C&A process.   The 
program manager must add a C&A funding line item to the program budget to ensure 
the funds are available.   Funding must cover any contractor support, travel, or test tool 
costs associated with certification, test development, testing and accreditation.   The 
SSAA is a binding agreement among Government and Government contractor 
entities.   The provisions for developing and implementing the SSAA must be included 
in contractual documents between the Government and its contractors. 
__________
  4 Acceptable risk must consider the balance between the benefits derived from the use of the system, the risks posed to both the 
system and community users, and the costs required to alleviate the risks.
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C3.3.  PHASE 1 ACTIVITIES 


C3.3.1.  Phase 1 contains three activities:   preparation, registration, and 
negotiation.   Any security related changes should initiate the DITSCAP process for 
any existing or legacy IS.   When the DITSCAP process is initiated for legacy systems, 
the available C&A documentation should be converted to the SSAA format.


C3.3.2.  Preparation.   The DITSCAP process starts when an IS is developed or 
modified in response to a business case, operational requirements, mission needs, or 
significant change in threats to be countered.   During the preparation activity, 
information and documentation is collected about the system.   This information 
includes capabilities and functions the system will perform, desired interfaces and data 
flows associated with those interfaces, information to be processed, operational 
organizations supported, intended operational environment, and operational threat.   
Typically, this information is contained in the business case or mission needs 
statement, system specifications, architecture and design documentation, user manuals, 
operating procedures, network diagrams, and configuration management 
documentation, if available.   National, Agency, and organizational-level security 
instructions and policies should also be reviewed.   Table C3.T2. identifies the types of 
information collected and reviewed during the preparation activity.


 
Table C3.T2.   Materials Reviewed During Preparation


1. Business Case


2. Mission Needs Statement


3. System Specifications


4. Architecture and Design Documents


5. User Manuals


6. Operating Procedures


7. Network Diagrams


8. Configuration Management Documents


9. Threat Analysis


10. Federal and Organizational IA and Security Instructions and Policies
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C3.3.3.  Registration.   Registration initiates the risk management agreement 
process among the program manager, DAA, Certifier, and user representative.   
Information is evaluated, applicable IA requirements 5 are determined, risk 
management and vulnerability assessment actions begin, and the level of effort 
required for C&A is determined and planned.   Registration begins with preparing the 
system description and system identification and concludes with preparing an initial 
draft of the SSAA.


C3.3.3.1.  Registration tasks guide the evaluation of information necessary to 
address the risk management process in a repeatable, understandable, and effective 
manner.   Registration tasks identify security requirements and the level of effort 
required to complete the C&A.   The requirements and level of effort are guided by the 
degree of assurance needed in the areas of confidentiality, integrity, availability, and 
accountability.   Registration tasks consider the system development approach, system 
life-cycle stage, existing documentation, system business functions, environment 
(including the threat assessment), architecture, users, data classification and categories, 
external interfaces, and mission criticality.   The registration tasks are listed in Table 
C3.T3.


 
Table C3.T3.   Registration Tasks


1. Prepare business or operational functional description and system identification.


2. Inform the DAA, Certifier, and user representative that the system will require C&A support (register the 
system).


3. Prepare the environment and threat description.


4. Prepare system architecture description and describe the C&A boundary.


5. Determine the system security requirements.


6. Tailor the DITSCAP tasks, determine the C&A level of effort, and prepare a DITSCAP plan.


7. Identify organizations that will be involved in the C&A and identify resources required.


8. Develop the draft SSAA.


C3.3.3.2.  A key registration task is to prepare a description of the 
accreditation boundary (system boundary, facilities, equipment, etc.) and the external 
interfaces with other equipment or systems.   The accreditation boundary should 
include all IS equipment that is to be addressed in the C&A.   The IS facility and 
__________ 
 5 National and DoD-level guidance define IA requirements.   Additional IA requirements may be defined by each Service or 
Agency or may be developed from International Standard 15408, the Common Criteria.
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 equipment must be under the control of the DAA.   Any facility or equipment that is 
not considered or is not under the control of the DAA should be considered as external 
interfaces.


C3.3.3.3.  Currently known threats should be assessed against the specific 
business functions and system description to determine the required protection.   The 
threat, and subsequent vulnerability assessments, must be used in establishing and 
selecting the IA policy objectives that will counter the threat.


C3.3.3.4.  The DITSCAP has four levels of certification to provide the 
flexibility for appropriate assurance within schedule and budget limitations.   To 
determine the appropriate level of certification, the Certifier must analyze the system 
business functions, national, DoD, and Service or Agency security requirements, 
criticality of the system to the organizations mission, software products, computer 
infrastructure, data processed by the system, and types of users.   Considering this 
information, the Certifier determines the degree of confidentiality, integrity, 
availability, and accountability required for the system.   Based on this analysis, the 
Certifier recommends a certification level:   Level 1 - basic security review, Level 2 – 
minimum analysis, Level 3 – detailed analysis, or Level 4 – comprehensive analysis.   
The DITSCAP certification tasks must be performed at one of these four levels of 
certification.


C3.3.3.5.  The DITSCAP should be tailored to address the specific needs of 
the system, security requirements, and program requirements.   For example, if a type 
accreditation is planned, a Certification Test and Evaluation (CT&E) may be added to 
Phase 2.   The corresponding Phase 3 Security Test and Evaluation (ST&E) must then 
be tailored to provide the necessary assurance that the type accredited software and/or 
hardware is correctly installed in an operational environment that completes the 
specified requirements.   The type accreditation SSAA must also be tailored to fit the 
type accreditation concept.   The type accreditation SSAA should document the CT&E 
results in the SSAA and define the intended operating environment as well as any 
restrictions or operating procedures required for the type accredited system.   The type 
accredited SSAA should be delivered to each operating site with the type accredited 
system.   The site managers may then include the type accreditation in their C&A 
process without repeating the software and hardware tests for the type accredited 
system.


C3.3.3.6.  The SSAA is prepared during the registration activities.   When 
registration activities are concluded, the Certifier submits a draft SSAA to the DAA,
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program manager, and user representative.   The draft SSAA is then used as the basis 
for discussions during the negotiation activity.


C3.3.4.  Negotiation.   During negotiation all the participants 6 involved in the IS's 
development, acquisition, operation, security certification, and accreditation reach 
agreement on the implementation strategy to be used to satisfy the security 
requirements identified during system registration.   The negotiation tasks are shown in 
Table C3.T4.


 
Table C3.T4.   Negotiation Tasks


1. Conduct the Certification Requirements Review (CRR).


2. Agree on the security requirements, level of effort, and schedule.


3. Approve final Phase 1 SSAA.


C3.3.4.1.  Negotiation starts with a review of the draft SSAA.   The DAA 
conducts a complete review of the draft SSAA to determine that all applicable IA and 
security requirements are included.   The Certifier conducts an evaluation of the 
technical and non-technical security features of the IS based on the negotiated 
certification level of effort.   The Certifier is the technical expert that documents 
tradeoffs between security requirements, cost, availability, and schedule to manage 
security risk.   The program manager reviews the SSAA for accuracy, completeness, 
costs, and schedule considerations.   The user representative reviews the SSAA to 
determine if the system will support the user's mission and that appropriate security 
operating procedures will be available at system delivery.   All participants review the 
proposed certification level and resource requirements to determine that the 
appropriate assurance is being applied.


C3.3.4.2.  A CRR must be held for the C&A participants.   The CRR review 
must result in an agreement regarding the level of effort and the approach that will be 
taken to implement the security requirements.   The review must include the 
information documented in the SSAA (mission and system information, operational 
and security functionality, operational environment, security policy, system security 
requirements, known security problems or deficiencies, and other security relevant 
information). 
__________


  6 These individuals may choose to designate someone to represent them in the negotiations.   (In some cases, the DAA 
may designate the Certifier to act in his or her behalf.)   Unless noted, the terms will be used interchangeably to mean the principle 
or their designated representative and the staff that supports them.


DoD 8510.1-M, July 31, 2000


38 CHAPTER 3







C3.3.4.3.  The purpose of negotiation is to ensure that the SSAA properly and 
clearly defines the approach and level of effort.   During negotiation, all participants 
must develop an understanding of their roles and responsibilities.   Negotiation ends 
when the responsible organizations adopt the SSAA and concur that those objectives 
have been reached.


C3.4.  PHASE 1 TASKS 


Throughout this Manual the DITSCAP tasks are be numbered using the convention 
where the first number indicates the phase of the DITSCAP where the task is 
performed and the second number is the number of the task in that phase.   For 
example, Task 2-1 is the first task in phase 2.


C3.4.1.  Task 1-1, Review Documentation. 


C3.4.1.1.  Task Objective.   The objective of this task is to obtain and review 
documentation relevant to the system.


C3.4.1.2.  Task Description.   In the review documentation task, information 
and documentation is collected about the system.   This information includes 
capabilities and functions the system will perform, operational organizations 
supported, intended operational environment, and operational threat.   Typically, this 
information is contained in the business case or mission needs statement, system 
specifications, architecture and design documentation, user manuals, operating 
procedures, network diagrams, and configuration management documentation, if 
available.   National, Agency, and organizational-level security instructions and 
policies should also be reviewed.


C3.4.1.3.  Prerequisite Tasks.   None.


C3.4.1.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.1.5.  Output/Products.   None.


C3.4.2.  Task 1-2, Prepare the System and Functional Description and System 
Identification. 
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C3.4.2.1.  Task Objective.   The objective of this task is to prepare an 
accurate description of the system.


C3.4.2.2.  Task Description.   The system and functional description and 
system identification task describes the system mission and functions, system 
capabilities and Concept of Operations (CONOPS).   While the details of the system 
may not be clear at the outset of system development, the mission needs should 
provide a starting point.   From the information obtained, the system's general concept 
and boundaries should be fairly well understood.   In either developing or obtaining the 
system description, knowing what is not part of the system is as important as knowing 
what is part of the system.


C3.4.2.2.1.  System Identification.   Identify the system being developed 
or entering the C&A process.   Provide the name, organization, and location of the 
organization developing the mission needs and the organizations containing the 
ultimate user.


C3.4.2.2.2.  System Description.   Describe the system focusing on the 
information security relevant features of the system.   Describe all the components of 
the system.   The system description should clearly state the purpose of the system and 
the capabilities desired.   The system description should include a high-level 
description of the system architecture, including diagrams or drawings to amplify the 
description.


C3.4.2.2.3.  Functional Description and Capabilities.   Describe the 
system clearly delineating what functions or capabilities are expected in the fully 
accredited system.   If the information is insufficient for the functional description to 
be written, the system is not ready to begin the C&A process.   The functional 
description should include the following sections:


C3.4.2.2.3.1.  System Capabilities.   Clearly define the functions or 
capabilities expected in the fully accredited system and the mission for which it will be 
used.   Include functional diagrams of the system.   Provide the intended flows of data 
into the system, data manipulation, and product output.
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C3.4.2.2.3.2.  System Criticality.   Define the system criticality and 
the acceptable risk7 for the system in meeting the mission responsibilities.   System 
criticality should consider the impact if the system were not operational (the impact of 
loss of life from system failure, inability to meet contingencies, impact to credibility, 
and danger to national security).   System criticality will affect the level of risk that is 
acceptable.   The gain realized by fielding a system with a higher security risk must 
exceed the risks of either not fielding or delaying fielding to implement further security 
measures.


C3.4.2.2.3.3.  Classification and Sensitivity of Data.   Define the 
type and sensitivity of the data processed by the system.   Determine the national 
security classification of information to be processed (unclassified, confidential, secret 
and top secret) along with any special compartment.   Special handling requirements 
must also be identified.   Systems processing sensitive but unclassified information will 
also have additional security requirements.   Identify the type of information processed 
(Privacy Act, financial, critical operational, proprietary, and administrative).


C3.4.2.2.3.4.  System Users.   Define the user's security clearances, 
their access rights to specific categories of information processed, and the actual 
information that the system is required to process.   For example, a system's authorized 
users may include both Government and contractor personnel.   If the information 
types indicate that proprietary information from commercial organizations other than 
the users will be processed, sufficient controls must be designed into the system to 
prevent the contractor personnel from gaining intentional or unintentional access to the 
proprietary data. 


C3.4.2.2.3.5.  System Life Cycle.   Define the system life cycle and 
where the system is in relationship to its life cycle. 8   The expected system life-cycle 
information may not be known; however, there are usually significant indicators as to
__________ 
 7 While each Service or Agency has created their own definition of acceptable risk, the generally accepted use of the term is the 
"Judicious and carefully considered assessment by the DAA that the residual risk inherent in the operation of the IS or network is 
acceptable."


 
 8 Although the DITSCAP is designed to be tailored to the system life cycle, it should be started as early as possible in the life 
cycle.
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 which life-cycle program is necessary to satisfy the requirement in a timely manner.   
For example, if a sensor support system is urgently needed to provide tactical support 
to ongoing operations, there is a good possibility that an accelerated development and 
acquisition process will be used.   The C&A process must be prepared to keep pace 
with this effort, which requires resource allocation on the part of the Certifier and 
DAA.


C3.4.2.2.4.  System CONOPS.   Describe the system CONOPS, 
including functions performed jointly with other systems.   Many systems have a 
document that describes the system CONOPS.   If so include a short summary in the 
SSAA.   The CONOPS document may be added as an appendix or listed as a 
reference.   If a CONOPS is not available, a CONOPS must be prepared using the 
assistance of any existing materials and the Agencies involved.


C3.4.2.3.  Prerequisite Tasks.   None.


C3.4.2.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.2.5.  Output/Products.   SSAA, Section 1.


C3.4.3.  Task 1-3, Register the System. 


C3.4.3.1.  Task Objective.   The objective of this task is to identify the 
Agencies and individuals involved in the C&A process and determine the current status 
of the system.


C3.4.3.2.  Task Description.   This task identifies the applicable security and 
user authorities and informs them of the system status.


C3.4.3.2.1.  Identify Authorities.   Identify the Agency or organization 
that will serve as the DAA, Certifier, and user representative.   Identify individuals and 
their responsibilities in the C&A process.   Each individual plays a specific and 
important role in the development, modification, acquisition, and use of a system.   
Each Agency or organization is responsible for informing the appropriate authorities 
when changes to an existing system are planned.


C3.4.3.3.  Prerequisite Tasks.   Tasks 1-1 and 1-2.
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C3.4.3.4.  Input.   System and Functional Descriptions.


C3.4.3.5.  Output/Products.   None.


C3.4.4.  Task 1-4, Prepare the Environment and Threat Description. 


C3.4.4.1.  Task Objective.   The objective of this task is to define the system 
environment and potential threats to the system.


C3.4.4.2.  Task Description.   The environment and threat description task 
describes the operating environment, system development environment, and potential 
system threats.   The description of the operating environment should address all 
relevant parts of the system's environment, including descriptions of the physical, 
administrative, development, and technical areas.   The description should also include 
any known or suspected threats specifically directed at the described environment.


C3.4.4.2.1.  Operating Environment.   Describe the physical, personnel, 
communications, emanations, hardware, software, and procedural security features that 
will be necessary to support site operations.   Operating environment security involves 
the measures designed to prevent unauthorized personnel from gaining physical access 
to equipment, facilities, material and documents and to safeguard the assets against 
espionage, sabotage, damage, and theft.


C3.4.4.2.1.1.  Facility.   Describe the physical environment in which 
the system will operate including floor plans, equipment placement, electrical and 
plumbing outlets, telephone outlets, air conditioning vents, sprinkler systems, fences, 
and extension of walls from true floor to true ceiling.


C3.4.4.2.1.2.  Physical Security.   Identify the procedures needed to 
counter potential threats that may come from inside or outside the organization.   
Identify the routine office security practices that ensure unauthorized access to 
protected resources is prohibited.   The physical security description should also 
consider safety procedures for personnel operating the equipment.


C3.4.4.2.1.3.  Administrative Security.   Identify the administrative 
security procedures including the manual operations that counter threats.   For 
example, separation of duties is an administrative activity that provides internal 
controls designed to make fraud, abuse, or espionage difficult without collusion.
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C3.4.4.1.2.4.  Personnel.   Identify the number and type of personnel 
required to maintain the system.


C3.4.4.1.2.5.  COMSEC.   Determine if National Security Agency 
(NSA)-approved COMSEC and COMSEC key management procedures are required.


C3.4.4.1.2.6.  TEMPEST.   Determine if the equipment and site are 
required to meet TEMPEST and RED-BLACK requirements.


C3.4.4.2.1.7.  Maintenance.   Identify routine preventive 
maintenance procedures and the number of personnel required to maintain the 
system.   Certain categories of information mandate special maintenance procedures to 
ensure physical security protection against unauthorized access to the information or 
system resources.


C3.4.4.2.1.8.  Training.   Identify the training for individuals 
associated with the system's operation and determine if the training is appropriate to 
their level and area of responsibility.   This training should provide information about 
the security policy governing the information being processed as well as potential 
threats and the nature of the appropriate countermeasures.


C3.4.4.2.2.  System Development, Integration, and Maintenance 
Environment.   Describe the system development approach and the environment within 
which the system will be developed.   The system development approach is an 
information security strategy that incorporates security into each phase of a system's 
life cycle.   Determine where a system is in its life cycle and evaluate the status of 
existing documentation, development/implementation schedule, milestones, and 
costs.   The program manager can take actions to interject the required degree of 
security effectively into the appropriate phases of the system's life cycle.


C3.4.4.2.2.1.  Describe the information access and configuration 
control issues for the system.   A closed security environment occurs when both of the 
conditions described in Table C3.T5. are true.   An open security environment is any 
environment that does not fully meet the conditions for a closed environment.
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Table C3.T5.   Closed Security Environment Conditions


Security Clearance and Information Access


Software developers (including maintenance) and system integrators have sufficient clearances and authorizations 
to provide a reasonable level of assurance that they will not deliberately introduce malicious logic into either the 
environment or the system.   The clearance requirements do not apply if no association or connection can be 
made between the development activity and the intended operational system.   Sufficient clearance is defined as 
follows:


    If the maximum classification of data to be processed is confidential, developers should have a confidential 
clearance.


    If the maximum classification of data to be processed is secret or higher, developers must have at least a secret 
clearance.


    If the system will process only unclassified information, developers do not require a security clearance.   
However, if the system development or integration requires access to unclassified information with special 
controls, these individuals must first be authorized access to that information and then must abide by the special 
control requirements.


Configuration Control


The configuration control mechanisms must provide sufficient assurance that changes to the system are carefully 
controlled and introduced only after significant review and acceptance by a Configuration Control Board.   The 
Configuration Control Board's review must include an evaluation of the impact of the proposed change on the 
overall system security posture.   In the deliberations, the security engineer or IT security manager for the project 
must be an integral member of the review board.


C3.4.4.2.3.  Threat Description and Risk Assessment.   Define the 
potential threats and single points of failure that can affect the confidentiality, 
integrity, and availability of the system.   Clearly state the nature of the threat that is 
expected and where possible, the expected frequency of occurrence.   Unintentional 
human error, system design weaknesses, and intentional actions on the part of 
authorized as well as unauthorized users can cause these events.   Most systems have 
common threats, such as penetration attempts by hackers, damage or misuse by 
disgruntled or dishonest employees, and misuse by careless or inadequately trained 
employees.   Generic threat information is available, 9 but it must be adapted to clearly 
state the threats expected to be encountered by the system (perceived threat).


C3.4.4.2.3.1.  Evaluate the degree of risk to the system.   The cost 
benefit analysis of alternative is then used to identify appropriate cost-effective 
countermeasures to mitigate the risk.   These countermeasures include technical, 
physical, personnel, and administrative countermeasures. 
__________


 9 The National Security Telecommunications and Information Systems Security Committee (NSTISSIC) prepares the 
"Annual Assessments of the Status of National Security Telecommunications and Information Systems Security within the United 
States Government" that includes generic threat statements that may be tailored to the specific system.   The intelligence 
organization that is responsible for supporting the organizations that will operate the system may also have a threat statement.   
There is also a sample threat statement available on the IASE.
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C3.4.4.3.  Prerequisite Tasks.   Tasks 1-2 and 1-3.


C3.4.4.4.  Input.   Business Case, Mission Needs Statement, System 
Specifications, Architecture and Design Documents, User Manuals, Operating 
Procedures, Network Diagrams, Configuration Management Documents, Threat 
Analysis, and Federal and Agency or Service IA and security instructions and policies.


C3.4.4.5.  Output/Products.   SSAA, Section 2.


C3.4.5.  Task 1-5, Determine the System Security Requirements. 


C3.4.5.1.  Task Objective.   The objective of this task is to identify the system 
security requirements.


C3.4.5.2.  Task Description.   The system security requirements task defines 
the National, DoD and data security requirements, governing security requisites, 
network connection rules, and configuration management requirements.   The DAA, 
Certifier, program manager, and user representative must reach an agreement on the 
security for the system and certification level based on these requirements and the 
CRR.   The requirements may have significant cost and schedule impacts that need to 
be resolved in the negotiation activity.


C3.4.5.2.1.  Applicable Instructions or Directives.   Determine the 
security instructions or directives applicable to the system.   In most cases, this will 
include national level directives, OMB Circulars A-123 (reference (l)) and A-130 
(reference (d)), and DoD Directives.   Each Service or Agency may also have 
directives that dictate security requirements.   All the directives that will impact the 
ultimate user should be identified.   The general knowledge portion of the IASE has a 
list of these directives and may contain the current directive or instructions or how to 
locate the them.   Many systems are required to meet the requirements of the Trusted 
Computer Security Evaluation Criteria (TCSEC) (reference (m)).   In these cases, the 
certification team should obtain the requirements for that level, for example, Level C2.


C3.4.5.2.2.  Governing Security Requisites.   Determine requirements 
stipulated by local agencies and the DAA.   Contact the DAA and user representative 
to determine if they have any additional security requirements.
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C3.4.5.2.3.  Data Security Requirements.   Determine the type of data 
processed by the system.   The type of data may require additional protections.   
Contact the data owner or organizations that have access to the system or share data 
with the system to determine their security requirements. 


C3.4.5.2.4.  Security Concept of Operations.   Describe the security 
CONOPS including system input, system processing, final outputs, security controls 
and interactions and connections with external systems.   Include diagrams, maps, 
pictures, and tables in the security CONOPS.   This section must be understandable by 
nontechnical managers.   If a system CONOPS is available, a summary of the security 
portions of that CONOPS should be reviewed and added to the SSAA.   If a security 
CONOPS, Trusted Facility Manual (TFM), or Security Features User's Guide (SFUG) 
is available, a summary of that information should added to the SSAA.   The security 
CONOPS, TFM, or SFUG document may then be added as an appendix or listed as a 
reference in the SSAA.


C3.4.5.2.5.  Network Connection Rules.   Identify any additional 
requirements incurred if the system is to be connected to any other network or 
system.   For example, the DISA DAA for SIPRNet has connection requirements for all 
systems connected to the SIPRNet.   These additional security requirements must be 
evaluated in the C&A.   These requirements and those of other systems that may be 
connected to the system or network must be added to the SSAA.


C3.4.5.2.6.  Configuration Management.   Determine if there are any 
additional requirements based on the Configuration Management Plan.   The user 
representative or program manager's organization may have regulations or instructions 
regarding the procedures for review and approval of modifications or changes to the 
system.   These instructions may be described in a Configuration Management Policy 
or Configuration Management Review Board or Change Control Board charter.   These 
documents should be reviewed to determine if any additional requirements exist.


C3.4.5.2.7.  Reaccreditation Requirements.   Determine if there are 
unique organizational requirements related to the reaccredidation or reaffirmation of 
the approval to operate the system.   These requirements must be documented in the 
SSAA.
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C3.4.5.2.8.  Requirements Traceability Matrix (RTM).   Analyze the 
directives and security requisites to determine the system security requirements.   Take 
a section of a directive and parse it into a basic security requirement statement.   The 
security requirements may then be entered into a RTM to support the remainder of the 
C&A effort.   Table C3.T7. provides an example of a portion of a RTM matrix.   (The 
review column identifies the review process for each requirement, where I - Interview, 
D - Document Review, T - Test, and O - Observation.)
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Table C3.T7.   Sample RTM Format


Req. # Requirement Source Related 
Requirement


Review Comments


I D T O


1.0 GENERAL


1.1 FUNDAMENTAL COMPUTER 
SECURITY REQUIREMENTS


FUND.1 Requirement 1 - 
SECURITY 
POLICY - There 
must be an explicit 
and well-defined 
security policy 
enforced by the 
system.....


TCSEC 
INTRO. p.3, 
TNI 2.2.1 


DOJ 
2640.2C - 14


X X X See 
FUND.2 - 
FUND.6


FUND.2 Requirement 2 - 
MARKING - 
Access control 
labels must be 
associated with 
objects....


TCSEC 
INTRO. p.3


TCSEC 
2.2.1.1


X X X See 
DAC.1 - 
DAC.6


1.2 GENERAL 
REQUIREMENTS


GEN.1 Agencies must 
implement and 
maintain a program 
to assure that 
adequate security 
(see definition in 
App. A) is provided 
for all Agency 
information 
collected, 
processed, 
transmitted, stored, 
or disseminated in 
general support 
systems & major 
applications.


OMB Circ. 
A-130 
Appendix III, 
A. 
3.(reference 
(d))


X X X


C3.4.5.3.  Prerequisite Tasks.   Tasks 1-2 through 1-4.


C3.4.5.4.  Input.   National Directives, OMB Circulars, DoD Directives, 
Service or Agency directives, as applicable, System CONOPS, Security CONOPS, 
Trusted Facility Manual, Security Features Users Guide, Configuration Management 
Documents.


C3.4.5.5.  Output/Products.   SSAA, Section 5.
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C3.4.6.  Task 1-6, Prepare the System Architecture Description. 


C3.4.6.1.  Task Objective.   The objective of this task is to prepare a high 
level overview of the types of hardware, software, firmware and associated interfaces 
envisioned for the completed system.   Refinements and changes to the architecture 
should be made after completing the system security requirements and as the SSAA is 
reviewed and revised.


C3.4.6.2.  Task Description.   The system architecture task defines the system 
hardware, software, firmware, and interfaces.   This description contains an overview 
of the internal system structure including the anticipated hardware configuration, 
application software, software routines, operating systems, remote devices, 
communications processors, network, and remote interfaces.   The system architecture 
includes the configuration of any equipment or interconnected system or subsystem of 
equipment used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or reception of data 
or information and includes computers, ancillary equipment, software, firmware, and 
similar procedures and services, including support services and related resources.


C3.4.6.2.1.  System Hardware.   Describe the target hardware and its 
function.   Include an equipment list as an attachment.   If the development effort 
involves a change of existing hardware, identify the specific hardware components 
being changed.


C3.4.6.2.2.  System Software.   Describe the operating system(s), 
database management system(s), and software applications and how they will be 
used.   Identify whether the software is commercial off-the-shelf (COTS), Government 
off-the-shelf (GOTS), or on the Evaluated Product List (EPL).   This includes 
manufacturer-supplied software, other COTS, and all program-generated application 
software.


C3.4.6.2.3.  System Firmware.   Describe the firmware that is stored 
permanently in a hardware device that allows reading and executing of the software, 
but not writing or modifying it.   For example, firmware includes programmable 
read-only memory (PROM) and enhanced PROM (EPROM) devices.   State whether 
the firmware is a standard commercial product, unique, or on the EPL.


C3.4.6.2.4.  System Interfaces.   Describe the system's external interfaces 
including the purpose of each external interface and the relationship between the 
interface and the system.   Describe the significant features of the communications 
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layout, including a high level diagram of the communications links and encryption 
techniques connecting the components of the system, associated data communications, 
and networks.


C3.4.6.2.5.  Data Flows.   Describe the system's internal interfaces and 
data flows including the types of data and the general methods for data transmission.   
Describe the specific transmission media or interfaces to other systems.   The 
description must include diagrams or text to explain the flow of critical information 
from one component to another.


C3.4.6.2.6.  Accreditation Boundary.   Describe the boundary of the 
system.   The description must include diagrams or text to clearly delineate which 
components are to be evaluated as part of the C&A task and which are not included.   
All components included must be described in the systems description.   Elements 
outside the accreditation boundary must be included in the section on external 
interfaces.


C3.4.6.3.  Prerequisite Tasks.   Tasks 1-1 through 1-5.


C3.4.6.4.  Input.   System Specification, Architecture and Design Documents, 
and Network Diagrams.


C3.4.6.5.  Output/Products.   SSAA, Section 3.


C3.4.7.  Task 1-7, Identify the C&A Organizations and the Resources Required. 


C3.4.7.1.  Task Objective.   The objective of this task is to identify the 
organizations and individuals involved in the C&A process.


C3.4.7.2.  Task Description.   This task identifies the appropriate authorities, 
resource, and training requirements and determines the certification team's roles and 
responsibilities.   The C&A process may involve many organizations spanning a 
number of roles.


C3.4.7.2.1.  Organizations.   Identify the organizations, individuals, and 
titles of the key authorities in the C&A process.


C3.4.7.2.2.  Resources.   Identify the resources required to conduct the 
C&A.   If a contractor is involved or individuals from other Government organizations 
are temporarily detailed to assist in the C&A process, funding requirements must be 
defined and included in the SSAA.   The composition and size of the team will depend 
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of the size and complexity of the system.   The team must have members with 
composite expertise in the whole span of activities requirement and who are 
independent of the system developer or project manager.   Identify the roles of the 
certification team and their responsibilities.


C3.4.7.2.3.  Resources and Training Requirements.   Describe the 
training requirements, types of training, who is responsible for preparing and 
conducting the training, what equipment is required, and what training devices must be 
developed to conduct the training, if training is required.   Funding for the training 
must be identified.


C3.4.7.2.4.  Other Supporting Organizations.   Identify any other 
organizations or working groups that are supporting the C&A process.


C3.4.7.3.  Prerequisite Tasks.   Tasks 1-2 and 1-3.


C3.4.7.4.  Input.   None.


C3.4.7.5.  Output/Products.   SSAA, Section 6.


C3.4.8.  Task 1-8, Tailor the DITSCAP and Prepare the DITSCAP Plan. 


C3.4.8.1.  Task Objective.   The objective of this task is to tailor the 
DITSCAP to the system and prepare the DITSCAP plan.


C3.4.8.2.  Task Description.   This task determines the appropriate 
certification level and adjusts the DITSCAP activities to the program strategy and 
system life cycle.   Tailoring the security activities to system development activities 
ensures that the security activities are relevant to the process and provide the required 
degree of analysis.   Tailoring permits the DITSCAP to remain responsive to 
operational requirements and priorities.


C3.4.8.2.1.  Certification Level.   Determine the certification level.   
While the C&A phases and activities remain the same for any system, the level of 
analysis is tailored to the system.   Four levels of certification are identified in Table 
C3.T8.
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Table C3.T8.   Certification Levels


Level Certification Level Description


1 Minimum Security 
Checklist


Level 1 requires completion of the minimum security checklist.   The system user 
or an independent Certifier may complete the checklist.


2 Minimum Analysis Level 2 requires the completion of the minimum security checklist and 
independent certification analysis.


3 Detailed Analysis Level 2 requires the completion of the minimum security checklist and a more 
in-depth, independent analysis.


4 Extensive Analysis Level 4 requires the completion of the minimal security checklist and the most 
extensive independent analysis.


C3.4.8.2.1.1.  Select the alternative for each of the seven 
characteristics that describe the system.   The alternatives are described in the 
following sections.   Each system characteristic selection has an assigned weight.   
Enter the assigned weight in the right column on Table C3.T9.   The total of these 
weights is used to select the appropriate certification level.


 
Table C3.T9.   System Characteristics an Weights


Characteristic Alternatives and Weights Weight


Interfacing Mode Benign (w=0), Passive (w=2), Active (w=6)


Processing Mode Dedicated (w=1), System High (w=2), Compartmented (w=5), Multilevel (w=8)


Attribution Mode None (w=0), Rudimentary (w=1), Selected (w=3) Comprehensive (w=6)


Mission-Reliance None (w=0), Cursory (w=1), Partial (w=3), Total (w=7)


Availability Reasonable (w=1), Soon (w=2), ASAP (w=4) Immediate (w=7)


Integrity Not-applicable (w=0), Approximate (w=3), Exact (w=6)


Information 
Categories


Unclassified (w=1), Sensitive (w=2), Confidential (w=3), Secret (w=5), Top Secret 
(w=6), Compartmented/Special Access Classified (w=8)


Total of all weights


C3.4.8.2.1.1.1.  Interfacing Mode.   The interfacing mode 
categorizes interaction.   The question concerns containment of risk; for example, if a 
problem were to occur with the operation, data, or system, what would be the risk to 
other operations, data, or systems with which it interacts.   The interactions of systems 
may be through either physical or logical relationships.   These relationships are 
referred to as benign, passive, or active.


C3.4.8.2.1.1.1.1.  Benign.   A benign system has no 
interaction with other systems (no physical or logical relationships).   All relationships 
are restricted to a closed community.
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C3.4.8.2.1.1.1.2.  Passive.   In a passive system, the system 
has only indirect interaction with other systems; systems may or may not have physical 
relationships, but have tightly controlled logical relationships.   An example of a 
passive system is receive only, no interactive sessions.   The passive case permits 
lower-level protocols to support passive interactions.


C3.4.8.2.1.1.1.3.  Active.   An active system has direct 
interaction with other systems, with both physical and logical relationships.   The 
active case may allow multiple interactive sessions with multiple operations, systems, 
infrastructures, or data.


C3.4.8.2.1.1.2.  Processing Mode.   The processing mode 
distinguishes the way processing, transmission, storage, or data is handled.   It reflects 
the use of the system by one or more different sets of users or processes.   The 
alternatives are dedicated mode, compartmented mode, system high, and multilevel.   
Each of the modes exhibits unique security qualities.


C3.4.8.2.1.1.2.1.  Dedicated Mode.   Dedicated mode is 
where each user, with direct or indirect access to the system, its peripherals, remote 
terminals, or remote hosts, has a valid security clearance for all the information within 
the system, formal access approval, and signed nondisclosure agreements for all the 
information stored and/or processed by the system.   The user also has a valid 
need-to-know for all the information contained within the IS.   When in the dedicated 
security mode, a system is specifically and exclusively dedicated to and controlled for 
the processing of one particular type or classification of information, either for 
full-time operation or for a specified period of time.


C3.4.8.2.1.1.2.2.  System High Mode.   System High mode 
is where each user, with direct or indirect access to the system, its peripherals, remote 
terminals, or remote hosts, has a valid security clearance for all the information within 
the IS, formal access approval, and signed nondisclosure agreements for all the 
information stored and/or processed by the system.   The user also has a valid 
need-to-know for some of the information contained within the IS.


C3.4.8.2.1.1.2.3.  Compartmented Mode.   Compartmented 
mode is where each user, with direct or indirect access to the system, its peripherals, 
remote terminals, or remote hosts, has a valid security clearance for the most restricted 
information processed in the system, formal access approval, and signed nondisclosure 
agreements for the information that a user is to have access.   The user also has a valid 
need-to-know for the information to which they have access.
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C3.4.8.2.1.1.2.4.  Multilevel Mode.   Multilevel mode is 
where some of the users, with direct or indirect access to the system, its peripherals, 
remote, terminals, or remote hosts, do not have a valid security clearance for all the 
information processed in the IS.   All users have the proper security clearance, formal 
access approval, and a valid need-to-know for that information to which they have 
access.


C3.4.8.2.1.1.3.  Attribution Mode.   The attribution mode 
distinguishes the degree or complexity of accountability required to identify, verify, 
and trace system entities as well as changes in their status.   The four alternatives are 
none, rudimentary, selected, and comprehensive.


C3.4.8.2.1.1.3.1.  None.   None means no processing, 
transmission, storage, or data carries the need to attribute them to users or processes.


C3.4.8.2.1.1.3.2.  Rudimentary.   Rudimentary means the 
most basic processing, transmission, storage, or data carries the need to attribute them 
to users or processes.


C3.4.8.2.1.1.3.3.  Selected.   Selected means some 
processing, transmission, storage, or data carries the need to attribute them to users or 
processes.


C3.4.8.2.1.1.3.4.  Comprehensive.   Comprehensive means 
all or almost all processing, transmission, storage, or data carries the need to attribute 
them to users or processes.


C3.4.8.2.1.1.4.  Mission-Reliance.   Mission-reliance relates the 
degree to which the success of the mission relies on the operation, data, infrastructure, 
or system.   The criticality of the mission in a broader context is independent of that 
factor and is used separately.   The four alternatives are none, cursory, partial, or total.


C3.4.8.2.1.1.4.1.  None.   None means that the mission is 
not dependent on the specific aspect (the operation, data, infrastructure, or system).


C3.4.8.2.1.1.4.2.  Cursory.   Cursory means that the 
mission is only indirectly dependent on the specific aspect (the operation, data, 
infrastructure, or system).


DoD 8510.1-M, July 31, 2000


55 CHAPTER 3







C3.4.8.2.1.1.4.3.  Partial.   Partial means that the mission is 
partially dependent on the specific aspect (the operation, data, infrastructure, or 
system).


C3.4.8.2.1.1.4.4.  Total.   Total means that the mission is 
totally dependent on the specific aspect (the operation, data, infrastructure, or system).


C3.4.8.2.1.1.5.  Availability.   Availability relates the degree to 
which the operation, data, infrastructure, or system needs to be available from a 
security perspective.   Availability concerns are those that relate to security risks 
(non-tolerable operational impacts) and does not include those that are only 
performance concerns.   The four alternatives are reasonable, soon, As Soon As 
Possible (ASAP), or immediate.


C3.4.8.2.1.1.5.1.  Reasonable.   Reasonable means that the 
specific aspect (the operation, data, infrastructure, or system) must be available in 
reasonable time to avoid operational impacts.


C3.4.8.2.1.1.5.2.  Soon.   Soon means that the specific 
aspect (the operation, data, infrastructure, or system) must be available soon (timely 
response) to avoid operational impacts.


C3.4.8.2.1.1.5.3.  As Soon As Possible ASAP).   ASAP 
means that the specific aspect (the operation, data, infrastructure, or system) must be 
available as soon as possible (quick response) to avoid operational impacts.


C3.4.8.2.1.1.5.4.  Immediate.   Immediate means that the 
specific aspect (the operation, data, infrastructure, or system) must be available 
immediately (on demand) to avoid operational impacts.


C3.4.8.2.1.1.6.  Integrity.   Integrity relates the degree to which 
the integrity of operation, data, infrastructure, or system is needed from a security 
perspective.   Integrity concerns are those that relate to security risks (non-tolerable 
operational impacts) and does not include those that are only performance concerns.   
The three alternatives are not-applicable, approximate, or exact.


C3.4.8.2.1.1.6.1.  Not-Applicable.   Not-applicable means 
that the degree of integrity for a specific aspect (the operation, data, infrastructure, or 
system) is irrelevant as to operational impacts.
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C3.4.8.2.1.1.6.2.  Approximate.   Approximate means that 
the degree of integrity for a specific aspect (the operation, data, infrastructure, or 
system) must be approximate in order to avoid operational impacts.


C3.4.8.2.1.1.6.3.  Exact.   Exact means that the degree of 
integrity for a specific aspect (the operation, data, infrastructure, or system) must be 
exact in order to avoid operational impacts.


C3.4.8.2.1.1.7.  Information Category.   The mission of each 
system will determine the information that is processed.   The mission and information 
will influence the environment and security requirements applicable to each 
information category.   Information categories are defined by their relationships with 
common management principles and security requirements promulgated by the security 
policy for each information category.   Processing, transmission, storage, and data of 
more than one category of information does not create a new category but instead 
inherits and must satisfy all the security requirements of the assigned categories.   Each 
of the identified categories may carry additional restrictions or special handling 
conditions such as NATO-releasable or No Foreign Dissemination (NOFORN).   The 
information categories are unclassified, sensitive, confidential, secret, top secret, or 
compartmented and/or special access classified.


C3.4.8.2.1.1.7.1.  Unclassified.   This category of 
information includes all information that is not classified and is not sensitive as defined 
below.


C3.4.8.2.1.1.7.2.  Sensitive Information.   This category 
includes information the loss, misuse, or unauthorized access to or modification of 
which could adversely affect the national interests or the conduct of Federal programs, 
or the privacy that individuals are entitled under 5 U.S.C. Section 552a (reference (at)), 
but that has not been specifically authorized under criteria established by an Executive 
Order or an Act of Congress to be kept secret in the interest of national defense or 
foreign policy.   Systems that are not national security systems, but contain sensitive 
information are to be protected according to the requirements of P.L. 100-235 
(reference (c)).   In many cases, it may be useful to further characterize the sensitive 
information by determining the subcategory.   This may indicate additional national, 
DoD, Service, or Agency requirements that are imposed by processing that type of 
information.   The subcategories are:


C3.4.8.2.1.1.7.2.1.  Privacy Act.   This category includes 
all information covered by the Privacy Act, including medical, pay, and personnel 
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information.   Information may be either classified or unclassified.   Privacy Act 
category information requires handling according to a common sensitivity.   Privacy 
Act information usually requires system and information access control.


C3.4.8.2.1.1.7.2.2.  Financially Sensitive.   This category 
includes financially and contractually sensitive information.   Information may be 
either classified or unclassified.   Financially sensitive category information usually 
requires handling according to a common sensitivity, but may require special assurance 
mechanisms such as two-person verification of transactions.   Financially sensitive 
category information requires system and information access control.


C3.4.8.2.1.1.7.2.3.  Proprietary.   This category includes 
information provided by a source or sources under the condition that it not be released 
to other sources.   This information may require system or information access control.


C3.4.8.2.1.1.7.2.4.  Administrative/Other.   This category 
includes DoD information associated with housekeeping activities, information marked 
For Official Use Only, and unclassified information that does not fall into any of the 
other information categories.


C3.4.8.2.1.1.7.3.  Confidential.   This category includes all 
classified information designated Confidential.   The disclosure of confidential 
information could reasonably be expected to cause damage to national security.   A 
security clearance is required for access to Confidential materials and systems.


C3.4.8.2.1.1.7.4.  Secret.   This category includes all 
classified information designated Secret.   The disclosure of secret information could 
reasonably be expected to cause serious damage to national security.   A security 
clearance is required for access to Secret materials and systems.


C3.4.8.2.1.1.7.5.  Top Secret.   This category includes all 
classified information designated Top Secret.   The disclosure of top secret information 
could reasonably be expected to cause exceptionally grave damage to national 
security.   A security clearance is required for access to Top Secret materials and 
systems.


C3.4.8.2.1.1.7.6.  Compartmented/Special Access 
Classified.   This category includes all information that requires special access and a 
security clearance.   Examples include Sensitive Compartmented Information (SCI), 
Single Integrated Operations Plan-Extremely Sensitive Information (SIOP-ESI), and 
special access programs.
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C3.4.8.2.1.2.  Based on the total weights calculated for the system, 
select the certification level using Table C3.T10.   In some cases the characteristics of 
a particular category may dictate a higher classification level that that indicated by the 
total weights.   In these cases, the higher weight should be used.


 
Table C3.T10.   Certification Level


Certification Level Weight


Level 1 If the total of the weighing factors in Table C3.T1. are < 16.


Level 2 If the total of the weighing factors in Table C3.T1. are 12 - 32.


Level 3 If the total of the weighing factors in Table C3.T1. are 24 - 44.


Level 4 If the total of the weighing factors in Table C3.T1. are 38 - 50.


C3.4.8.2.1.3.  After the system characteristic alternatives are 
selected and the appropriate weight entered into the chart, the total weight of the 
system is calculated.   Using Table C3.T10., the appropriate level is identified.   Table 
C3.T11. provides an example for determining the certification level.   With a total 
weight of 27, the following system would be evaluated at either Level 2 or 3 as agreed 
to by the DAA, Certifier, program manager, or user representative.


 
Table C3.T11.   Certification Level Example


Characteristic Alternative Weight


Interfacing Mode Active 6


Processing Mode System High 2


Attribution Mode Basic 3


Mission-Reliance Total 7


Availability ASAP 4


Integrity Approximate 3


Information Categories      Sensitive      2


Total of all weights 27


C3.4.8.2.2.  Tailoring.   Tailor the DITSCAP process to address the 
specific needs of the system, security requirements, and program requirements.


C3.4.8.2.2.1.  Programmatic Considerations.   Adjust the DITCAP 
tasks to the selected program strategy.   This Manual generally describes the DITSCAP 
for the grand design acquisition strategy (see Chapter 7).   Other program strategies 
may require tailoring.   For example, if the system is to be built and fielded in 
increments, the C&A process should be adapted to evaluate the increments as they are 
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developed and fielded.   If an increment does not modify the security-related portions 
of the system, then C&A activities may not be necessary for that increment.   
Similarly, if an increment changes only a portion of the system, then the C&A may be 
adapted to examine only the portions of the system that have been modified.   The 
approach should be clearly defined in the SSAA.


C3.4.8.2.2.2.  Security Environment.   Identify any security 
requirements that might affect the level of effort required for the C&A process.   The 
security requirements may include personnel, physical, administrative, procedural, 
operational, computer, network, and communications security components.


C3.4.8.2.2.3.  IS Characteristics.   Identify the characteristics of the 
system that might influence the level of effort required for the C&A process.


C3.4.8.2.4.  DITSCAP Plan.   Prepare a DITSCAP plan that documents 
the tailoring and defines the activities required for the C&A process.   The tasks, 
milestones and schedule must be consistent with the system development or 
maintenance schedule.   The level of effort and roles and responsibilities must also be 
consistent with the program development process and management plan.   The DAA, 
Certifier, program manager, and user representative must review the SSAA and 
DITSCAP plan to ensure the C&A effort is consistent with the program schedules.   
The DAA must receive certification evidence in sufficient time to review the material 
and make an informed decision regarding the approval to operate the system.


C3.4.8.3.  Prerequisite Tasks.   Tasks 1-4 through 1-7.


C3.4.8.4.  Input.   None.


C3.4.8.5.  Output/Products.   SSAA, Section 7.


C3.4.9.  Task 1-9, Draft the SSAA. 


C3.4.9.1.  Task Objective.   The objective of this task is to complete and 
assemble the SSAA document.


C3.4.9.2.  Task Description.   This task completes the SSAA document.   As 
each Phase 1 task is completed, a section of the SSAA is prepared.   These sections 
must be assembled into the formal SSAA document.   The certification team is 
responsible for the preparing the SSAA.   After the document is completed, the draft 
SSAA is submitted to the DAA, Certifier, program manager, and user representative


DoD 8510.1-M, July 31, 2000


60 CHAPTER 3







for their review.   The draft SSAA establishes a reference for discussions during 
negotiation.


C3.4.9.3.  Prerequisite Tasks.   Task 1-1 through Task 1-8.


C3.4.9.4.  Input.   Draft SSAA sections.


C3.4.9.5.  Output/Products.   Completed draft Phase 1 SSAA document.


C3.4.10.  Task 1-10, Conduct Certification Requirements Review. 


C3.4.10.1.  Task Objective.   The objective of this task is to conduct a CRR.


C3.4.10.2.  Task Description.   The CRR task provides an opportunity for the 
DAA, Certifier, program manager, and user representative to discuss the system 
functionality, security requirements, level of effort, and planned C&A scheduled.   The 
CRR must result in an agreement regarding the level of effort and the approach that 
will be taken to implement the security requirements.


C3.4.10.3.  Prerequisite Tasks.   Task 1-1 through Task 1-9.


C3.4.10.4.  Input.    Completed draft Phase 1 SSAA document.


C3.4.10.5.  Output/Products.   None.


C3.4.11.  Task 1-11 Establish Agreement on Level of Effort and Schedule. 


C3.4.11.1.  Task Objective.   The objective of this task is to agree on the 
C&A level of effort and schedule.


C3.4.11.2.  Task Description.   This task ensures that the DAA, Certifier, 
program manager, and user representative agree to the level of effort and schedule for 
the C&A activities.


C3.4.11.3.  Prerequisite Tasks.   Task 1-10.


C3.4.11.4.  Input.   Completed draft Phase 1 SSAA document.


C3.4.11.5.  Output/Products.   None.


C3.4.12.  Task 1-12, Approve Phase 1 SSAA. 
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C3.4.12.1.  Task Objective.   The objective of this task is to obtain the DAA's 
approval on the Phase 1 SSAA.


C3.4.12.2.  Task Description.   In this task the DAA makes a decision on the 
Phase 1 SSAA, approving the system functionality, operating environment, 
development environment, potential threats, security requirements, system architecture, 
organization and resource requirements, tailoring factors, certification level, and 
DITSCAP plan.


C3.4.12.3.  Prerequisite Tasks.   Task 1-11.


C3.4.12.4.  Input.   SSAA.


C3.4.12.5.  Output/Products.   Approved SSAA.


C3.5.  PHASE 1 ROLES AND RESPONSIBILITIES 


C3.5.1.  Security Roles and Responsibilities. 


C3.5.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During the C&A, the Certifier, and 
certification team support the DAA.   At other times, the DAA will be supported by the 
system Information Systems Security Officer (ISSO).   The level and type of support 
will be defined by the organizations involved.   During Phase 1, the DAA is 
responsible for the activities shown in Table C3.T12.


 
Table C3.T12.   DAA Responsibilities


1. Define accreditation requirements.


2. Obtain a threat assessment for the system.


3. Assign a Certifier to conduct vulnerability and risk assessments.


4. Support the DITSCAP tailoring and level of effort determination.


5. Approve the SSAA.


C3.5.1.2.  Certifier and Certification Team Responsibilities.   During Phase 1, 
the Certifier and certification team are responsible for the activities shown in Table 
C3.T13.
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Table C3.T13.   Certifier and Certification Team Responsibilities


1. Support the DAA as the technical expert in the certification process.


2. Begin vulnerability and risk assessments.


3. Review threat definition.


4. Identify the security requirements.


5. Tailor the DITSCAP, determine the appropriate certification level, and prepare the DITSCAP Plan.


6. Provide level of effort and resource requirements.


7. Develop the SSAA.


8. Provide oversight for the CRR.


C3.5.1.3.  ISSO Responsibilities.   During Phase 1, the ISSO is responsible 
for the duties shown in Table C3.T14.


 
Table C3.T14.   ISSO Responsibilities


1. Assist the DAA, Certifier, and certification team in the certification effort.


2. Review the business case or mission statement to determine that it accurately describes the system.


3. Review the environment description to verify that it accurately describes the system.


C3.5.2.  User Representative Responsibilities.   The user representative provides 
input into the SSAA to ensure that the system meets the operational need, will meet 
availability and integrity requirements, and has a realistic security policy that can be 
maintained in the operational environment.   During Phase 1, the user representative is 
responsible for the duties shown in Table C3.T15.


 
Table C3.T15.   User Representative Responsibilities


1. Support the DITSCAP tailoring and level of effort determination.


2. Provide a business case or mission statement.


3. Validate or define system performance, availability, and functionality requirements.


4. Provide data sensitivity, end user functionality, and user organization information.


5. Verify the ability to comply with the SSAA during operations.


C3.5.3.  Acquisition or Maintenance Organization Responsibilities. 


C3.5.3.1.  Program Manager Responsibilities.   During Phase 1, the program 
manager is responsible for system development and supports the security process.   
The program manager's responsibilities in Phase 1 are shown in Table C3.T16.
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Table C3.T16.   PM Responsibilities


1. Initiate the dialogue with the DAA, Certifier, and user representative.


2. Define the system schedule and budget.


3. Support the DITSCAP tailoring and determine the certification level.


4. Define the system architecture.


5. Integrate system security requirements into the system.


6. Prepare Life-Cycle Management Plans.


7. Define the security architecture.


C3.5.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 1, the program management support staff provides support to the program 
manager to determine the level of effort and provide cost and schedule evaluations.


C3.5.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 1, the developer, integrator, or maintainer is responsible for the duties shown in 
Table C3.T17.


 
Table C3.T17.   Developer, Integrator or Maintainer Responsibilities


1. Provide technical equipment environment requirements.


2. Provide target hardware and software architecture.


3. Provide information regarding the system development organization.


4. Determine the feasibility of technical solutions and security requirements.


C3.5.3.4.  Configuration Management Responsibilities.   During Phase 1, the 
configuration management staff support the program manager in the development and 
maintenance of system and system documentation.


C3.5.3.5.  System Administration Responsibilities.   There are no system 
administration responsibilities in Phase 1.
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C4.  CHAPTER 4


PHASE 2, VERIFICATION


C4.1.  PHASE 2 OVERVIEW 


C4.1.1.  Phase 2 activities, Figure C4.F1., verify the evolving system's compliance 
with the risk management requirements in the SSAA.   These activities occur between 
the signing of the initial version of the SSAA and the certification of the system or 
components (beginning of Phase 3).   Phase 2 activities include verifying security 
requirements during system development or modification, certification analysis, CT&E 
(type accreditation only), and analysis of the certification results.   The SSAA is 
refined during Phase 2.


Figure C4.F1.  Verification Activities


C4.1.2.  Phase 2 starts with a review of the SSAA and ends with an updated SSAA 
for Phase 3.   Phase 2 activities examine the evolving system in a process similar to an 
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Independent Verification and Validation (IV&V).   As the system development activity 
progresses and details of the system evolve, the certification effort examines the 
updated system and its design.   All the Phase 2 activities are tailored to meet the 
certification level defined in Phase 1.


C4.2.  PHASE 2 ACTIVITIES 


C4.2.1.  SSAA Refinement.   Phase 2 starts with a review of the SSAA.   If there 
has been a significant time delay since the completion of Phase 1 or if new people are 
involved in the C&A process, the SSAA should be reviewed in detail.   The SSAA is 
updated throughout Phase 2 to include changes made during system development or 
modification and to include the results of the certification analysis.   At each stage of 
the development or modification, details are added to the SSAA.   Any changes in the 
system that affect its security posture must be submitted to the DAA, Certifier, 
program manager, and user representative for approval and inclusion in the revised 
SSAA.


C4.2.1.1.  During the Phase 2 activities, evidence is collected to support the 
certification.   As more details about the hardware and software architecture become 
available, the design information is added to the SSAA as justification to support the 
agreed on level of certification actions.   When security test plans and procedures are 
completed they are added to the SSAA.   Security testing resource estimates should be 
reviewed and refined as system development or modification continues.   This 
information must also be included in the SSAA.   Vulnerability Evaluation Reports and 
Analysis Summary Reports are included with the evidence and added to the SSAA.   
Should any changes occur to the security posture proposed in the approved SSAA, 
these changes need to be submitted to the DAA, Certifier, program manager, and user 
representative for approval and inclusion in the revised agreement.


C4.2.2.  System Development and Integration.   System development and 
integration activities are those activities required for development or integration of the 
IS components as defined in the system's functional and security requirements.   The 
specific activities will vary depending on the overall program strategy, the life-cycle 
management process, and the position of the IS in the life cycle.   During system 
development and integration, there are corresponding Phase 2 certification analysis 
tasks.   This activity verifies that the requirements in the SSAA are met in the evolving 
system before it is integrated into the operating environment.


C4.2.3.  Initial Certification Analysis.   The initial certification analysis 
determines if the IS is ready to be evaluated and tested during Phase 3, Validation.   


DoD 8510.1-M, July 31, 2000


66 CHAPTER 4







Initial certification analysis verifies that the development, modification, and integration 
efforts will result in a higher probability of success for an accreditable IS before Phase 
3 begins.   Certification tasks are tailored to the system development activities to 
ensure that the tasks are relevant to the process and provide the required degree of 
analysis to ensure conformance with the SSAA.   Tailoring also gives the DITSCAP 
the flexibility to adjust the level of effort to fit the operational need.   In that manner, 
tailoring permits the DITSCAP to remain responsive to national and military priorities.


C4.2.3.1.  The initial certification analysis verifies by analysis, investigation, 
and comparison methodologies that the IS design implements the SSAA requirements 
and that the IS components that are critical to security, function properly.   Phase 2 
initial analysis tasks complement the functional testing certification tasks that occur 
during Phase 3.   Each of these tasks is discussed in greater detail in the following 
sections.   Phase 2 tasks are identified in Table C4.T1.


 
Table C4.T1.   Initial Certification Tasks During Verification


1. System Architecture Analysis.


2. Software Design Analysis.


3. Network Connection Rule Compliance Analysis.


4. Integrity Analysis of Integrated Products.


5. Life-Cycle Management Analysis.


6. Security Requirements Validation Procedures Preparation.


7. Vulnerability Assessment.


C4.2.3.2.  When the Phase 2 initial certification analysis is completed the 
system should have a documented security specification, comprehensive test plan and 
procedures, and written assurance that all network and other interconnection 
requirements have been determined.   When systems are being deployed to multiple 
locations, their planned interfaces with other components of the operating environment 
must be verified.   COTS and GOTS products used in the system design must be 
evaluated to ensure that they have been integrated properly and that their functionality 
meets the security and operational needs of the system.   Life-cycle management plans 
must be analyzed to verify that sufficient plans and procedures are in place to maintain 
the security posture.   Phase 3 test procedures are prepared as applicable.   Phase 2 
tasks conclude with a vulnerability assessment to identify the risk that must be 
addressed by physical, personnel, procedural, or educational training and awareness in 
the operational environment.


C4.2.4.  Assess Analysis Results.   At the conclusion of each development or 
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integration milestone, the certification analysis results are reviewed.   If the results 
indicate significant deviation from the SSAA, the DITSCAP should return to Phase 1 
to resolve the problems.   If the results are acceptable, the DITSCAP proceeds to the 
next task or to Phase 3.


C4.3.  INITIAL CERTIFICATION ANALYSIS TASKS   


C.4.3.1.  The certification analysis tasks are discussed in the sections below.   
After each task is completed, a Task Analysis Summary Report must be prepared.   
This report must include the information shown in Table C4.T2.   Complete the 
Minimum Security Activity Checklist, Appendix 2, for each task and level.   The 
Minimum Security Checklist is exempt from licensing in accordance with paragraph 
C4.4.3. of DoD 8910.1-M (reference (au)).


 
Table C4.T2.   Task Analysis Summary Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C4.3.2.  Task 2-1, System Architecture Analysis. 


C4.3.2.1.  Task Objective.&   The objective of this task is to ensure that the 
system architecture complies with the architecture description agreed on in the SSAA.


C4.3.2.2.  Task Description.   The system architecture analysis task verifies 
how well the security requirements defined in the SSAA are integrated into the system 
security architecture.   The security architecture should state clearly which 
requirements are to be implemented by the system architecture and which requirements 
will be satisfied within the system's operating environment.   Analysis of system level 
information reveals how effectively the security architecture implements the security 
policy and requirements.   The interfaces between this and other systems must be 
identified.   These interfaces must be evaluated to assess their effectiveness in 
maintaining the security posture of the infrastructure.


C4.3.2.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.2.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system level information to evaluate the security architecture 
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compliance with the approach stated in the SSAA.   The system architecture must be 
evaluated for compliance with the security requirements.   The interfaces between this 
and other systems must be identified and their ability to preserve the security integrity 
must be evaluated.   The system architecture must be evaluated for consistency with 
other governing architectures (Department of Defense Intelligence Information System 
(DoDIIS) Reference Model, etc.).


C4.3.2.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a detailed analysis of the system level information to evaluate the 
security architecture compliance with the stated approach in the SSAA.   The system 
architecture must be evaluated for compliance with the security requirements.   The 
interfaces between this and other systems must be identified and their ability to 
preserve the security integrity must be evaluated.   Security test plans and procedures 
must be developed.   Each security requirement identified in the SSAA must be 
validated through testing.   The system architecture must be evaluated for consistency 
with other governing architectures (DoDIIS Reference Model, etc.).


C4.3.2.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a comprehensive analysis of the system level information to 
evaluate the security architecture compliance with the stated approach in the SSAA.   
The system architecture must be evaluated for compliance with the security 
requirements.   The interfaces between this and other systems must be identified and 
their ability to preserve the security integrity must be evaluated.   The system analysis 
must include fault tree analysis, flaw hypothesis, or similar types of analysis.   
Security test plans and procedures must be developed.   Each security requirement 
identified in the SSAA must be validated through testing.   The system architecture 
must be evaluated for consistency with other governing architectures (DoDIIS 
Reference Model, etc.).


C4.3.2.3.  Prerequisite tasks.   System design.


C4.3.2.4.  Input.   SSAA, System Architecture, and System Design 
Specifications.


C4.3.2.5.  Output/Products.   A System Architecture Analysis Summary 
Report must be prepared.   This report must include the items shown in Table C4.T2.


C4.3.2.6.  Suggested References. 


C4.3.2.6.1.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))
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C4.3.2.6.2.  "Computer Security Considerations in Federal 
Procurements" (NIST Special Publication 800-4) (reference (o))


C4.3.2.6.3.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p)).


C4.3.2.6.4.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q)).


C4.3.2.6.5.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.2.6.6.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.2.6.7.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022, Version 1) (reference (t))


C4.3.3.  Task 2-2, Software, Hardware, and Firmware Design Analysis. 


C4.3.3.1.  Task Objective.   The objective of this task is to assess the 
software, hardware, and firmware security architecture to evaluate the compliance of 
the design with the stated approach in the SSAA and to evaluate compliance with all 
planned requirements.


C4.3.3.2.  Task Description.   This task evaluates how well the software, 
hardware, and firmware reflects the specified technical security requirements of the 
SSAA and the security architecture of the system.   This task will identify and evaluate 
security-critical software, hardware, and firmware, and evaluate the design, and 
identify and evaluate the vulnerabilities.   This task may include a detailed analysis of 
software, hardware, and firmware specifications and design documentation.   The 
Trusted Computing Base (TCB) must be identified and analyzed for proper and full 
implementation of the security requirements.   The task must assess whether the critical 
security features (identification and authentication, access controls, auditing, etc.) are 
implemented correctly and completely.


C4.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.3.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system design, software, hardware, and firmware 
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specifications, and design documentation.   The design must be evaluated for 
compliance with the approach stated in the SSAA.   This evaluation must include an 
examination of the software, hardware, and firmware requirements specification to 
ensure the security requirements in the security architecture are traceable to specific 
requirements.


C4.3.3.2.2.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Any discrepancies must be evaluated as potential security vulnerabilities.   
This examination must include software applications, software routines, operating 
system (O/S) features, firmware, and hardware capabilities critical to maintaining the 
security (confidentiality, integrity, availability, and accountability) standards necessary 
for certification and accreditation.


C4.3.3.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a detailed analysis of the system design, software, hardware, and 
firmware specifications, and design documentation.   The design must be evaluated for 
compliance with the approach stated in the SSAA.   This evaluation must include an 
examination of the software, hardware, and firmware requirements specification to 
ensure the security requirements are in the requirements specification and are 
traceable to specific features in the system architecture.   Review the design by 
analyzing design documentation and attending design reviews.   The analysis must 
include fault tree or flaw analysis.   The interfaces between components must be 
examined for compliance with the security requirements.   The examination 
includes all interfaces with software previously developed (COTS, GOTS, or reuse 
software).   The analysis and evaluation must determine if the identification and 
authentication, access controls, and discretionary access controls have been 
implemented correctly and completely.


C4.3.3.2.3.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Any discrepancies must be evaluated as potential security vulnerabilities.   
This examination must include software applications, software routines, O/S features, 
firmware, and hardware capabilities critical to maintaining the security 
(confidentiality, integrity, availability, and accountability) standards necessary for 
certification and accreditation.
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C4.3.3.2.3.2.  If a TCB has been integrated into the system, the 
boundaries must be examined to ensure that they are clearly defined and that the 
integrity of the TCB is maintained in its interaction with other system 
components.   The examination must determine that only external interfaces are 
used by non-TCB elements to access the TCB. 


C4.3.3.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a comprehensive analysis of the system design, software, 
hardware, and firmware specifications, and design documentation.   The design must 
be evaluated for compliance with the approach stated in the SSAA.   This evaluation 
must include an examination of the software, hardware, and firmware requirements 
specification to ensure the security requirements are in the requirements specification 
and are traceable to specific features in the system architecture.   Review the design by 
analyzing design documentation and attending design reviews.   The analysis must 
include fault tree or flaw analysis, and if appropriate, covert channel analysis.   The 
interfaces between components must be examined for compliance with the security 
requirements.   The examination includes all interfaces with software previously 
developed (COTS, GOTS, or reuse software).   The analysis and evaluation must 
determine if the identification and authentication, access controls, and discretionary 
access controls have been implemented correctly and completely.


C4.3.3.2.4.1.  The security-critical components of the software, 
hardware, and firmware and the functions they perform, must be identified.   The 
functional performance of these components must be analyzed and evaluated to 
determine if the components completely and sufficiently perform the required security 
functions.   Source code of the security-critical components' interfaces to 
non-security-critical components must be examined.   Fault tree or flaw hypothesis 
or a similar type of analysis must be used to evaluate any vulnerabilities disclosed 
by the evaluation.   Any discrepancies must be evaluated as potential security 
vulnerabilities.   This examination must include software applications, software 
routines, O/S features, firmware, and hardware capabilities critical to maintaining the 
security (confidentiality, integrity, availability, and accountability) standards necessary 
for certification and accreditation.


C4.3.3.2.4.2.  If a TCB has been integrated into the system, the 
boundaries must be examined to ensure that they are clearly defined and the integrity 
of the TCB is maintained in its interaction with other system components.   The 
examination must determine that only external interfaces are used by non-TCB 
elements to access the TCB.   The examination must ensure that the TCB uses only 
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external interfaces to access non-TCB modules or TCB modules in a distributed 
architecture. 


C4.3.3.3.  Prerequisite Tasks.   Task 2-1.


C4.3.3.4.  Input.   SSAA, System and Security Architecture, System Design 
Documentation, and Task 2-1 System Architecture Analysis Summary Report.


C4.3.3.5.  Output/Products.   The Software, Hardware, and Firmware 
Analysis Summary Report must be prepared.   This report must include the information 
shown in Table C4.T2.


C4.3.3.6.  Suggested References. 


C4.3.3.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.3.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.3.6.3.  "Computer Security Considerations in Federal 
Procurements" (NIST Special Publication 800-4) (reference (o))


C4.3.3.6.4.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.3.6.5.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.3.6.6.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.3.6.7.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003) (reference (y))


C4.3.3.6.8.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.3.6.9.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))
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C4.3.3.6.10.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017) (reference (z))


C4.3.3.6.11.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018) (reference (aa))


C4.3.3.6.12.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.3.6.13.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022) (reference (t))


C4.3.3.6.14.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.3.4.  Task 2-3, Network Connection Rule Compliance Analysis. 


C4.3.4.1.  Task Objective.     The objective of this task is to evaluate the 
connections to other systems and/or networks to ensure that network and overall 
system security policies are enforced.


C4.3.4.2.  Task Description.   This task evaluates the intended connections to 
other systems and networks to ensure the system design will enforce specific network 
security policies and protect the IS from adverse confidentiality, integrity, availability, 
and accountability impacts.   The connection of an IS to a network requires that the 
particular system will not adversely affect the network's security posture.   Connection 
also requires that the network will not adversely affect the IS's own security posture.


C4.3.4.2.1.  Network analysis may include the evaluation of intended 
interfaces for compliance with the security connection rules not only for the network, 
but also for the IS.   The system CONOPS must be examined to identify all the 
connections and interfaces intended for the system.   It is important to determine if 
connections exist that were not in the initial concept, but added after the initial fielding 
or modification of the system.   The interfaces to the networks or other systems must 
be evaluated to determine if the system and network security can be maintained at both 
ends of the interface.   They must also be evaluated to ensure that end-to-end 
connection constructs are maintained and security connection rules are applied.


C4.3.4.2.2.  Level 1.   Complete the Minimal Security Activity Checklist.
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C4.3.4.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   Test plans and procedures should be developed.


C4.3.4.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   The system design must be examined to verify that the interfaces 
identified comply with the connection rules.   Test plans and procedures must be 
developed to validate compliance with the network connection rules.


C4.3.4.2.4.1.  The security test plans and procedures must be 
structured to evaluate the effectiveness of the security features and ensure that 
there are no methods of circumventing these features.   The test plans and 
procedures for network or system interfaces must demonstrate that the network 
security policies and procedures are in place and functional.


C4.3.4.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system interfaces with networks or other systems and evaluate 
them for compliance with the security connection rules.   The system CONOPS must 
be examined to identify all the connections and interfaces intended for the system.   It 
is also important to determine if additional connections are planned that are not in the 
initial concept, but are intended to be added sometime after the system's initial 
fielding.   The interfaces to the networks or to other systems must be evaluated to 
determine that the security of systems and networks at both ends of the interface are 
maintained.   The system design must be examined to verify that the interfaces 
identified comply with the connection rules.   Test plans and procedures must be 
developed to validate compliance with the network connection rules.


DoD 8510.1-M, July 31, 2000


75 CHAPTER 4







C4.3.4.2.5.1.  The security test plans and procedures must be 
structured to evaluate the effectiveness of the security features and ensure that there 
are no methods of circumventing these features.   The test plans and procedures for 
network or system interfaces must demonstrate that the network security policies and 
procedures are in place and functional.


C4.3.4.3.  Prerequisite Tasks.   Tasks 2-1 and 2-2.


C4.3.4.4.  Input.   SSAA, Task 2-1 System Architecture Analysis Summary 
Report and Task 2-2 Software, Hardware, and Firmware Analysis Summary Report.


C4.3.4.5.  Output/Products.   A Network Compliance Summary Report must 
be prepared.   This report must include the information shown in Table C4.T2.


C4.3.4.6.  Suggested References. 


C4.3.4.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.4.6.2.  "Software Verification and Validation:   Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.4.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.4.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.4.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001) (reference (x))


C4.3.4.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003) (reference (y))


C4.3.4.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021) (reference r))


C4.3.4.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))
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C4.3.4.6.9.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.4.6.10.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018) (reference (aa))


C4.3.4.6.11.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.4.6.12.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C4.3.4.6.13.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.3.5.  Task 2-4, Integrity Analysis of Integrated Products. 


C4.3.5.1.  Task Objective. The objective of this task is to evaluate the 
integration of COTS, GOTS, or Non-Developmental Item (NDI) software, hardware, 
and firmware to ensure that their integration into the system design complies with the 
system security architecture and the integrity of each product is maintained.


C4.3.5.2.  Task Description. Integrity analysis of products being integrated 
into the system must identify the security functionality of each product.   The 
certification team should verify the product security functionality to confirm that the 
needed security functions are present and properly integrated into the system.   This 
task determines whether or not evaluated products are being used for their intended 
purpose.   Product integrity analyses must include an examination of system and 
subsystem interfaces, product evaluations by the National Institute of Standards and 
Technology (NIST) or the National Computer Security Center (NCSC), information 
flows, and applicable use of selected product features.


C4.3.5.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.5.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone a Common Criteria (CC) 
evaluation, the evaluation results must be examined to ascertain that the product is 
being used in the manner for which it was evaluated.   If the product was obtained from 
another certified system, the operational scenario and mission must be examined to 
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ensure that they are consistent with the parent system.   System level interfaces must be 
examined and evaluated to determine that the integrity of the product has been 
maintained.


C4.3.5.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone a CC evaluation, the evaluation 
results must be examined to ascertain that the product is being used in the manner for 
which it was evaluated.   If the product was obtained from another certified system, the 
operational scenario and mission must be examined to ensure that they are consistent 
with the parent system.   Preservation of product integrity analysis must include 
configuration control of hardware and firmware components, examination of 
system and subsystem interfaces, examination of product evaluations by NIST or 
NCSC, information flows, and applicable use of selected product features.   The 
task must verify that the integrity of each product is maintained when interfaced 
with the system.


C4.3.5.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Determine and document the security functionality of each product.   If the 
product has been obtained from the EPL or undergone CC evaluation, the evaluation 
results must be examined to ascertain that the product is being used in the manner for 
which it was evaluated.   If the product was obtained from another certified system, the 
operational scenario and mission must be examined to ensure that they are consistent 
with the parent system.   Preservation of product integrity analysis must include 
configuration control of hardware and software components, examination of system 
and subsystem interfaces, examination of product evaluations by NIST or NCSC, 
information flows, and applicable use of selected product features.   All interfaces and 
information flows must be examined to determine that only external interfaces are 
used to access the product.   The task must verify that the integrity of each product is 
maintained when interfaced with the system. 


C4.3.5.3.  Prerequisite Tasks.   Tasks 2-1 and 2-2.


C4.3.5.4.  Input.   SSAA, Task 2-1 System Architecture Analysis Summary 
Report and Task 2-2 Software, Hardware, and Firmware Analysis Summary Report.


C4.3.5.5.  Output/Products.   Integrated Products Analysis Summary Report 
must be prepared.   This report must include the information shown in Table C4.T2.


C4.3.5.6.  Suggested References. 
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C4.3.5.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.5.6.2.  "Software Verification and Validation:   Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.5.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.5.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.5.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.5.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C4.3.5.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.5.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.5.6.9.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.5.6.10.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.5.6.11.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.5.6.12.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-011, Version 1) (reference (t))


C4.3.5.6.13.  ""Assessing Controlled Access Protection" 
(NCSC-TG-028) (reference (q))


C4.3.6.  Task 2-5, Life-Cycle Management Analysis. 
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C4.3.6.1.  Task Objective.   The objective of this task is to evaluate the ability 
of configuration management (CM) practices to preserve the integrity of the identified 
security-relevant software and hardware.


C4.3.6.2.  Task Description.   This task analyzes the system life-cycle 
management plans to determine that CM practices are, or will be, in place and are 
sufficient to preserve the integrity of the security relevant software and hardware.   In 
some cases, the security requirements may dictate special needs for the development 
environment and the development or integration team (cleared facilities or cleared 
programmers).   If this is the case, the development approach, procedures, and 
engineering environment are assessed during the system development.   This process 
may require examining the types of documents or procedures shown in Table C4.T3.


 
Table C4.T3.   System Life-Cycle Management Documentation


1. Life-Cycle Management Plan.


2. Configuration Identification Procedures.


3. Configuration Control Procedures.


4. Configuration Status Accounting Procedures.


5. Configuration Audit Procedures and Reports.


6. Software Engineering (development approach and engineering environment) Procedures.


7. Trusted Distribution Plans.


C4.3.6.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C4.3.6.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.


C4.3.6.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.   The task must 
determine whether CM procedures are in place and are used.   A Functional 
Configuration Audit (FCA) and Physical Configuration Audit (PCA) of security 
components must be performed.   (These audits may be completed in conjunction 
with or as part of similar system audits.)   The FCA and PCA must verify the 
configuration items against the SSAA, the development CM plan, and the security 
test configuration.
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C4.3.6.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Evaluate the Life-Cycle Configuration Management Plan and 
developmental (contractor or Government) CM plan.   The CM practices must preserve 
the integrity of the identified security relevant software and hardware.   The task must 
determine whether CM procedures are in place and are used.   CM of system 
administration documentation, automated tools, and security test cases must be 
analyzed and evaluated.   An FCA and PCA of security components must be 
performed.   (These audits may be completed in conjunction with or as part of, similar 
system audits.)    The FCA and PCA must verify the configuration items against the 
SSAA, the development CM plan, and the security test configuration.


C4.3.6.3.  Prerequisite Tasks.   None.


C4.3.6.4.  Input.   Life-Cycle Management Plan, Configuration Identification 
Procedures, Configuration Control Procedures, Configuration Status Accounting 
Procedures, Configuration Audit Procedures and Reports, Software Engineering 
Procedures, and Trusted Distribution Plans.


C4.3.6.5  Output/Products.   A Life-Cycle Management Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C4.T2.


C4.3.6.6.  Suggested References. 


C4.3.6.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C4.3.6.6.2.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.6.6.3.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.6.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.6.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


DoD 8510.1-M, July 31, 2000


81 CHAPTER 4







C4.3.6.6.6.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac)) 


C4.3.6.6.7.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.6.6.8.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C4.3.6.6.9.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C4.3.6.6.10.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C4.3.6.6.11.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C4.3.6.6.12.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.6.6.13.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.7.  Task 2-6, Security Requirements Validation Procedures. 


C4.3.7.1.  Task Objective. The objective of this task is to prepare the written 
procedures used in Phase 3 to validate compliance with the technical security 
requirements.


C4.3.7.2.  Task Description. In this task, the certification team writes the 
procedures to be used in Phase 3 to validate compliance with all the defined technical 
security requirements.   The security requirements document should identify the type 
of review required to validate each requirement:   test, observation, review, or 
interview.   Many organizations use an RTM to identify the applicable security 
requirements and the appropriate method to validate those requirements.   At 
certification Level 1, the test procedures may be a detailed checklist.   At certification 
Levels 2 through 4, a test, observation, review, or interview should verify compliance 
with each requirement.   If test procedures are prepared, they should be added to the 
SSAA.


DoD 8510.1-M, July 31, 2000


82 CHAPTER 4







C4.3.7.2.1.  Level 1. Verify the questions in the Minimum Security 
Checklist are appropriate to evaluate the system.   Add additional questions to the 
checklist to completely assess the system and components being accredited.


C4.3.7.2.2.  Level 2. Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


 
Table C4.T4.   Test Procedure Format


Test Number


RTM Number


Source


Requirement Statement


Test Objective


Test Methodology


Test Scenario


Desired Results


Actual Results


Conclusions


Vulnerability Analysis                                                                                             .


C4.3.7.2.3.  Level 3.   Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


C4.3.7.2.4.  Level 4.   Identify the most appropriate way to validate each 
security requirement identified in the RTM:   test, observation, review, or interview.   
If test plans are required, the certification team should prepare a Test Plans and 
Procedures document.   Test procedures should be written for each requirement to be 
tested.   The test procedures should follow the format recommended in Table C4.T4.


C4.3.7.3.  Prerequisite Tasks.   Task 2-1 through Task 2-5.


C4.3.7.4.  Input.   Minimum Security Checklist, Task Summary Reports from 
prerequisite tasks, System Design Documentation.
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C4.3.7.5.  Output/Products.   Customized Minimum Security Checklist, Test 
plans and procedures.


C4.3.7.6.  Suggested References.   None.


C4.3.8.  Task 2-7, Vulnerability Assessment. 


C4.3.8.1.  Task Objective.   The objective of this task is to evaluate security 
vulnerabilities (confidentiality, integrity, availability, and accountability), evaluate 
residual risk, and recommend appropriate countermeasures.


C4.3.8.2.  Task Description.   This certification task evaluates security 
vulnerabilities with regard to confidentiality, integrity, availability, and accountability 
and recommends applicable countermeasures.   The Certifier will use this information 
for preparing the risk assessment.   The DAA should determine the acceptable level of 
risk to protect the system commensurate with its value to the Department of 
Defense.10   In Phase 2, the vulnerability assessment concentrates on the sufficiency to 
the specified technical security requirements to protect and secure the information 
resources.


C4.3.8.2.1.  During vulnerability assessment, each of the vulnerabilities 
and discrepancies identified during the evaluation of the system architecture, system 
design, network interfaces, product integration, and configuration management 
practices is analyzed to determine its susceptibility to exploitation by any related 
threat.   The analysis should use techniques such as static penetration, flaw hypothesis, 
and threat-vulnerability pairing.   The design level risk assessment will be determined 
by ranking the evaluated vulnerabilities against threat, ease of exploitation, potential 
rewards to the exploiter, and a composite of the three areas.   All risks must be 
identified and evaluated.   The evaluation should indicate the operational impacts 
associated with these risks.   Appropriate countermeasures must be determined for 
each of the high-risk vulnerabilities.


C4.3.8.2.2.  Level 1.   Complete the Minimal Security Activity Checklist. 
__________


 10 An acceptable level of residual risk is based on the relationship of the threat to the system and the information 
processed; to the IS's mission, environment, and architecture; and its security confidentiality, integrity, availability, and 
accountability (authenticity and nonrepudiation) objectives.
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C4.3.8.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   All results must be documented and consolidated 
into a draft certification package. 


C4.3.8.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   Countermeasures must be proposed to offset the 
risk of vulnerabilities.   All results must be documented and consolidated into a draft 
certification package.


C4.3.8.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Examine the task summary reports and evaluate the vulnerabilities 
discovered during those evaluations.   The criticality of the vulnerabilities must be 
assessed and the vulnerabilities rank ordered with respect to ease of exploitation and 
potential rewards to the exploiter.   Countermeasures must be proposed to offset the 
risk of each vulnerability.   A cost to implement each proposed countermeasure 
versus risk tradeoff analysis must be performed.   All results must be documented 
and consolidated into a draft certification package.


C4.3.8.3.  Prerequisite Tasks.   Task 2-1 through Task 2-6.


C4.3.8.4.  Input.   Task Summary Reports from prerequisite tasks, System 
Design Documentation, Preliminary Design Review (PDR) and Critical Design 
Review (CDR) Results, Source Code, IV&V Reports.


C4.3.8.5.  Output/Products.   A Vulnerability Assessment Report must be 
prepared.


C4.3.8.6.  Suggested References. 


C4.3.8.6.1.  "Guidelines for Automatic Data Processing Physical and 
Risk Management" (FIPS Publication 31) (reference (ag))
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C4.3.8.6.2.  "Guideline for Automatic Data Processing Risk Analysis" 
(FIPS Publication 65) (reference (ah))


C4.3.8.6.3.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C4.3.8.6.4.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C4.3.8.6.5.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project management 
Standards" (NIST Special Publication 500-165) (reference (v))


C4.3.8.6.6.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C4.3.8.6.7.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C4.3.8.6.8.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C4.3.8.6.9.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y)) 


C4.3.8.6.10.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C4.3.8.6.11.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C4.3.8.6.12.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C4.3.8.6.13.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C4.3.8.6.14.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))
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C4.3.8.6.15.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C4.3.8.6.16.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C4.3.8.6.17.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C4.3.8.6.18.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C4.3.8.6.19.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C4.4.  PHASE 2 ROLES AND RESPONSIBILITIES 


C4.4.1.  Security Team Responsibilities. 


C4.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   In the Verification Phase, the DAA oversees 
the evaluation of the system.   The DAA also reviews the SSAA to ensure it accurately 
describes the system, the threat, environment, security requirements, system 
vulnerabilities, and all conditions under which the system will be operated.


C4.4.1.2.  Certifier and Certification Team.   The Certifier conducts a 
technical and nontechnical evaluation of the system.   In Phase 2, the Certifier or 
certification team is responsible for the activities shown in Table C4.T5.


 
Table C4.T5.   Certifier and Certification Team Responsibilities


1. Conduct the Phase 2 certification analysis tasks.


2. Identify and assess system vulnerabilities.


3. Report certification results to the DAA, program manager, and user representative.


4. Provide advice to the DAA, program manager, and user representative regarding the readiness of the 
system to move into the Validation Phase.


5. Maintain C&A schedules, plan of action, and milestones based on performance of the technical effort.


6. Integrate changes into the SSAA.
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C4.4.1.3.  ISSO Responsibilities.   During Phase 2, the ISSO is responsible 
for the tasks shown in Table C4.T6.


 
Table C4.T6.   ISSO Responsibilities


1. Review the mission statement to determine if it accurately describes the system.


2. Review the environment description to determine if it accurately describes the system.


C4.4.2.  User Representative Responsibilities.   During Phase 2, the user 
representative is responsible for the tasks shown in Table C4.T7.


 
Table C4.T7.   User Representative Responsibilities


1. Support certification actions.


2. Prepare Security Rules of Behavior and Standard Operating Procedures.


3. Provide changes to the mission statement, functional environment, and organizational structure to the 
certification team.


4. Verify the feasibility of security solutions and the ability to comply in the operational environment.


C4.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C4.4.3.1.  Program Manager Responsibilities.   The program manager is 
responsible for development of the system.   During Phase 2, the program manager is 
responsible for the tasks show in Table C4.T8.


 
Table C4.T8.   Program Manager Responsibilities


1. Develop system or system modifications.


2. Support the certification efforts by providing updates on the mission statement, environmental 
description, and architectural changes.


3. Review the certification results.


4. Make system modifications as necessary to reduce or eliminate system vulnerabilities.


C4.4.3.2.  Program Management Support Staff Responsibilities.   The 
program management support staff perform the tasks shown in Table C4.T9 during 
Phase 2.
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Table C4.T9.   Program Management Support Staff Responsibilities


1. Determinate the level of effort.


2. Support cost and schedule determinations.


3. Monitor progress.


4. Maintain system documentation.


C4.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 2 the developer, integrator, or maintainer is responsible for the tasks shown in 
Table C4.T10.


 
Table C4.T10.   Developer, Integrator or Maintainer Responsibilities


1. Provide hardware and software architecture to the acquisition organization.


2. Provide technical equipment environment requirements to the acquisition organization.


3. Develop or integrate technical security solutions and security requirements.


C4.4.3.4.  Configuration Management Responsibilities.   During Phase 2, the 
configuration management staff supports the program manager in the development and 
maintenance of system documentation.


C4.4.3.5.  System Administration.   There are no system administration 
responsibilities in Phase 2.
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C5.  CHAPTER 5


PHASE 3, VALIDATION


C5.1.  PHASE 3 OVERVIEW 


C5.1.1.  Phase 3 activities, Figure C5.F1., validate that the preceding work has 
produced an IS that operates in a specified computing environment with an acceptable 
level of residual risk.   This phase consists of activities that occur after the system is 
integrated and culminates in the accreditation of the IS.   Phase 3 includes a review of 
the SSAA, an evaluation of the integrated IS, certification, and accreditation.
  


Figure C5.F1.  Validation Phase


C5.1.2.  Phase 3 certification tasks include certification of software, firmware, 
hardware, and inspections of operational sites to ensure their compliance with physical 
security, procedural security, TEMPEST and COMSEC requirements, personnel 
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security, and security education, training, and awareness requirements.   Phase 3 
includes tasks to certify the compatibility of the computing environment with the 
description provided in the SSAA.   DITSCAP flexibility permits the certification 
actions to be scaled to the type of IS being evaluated and tailored to the program 
strategy used in the development or modification of the system.


C5.1.3.  Each IS must be covered by an SSAA.   In some cases a single SSAA may 
include several systems.   For type accreditation's, an SSAA may be prepared for the 
system software and hardware considered under the type accreditation.   This SSAA 
should be shipped to each prospective installation site with the software and 
hardware.   The site manager will receive confirmation and documentation of the C&A 
results and the equipment included in the SSAA.   After installation of the IS, the 
information from the type SSAA should be included in the target system's (network or 
site) SSAA.   The system configuration and security environment must still be certified 
during Phase 3.


C5.2.  PHASE 3 ACTIVITIES 


C5.2.1.  SSAA Refinement.   Phase 3 begins with a review of the SSAA to ensure 
that its requirements and agreements still apply.   That review continues throughout 
Phase 3.   At each stage of the validation process, details are added to the documents 
reflecting the current state of the system.   Required changes must be submitted to the 
DAA, Certifier, program manager, and user representative so the revised agreement 
may be approved and implemented.


C5.2.2.  Certification Evaluation of the Integrated System.   This activity certifies 
that the fully integrated and operational system will comply with the requirements 
stated in the SSAA and the system will be operated with an acceptable level of residual 
risk.   During this activity, certification tasks are performed to ensure that the IS is 
functionally ready for operations.   The certification tasks and the extent of the tasks 
will depend on the level of certification analysis in the SSAA.   The certification tasks 
are listed in Table C5.T1.
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Table C5.T1.   Phase 3, Validation Tasks


1. Security Test and Evaluation


2. Penetration Testing


3. TEMPEST and RED-BLACK Evaluation


4. COMSEC Compliance Evaluation


5. System Management Analysis


6. Site Accreditation Survey


7. Contingency Plan Evaluation


8. Risk Management Review


C5.2.2.1.  As each task is completed, the results are evaluated and 
documented.   The Certifier must evaluate the tasks for completeness and determine if 
the activity is consistent with the approach stated in the SSAA.   The results of the 
completed task analysis are then documented and added to the SSAA.   If problems 
occur while evaluating the integrated system, the Certifier must notify the program 
manager.   If the problem can be fixed, the Certifier can repeat the task analysis 
activity.   The problem and the solution must be included as part of the findings.


C5.2.3.  Recommendation to DAA.   This activity begins after completion of all 
certification tasks and ends with a system accreditation recommendation.   The 
purposes of this activity are to consolidate the findings developed during certification 
of the integrated system and submit the Certifier's report to the DAA.


C5.2.3.1.  If the Certifier concludes that the integrated IS satisfies the SSAA 
technical requirements, the Certifier issues a system certification.   The systems 
certification certifies that the IS has complied with the documented security 
requirements.   Supplemental recommendations might also be made to improve the 
system's security posture.   Such recommendations should provide input to future 
system enhancements and configuration management decisions.


C5.2.3.2.  In some cases, the Certifier may uncover security deficiencies, but 
continue to believe that the short-term system operation is within the bounds of 
acceptable risk.   The Certifier may recommend an Interim Approval To Operate 
(IATO) with the understanding that deficiencies will be corrected in a time period 
specified by the DAA.   These deficiencies must be reflected in the SSAA and an 
agreement obtained on the conditions under which the system may be operated and the 
date by when the deficiencies will be remedied.


C5.2.3.3.  If the Certifier determines that the system does not satisfy the 
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security requirements and that short-term risks place the system operation or 
information in jeopardy, the Certifier must recommend that the IS not be accredited.


C5.2.4.  DAA Accreditation Decision.   After receipt of the Certifier's 
recommendation, the DAA reviews the SSAA and makes an accreditation 
determination.   This determination is added to the SSAA.   The final SSAA 
accreditation package includes the Certifier's recommendation, the DAA authorization 
to operate, and supporting documentation.   The SSAA must contain all the 
information necessary to support the Certifier's recommendation including security 
findings, deficiencies, risks to operate, and actions to resolve any deficiencies.


C5.2.4.1.  If the decision is to accredit, the decision must include the security 
parameters under which the IS is authorized to operate.   If the system does not meet 
the requirements stated in the SSAA, but mission criticality mandates that the system 
become operational, an IATO may be issued.   The DAA, Certifier, program manager, 
and user representative must agree to the proposed solutions, schedule, security 
actions, milestones, and maximum length of time for the IATO validity.


C5.2.4.2.  When the system accreditation has been issued, the responsibility 
for the SSAA will move to the ISSO.   When a decision is made to accredit the system, 
the DITSCAP begins Phase 4.   If the DAA withholds accreditation, the decision must 
state the specific reasons for denial and, if possible, provide suggested solutions.   The 
DITSCAP then reverts to Phase 1 to resolve the issues.


C5.2.4.3.  In some situations a common set of software, hardware, and 
firmware is installed at multiple locations.   Since it is difficult to accredit the common 
systems at all possible locations, the DAA may issue a type accreditation for a typical 
operating environment.   The type accreditation is the official authorization to employ 
identical copies of a system in a specified environment.   The SSAA must be modified 
to include a statement of residual risk and clearly define the intended operating 
environment.   The SSAA must identify specific uses of the system, operational 
constraints and procedures under which the system may operate.   In that case, the 
DAA would include a statement with the accreditation, such as, "This system is 
supplied with a type accreditation.   With the type accreditation, the operators assume 
the responsibility to monitor the environment for compliance with the environment as 
described in the accreditation documentation."   The program manager, user 
representative, and ISSO should ensure that the proper security operating procedures, 
configuration guidance, and training is delivered with the system.
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C5.3.  PHASE 3 CERTIFICATION TASKS 


C5.3.1.  Phase 3 Task Overview.   During Phase 3, eight certification tasks are 
performed on the integrated operational system to ensure that the IS is functionally 
ready for operational deployment.   The certification tasks and the extent of the tasks 
will depend on the certification level agreed on in the SSAA.   After each task is 
completed, a Task Analysis Summary Report must be prepared.   This report must 
include the information shown in Table C5.T2.   For each task and level, complete the 
Minimum Security Checklist, Appendix 2.


 
Table C5.T2.   Task Analysis Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C5.3.2.  Task 3-1, Security Test and Evaluation (ST&E). 


C5.3.2.1.  Task Objective.   The objective of this task is to evaluate the 
technical implementation of the security design and to ascertain that security software, 
hardware, and firmware features affecting confidentiality, integrity, availability, and 
accountability have been implemented as documented in the SSAA and that the 
features perform properly.


C5.3.2.2.  Task Description.   ST&E validates the correct implementation of 
identification and authentication, audit capabilities, access controls, object reuse, 
trusted recovery, and network connection rule compliance.   Individual tests evaluate 
system conformance with the requirements, mission environment, and architecture.   
Test plans and procedures should address all the security requirements and provide 
sufficient evidence of the amount of residual risk.   These results must validate the 
proper integration and operation of all security features.


C5.3.2.2.1.  Hands-on testing should focus on TCB interfaces, system 
initialization, shutoff, and aborts to ensure that the system remains in a secure state.   
Because it is not feasible to include every possible input when testing a system, the 
tester should select those inputs that exercise every security module or every system 
security function and place stress on the system.   Errors should be introduced to test if 
the system fails to perform its function when given invalid commands.   If network
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connections are being used, the team should verify that the connection rules are 
enforced.


C5.3.2.2.2.  When a system is developed for deployment to multiple 
locations a type accreditation may be desirable.   In this situation, a CT&E should 
occur at a central integration and test facility or at one of the intended operating sites, 
if such a facility if not available.   Software and hardware security tests of common 
system components at multiple sites are not recommended.   At the conclusion of the 
type accreditation CT&E, the test results, Certifier's recommendation, and the type 
accreditation are documented in the SSAA.   This SSAA is then sent with the software 
and hardware suite to each site where the IS will be installed.   The site will not need 
to repeat the baseline test conducted by the type accreditation effort.   However, the 
system installation and security configuration should be tested at each operational site 
in the site ST&E.


C5.3.2.2.3.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.2.2.4.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Determine if high-level technical (hardware, software, and firmware) 
security requirements identified in Phase 1 have a corresponding test procedure.   The 
tests should be developed to test the correct implementation of the security policy.


C5.3.2.2.4.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.


C5.3.2.2.4.2.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.2.5.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Determine if high-level technical (hardware, software, and firmware) 
security requirements identified in Phase 1 have a corresponding test procedure.   The 
tests should be developed to test the correct implementation of the security policy.


C5.3.2.2.5.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
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defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.   Security functions must be tested to verify the integration and 
operation of all security features.   The testing must validate the correct 
implementation of identification and authentication, audit analysis, access controls, 
object reuse, trusted recovery, discretionary access controls, and network 
connection rule compliance.


C5.3.2.2.5.2.  If available, the TFM and SFUG must be validated 
for correctness.   Key procedures in the TFM and SFUG must be evaluated for 
completeness.


C5.3.2.2.5.3.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.2.6.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Determine if all technical (hardware, software, and firmware) security 
requirements identified in Phase 1 have a corresponding test procedure.   The tests 
should be developed to test the correct implementation of the security policy.


C5.3.2.2.6.1.  The security functional testing must evaluate the 
system to determine that the implemented system meets the security capabilities 
defined by the SSAA and that the installation parameters and installation procedures 
are implemented correctly.   Tests must validate compliance with the network 
connection rules.   Security functions must be tested to verify the integration and 
operation of all security features.   The testing must validate the correct 
implementation of identification and authentication, audit analysis, access controls, 
object reuse, trusted recovery, discretionary access controls, and network connection 
rule compliance.


C5.3.2.2.6.2.  The TFM and SFUG must be validated for 
correctness.   All the procedures in the TFM and SFUG must be evaluated for 
completeness.


C5.3.2.2.6.3.  The availability and reliability evaluation must check 
for consistency with the approach stated in the SSAA.   This evaluation must 
determine if the system meets established availability and reliability requirements and 
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ensures that the tested system is a correct functional representation of the operational 
system(s).


C5.3.2.3.  Prerequisite Tasks.   Task 2-1 and Task 2-7.


C5.3.2.4.  Input.   Test plan and procedures.


C5.3.2.5.  Output/Products.   An ST&E Analysis Summary Report must be 
prepared.   This report must include the information shown in Table C5.T2.


C5.3.2.6.  Suggested References. 


C5.3.2.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.2.6.2.  "Software Verification and Validation: Its Role in Computer 
Assurance and Its Relationship with Software Project Management Standards" (NIST 
Special Publication 500-165) (reference (v))


C5.3.2.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.2.6.4.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))


C5.3.2.6.5.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C5.3.2.6.6.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-021) (reference (r))


C5.3.2.6.7.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C5.3.2.6.8.  "Assessing Controlled Access Protection (NCSC-TG-028) 
(reference (q)).


C5.3.3.  Task 3-2, Penetration Testing. 


C5.3.3.1.  Task Objective.   The objective of this task is to assess the system's 
ability to withstand intentional attempts to circumvent security features through 
exploitation of the technical security vulnerabilities.
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C5.3.3.2.  Task Description.   Penetration testing is strongly recommended 
for systems of any complexity or criticality.   Penetration testing assesses the system's 
ability to withstand intentional attempts to circumvent system security features by 
exploiting technical security vulnerabilities.   Penetration testing may include insider 
and outsider penetration attempts based on common vulnerabilities for the technology 
being used.


C5.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.3.2.2.  Level 2.   Complete the Minimal Security Activity Checklist.


C5.3.3.2.3.  Level 3.   Analyze the penetration testing to evaluate the 
procedures to determine compliance with the approach stated in the SSAA.   The 
testing must include insider and outsider penetration attempts based on known 
vulnerabilities.   The implemented systems must be tested for flaws, with the 
results described to an appropriate level for the exploitation.


C5.3.3.2.4.  Level 4.   Analyze the penetration testing to evaluate the 
procedures to determine compliance with the approach stated in the SSAA.   The 
testing must include insider and outsider penetration attempts based on known 
vulnerabilities.   The implemented systems must be tested for flaws, with the results 
described to an appropriate level for the exploitation.


C5.3.3.3.  Prerequisite Tasks.   Task 2-1 through Task 2-7.


C5.3.3.4.  Input.   Vulnerability Assessment Report, IV&V Reports, and Task 
Summary Reports from all prerequisite tasks.


C5.3.3.5.  Outputs/Products.   A Penetration Testing Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.3.6.  Suggested References. 


C5.3.3.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.3.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))
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C5.3.3.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.3.6.4.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C5.3.3.6.5.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac)).


C5.3.3.6.6.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C5.3.3.6.7.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C5.3.3.6.8.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C5.3.3.6.9.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C5.3.3.6.10.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C5.3.3.6.11.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C5.3.3.6.12.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C5.3.3.6.13.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C5.3.3.6.14.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TG-022) (reference (t))


C5.3.3.6.15.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C5.3.4.  Task 3-3, TEMPEST and RED-BLACK Verification. 
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C5.3.4.1.  Task Objective.   The objective of this task is to validate that the 
equipment and site meet the TEMPEST and RED-BLACK requirements.   (Conduct 
only if TEMPEST applies.)


C5.3.4.2.  Task Description.   TEMPEST and RED-BLACK verification may 
be required to validate that the equipment and site meet the security requirements.   In 
these situations, the site should be inspected to determine if the environment is 
adequate and that adequate practices are being followed.


C5.3.4.2.1.  Level 1.   Not required.


C5.3.4.2.2.  Level 2.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the 
Physical Control Space (PCS).   At a minimum, determine that adequate separation 
exists between RED and BLACK cables, inspect RED power lines for adequate 
filtering, inspect RED safety grounds and adherence to minimal grounding criteria, 
examine potential fortuitous conductors for presence of proper dielectric separators at 
each PCS or secure area, and for the presence of telephone system isolators.


C5.3.4.2.3.  Level 3.   Analyze the TEMPEST compliance with the 
approach states in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for presence of proper dielectric separators at each PCS or secure area, and for the 
presence of telephone system isolators.   Determine the TEMPEST zones for the 
facility.   Inspect the facility and the equipment to determine that the equipment is 
placed in the proper zones or that TEMPEST equipment is used if the facility is 
not zoned.


C5.3.4.2.4.  Level 4.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for presence of proper dielectric separators at each PCS or secure area, and for the 
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presence of telephone system isolators.   By walkaway and conduction tests, profile 
the electromagnetic radiation TEMPEST zone (ERTZ) of all RED systems, cables, 
and components.   Ensure that the ERTZ is within the PCS from a 
three-dimensional perspective.


C5.3.4.3.  Prerequisite Tasks.   None.


C5.3.4.4.  Input.   Operational equipment's electric specifications, drawings, 
and detailed theory of operation, facility physical controlled space drawings and 
equipment location.


C5.3.4.5.  Output/Products.   A TEMPEST/RED-BLACK Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.4.6.  Suggested References. 


C5.3.4.6.1.  "Compromising Emanations Laboratory Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-92) (reference (ai))


C5.3.4.6.2.  "Compromising Emanations Field Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-93) (reference (aj))


C5.3.4.6.3.  "Procedures for TEMPEST Zoning" (NSTISSAM 
TEMPEST/2-92) (reference (ak))


C5.3.4.6.4.  "Guidelines for Facility Design and Red-Black Installation" 
(NACSEM 5203) (reference (al))


C5.3.5.  Task 3-4, COMSEC Compliance Verification. 


C5.3.5.1.  Task Objective.    The objective of this task is to validate that 
appropriate COMSEC approval has been granted.   (Conduct only is COMSEC 
applies.)


C5.3.5.2.  Task Description.    This task validates that National Security 
Agency (NSA) approved COMSEC is in use and that COMSEC key management 
procedures are used.   COMSEC analysis evaluates how well the SSAA-defined 
COMSEC requirements are integrated into the system architecture and site 
management procedures.
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C5.3.5.2.1.  Level 1.   Not required.


C5.3.5.2.2.  Level 2.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.


C5.3.5.2.3.  Level 3.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.   Analyze 
the COMSEC modules for compliance with the approach stated in the SSAA and 
for consistency with the system architecture.


C5.3.5.2.4.  Level 4.   Analyze the COMSEC key management 
procedures for compliance with the approach stated in the SSAA and for completeness 
and compliance with the COMSEC operational and security requirements.   Analyze 
the COMSEC modules for compliance with the approach stated in the SSAA.   The 
COMSEC modules must be evaluated for consistency with the system architecture 
and that cryptographic principles are appropriate for particular applications.


C5.3.5.3.  Prerequisite Tasks.   None.


C5.3.5.4.  Input.   Key management plan and procedures, Tailored Functional 
System Requirements Specifications, embedded COMSEC modules design 
documentation.


C5.3.5.5.  Output/Products.   A COMSEC Analysis Summary Report must be 
prepared.   This report must include the information shown in Table C5.T2.


C5.3.5.6.   Suggested References. 


C5.3.5.6.1.  "Communications Security" (COMSEC) (DoD Directive 
C-5200.5) (reference (am))


C5.3.5.6.2.  "Defense Special Security Communications Systems:  
Security Criteria and Telecommunications Guidance" (DoD C-5030.58-M) (reference 
(an))


C5.3.5.6.3.  "Communications Security (COMSEC) Monitoring" 
(NTISSD 600) (reference (ao))
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C5.3.5.6.4.  "INFOSEC Software Engineering Standards and Practices 
Manual" (NSA DS-80) (reference (ap))


C5.3.6.  Task 3-5, System Management Analysis. 


C5.3.6.1.  Task Objective.   The objective of this task is to ensure that system 
security management procedures are in place, operational, and effective.   This task 
verifies that configuration management policies and programs consider security 
implications in all modifications to the accredited system baseline and operational 
concept.


C5.3.6.2.  Task Description.   The system management infrastructure must be 
examined to determine whether it adequately supports the maintenance of the 
environment, mission, and architecture described in the SSAA.   Infrastructure 
components include security policies, system and security management organizations, 
system operating procedures, security training and awareness, Rules of Behavior, 
incident response plan and procedures, virus detection, and configuration management 
organization and processes.   These components provide insight into security 
operations at the site.


C5.3.6.2.1.  An effective configuration management program is 
mandatory if an established security posture is to be maintained.   The system 
management analysis task evaluates the configuration management practices to 
determine their ability to preserve the integrity of the security relevant software and 
hardware.   A system baseline identifies all hardware, software, and firmware 
components and external interfaces, supports future security evaluations, and 
establishes a know reference point from which to make future accreditation decisions.   
Configuration management practices must include periodic reverification of the system 
configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.2.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.6.2.3.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.   The procedures must 
include the management hierarchy with respect to the ability of the ISSO to report 


DoD 8510.1-M, July 31, 2000


103 CHAPTER 5







security incidents and implement changes, management procedures, self-assessment 
techniques, and security intrusion detection.


C5.3.6.2.4.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.


C5.3.6.2.4.1.  An effective configuration management program is 
mandatory if an established secure posture is to be maintained.   Evaluate the 
configuration management practices to determine their ability to preserve the 
integrity of the security relevant software and hardware.   A system baseline that 
identifies all information hardware, software, and firmware components and 
external interfaces provides for future security evaluations and establishes a 
known reference point from which to make future accreditation decisions.   
Configuration management practices must include periodic reverification of the 
system configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.5.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the security management procedures' compliance with the 
approach stated in the SSAA.   This analysis must include an examination of the roles 
and responsibilities assigned to the ISSO to ensure that the responsibilities are 
consistent with the procedures identified in the SSAA.   The system and security 
management organization must be examined to determine the ability of the ISSO to 
report security incidents and implement security changes.


C5.3.6.2.5.1.  Evaluates the configuration management practices to 
determine their ability to preserve the integrity of the security relevant software and 
hardware.   A system baseline that identifies all information hardware, software, and 
firmware components and external interfaces provides for future security evaluations 
and establishes a known reference point from which to make future accreditation 
decisions.   Configuration management practices must include periodic reverification 
of the system configuration to ensure unauthorized changes have not occurred.


C5.3.6.2.5.2.  An FCA must be used to demonstrate the readiness 
of the software for government acceptance testing, as applicable.   A PCA must be 
conducted to check the hardware and software prior to delivery to the 
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organization.   This check ensures that everything (hardware and software) has 
been delivered.


C5.3.6.3.  Prerequisite Tasks.   System integration, Task 2-5 and Task 2-7.


C5.3.6.4.  Input.   Life-Cycle Management Plan Analysis Summary Report, 
and Vulnerability Assessment Report.


C5.3.6.5.  Output/Products.   A System Management Analysis Summary 
Report must be prepared.   This report must include the information shown in Table 
C5.T2.


C5.3.6.6.  Suggested References. 


C5.3.6.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C5.3.6.6.2.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C5.3.6.6.3.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C5.3.6.6.4.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C5.3.6.6.5.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C5.3.7.  Task 3-6, Site Accreditation Survey. 


C5.3.7.1.  Task Objective.   The objective of this task is to evaluate the site to 
ensure that the integration and operation of the system, with its certified design and 
operational concept, pose an acceptable risk to the information being processed.


C5.3.7.2.  Task Description.   The site accreditation survey task validates that 
the site operation of the IS is accomplished as documented in the SSAA.   The site 
accreditation survey analyzes the operational procedures for the IS, environment, 
personnel security, and physical security to determine if they pose any unacceptable 
risks to the information being processed.   Where the IS is not confined to a fixed site
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(tactical or mobile systems and embedded systems in ships or aircraft), the IS must be 
examined in representative sites or environments.


C5.3.7.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.7.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Conduct a site accreditation survey.   This survey must verify that physical, 
personnel, administrative, and operational security complies with the SSAA and the 
physical security procedures.   The environmental controls (fire sensors, fire 
suppression, and fire procedures) must be evaluated for consistency with the SSAA 
and identified for the system architecture.


C5.3.7.3.  Prerequisite Tasks.   Tasks 2-5 and Task 3-1 through Task 3-5.


C5.3.7.4.  Input.   Site security procedures and practices, Rules of Behavior, 
Trusted Facility Manual, and Security Features Users Guide.


C5.3.7.5.  Output/Products.   A Site Accreditation Survey Analysis Summary 
Report must be prepared that includes the information shown in Table C5.T2.


C5.3.7.6.  Suggested References. 


C5.3.7.6.1.  "Office of Management and Budget Circular No. A-130" 
(reference (d))


C5.3.7.6.2.  "Guideline for Password Usage" (FIPS Publication 112) 
(reference (aq))
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C5.3.7.6.3.  "Computer Data Authentication" (FIPS Publication 113) 
(reference (ar))


C5.3.8.  Task 3-7, Contingency Plan Evaluation. 


C5.3.8.1.  Task Objective.   The objective of this task is to ensure that 
contingency plans are developed and provide reasonable continuity of IS support if 
events occur that prevent normal operations.


C5.3.8.2.  Task Description.   The contingency plan evaluation task analyzes 
the contingency, backup, and continuity of service plans to ensure the plans are 
consistent with the requirements identified in the SSAA.   Periodic testing of the 
contingency plan is required by DoD Directive 5200.28 (reference (b)) for critical 
systems and is encouraged for all systems.


C5.3.8.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.8.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the contingency or continuity of operations plans for 
completeness to ensure that the plans are consistent with procedures identified in the 
SSAA.   The contingency plans must be evaluated for feasibility.   Determine if the 
contingency plan is periodically tested.


C5.3.8.3.  Prerequisite Tasks.   None.


C5.3.8.4.  Input.   Contingency Plan.


C5.3.8.5.  Output/Products.   A Contingency Plan Analysis Summary Report 
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must be prepared.   This report must include the information shown in Table C5.T2.


C5.3.8.6.  Suggested Reference.   "Guidelines for ADP Contingency 
Planning" (FIPS Publication 87), reference (as)


C5.3.9.  Task 3-8, Risk Management Review. 


C5.3.9.1.  Task Objective.   The objective of this task is to assess the overall 
system security design and architecture against the concept of operations, operational 
environment, information security policy requirements, and threats to ensure that risks 
to confidentiality, integrity, availability, and accountability of the information and 
system are acceptable.


C5.3.9.2.  Task Description.   The risk management review task assesses the 
operation of the system to determine if the risk to confidentiality, integrity, availability, 
and accountability is being maintained at an acceptable level.   This review should 
assess the system vulnerabilities with respect to the documented threat, ease of 
exploitation, potential rewards, and probability of occurrence.   The operational 
procedures and safeguards should be evaluated to determine their effectiveness and 
ability to offset risk.   The risk management review quantifies the risks the system 
assets are exposed to in the physical, personnel, administrative, and operating 
procedures, communications, emanations, hardware, software, and data security 
areas.   A risk is derived from the analysis of a threat and vulnerability to that threat.   
The purpose of this analysis is to determine if countermeasures are adequate to limit 
the probability of loss or the impact of loss is reduced to an acceptable level.   For each 
residual risk, a statement should be made to indicate the rationale for accepting or 
rejecting the risk and possible future modifications to resolve the problem.   If future 
solutions are proposed, a tentative implementation schedule should be included.   This 
is the final review before developing the recommendation to the DAA.


C5.3.9.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C5.3.9.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place and are current.   The Security Awareness 
Program must provide program and functional managers, end users, IS management, 
operations and programming staff, and security staff with the tools and procedures 
required to ensure that the security system is maintained.
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C5.3.9.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place, are current and effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.


C5.3.9.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program, and an 
Incident Response Program are in place, are current and effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Conduct tests to 
verify the effectiveness of the Rules of Behavior and Incident Response Plan.


C5.3.9.3.  Prerequisite Tasks.   Tasks 2-7 and Tasks 3-1 through 3-7.


C5.3.9.4.  Input.   Vulnerability Assessment Report, Threat Analysis, System 
Design Documentation, PDR and CDR Results, Source Code, IV&V Results.


C5.3.9.5.  Output/Products.   A Risk Management Analysis Summary Report 
must be prepared that includes the information shown in Table C5.T2.


C5.3.9.6.  Suggested References.   None.


C5.4.  PHASE 3 ROLES AND RESPONSIBILITIES 


C5.4.1.  Security Team Responsibilities. 


C5.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During Phase 3 the DAA is responsible for the 
activities shown in Table C5.T3.
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Table C5.T3.   DAA Responsibilities


1. Assess the vulnerabilities and residual risk.


2. Decide if the security safeguards and residual risk are acceptable.


3. Approve any corrective actions required.


4. Sign the accreditation document.


C5.4.1.2.  Certifier and Certification Team Responsibilities.   During Phase 3, 
the Certifier and certification team are responsible for the tasks shown in Table C5.T4.


 
Table C5.T4.   Certifier and Certification Team Responsibilities


1. Complete the Phase 3 certification analysis tasks.


2. Maintain C&A schedules, plan of action and milestones based on performance of the technical effort.


3. Integrate changes to the security architecture and system security requirements into the SSAA.


4. Identify and assess system vulnerabilities.


5. Recommend risk mitigation measures.


6. Report certification results to the DAA, program manager, and user representative.


7. Prepare final SSAA (including all certification evidence).


8. Provide a recommendation for or against accreditation.


C5.4.2.  User Representative Responsibilities.   The user representative is 
responsible for the tasks shown in Table C5.T5. during Phase 3.


 
Table C5.T5.   User Representative Responsibilities


1. Support certification actions.


2. Implement and maintain Standard Operating Procedures and Rules of Behavior.


3. Provide changes to the mission statement, functional environment, and organizational structure to the 
certification team.


4. Review certification results.


C5.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C5.4.3.1.  Program Manager Responsibilities.   The program manager is 
responsible for the tasks shown in Table C5.T6. during Phase 3.


 
Table C5.T6.   Program Manager Responsibilities


1. Support certification team performance of Phase 3 tasks.


2. Provide access to the IS for the ST&E.


3. Make system modifications as necessary to reduce or eliminate system vulnerabilities.
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C5.4.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 3, the program management support staff has the DITSCAP responsibilities 
shown in Table C5.T7.


 
Table C5.T7.   Program Management Support Staff Responsibilities


1. Determine the level of effort.


2. Support the cost and schedule determinations.


3. Monitor C&A progress.


4. Maintain system documentation.


C5.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 3, the developer, integrator, or maintainer is responsible for the tasks shown in 
Table C5.T8.


 
Table C5.T8.   Developer, Integrator, or Maintainer Responsibilities


1. Develop or integrate technical security solutions and security requirements.


C5.4.3.4.  Configuration Management Responsibilities.   During Phase 3, the 
configuration management staff support the program manager in the development and 
maintenance of system documentation.


C5.4.3.5.  System Administrator Responsibilities.   There are no system 
administration responsibilities in Phase 3.
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C6.  CHAPTER 6


PHASE 4, POST ACCREDITATION


C6.1.  PHASE 4 OVERVIEW 


C6.1.1.  Phase 4 Overview.   Phase 4, Figure C6.F1., contains activities required 
to continue to operate and manage the system so that it will maintain an acceptable 
level of risk.   Post accreditation activities include ongoing maintenance of the SSAA, 
system operations, security operations, configuration management, and compliance 
validation.
   


Figure C6.F1.  Post Accreditation Phase


C6.1.2.  Phase 4 begins after the system has been integrated into the operational 
computing environment and accredited.   Phase 4 continues until the IS is removed 
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from service, a major change is planned for the system, or a periodic compliance 
validation is required.   In the first case, the DITSCAP responsibilities of the 
acquisition organization shift to the system manager or designated maintenance 
organization.   In the other two cases, the DITSCAP reverts to Phase 1.   When a major 
change is planned for a legacy system or the legacy system's periodic validation is 
required, the DITSCAP process is initiated starting at Phase 1.


C6.2.  PHASE 4 ACTIVITIES 


C6.2.1.  System and Security Operation.   The system operation activity include 
the secure operations of the IS and the associated computing environment.   System 
maintenance tasks ensure that the IS continues to operate within the stated parameters 
of the accreditation.


C6.2.1.1.  Secure system operation depends on the organization and its 
procedures.   Site operations staff and the ISSO are responsible for maintaining an 
acceptable level of residual risk.   That is done by addressing security considerations 
when changes are made to either the IS baseline or to the baseline of the computing 
environment operational site.   The ISSO is responsible for determining the extent that 
a change affects the security posture of either the IS or the computing environment, for 
obtaining approval of security relevant changes, and for documenting the 
implementation of that change in the SSAA and site operating procedures.   Users are 
responsible for operating the system under the security guidelines established in the 
SSAA.


C6.2.1.2.  Maintaining a security system is an ongoing process that manages 
risk against the IS, the computing environment, and its resources.   Effective 
management of the risk continuously evaluates the threats that the system is exposed 
to, evaluates the capabilities of the system and environment to minimize the risk, and 
balances the security measures against cost and system performance.   Secure system 
management preserves the acceptable level of residual risk based on the relationship of 
mission, environment, and architecture of the IS and it's computing environment.   
Secure system management is a continuous review and approval process that involves 
the users, ISSOs, acquisition or maintenance organizations, and DAA.   The Phase 4 
security tasks are described in Table C6.T1.
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Table C6.T1.   System/Security Operations Tasks


1. SSAA Maintenance


2. Physical, Personnel, and Management Control Review


3. TEMPEST Evaluation


4. COMSEC Compliance Evaluation


5. Contingency Plan Maintenance


6. Configuration Management


7. QSystem Security Management


8. Risk Management Review


C6.2.2.  Compliance Validation.   Periodic review of the operational system and 
its computing environment must occur at predefined intervals, as defined in the 
SSAA.11   The purpose of this activity is to ensure the system continues to comply with 
the security requirements, current threat assessment, and concept of operations.   The 
compliance review should ensure that the contents of the SSAA adequately address the 
functional environment into which the IS has been placed.   The compliance validation 
tasks should repeat all the applicable Phase 2 and 3 tasks.   When compliance 
validation is conducted, the minimum tasks that should be completed are listed in 
Table C6.T2.


 
Table C6.T2.   Compliance Validation Tasks


1. Site and Physical Security Validation


2. Security Procedures Validation


3. System Changes and Related Impact Validation


4. System Architecture and System Interfaces Validation


5. Management Procedures Validation


6. Risk Decisions Validation


 11 OMB, DoD, Service, and Agency directives have mandatory recertification and reaccredidation requirements.   These 
requirements must be included in the SSAA, governing security requisites.
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C6.3.  PHASE 4 CERTIFICATION TASKS 


C6.3.1.  Phase 4 Task Overview.   Phase 4 tasks include both evaluation and 
maintenance of the secure system operation, site procedures and practices, and 
environmental requirements unique to the site.   The extent of the tasks will depend on 
the certification level agreed on in the SSAA.   After each task is completed, a Task 
Analysis Summary Report must be prepared.   This report must include the information 
shown in Table C6.T3.


 
Table C6.T3.   Task Analysis Report Topics


1. Record of findings.


2. Evaluation of vulnerabilities discovered during evaluations.


3. Summary of the analysis level of effort.


4. Summary of tools used and results obtained.


5. Recommendations.


C6.3.2.  Task 4-1, SSAA Maintenance. 


C6.3.2.1.  Task Objective.   The objective of this task is to update the SSAA 
whenever necessary to ensure it reflects the current operating system mission, 
environment and architecture.


C6.3.2.2.  Task Description.   SSAA maintenance is an ongoing task.   Each 
time any change occurs to the system mission, the threat, operating environment, 
security architecture, or any operating procedures, those changes should be reflected in 
the SSAA.


C6.3.2.2.1.  Level 1.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.2.2.  Level 2.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.2.3.  Level 3.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.
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C6.3.2.2.4.  Level 4.   Review the SSAA and make changes as necessary 
to keep the document and all the attachments current.   Submit all security relevant 
changes to the DAA, program manager, and user representative for approval.


C6.3.2.3.  Prerequisite Tasks.   All Phase 1, 2, and 3 tasks.


C6.3.2.4.  Input.   Approved SSAA.


C6.3.2.5.  Output/Products.   A revised SSAA.


C6.3.2.6.  Suggested References.   None.


C6.3.3.  Task 4-2, Physical, Personnel, and Management Control Review. 


C6.3.3.1.  Task Objective.   The objective of this task is to evaluate the 
deployment environment of a previously accredited system to ensure compliance with 
the SSAA.


C6.3.3.2.  Task Description.   The Phase 3 Site Accreditation Survey task 
validated that the site operation of the IS was accomplished as documented in the 
SSAA.   This task continues to analyze the operational procedures for the IS, 
environmental concerns, operational procedures, personnel security controls, and 
physical security to determine if they pose any unacceptable risks to the information 
being processed.


C6.3.3.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C6.3.3.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.


C6.3.3.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.
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C6.3.3.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Verify that the physical, personnel, environmental, and procedural security 
complies with the approach stated in the SSAA.   This evaluation must determine if the 
operational environment meets established physical, personnel, environmental 
controls, and procedural security requirements.   When the evaluation has been 
completed, the results must be documented and included in the SSAA.


C6.3.3.3.  Prerequisite Tasks.   Task 2-5 and Task 3-5 through Task 3-8.


C6.3.3.4.  Input.   Task Summary Reports from all prerequisite tasks, Site and 
System Security Operating Procedures.


C6.3.3.5.  Output/Products.   A Physical, Personnel, and Management 
Control Review Summary Report summary report must be prepared.   This report must 
include the information shown in Table C6.T3.


C6.3.3.6.  Suggested References. 


C6.3.3.6.1.  "Configuration Management Military Standard" 
(MIL-STD-973) (reference (ab))


C6.3.3.6.2.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C6.3.3.6.3.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C6.3.4.  Task 4-3, TEMPEST Evaluation. 


C6.3.4.1.  Task Objective.   The objective of this task is to validate that the 
equipment and site continue to meet TEMPEST and RED-BLACK requirements, as 
appropriate.


C6.3.4.2.  Task Description.   Periodic TEMPEST and RED-BLACK 
verification may be required to ensure that the equipment and site meet the security 
requirements.   In these situations the site should be inspected to determine if adequate 
practices are being followed and the equipment may be subjected to TEMPEST testing.


C6.3.4.2.1.  Level 1.   Not required.


C6.3.4.2.2.  Level 2.   Analyze the TEMPEST compliance with the 
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stated approach in the SSAA.   A RED-BLACK facility evaluation must be performed 
to determine if adequate TEMPEST practices are followed to prevent potential 
TEMPEST transmissions beyond the PCS.   At a minimum, determine that adequate 
separation exists between RED and BLACK cables, inspect RED power lines for 
adequate filtering, inspect RED safety grounds and adherence to minimal grounding 
criteria, examine potential fortuitous conductors for the presence of proper dielectric 
separators at each PCS or secure area and for the presence of telephone system 
isolators.


C6.3.4.2.3.  Level 3.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between Red and Black 
cables, inspect Red power lines for adequate filtering, inspect Red safety grounds and 
adherence to minimal grounding criteria, examine potential fortuitous conductors for 
the presence of proper dielectric separators at each PCS or secure area and for the 
presence of telephone system isolators.   Determine the TEMPEST zones for the 
facility.   Inspect the facility and the equipment to determine whether the 
equipment is placed in the proper zones, or TEMPEST equipment is used if the 
facility is not zoned.


C6.3.4.2.4.  Level 4.   Analyze the TEMPEST compliance with the 
approach stated in the SSAA.   Evaluate the site to determine if adequate TEMPEST 
practices are followed to reduce potential TEMPEST transmissions beyond the PCS.   
At a minimum, determine that adequate separation exists between RED and BLACK 
cables, inspect RED power lines for adequate filtering, inspect RED safety grounds 
and adherence to minimal grounding criteria, examine potential fortuitous conductors 
for the presence of proper dielectric separators at each PCS or secure area, and for the 
presence of telephone system isolators.   By walkaway and conduction tests profile 
the ERTZ of all RED systems, cables, and components.   Ensure that the ERTZ is 
within the PCS from a three-dimensional perspective.


C6.3.4.3.  Prerequisite Tasks.   Task 3-3.


C6.3.4.4.  Input.   Previously conducted TEMPEST Surveys and Tests, 
Sensitive Compartmented Information Facility (SCIF) Accreditation Report, 
Equipment Electrical Operation Specifications, Drawings, and detailed Theory of 
Operation; Facility Physical Controlled Space Drawings and Equipment Location.
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C6.3.4.5.  Output/Products.   A TEMPEST Evaluation Summary Report must 
be prepared that includes the information shown in Table C6.T3.


C6.3.4.6.  Suggested References. 


C6.3.4.6.1.  "Laboratory TEMPEST Test Standard" (NSTISSAM 
TEMPEST/1-92) (reference (ai))


C6.3.4.6.2.  "Compromising Emanations Field Test Requirements, 
Electromagnetics" (NSTISSAM TEMPEST/1-93) (reference (aj))


C6.3.4.6.3.  "Procedures for TEMPEST Zoning" (NSTISSAM 
TEMPEST/2-92) (reference (ak))


C6.3.4.6.4.  "Guidelines for Facility Design and Red/Black Installation" 
(NACSEM 5203) (reference (al))


C6.3.5.  Task 4-4, COMSEC Compliance Evaluation. 


C6.3.5.1.  Task Objective.   The objective of this task is to validate that 
appropriate COMSEC approval has been granted and continues to support the 
requirements and agreements in the SSAA.


C6.3.5.2.  Task Description.   This task determines that COMSEC approved 
key management procedures continue to be used.   COMSEC analysis continuously 
evaluates how well the SSAA defined COMSEC requirements are integrated into the 
system architecture and the site management procedures.


C6.3.5.2.1.  Level 1.   Not required.


C6.3.5.2.2.  Level 2.   Analyze the key management plan to evaluate its 
compliance with the approach stated in the SSAA.   The plan must be evaluated for 
completeness and compliance with the COMSEC operational and security 
requirements.


C6.3.5.2.3.  Level 3.   Analyze the key management procedures to 
evaluate its compliance with the approach stated in the SSAA.   The key management 
plan and procedures must be evaluated for completeness and compliance with the 
COMSEC operational and security requirements.    Analyze the COMSEC modules 
to evaluate their compliance with the approach stated in the SSAA.   The 
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COMSEC modules must be evaluated for consistency with the system architecture.


C6.3.5.2.4.  Level 4.   Analyze the key management procedures to 
evaluate its compliance with the approach stated in the SSAA.   The key management 
plan and procedures must be evaluated for completeness and compliance with the 
COMSEC operational and security requirements.   The analysis of the COMSEC 
modules must be evaluated for compliance with the approach stated in the SSAA.   
The modules must also be evaluated for consistency with the system architecture 
and to ensure that cryptographic principles are appropriate for particular 
applications. 


C6.3.5.3.  Prerequisite Tasks.   Task 3-4.


C6.3.5.4.  Input.   Key Management Plan and Procedures, Tailored 
Functional System Requirements Specifications, embedded COMSEC Modules Design 
Documentation, previous evaluation of integration of embedded COMSEC modules 
into the system.


C6.3.5.5.  Output/Products.   A COMSEC Compliance Evaluation Summary 
Report must be prepared that includes the information shown in Table C6.T3.


C6.3.5.6.  Suggested References. 


C6.3.5.6.1.  "Communications Security (COMSEC)" (DoD Directive 
C-5200.5) (reference (am))


C6.3.5.6.2.  "Defense Special Security Communications Systems:  
Security Criteria and Telecommunications Guidance (DoD C-5030.58-M) (reference 
(an))


C6.3.5.6.3.  "Communications Security (COMSEC) Monitoring" 
(NTISSD 600) (reference (ao))


C6.3.5.6.4.  "INFOSEC Software Engineering Standards and Practices 
Manual" (NSA DS-80) (reference (ap))


C6.3.6.  Task 4-5, Contingency Plan Maintenance. 


C6.3.6.1.  Task Objective.   The objective of this task is to ensure that 
contingency plans are maintained and provide reasonable continuity of IS support 
when events occur that prevent normal operations.


DoD 8510.1-M, July 31, 2000


120 CHAPTER 6







C6.3.6.2.  Task Description.   Periodically review the contingency plan and 
related procedures to ensure they remain current.   A contingency plan should cover 
emergency response, back-up operations, and post-disaster recovery.   The plan should 
consider natural disasters, enemy actions, or malicious attacks.   Adequate resources 
must be available to support the continuity of operations in an emergency situation.


C6.3.6.2.1.  Level 1.   Complete the Minimal Security Activity Checklist.


C6.3.6.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Review contingency plans for the system and site to ensure consistency 
with the approach stated in the SSAA.


C6.3.6.3.  Prerequisite Tasks.   Task 3-7.


C6.3.6.4.  Input.   System and Site Contingency Plans, Contingency Plan 
Analysis Summary Report.


C6.3.6.5.  Output/Products.   A Contingency Plan Maintenance Summary 
Report must be prepared that includes the information shown in Table C6.T3.


C6.3.6.6.  Suggested Reference.   "Guidelines for ADP Contingency 
Planning" (FIPS Publication 87) (reference (as)) 


C6.3.7.  Task 4-6, Configuration Management. 


C6.3.7.1.  Task Objective.   The objective of this task is to continually assess 
proposed changes to the system to determine if they will impact the security posture of 
the accredited system.


C6.3.7.2.  Task Description.   After an IS is approved for operation in a 
specific computing environment, changes to the IS and the computing environment 
must be controlled.   While changes may adversely affect the overall security posture 
of the infrastructure and the IS, change is ongoing as it responds to the needs of the 
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user and new technology developments.   As the threats become more sophisticated or 
focused on a particular asset, countermeasures must be strengthened or added to 
provide adequate protection.   Therefore, configuration management is required to 
maintain an acceptable level of residual risk.


C6.3.7.2.1.  Accreditation is based on security assumptions that tie 
certified hardware and software of each system to the configuration of the computing 
environment.   Changes in the IS configuration, operational mission, computing 
environment, or to the computing environment's configuration may invalidate the 
security assumptions.


C6.3.7.2.2.  The program manager, ISSO, and system users must support 
the system configuration management process.   They must be involved in the 
configuration management process to ensure that changes do not have an adverse affect 
on the security posture of the system and its associated IS.   The strategy for managing 
change must be defined in the SSAA.   The ISSO must review and approve changes 
relating to security and document the implementation of a change in the SSAA.   
Changes that significantly affect the system security posture must be forwarded to the 
DAA, Certifier, user representative, and program manager.


C6.3.7.2.3.  Level 1.   Review the proposed system changes to determine 
if they have any impact on the system security posture.


C6.3.7.2.4.  Level 2.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
they are implemented.   Monitor the system for events that may indicate that the 
system needs to be recertificed.   These events may include changes to security 
critical software or hardware, changes to the threat, changes in the mission, or 
unauthorized system changes.   Update the SSAA as appropriate.


C6.3.7.2.5.  Level 3.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
they are implemented.   Monitor the system for events that may indicate that the system 
needs to be recertificed.   These events may include changes to security critical 
software or hardware, changes to the threat, changes in the mission, or unauthorized 
system changes.    Test the system with automated tools to verify that the system 
configuration has not changed.   Update the SSAA as appropriate.


C6.3.7.2.6.  Level 4.   Attend the configuration management review 
board meetings (or their equivalent) and review each proposed system change before 
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they are implemented.   Monitor the system for events that may indicate that the system 
needs to be recertificed.   These events may include changes to security critical 
software or hardware, changes to the threat, changes in the mission, or unauthorized 
system changes.   Test the system with automated tools to verify that the system 
configuration has not changed.   Update the SSAA as appropriate.


C6.3.7.3.  Prerequisite Tasks.   Task 2-5, Task 3-5, and Task 4-1.


C6.3.7.4.  Input.   Current SSAA, System Design Documentation, PDR and 
CDR results, Source Code, Configuration Management Review Board minutes and 
notes, System Change Requests.


C6.3.7.5.  Output/Products.   A Configuration Management Summary Report 
must be prepared.   This report must include the information shown in Table C6.T3.


C6.3.7.6.  Suggested Reference.   "Configuration Management Military 
Standard" (MIL-STD-973) (reference (ab))


C6.3.8.  Task 4-7, Risk Management Review. 


C6.3.8.1.  Task Objective.   The objective of this task is to assess the overall 
system security design, architecture, and other SSAA requirements against the concept 
of operations, operational environment, and threats to ensure that risk to 
confidentiality, integrity, availability, or accountability of the information and system 
remains acceptable.   Known threats, as well as any new threats, must be analyzed to 
determine if the system still adequately protects against all them.   Possible threat 
changes include those items shown in Table C6.T4.


 
Table C6.T4.   Possible Threat Changes


1. A change in the IT mission or user profile.


2. A change in the IT architecture, such as the addition of a LAN or WAN connection.


3. A change in criticality and/or sensitivity level that causes a change in the countermeasures required.


4. A change in the security policy.


5. A change in the threat or system risk.


6. A change in the activity that requires a different security mode of operation.


7. A breach of security, a breach of system integrity, or an unusual situation that may invalidate the 
accreditation by revealing a flaw in security design.


8. Results of an audit or external assessment.
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C6.3.8.2.  Task Description.   The risk management review task continues to 
assess the operation of the system to determine if the risk to confidentiality, integrity, 
availability, and accountability is being maintained at an acceptable level.   This 
review should assess the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures and safeguards should be evaluated to determine their effectiveness and 
ability to offset risk.   Any changes to the risk should immediately be reported to the 
DAA.


C6.3.8.2.1.  Level 1.    Complete the Minimal Security Activity Checklist.


C6.3.8.2.2.  Level 2.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place and are current.   The Security Awareness 
Program must provide program and functional managers, end users, IS management, 
operations and programming staff, and security staff with the tools and procedures 
required to ensure that the security system is maintained.   Evaluate the availability and 
effectiveness of tools and procedures to ensure that the security system is maintained.


C6.3.8.2.3.  Level 3.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place, are current, and are effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Evaluate the 
availability and effectiveness of tools and procedures to ensure that the security system 
is maintained.   Capabilities of the tools may include real-time monitoring and 
alerts, intrusion detection, network analysis, audit analysis, user management, risk 
analysis, and network configuration management tools.


C6.3.8.2.4.  Level 4.   Complete the Minimal Security Activity 
Checklist.   Analyze the system vulnerabilities with respect to the documented threat, 
ease of exploitation, potential rewards, and probability of occurrence.   The operational 
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procedures must be evaluated to determine their ability to offset residual risk.   Verify 
that security Rules of Behavior, a Security Awareness and Training Program and an 
Incident Response Program are in place are current, and are effective.   The Security 
Awareness Program must provide program and functional managers, end users, IS 
management, operations and programming staff, and security staff with the tools and 
procedures required to ensure that the security system is maintained.   Conduct tests to 
verify the effectiveness of the Rules of Behavior and Incident Response Plan.   
Evaluate the availability and effectiveness of tools and procedures to ensure that the 
security system is maintained.   Capabilities of the tools may include real-time 
monitoring and alerts, intrusion detection, network analysis, audit analysis, user 
management, risk analysis, and network configuration management tools.


C6.3.8.3.  Prerequisite Tasks.   Task 2-6, Task 3-6 through Task 3-8, and 
Task 4-1 through Task 4-6.


C6.3.8.4.  Input.   SSAA, Risk Analysis, Threat Analysis, Vulnerability 
Evaluation, and IV&V results, Task Summary Reports from all prerequisite tasks.


C6.3.8.5.  Output/Products.   An updated SSAA and a Risk Management 
Review Summary Report must be prepared.   This report must include the information 
shown in Table C6.T3.


C6.3.8.6.  Suggested References. 


C6.3.8.6.1.  "Guideline for Life-Cycle Validation, Verification, and 
Testing of Computer Software" (FIPS Publication 101) (reference (u))


C6.3.8.6.2.  "Software Verification and Validation:  Its Role in 
Computer Assurance and Its Relationship with Software Project Management 
Standards" (NIST Special Publication 500-165) (reference (v))


C6.3.8.6.3.  "Automated Tools for Testing Computer System 
Vulnerability" (NIST Special Publication 800-6) (reference (w))


C6.3.8.6.4.  "Systems Engineering Management Guide" (Defense 
Systems Management College, January 1990) (reference (n))


C6.3.8.6.5.  "A Guide to Understanding Audit in Trusted Systems" 
(NCSC-TG-001, Version 2) (reference (x))
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C6.3.8.6.6.  "A Guide to Understanding Discretionary Access Control in 
Trusted Systems" (NCSC-TG-003, Version 1) (reference (y))


C6.3.8.6.7.  "A Guide to Understanding Configuration Management in 
Trusted Systems" (NCSC-TG-006, Version 1) (reference (ac))


C6.3.8.6.8.  "A Guide to Understanding Design Documentation in 
Trusted Systems" (NCSC-TG-021, Version 1) (reference (r))


C6.3.8.6.9.  "A Guide to Understanding Trusted Distribution in Trusted 
Systems" (NCSC-TG-008, Version 1) (reference (ad))


C6.3.8.6.10.  "Trusted Network Interpretation Environments Guideline" 
(NCSC-TG-011, Version 1) (reference (s))


C6.3.8.6.11.  "Rating Maintenance Phase Program Documentation" 
(NCSC-TG-013) (reference (ae))


C6.3.8.6.12.  "A Guide to Understanding Trusted Facility Management" 
(NCSC-TG-015, Version 1) (reference (af))


C6.3.8.6.13.  "A Guide to Understanding Identification and 
Authentication in Trusted Systems" (NCSC-TG-017, Version 1) (reference (z))


C6.3.8.6.14.  "A Guide to Understanding Object Reuse in Trusted 
Systems" (NCSC-TG-018, Version 1) (reference (aa))


C6.3.8.6.15.  "Trusted Database Management System Interpretation" 
(NCSC-TG-012) (reference (p))


C6.3.8.6.16.  "A Guide to Understanding Trusted Recovery in Trusted 
Systems" (NCSC-TF-022) (reference (t))


C6.3.8.6.17.  "Assessing Controlled Access Protection" (NCSC-TG-028) 
(reference (q))


C6.3.9.  Task 4-8, Compliance Validation. 


C6.3.9.1.  Task Objective.   The objective of the compliance validation tasks 
are to ensure that the IS complies with the security requirements, current threat 
assessment, and concept of operations.
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C6.3.9.2.  Task Description.   The compliance validation tasks ensure that the 
contents of the SSAA adequately address the functional environment into which the IS 
has been placed.   The compliance validation tasks should repeat all the applicable 
Phase 2 and 3 tasks.   At a minimum, when compliance validation is conducted, the 
minimum tasks that should be conducted are listed in Table C6.T5.


 
Table C6.T5.   Compliance Validation Tasks


1. Site and Physical Security Validation


2. Security Procedures Validation


3. System Changes and Related Impact Validation


4. System Architecture and System Interfaces Validation


5. Management Procedures Validation


6. Risk Decisions Validation


C6.3.9.2.1.  Level 1.   Complete the Minimum Security Activity 
Checklist.


C.6.3.9.2.2.  Level 2.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.2.3.  Level 3.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.2.4.  Level 4.   Conduct the appropriate activities from Phase 2 
and 3 tasks to adequately validate the system compliance within its operating 
environment.


C6.3.9.3.  Prerequisite Tasks.   All Phase 2 and 3 tasks.


C6.3.9.4.  Input.   Approved SSAA, Task Summary Reports from all 
prerequisite tasks.


C6.3.9.5.  Output/Products.   A Compliance Validation Summary Report 
must be prepared.   This report must include the information shown in Table C6.T3.


C6.3.9.6.  Suggested References. 


C6.3.9.6.1.  See references from related Phase 2 and 3 tasks.
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C6.4.  PHASE 4 ROLES AND RESPONSIBILITIES 


C6.4.1  Security Team Responsibilities. 


C6.4.1.1.  DAA Responsibilities.   The DAA must continuously review the 
system for compliance with the SSAA.   During Phase 4, the DAA is responsible for 
the tasks shown in Table C6.T6.


 
Table C6.T6.   DAA Responsibilities


1. Review proposed security changes.


2. Oversee compliance validation.


3. Monitor C&A integrity.


4. Establish reaccredidation requirements and ensuring all assigned systems comply with these 
requirements.


5. Decide to reaccreditate, accredit, IATO, or if the SSAA is no longer valid, terminate system operations.


C6.4.1.2.  Certifier and Certification Team Responsibilities.   The Certifier 
and certification team normally are not involved with the system in Phase 4.   Their 
roles and responsibilities in Phase 4 are to support of the DAA, system operators, and 
ISSO as mutually agreed.


C6.4.2.  User Responsibilities. 


C6.4.2.1.  User Representative Responsibilities.   During Phase 4, the user 
representative has the responsibilities shown in Table C6.T7.


 
Table C6.T7.   User Representative Responsibilities


1. Oversee the system operation according to the SSAA.


2. Report vulnerability and security incidents.


3. Report threats to the mission environment.


4. Review and update the system vulnerabilities.


5. Review changes to the security policy and standards.


6. Initiate SSAA review if there are changes in the threat or system configuration.


C6.4.2.2.  ISSO Responsibilities.   The ISSO is usually the security focal 
point within the user community, responsible for the secure operation of the IS within 
the environment agreed on in the SSAA.   The ISSO ensures the IS is deployed and 
operated according to the SSAA through integration of all the security disciplines 
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(COMPUSEC, COMSEC, EMSEC, personnel, physical, and administrative 
procedures) to maintain an acceptable level of residual risk.   The responsibilities of 
the ISSO during Phase 4 include those shown in Table C6.T8.


 
Table C6.T8.   ISSO Responsibilities


1. Periodically review the mission statement, operating environment, and security architecture to determine 
compliance with the approved SSAA.


2. Maintain the integrity of the site environment and accredited security posture.


3. Ensure that configuration management adheres to the security policy and security requirements.


4. Initiate the C&A process when periodic reaccredidation is required or system change dictates.


C6.4.3.  Acquisition or Maintenance Organization Responsibilities. 


C6.4.3.1.  Program Manager Responsibilities.   The development program 
manager role shifts to the system operator in Phase 4.   During Phase 4, the program 
manager responsibilities are performed by the owner or operator of the IS, as shown in 
Table C6.T9.


 
Table C6.T9.   Program Manager Responsibilities


1. Report security related changes in the IS to the DAA and user representative.


2. Update the IS to address reported vulnerabilities and patches under configuration management.


3. Review and update life-cycle management policies and standards.


4. Resolve security discrepancies.


C6.4.3.2.  Program Management Support Staff Responsibilities.   During 
Phase 4, the program management support staff is responsible for cost and schedule 
determinations, level of effort evaluation of subsequent C&A efforts, and system 
documentation.


C6.4.3.3.  Developer, Integrator, or Maintainer Responsibilities.   During 
Phase 4, the developer/integrator responsibilities normally shift to the organization 
responsible for the system maintenance.   The Phase 4 responsibilities are shown in 
Table C6.T10.


 
Table C6.T10.   Developer, Integrator or Maintainer Responsibilities


1. Provide hardware and software architecture to the acquisition organization.


2. Provide system modifications or changes to the ISSO and informing the program manager, DAA, 
Certifier, and user representative.


3. Develop or integrate technical security solutions and security requirements.
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C6.4.3.4.  Configuration Control and Configuration Management 
Responsibilities.   During Phase 4, the configuration control and configuration 
management staff supports the PM in the development and maintenance of system 
documentation.


C6.4.3.5.  System Administration Responsibilities.   During Phase 4, system 
administration responsibilities include the tasks shown in Table C6.T11.


 
Table C6.T11.   System Administrator Responsibilities


1. Operate the system according to the SSAA.


2. Maintain an acceptable level of residual risk.


3. Inform the ISSO of any proposed changes or modifications to the system, information processed, 
operating procedures, operating environment that affect security.
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C7.  CHAPTER 7


SECURITY ACTIVITIES IN THE SYSTEM LIFE CYCLE


C7.1.  OVERVIEW 


DoD Directive 5000.1 (reference (h)) and DoD 5000.2-R, reference (i), describe the 
phases and milestones for the design, development, deployment, operation, support, 
and/or termination and disposal of major automated IS.   The security activities and 
conditions to initiate and complete each phase and milestone are defined in the 
sections below.


C7.2.  IS PROGRAM STRATEGIES 


C7.2.1.  A program strategy is the method used to design, develop, and deploy an 
IS through its life cycle.   Four general program strategies have been used; grand 
design, incremental, evolutionary, and other.


C7.2.1.1.  Grand Design Program Strategies.   Acquisition, development, and 
deployment of the total functional capability in a single increment characterize the 
grand design program strategies.   The required functional capability can be defined 
clearly, and further enhancement is not foreseen to be necessary.   A grand design 
program strategy usually is used when the user requirements are well understood, 
supported by precedent, easily defined, and assessment of other considerations (risks, 
funding, schedule, size of program, or early realization of benefits) indicates that a 
phased approach is not required.


C7.2.1.2.  Incremental Program Strategies.   Acquisition, development, and 
deployment of functionality through a number of clearly defined system increments 
that stand on their own characterize incremental program strategies.   The number, 
size, and phasing of the increments required for satisfaction of the total scope of the 
stated user requirement will be defined by the IS program manager, in consultation 
with the functional user.   An incremental program strategy usually is used when the 
user requirements are well understood and easily defined, but assessment of other 
considerations (risks, funding, schedule, size of the program, or early realization of 
benefits) indicates that a phased approach is more prudent or beneficial.
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C7.2.1.3.  Evolutionary Program Strategies.   Evolutionary program strategies 
are characterized by the design, development, and deployment of a preliminary 
capability that includes provisions for the evolutionary addition of future functionality 
and changes as requirements are further defined.   Evolutionary developments are 
conducted within the context of a plan for evolution towards an ultimate capability.   
The total functional requirements the IS must meet are refined successively through 
feedback from previous increments and reflected in subsequent increments.   
Evolutionary program strategies are particularly suited to situations where, although 
the general scope of the program is known and a basic core of user functional 
characteristics can be defined, detailed system or functional requirements are difficult 
to articulate (decision-aiding systems requiring extensive human-machine 
interaction).   The evolutionary program strategy differs from the incremental program 
strategy because the total functional capability is not completely defined at inception, 
but evolves as the system is built.


C7.2.1.4.  Other Program Strategies.   Other program strategies are intended 
to encompass variations and/or combinations of the program strategies in the previous 
subparagraphs, or other program strategies not listed above (OMB Circular A-109 
acquisitions (reference (av)), COTS, NDI, and commercial item acquisitions).


C7.3.  IS LIFE-CYCLE MANAGEMENT PROCESS 


C7.3.1.  An overview of the tasks applicable to each Life-Cycle Management 
(LCM) phase and the decision process for each milestone are described in the next 
sections.   Those tasks are essentially the same for all program strategies before 
Milestone I.   Subsequent tasks must be tailored to the program strategy approved at 
Milestone I.   The proposed program strategy must be outlined during the Concept 
Exploration and Definition phase (Phase 0) and approved at Milestone I.


C7.3.1.1.  Rapid prototyping may be used throughout the LCM process.   It 
may be used to support analysis performed during the Concept Exploration and 
Definition and Demonstration and Validation phases.   Additionally, rapid prototyping 
may be used to develop a subset of functionality in whichever program strategy is 
selected.


C7.3.1.2.  Depending on the selected program strategy, combined or repeated 
milestone decision points and associated activities within the user representative phase 
may be required.   The number of replicated decision points and how increments 
between those decision points are to be reviewed will be specified in the proposed 
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program strategy presented at Milestone I.   For example, in an evolutionary program 
strategy, there may be multiple Milestone II and Milestone III decision points, 
depending on the amount of functionality provided in each increment.   Replicated 
milestone decision point implies repeating the phases preceding the milestone decision 
point.   A second example is that the use of GOTS, COTS, and/or NDI products, 
requiring no custom changes, may result in the consolidation of the LCM 
Demonstration and Validation and the Development phases.   In that case, a combined 
Milestone II and III review is justified.   Similar tailoring may be applicable to 
migration systems.


C7.3.1.3.  At each milestone decision point, the status of program execution 
and plans for the next phase and the remainder of the program must be assessed.   The 
risks associated with that program and the adequacy of risk management planning must 
be addressed explicitly.   Additionally, program-specific results to be required in the 
next phase, called "exit criteria," must be established.   Exit criteria are critical results 
that must be attained during the next phase.   They can be viewed as gates through 
which a program must pass during that phase.   For example, they can include the 
requirement to achieve a specified level of performance in testing, or conduct a critical 
design review before committing funds for future procurement.


C7.3.2.  Milestones and Phases. 


C7.3.2.1.  Milestone 0 - Approval to Conduct Concept Studies.   After the 
mission need is validated, a Milestone 0 review is conducted to review the mission 
needs statement, identify possible alternatives, and authorize concept studies.


C7.3.2.2.  Phase 0 - Concept Exploration.   Phase 0 typically consists of 
competitive, parallel short-term concept studies.   The focus of these efforts is to define 
and evaluate the feasibility of alternative concepts and to provide a basis for assessing 
the relative merits of these concepts at the next milestone decision point.


C7.3.2.3.  Milestone I - Approval to Begin a New Acquisition Program.   The 
purpose of the Milestone I decision point is to determine if the results of Phase 0 
warrant establishing a new acquisition program and to approve entry into Phase I.


C7.3.2.4.  Phase I, Program Definition and Risk Reduction.   During this 
phase the program must become defined as one or more concepts, design approaches, 
and/or parallel technologies are pursued as warranted.   Assessments of the advantages 
and disadvantages of alternative concepts must be refined.   Prototyping, 
demonstrations, and early operational assessments must be considered and included as 
necessary to reduce risk and ensure that technology, manufacturing, and support risks 
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are well in hand before the next decision point.   Cost-drivers, life-cycle cost estimates, 
cost-performance trades, interoperability, and acquisition strategy alternatives must be 
considered to include evolutionary and incremental software development.   The 
activities of this phase will depend on the approved program strategy, Table C7.T1.


 
Table C7.T1.   Phase I Activities by Program Strategy


1. Grand Design.   Validate the selected system design and complete the technical specifications.


2. Incremental.   Design, code, test, and demonstrate a subset of functional capabilities to support the 
program strategy.


3. Evolutionary.   Design, code, test, and demonstrate a program that provides basic or elementary 
capabilities in the context of a plan for evolution towards an ultimate capability.


4. Other.   The activities to be accomplished during this phase will depend on the specific definition of the 
program strategy.


C7.3.2.5.  Milestone II - Approval to Enter Engineering and Manufacturing.   
The purpose of Milestone II is to determine if the results of Phase I warrant 
continuation of the program and to approve entry into Engineering and Manufacturing 
Development (or software engineering and development for a software intensive 
system).


C7.3.2.6.  Phase II - Engineering and Manufacturing Development.   The 
primary objectives of this phase are to translate the most promising design approach 
into a stable, interoperable, producible, supportable, and cost-effective design; validate 
the manufacturing or production process; and to demonstrate system capabilities 
through testing.   The activities of this phase, Table C7.T2., will depend on the 
approved program strategy.


 
Table C7.T2.   Phase II Activities by Program Strategy


1. Grand Design.   Develop the IS, test it when complete to ensure that it satisfies mission needs described 
in the mission needs statement and prepare for deployment.


2. Incremental.   The activities in this phase may be repeated.   For each recurrence of the phase, code, 
and test the applicable increments of the overall design.   Ensure that all capabilities to which the user 
agreed are satisfied.   Prepare for deployment.


3. Evolutionary.   The activities in this phase may be repeated.   For each recurrence of the phase, design, 
code, and test the applicable increments as they progress toward an overall design.   Ensure that all user 
agreements are satisfied.   Prepare for deployment.


4. Other.   The activities to be accomplished during this phase will depend on the specific definition of the 
program strategy.
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C7.3.2.7.  Milestone III - Production or Fielding/Deployment Approval.   The 
purpose of Milestone III is to authorize entrance into production for an ACAT I or into 
deployment for an ACAT IA program.


C7.3.2.8.  Phase III - Production, Fielding/Deployment, and Operational 
Support.   The objectives of this phase are to achieve an operational capability that 
satisfies the mission needs.   Deficiencies encountered in the Developmental Test and 
Evaluation (DT&E) and Initial Operational Test and Evaluation (IOT&E) must be 
resolved and fixes verified.   During the fielding/deployment and throughout 
operational support, the potential for modifications to the fielded/deployed system 
continues.


C7.3.2.8.1.  Operational Support.   The objectives of this activity are the 
execution of a support program that meets the threshold values of all support 
performance requirements and sustainment of them in the most life-cycle cost-effective 
manner.


C7.3.2.8.2.  Modifications.   Any modification that is of sufficient cost 
and complexity that it could itself qualify as an ACAT I or ACAT IA program must be 
considered for management purposes as a separate acquisition effort.   Modifications 
that do not cross the ACAT I or IA threshold must be considered part of the program 
being modified.   Modifications may cause a baseline deviation.   In either of these 
cases a new DITSCAP process must be initiated.
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C8.  CHAPTER 8


DITSCAP MANAGEMENT


C8.1.  MANAGEMENT OVERVIEW 


C8.1.1.  Many organizations within the Department of Defense have significant 
roles in contributing to the secure development and operation of the IS. 12   The 
DITSCAP approach allows the Services or Agencies to adapt the DITSCAP roles into 
their respective organizational management structure to best manage the risks to their 
mission throughout the IS life cycle:   system development, operation, maintenance, 
and disposal.


C8.1.2.  The DITSCAP management approach integrates existing C&A roles at 
multiple levels; first at the Service or Agency level, then at the site and system levels.   
At the Service or Agency level, the process should be tailored to the organization's 
specific needs and management approach.   At the site and system levels, the process 
should be tailored to implement Service or Agency requirements and to meet the needs 
of the specific system and the risks associated with operating that system.


C8.2.  DITSCAP ROLES AND RESPONSIBILITIES 


C8.2.1.  The key roles in the DITSCAP are the program manager, DAA, Certifier, 
and user representative.   Additional roles may be added to increase the integrity and 
objectivity of C&A decisions in support of the system business case or mission.   For 
example, the ISSO usually performs a key role in the maintenance of the security 
posture after accreditation.


C8.2.1.1.  Program Manager.   The program manager represents the interests 
of the system throughout its life cycle (acquisition or maintenance, life-cycle 
schedules, funding responsibilities, system operations, performance, and 
maintenance).   The organization the program manager represents is determined by the 
phase in the life cycle of the system. 
__________


 12 Only users with .mil or .gov accounts are permitted to access the IASE.
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C8.2.1.2.  DAA.   The DAA is usually a senior operational commander with 
the authority and ability to evaluate the mission, business case, and budgetary needs 
for the system in view of the security risks.   The DAA must have the authority to 
oversee the budget and IS operations of systems under his/her purview.   The DAA 
determines the acceptable level of residual risk and approves the system operation.


C8.2.1.3.  Certifier.   The Certifier (and certification team) provides the 
technical expertise to conduct the certification through the system's life cycle based on 
the security requirements documented in the SSAA.   The Certifier determines the 
level of residual risk and makes an accreditation recommendation to the DAA.


C8.2.1.4.  User Representative.   The operational interests of the systems 
users are vested in the user representative.   In the DITSCAP process, the user 
representative is concerned with system availability, access, integrity, functionality, 
and performance in addition to confidentiality as they relate to the system mission.


C8.2.1.5.  The DITSCAP allows these individuals to tailor and scope the 
C&A efforts to the particular mission, environment, system architecture, threats, 
funding, and schedule of the system.   Table C8.T1. summarizes the DITSCAP roles 
and responsibilities.
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Table C8.T1.   Management Responsibilities by DITSCAP Phase


Phase Mgmt. Roles Security Roles User Roles


Program Manager DAA Certifier User Rep.


Phase 
1


• Initiate security 
dialogue with DAA, 
Certifier, and user 
representative
• Define system 
schedule and budget
• Support DITSCAP 
tailoring and level of 
effort determination
• Define system 
architecture Prepare 
Life-Cycle 
Management Plans
• Define security 
architecture


• Define 
accreditation 
requirements
• Obtain threat 
assessment
• Assign the 
Certifier Support 
DITSCAP tailoring
• Approve the 
SSAA


• Begin vulnerability and 
risk assessments
• Review threat definition
• Lead DITSCAP 
tailoring
• Determine level of 
certification effort
• Describe certification 
team roles and 
responsibilities
• Draft SSAA


• Support DITSCAP 
tailoring and level of effort 
determination
• Define operational needs 
in terms of mission
• Identify vulnerabilities to 
mission
• Define operational 
resource constraints


Phase 
2


• Develop system or 
system modifications
• Support certification 
activities
• Review certification 
results
• Revise system as 
needed
• Resolve security 
discrepancies


• Support 
certification 
activities


• Conduct certification 
activities
• Assess vulnerabilities
• Report results to the 
program manager, 
DAA, and user 
representative
• Determine if system is 
ready for certification
• Update the SSAA


• Prepare security Rules of 
Behavior (ROB) and 
Standard Operating 
Procedures (SOP)
• Support certification 
actions
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Table C8.T1.   Management Responsibilities by DITSCAP Phase--Continued


Phase Mgmt. Roles Security Roles User Roles


Program Manager DAA Certifier User Rep.


Phase 
3


• Support certification 
activities
• Provide IS access for 
ST&E
• Provide system 
corrections under 
configuration management


• Assess vulnerabilities 
and residual risk
• Decide to accredit, 
IATO, or terminate system 
operations


• Conduct certification 
activities
• Evaluate security 
requirements 
compliance
• Assess 
vulnerabilities and 
residual risk
• Report results to the 
program manager, 
DAA, and user 
representative
• Recommend risk 
mitigation measures
• Prepare final SSAA
• Recommend 
accreditation type


• Support 
certification efforts
• Implement and 
maintain SOP and 
ROB
• Review 
certification results


Phase 
4


• Update IS to address 
Phase 3 reported 
vulnerabilities and patches 
under configuration 
management
• Report security related 
changes to the IS to the 
DAA and user 
representative
• Review and update 
life-cycle management 
policies and standards
• Resolve security 
discrepancies


• Review the SSAA
• Review proposed 
changes
• Oversee compliance 
validation
• Monitor C&A integrity
• Decide to reaccredit, 
accredit, IATO, or, if 
SSAA is no longer valid, 
terminate system 
operations


• Report 
vulnerability and 
security incidents
• Report threats to 
mission 
environment
• Review and 
update system 
vulnerabilities
• Review and 
change security 
policy and 
standards
• Initiate SSAA 
review if changes 
to threat or system


C8.3.  PROGRAM MANAGER 


C8.3.1.  The program manager coordinates all aspects of the system from initial 
concept, through development, to implementation and system maintenance.   The 
DAA, Certifier, and user representative provide advise, information, and guidance to 
the program manager throughout the DITSCAP process.


C8.3.2.  The program manager is responsible for the IS throughout the life cycle 
(cost, schedule, and performance of the system development).   The program manager's 
function in the DITSCAP is to ensure that the security requirements are integrated in a 
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way that will result in an acceptable level of risk to the operational infrastructure as 
documented in the SSAA.   The program manager keeps all DITSCAP participants 
informed of life-cycle actions, security requirements, and documented user needs.


C8.3.3.  During Phase 2, the program manager provides details of the system and 
its life-cycle management to the DAA, Certifier, and user representative.   The 
program manager must verify that the implementation of the system is consistent with 
the system security characteristics reflected in the SSAA.   As additional system details 
become available, the program manager ensures the SSAA is updated.   At the end of 
Phase 2, the program manager ensures a configuration management procedure is in 
place and the system is properly controlled during the certification process.


C8.3.4.  During Phase 3, the program manager ensures that the certification ready 
system is under configuration management.   The DAA, Certifier, and user 
representative validate that the operational environment and system configuration is 
consistent with the security characteristics reflected in the SSAA.


C8.4.  DAA 


C8.4.1.  The DAA is the primary Government official responsible for system 
security.   Based on national, Agency, and organizational policies and guidance, and 
input from the user representative and program manager, the DAA directs the security 
activities of the Certifier and ISSO.


C8.4.2.  The DAA is the official responsible for accepting a level of risk for the 
operation of the IS.   Based on the information available in the SSAA, the DAA can 
grant an accreditation, IATO, or may determine that the system's risks are not at an 
acceptable level and is not ready to be operational.   In reaching these decisions, the 
DAA is supported by all the documentation provided in the SSAA.


C8.4.3.  The IS may involve multiple DAAs.   If so, an agreement must be 
established among the DAAs.   The agreement is an integral portion of the SSAA.   In 
most cases, it will be advantageous to agree to a lead DAA to represent the DAAs 
involved in the system.


C8.5.  CERTIFIER 


The Certifier determines whether a system is ready for certification and conducts the 
certification process; a comprehensive evaluation of the technical and non-technical 
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security features of the system.   At the completion of the certification effort, the 
Certifier reports the status of certification and recommends to the DAA whether or not 
to accredit the system based on documented residual risk.   The Certifier should be 
independent from the organization responsible for the system development or 
operation.   Organizational independence of the Certifier ensures the most objective 
information for the DAA to make accreditation decisions.


C8.6.  ISSO 


The ISSO is responsible for administering the security requirements for an IS during its 
operation.   Within the user community, the ISSO is responsible for monitoring the 
secure operation of the IS within the environment defined in the SSAA.   The ISSO 
ensures the IS is deployed and operated according to the security requirements 
documented in the SSAA through integration of all the security disciplines (computer 
security, communication security, information security, emissions security, personnel, 
physical, and administrative procedures) to maintain an acceptable level of residual 
risk.   Since operational scenarios within DoD Services and Agencies vary, the exact 
location and number of ISSO(s) within a single Agency may be different.   The 
organization may appoint a single ISSO to coordinate the actions of an IS at multiple 
sites or environments or appoint an ISSO for each system, site, or environment.   User 
organizations should assign the ISSOs to an organizational position where the ISSO 
has direct access to the appropriate decision makers.


C8.7.  USER REPRESENTATIVE 


The users are responsible for the identification of operational requirements and the 
secure operation of a certified and accredited IS, based on the SSAA.   The user 
representative represents the user community and assists in the C&A process.   The 
user representative is the liaison for the user community throughout the life cycle of 
the system.   The user representative defines the system's operations and functional 
requirements and is responsible for ensuring that the user's operational interests are 
maintained throughout system development, modification, integration, acquisition, and 
deployment.
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AP1.  APPENDIX 1


SSAA OUTLINE AND DETAILED DESCRIPTION


AP1.1.  SSAA OUTLINE 


AP1.1.1.  Document.   The SSAA is a living document that represents the formal 
agreement between the DAA, CA, program manager, and user representative.   The 
SSAA is developed in Phase 1 and updated in each phase as the system development 
progresses and new information becomes available.   At a minimum, the SSAA should 
contain the information in the following sample outline:


1.0.  MISSION DESCRIPTION AND SYSTEM IDENTIFICATION


1.1.  System Name and Identification


1.2.  System Description


1.3.  Functional Description


1.3.1.  System Capabilities


1.3.2.  System Criticality


1.3.3.  Classification and Sensitivity of Data Processed


1.3.4.  System User Description and Clearance Levels


1.3.5.  Life Cycle of the System


1.4.  System CONOPS Summary


2.0.  ENVIRONMENT DESCRIPTION


2.1.  Operating Environment


2.1.1.  Facility Description


2.1.2.  Physical Security


2.1.3.  Administrative Issues
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2.1.4.  Personnel


2.1.5.  COMSEC


2.1.6.  TEMPEST


2.1.7.  Maintenance Procedures


2.1.8.  Training Plans


2.2.  Software Development and Maintenance Environment


2.3.  Threat Description


3.0.  SYSTEM ARCHITECTURAL DESCRIPTION


3.1.  System Architecture Description


3.2.  System Interfaces and External Connections


3.3.  Data Flow


3.4.  Accreditation Boundary


4.0.  SYSTEM SECURITY REQUIREMENT


4.1.  National and DoD Security Requirements


4.2.  Governing Security Requisites


4.3.  Data Security Requirements


4.4.  Security CONOPS


4.5.  Network Connection Rules


4.6.  Configuration Management Requirements


4.7.  Reaccreditation Requirements
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5.0.  ORGANIZATIONS AND RESOURCES


5.1.  Organizations


5.2.  Resources


5.3.  Training


5.4.  Other Supporting Organizations


6.0.  DITSCAP PLAN


6.1.  Tailoring Factors


6.1.1.  Programmatic Considerations


6.1.2.  Security Environment


6.1.3.  IS Characteristics


6.1.4.  Reuse of Previously Approved Solutions


6.2.  Tasks and Milestones


6.3.  Schedule Summary


6.4.  Level of Effort


6.5.  Roles and Responsibilities


AP1.1.2  Appendices.   Appendices should include system C&A artifacts.   
Optional appendices may be added to meet specific needs.   Include all documentation 
that is relevant to the C&A process.


  Appendix A      Acronyms


  Appendix B      Definitions


  Appendix C      References


  Appendix D      System Concept of Operations
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  Appendix E      Information System Security Policy


  Appendix F      Security Requirements and/or Requirements Traceability 
Matrix


  Appendix G      Certification Test and Evaluation Plan and Procedures 
(Type only)


  Appendix H      Security Test and Evaluation Plan and Procedures


  Appendix I      Applicable System Development Artifacts or System 
Documentation


  Appendix J      System Rules of Behavior


  Appendix K      Incident Response Plan


  Appendix L      Contingency Plans


  Appendix M      Personnel Controls and Technical Security Controls


  Appendix N      Memorandums of Agreement – System Interconnect 
Agreements


  Appendix O      Security Education, Training, and Awareness Plan


  Appendix P      Test and Evaluation Report(s)


  Appendix Q      Residual Risk Assessment Results


  Appendix R      Certification and Accreditation Statement
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AP2.  APPENDIX 2


MINIMAL SECURITY ACTIVITY CHECKLIST


 
Table AP2.T1.   Task 2-1 Level 1 Checklist


System Architecture Analysis YES NO N/A
1.  Does the systems architecture documentation describe the architecture, including 
graphics, of the system and interconnections providing or supporting, system 
functions?


2.  For a domain, does the systems architecture show how multiple systems link and 
interoperate, and describe the internal construction and operations of particular 
systems within the architecture?


3.  For the individual system, does the systems architecture include the physical 
connection, location, and identification of key nodes (including circuits, networks, 
etc.)?


4.  Does the system architecture specify system and component performance 
parameters (e.g., mean time between failure, maintainability, and availability)?


5.  Does the system architecture identify and describe the hardware configuration?


6.  Does the system architecture identify and describe the software configuration?


7.  Does the system architecture identify and describe the firmware to be used in the 
system?


8.  Does the system architecture identify and describe all system interfaces?


9.  Does the system architecture identify and describe all external connections?


10.  Does the system architecture define the accreditation boundary?


11.  Does the system security architecture implement the security policy and 
requirements?


12.  Does the architecture state how the security enforcing functions of the system 
will be provided?


13.  Does the system maintain a domain for its own execution that protects it from 
external interface or tampering?


14.  Are safeguards in place to detect and minimize inadvertent or malicious 
modification or destruction of the computer system?


15.  Does the system design documentation accurately reflect a decomposition of the 
system security policy and requirements into constituent system elements?
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Table AP2.T2.   Task 2-2 Level 1 Checklist


Software, Hardware, and Firmware Design Analysis YES NO N/A
1.  Was a security analysis conducted to determine the appropriate security 
requirements?


2.  Was the design specification evaluated and approved for the adequacy of 
software security measures necessary to meet the security requirements?


3.  Were all the security requirements incorporated in the software?


4.  Does the software security design meet the approval of the DAA?


5.  Does the software design documentation accurately reflect a decomposition of the 
system security policy and requirements into constituent software elements?


6.  Are security enforcing components identified?


7.  Are non-security-enforcing components identified whose failure or misuse could 
compromise security?


8.  Is there a close correspondence between the detailed design and the source 
code and/or hardware drawings?


9.  Were all the general requirements incorporated in the design?


10.  Is there evidence of traceability, such as matrices, tables, or trees, which map the 
security requirements to software components or modules containing the security 
designs and implementation?


11.  Does the system design documentation follow the appropriate document 
standards (DIDs, etc.) with respect to traceability compliance.


12.  Are there complete and appropriate references to other security relevant 
documents in the design documentation?


13.  Does the operating system support the security requirements?


14.  Does the operating system meet the requirement for identification?


        (a) Are all authorized users uniquely identified before granting access to the 
system?


        (b) Does the operating system enforce unambiguous USER IDs to identify its 
users?


        (c) Does the security administrator have a choice of automatic or manual 
disabling of USER IDs?


15.  Does the operating system meet the requirement for authentication?


        (a) Does the operating system verify the identity of all users prior to allowing 
access?


        (b) Does the operating system preserve the confidentiality and integrity of stored 
authentication information such as passwords, PINs, and authentication tokens?


16.  Does the operating system meet the requirement for data and system integrity?


        (a) Does the operating system have the capability to identify the original creator 
of any named or user-accessible resources such as data and processes?
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Table AP2.T2.   Task 2-2 Level 1 Checklist--Continued


Software, Hardware, and Firmware Design Analysis YES NO N/A
17.  Does the operating system meet the requirement for audit?


        (a) Does the audit log provide the capability to investigate unauthorized activities 
after they occur so that proper remedial action can be taken?


        (b) Are the audit requirements defined?


        (c) Does the operating system generate logs that contain information about 
security relevant events?


        (d) Are items selectable and definable for recording by the security 
administrator?


        (e) Are audit logs protected from unauthorized access or destruction by means 
of access controls based on user?


        (f) Are audit logs and audit control mechanisms protected from modification or 
destruction?


18.  Does the operating system meet the requirement for data confidentiality?


 
Table AP2.T3.   Task 2-3 Level 1 Checklist


Network Connection Rule Compliance Analysis YES NO N/A
1.  Does this system or network connect to any other network or systems?


2.  Are all the network interfaces and communications clearly identified?


  (a) Is there a network configuration diagram available?


  (b) Is there an identification of the information that is allowed to flow across the 
interface?


3.  Are the security requirements for each side of the interface identified?


4.  Are all security requirements for all interfaces defined?


5.  Do all communications links between remote facilities and the central LAN or 
central computer facility meet the requirements for the transmission of the highest 
classification of information to be transferred?


6.  Do all communications links between remote facilities and the central LAN or 
central computer facility meet the requirements for all categories of data contained in 
the system?


7.  Are all remote workstations or terminals uniquely identified when accessing the 
host?


8.  Does the network design comply with the security requirements?


9.  Are MOUs in place for each network interface?


10.  Are procedures in place to ensure that individual nodes of the network comply 
with the network countermeasures and requirements prior to interfacing with the 
network?
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Table AP2.T4.   Task 2-4 Level 1 Checklist


Integrity Analysis of Integrated Products YES NO N/A
1.  Are the COTS and GOTS products certified?


2.  Are the COTS and GOTS products accredited?


3.  Were the products developed by cleared developers or integrators?


4.  Have the COTS or GOTS products been evaluated for security vulnerabilities?


        (a) Have the products been checked for viruses, Y2K compliance, backdoors 
or trapdoors?


        (b) Is public domain software included in the products?


        (c) Were products developed in the C programming language?


        (d) Is JAVA used in the products?


        (e) Is Active-X used in the products?


        (f) Do the products run in user mode or kernel mode?


5.  Have any modifications been made to previously approved products?


6.  If modifications have been made, have the modifications been evaluated for 
security vulnerabilities?
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Table AP2.T5.   Task 2-5 Level 1 Checklist


Life-Cycle Management Analysis YES NO N/A
1.  Is all the software (including the current version number) reflected in the SSAA?


2.   Has all of the software on the system been properly licensed?


3.   Is authenticity of the operating system software verified by comparing the registry 
or shipment number of the software package with that contained in record 
communications from the originator?


4.  Is proper documentation available for all software, and are all modules and 
interfaces described in detail?


5.  Is an inventory of all software maintained?


6.  Are configuration management procedures in place for new additions of new 
software, updated software and maintenance of software?


7.   Prior to operational use of any new system release does the ISSO conduct 
sufficient testing to verify that the system meets the security requirements?


8.  Are new releases tested and debugged during dedicated time in a controlled 
environment?


9.  Are all software patches unique to the site tested by software personnel?


10.  Is the operating system software protected to the highest classification and for all 
restrictive categories of data which the central system is processing or storing online?


11.  Is there a backup copy of all applications software, operating system and system 
utilities maintained?


12.  Are the backup copies protected as described in item 10, above.


13.  At a minimum, are all software and backups stored in a fire rated container or 
off-site location?


14.  Are Configuration Management and Change Controls documented?


        (a) Is the authenticity of the operating system or executive software verified by 
comparing the registry or shipment number of the software package with that 
contained in record communications from the originator?


        (b) Prior to operational use of any new system release, does the ISSO conduct 
sufficient testing to verify that the system meets the documented and approved 
security specifications?


        (c) Are new releases tested and debugged during dedicated time in a controlled 
environment?


        (d) Are all software patches tested by system software personnel?


        (e) Does the ISSO or CM Review Board maintain a system baseline and 
backup?


        (f) Does ISSO maintain and monitor a log of all system patches?


        (g) Has the ISSO developed and approved a method to control access to 
system tapes or disks?


      (h) Has each individual user been assigned a unique user identification and 
password that has been randomly machine generated?
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Table AP2.T5.   Task 2-5 Level 1 Checklist--Continued


Life-Cycle Management Analysis YES NO N/A
15.  Are functional configuration audits performed?


16.  Is there a process in place for requesting and approving system changes before 
they are made?


17.  Are all system modifications documented and entered into the configuration 
management baseline?


18.  Are system modifications reflected in the SSAA and are procedures in place to 
keep the SSAA system configuration current?


 
Table AP2.T6.   Task 2-6 Level 1 Checklist


Vulnerability Assessment YES NO N/A
1.  Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in 
the SSAA?


2.  Have the vulnerabilities been analyzed to determine their susceptibility to 
exploitation?


3.  Have the vulnerabilities been analyzed to determine probability of their 
occurrence?


4.  Has the threat been properly documented and analyzed to determine the 
relationship to this system?


5.  Have the threat and vulnerabilities been analyzed to determine the risk to the 
system operation?


6.  Have additional countermeasures been identified to address the risks?


7.  If any residual risks remain, have they been documented in the SSAA?


8.  Are the residual risks acceptable for operation of this system?


9.  Have ST&E procedures been developed to evaluate the high risk areas?


10.  Is this system ready for full-scale integration and to progress to Phase 3?
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Table AP2.T7.   Task 3-1 Level 1 Checklist


Security Test and Evaluation (ST&E) YES NO N/A
1.  Has a system ST&E plan been prepared and is it sufficient to ensure thorough 
examination and exercising of the system's security confidentiality, integrity and 
availability control features and procedures to determine their effectiveness and 
reliability?


2.   Have system ST&E procedures been prepared?


        (a) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security confidentiality control features 
and procedures to determine their effectiveness and reliability?


        (b) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security integrity control features and 
procedures to determine their effectiveness and reliability?


        (c) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security availability control features and 
procedures to determine their effectiveness and reliability?


        (d) Are the procedures sufficiently comprehensive to ensure thorough 
examination and exercising of the system's security accountability control features 
and procedures to determine their effectiveness and reliability?


        (e) Are the procedures traceable to the security requirements in the RTM?


        (f) Are all security requirements tested?


3.   Have tools been identified to support the ST&E?


        (a) Have the tools been procured with sufficient licenses to test the entire system 
or network?


        (b) Will the ISSO or system manager retain a copy of the tool and a license to 
run the tool?


        (c) Are any proprietary tools being used?   If so, how will the Government obtain 
use of the tool for periodic retesting?


4.  Has the ST&E been performed?


5.  Have the results of the ST&E been documented in the SSAA?


6.  Have the ST&E results been analyzed to identify any vulnerabilities of this system?


7.   Have the vulnerabilities been documented in the SSAA?


8.  Does the ISSO maintain a copy of the ST&E plan and results?


 
Table AP2.T8.   Task 3-2 Level 1 Checklist


Penetration Testing YES NO N/A
1.  Is there an announced/unannounced monitoring/penetration vulnerability 
assessment process or procedures in place?


2.  Are vulnerabilities and discrepancies analyzed to determine their susceptibility to 
exploitation?


3.  Does the system have any intrusion detection or real time monitoring software 
installed?


4.  Are network analysis tools used to monitor the integrity of the system?
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Table AP2.T9.   Task 3-3 Level 1 Checklist


TEMPEST and RED/BLACK Verification YES NO N/A
1.  If TEMPEST requirements apply to this system, has a Red-Black inspection been 
conducted?


2.  Are the results of the Red-Black inspection acceptable?


3.  If TEMPEST requirements apply to this system, has TEMPEST testing been 
conducted?


4.  If TEMPEST testing has been conducted, are the results acceptable or is the 
physical control zone sufficient?


5.  Has NTISSI 7000 been used to determine the applicable TEMPEST 
countermeasures for computer systems processing classified material?


6.  Were the countermeasures implemented and maintained?


 
Table AP2.T10.   Task 3-4 Level 1 Checklist


COMSEC Compliance Validation YES NO N/A
1.  Have COMSEC protective measures been implemented to protect the 
transmission of classified and/or sensitive information?


2.  If classified information is being transmitted is it being protected by NSA-approved 
Type 1 encryption equipment and keying material?


3.  If sensitive information is being transmitted, is it being protected by products 
which conform to DES in FIPS PUB 46-1 and FIPS PUB 140 or their successors?


4.  If sensitive information being transmitted is not protected by DES products, has a 
waiver to these standards been granted pursuant to Section 3506(b) of Title 44 U.S. 
Code?


5.  If sensitive information is being transmitted is it being protected by NSA-approved 
Type 1 encryption equipment and keying material?


6.  If classified or sensitive information is being transmitted is it protected by a PDS?
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Table AP2.T11.   Task 3-5 Level 1 Checklist


System Management Analysis YES NO N/A
1.  Has a Computer System Security Program been established?


2.  Has the system (and all applications and network) been accredited?


        (a)   Did the accreditation use the DITSCAP process?


        (b)   Has a SSAA been developed?


        (c)   Has the SSAA been approved?


3.  Has the DAA determined if a risk assessment is required?.


        (a)   Has a risk assessment been performed?


        (b)   Does the ISSO maintain a copy of the risk assessment?


        (c)   Is the risk assessment kept updated and repeated?


        (d)   Is the risk assessment updated when any change is made to the facility, IT 
equipment, system software, or application software that affects the overall IT security 
posture?


        (e) Is the risk assessment updated when any change is made in operational 
configuration, data sensitivity, or classification level?


        (f) Is the risk assessment updated when any change is made that appears to 
invalidate the original conditions of accreditation?


4.  Is the system reaccredited when any change is made to the facility, IT equipment, 
system software, or application software that affects the overall IT security posture?


5.  Is the system reaccredited when any change is made in operational configuration, 
data sensitivity, or classification level?


6.  Is the system reaccredited when any change is made that appears to invalidate 
the original conditions of accreditation?


7.  Has an ISSO been appointed in writing?


8.  Is the ISSO the focal point for all security matters for the IT systems assigned?


9.   Have the duties and responsibilities of the ISSO been defined in writing?
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Table AP2.T11.   Task 3-5 Level 1 Checklist--Continued


System Management Analysis YES NO N/A
10.  Do the ISSO duties include the following:


        (a) Executing the Computer Security Program as it applies to the assigned IS 
including preparing and supporting the accreditation support documentation.


        (b) Maintaining an inventory of IS hardware, system software, and major 
functional application systems?


        (c) Monitoring system activity, e.g., identification of the levels and types of data 
handled by this IS system, assignment of passwords, review of audit trails, etc., to 
ensure compliance with security directives and procedures?


      (d)   Security oversight and monitoring of remote IS components or to ensure 
compliance with security requirements?


        (e) Conducting and documenting risk assessments for the assigned IS?


        (f) Supervising, testing and monitoring changes in the IT system affecting the IT 
activity posture as appropriate?


        (g) Implementing or overseeing the implementation of appropriate 
countermeasures?


        (h) Implementing or overseeing the implementation of the Security and Training 
and Awareness Program?


      (i)   Monitoring IT procurement for security impact to ensure compliance with 
security regulations and known security requirements for the assigned IS?


        (j) Ensuring that all IT security incidents or violations are investigated, 
documented and reported to appropriate authorities?


11.  Has the ISSO developed and approved a method to control access to system 
tapes or disks?


12.  Does the ISSO maintain a copy of the ST&E plan and results?


13.  Has each individual user been assigned a unique user identification and 
password that has been randomly machine generated?
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Table AP2.T12.   Task 3-6 Level 1 Checklist


Site Accreditation Survey YES NO N/A
1.  Has a Site Survey been completed?


2.  Has the system been Certified and Accredited previously?


3.  Does the computer facility meet the following requirements:


        (a) Is the system operated within the manufacturer's optimum temperature and 
humidity range specifications?


        (b) Are environmental systems dedicated to the computer facility?


        (c) Are environmental controls regulated by key designated personnel only?


        (d) Is a temperature/humidity recording instrument installed to monitor the 
system area?


              (1) Is the temperature/humidity instrument connected to an alarm to warn 
of near-limit conditions?


        (e) Is adequate lighting present?


        (f) Is emergency lighting available ?


        (g) Is electrical power reliable?


        (h) Are voltage regulators or other electronic devices present to prevent serious 
power fluctuations?


        (i) Does the facility have an interruptible power source?


        (j) Are cleaning procedures and schedules established and adhered to?


        (k) Is the facility overhead free of steam and water pipes?


        (l) Are plastic sheets available to protest the system from water damage?


        (m) Is there a facility fire bill?


        (n) Are emergency exits clearly marked?


        (o) Do employees receive periodic training in the following areas:


            (1) Power shut down and start up procedures?


            (2) Operation of emergency power?


            (3) Operation of fire detection and alarm systems?


            (4) Operation of fire suppression equipment?


            (5) Building evacuation procedures?


        (p) Is a master power switch or emergency cut-off switch to IT equipment 
present?


        (q) Is the master power switch located near the main entrance of the IT area?


        (r) Is the master power switch adequately labeled, or protected by a cover, to 
prevent accidental shut off?


        (s) If the system process critical applications, has a sequential shutdown 
routine?


         (t) Do a sufficient number of portable fire extinguishers exist?


        (u) Does a central fire suppression system exist?


        (v) Is automatic smoke/fire detection equipment present?


         (w) Does the fire/smoke system activate an alarm at the nearest fire station?
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Table AP2.T13.   Task 3-7 Level 1 Checklist


Contingency Plan Evaluation YES NO N/A
1.  Is there a contingency plan in existence for this system?


2.  Does the contingence plan, at a minimum, address the following:


        (a) The actions required to minimize the impact of a fire, flood, civil disorder, 
natural disaster, or bomb threat?


        (b) Backup procedures to conduct essential IS operational tasks after a 
disruption to the primary IS facility?


        (c) Recovery procedures to permit rapid restoration of the IS facility following 
physical destruction, major damage or loss of data?


3.  Does this contingency plan provide for the following:


        (a) Storage of system back-up data in off site storage or in the central computer 
facility in metal or other fire retardant cabinets?


        (b) Duplicate system tapes, startup tapes/decks, database save tapes, and 
application program tapes unique to the site to be maintained in a secure location 
removed from the central computer facility?


        (c) Identification of an alternate site containing compatible equipment?


        (d) Destruction or safeguarding of classified material in the central computer 
facility in the event that the facility must be evacuated?


4.  Has the contingency plan been tested during the past year?


5.  Does the ISSO maintain a copy of the contingency plan?


6.  Does the contingency plan contain criteria to state when it should be implemented 
and whom can make that decision?


 
Table AP2.T14.   Task 3-8 Level 1 Checklist


Risk Management Review YES NO N/A
1.  Has the DAA determined if a risk assessment is required?


2.  Has a risk assessment been performed?


        (a) Are risk analysis and incident response procedures documented?


        (b) Does the ISSO maintain a copy of the risk assessment?


        (c) Is the risk assessment kept updated and repeated?


3.  Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in 
the SSAA?


4.  Have the vulnerabilities been analyzed to determine their susceptibility to 
exploitation?


5.  Have the vulnerabilities been analyzed to determine probability of their 
occurrence?


6.  Has the threat been properly documented and analyzed to determine the 
relationship to this system?


7.  Have the threat and vulnerabilities been analyzed to determine the risk to the 
system operation?


8.  Have additional countermeasures been identified to address the risks?


9.  If any residual risks remain, have they been documented in the SSAA?


10.  Are the residual risks acceptable for operation of this system?


11.  Have ST&E procedures been developed to evaluate the high-risk areas?


12.  Is this system ready for accreditation and to progress to Phase 4?
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     DIRECTIVE 
 


 
 


NUMBER 8500.01E 
October 24, 2002 


Certified Current as of April 23, 2007 
 


ASD(NII)/DoD CIO 


SUBJECT:  Information Assurance (IA)  


References: (a)  Section 2224 of title 10, United States Code, "Defense Information Assurance 
Program" 


(b)  DoD Directive 5200.28, "Security Requirements for Automated Information 
Systems (AISs)," March 21, 1988 (hereby canceled) 


(c)  DoD 5200.28-M, "ADP Security Manual," January 1973 (hereby canceled) 
(d)  DoD 5200.28-STD, "DoD Trusted Computer Security Evaluation Criteria," 


December 1985 (hereby canceled) 
(e)  through (ah), see enclosure 1 


 


1.  PURPOSE 


This Directive: 


1.1.  Establishes policy and assigns responsibilities under reference (a) to achieve 
Department of Defense (DoD) information assurance (IA) through a defense-in-depth approach 
that integrates the capabilities of personnel, operations, and technology, and supports the 
evolution to network centric warfare. 


1.2.  Supersedes DoD Directive 5200.28, DoD 5200.28-M, DoD 5200.28-STD, and DoD 
Chief Information Officer (CIO) Memorandum 6-8510 (references (b), (c), (d), and (e)). 


1.3.  Designates the Secretary of the Army as the Executive Agent for the integration of 
common biometric technologies throughout the Department of Defense. 


1.4.  Authorizes the publication of DoD 8500.1-M consistent with DoD 5025.1-M 
(reference (f)). 
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2.  APPLICABILITY AND SCOPE 


2.1.  This Directive applies to: 


2.1.1.  The Office of the Secretary of Defense, the Military Departments, the Chairman 
of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department 
of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities 
within the Department of Defense (hereafter referred to collectively as "the DoD Components"). 


2.1.2.  All DoD-owned or -controlled information systems that receive, process, store, 
display or transmit DoD information, regardless of mission assurance category, classification or 
sensitivity, including but not limited to: 


2.1.2.1.  DoD information systems that support special environments, e.g., Special 
Access Programs (SAP) and Special Access Requirements (SAR), as supplemented by the 
special needs of the program. 


2.1.2.2.  Platform IT interconnections, e.g., weapons systems, sensors, medical 
technologies or utility distribution systems, to external networks. 


2.1.2.3.  Information systems under contract to the Department of Defense. 


2.1.2.4.  Outsourced information-based processes such as those supporting e-
Business or e-Commerce processes. 


2.1.2.5.  Information systems of Nonappropriated Fund Instrumentalities. 


2.1.2.6.  Stand-alone information systems. 


2.1.2.7.  Mobile computing devices such as laptops, handhelds, and personal 
digital assistants operating in either wired or wireless mode, and other information technologies 
as may be developed. 


2.2.  Nothing in this policy shall alter or supercede the existing authorities and policies of 
the Director of Central Intelligence (DCI) regarding the protection of Sensitive Compartmented 
Information (SCI) and special access programs for intelligence as directed by Executive Order 
12333 (reference (g)) and other laws and regulations. 


2.3.  This policy does not apply to weapons systems as defined by DoD Directive 5144.1 
(reference (h)) or other IT components, both hardware and software, that are physically part of, 
dedicated to, or essential in real time to a platform's mission performance where there is no 
platform IT interconnection. 
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3.  DEFINITIONS 


Terms used in this Directive are defined in National Security Telecommunications and 
Information Systems Security Instruction Number 4009 (reference (i)) or enclosure 2. 
 


4.  POLICY 


It is DoD policy that: 


4.1.  Information assurance requirements shall be identified and included in the design, 
acquisition, installation, operation, upgrade, or replacement of all DoD information systems in 
accordance with 10 U.S.C. Section 2224, Office of Management and Budget Circular A-130, 
Appendix III, DoD Directive 5000.1 (references (a), (j), and (k)), this Directive, and other IA-
related DoD guidance, as issued. 


4.2.  All DoD information systems shall maintain an appropriate level of confidentiality, 
integrity, authentication, non-repudiation, and availability that reflect a balance among the 
importance and sensitivity of the information and information assets; documented threats and 
vulnerabilities; the trustworthiness of users and interconnecting systems; the impact of 
impairment or destruction to the DoD information system; and cost effectiveness.  For IA 
purposes all DoD information systems shall be organized and managed in the four categories 
defined in enclosure 2: automated information system (AIS) applications, enclaves (which 
include networks), outsourced IT-based processes, and platform IT interconnections. 


4.3.  Information assurance shall be a visible element of all investment portfolios 
incorporating DoD-owned or -controlled information systems, to include outsourced business 
processes supported by private sector information systems and outsourced information 
technologies; and shall be reviewed and managed relative to contributions to mission outcomes 
and strategic goals and objectives, in accordance with 40 U.S.C. Sections 1423 and 1451 
(reference (l)).  Data shall be collected to support reporting and IA management activities across 
the investment life cycle. 


4.4.  Interoperability and integration of IA solutions within or supporting the Department of 
Defense shall be achieved through adherence to an architecture that will enable the evolution to 
network centric warfare by remaining consistent with the Command, Control, Communications, 
Computers, Intelligence, Surveillance, Reconnaissance Architecture Framework, and a defense-
in-depth approach.  This combination produces layers of technical and non-technical solutions 
that: provide appropriate levels of confidentiality, integrity, authentication, non-repudiation, and 
availability; defend the perimeters of enclaves; provide appropriate degrees of protection to all 
enclaves and computing environments; and make appropriate use of supporting IA 
infrastructures, to include robust key management and incident detection and response. 
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4.5.  The Department of Defense shall organize, plan, assess, train for, and conduct the 
defense of DoD computer networks as integrated computer network defense (CND) operations 
that are coordinated across multiple disciplines in accordance with DoD Directive O-8530.1 
(reference (m)). 


4.6.  Information assurance readiness shall be monitored, reported, and evaluated as a 
distinguishable element of mission readiness throughout all the DoD Components, and validated 
by the DoD CIO. 


4.7.  All DoD information systems shall be assigned a mission assurance category that is 
directly associated with the importance of the information they contain relative to the 
achievement of DoD goals and objectives, particularly the warfighters' combat mission.  
Requirements for availability and integrity are associated with the mission assurance category, 
while requirements for confidentiality are associated with the information classification or 
sensitivity and need-to-know.  Both sets of requirements are primarily expressed in the form of 
IA controls and shall be satisfied by employing the tenets of defense-in-depth for layering IA 
solutions within a given IT asset and among assets; and ensuring appropriate robustness of the 
solution, as determined by the relative strength of the mechanism and the confidence that it is 
implemented and will perform as intended.  The IA solutions that provide availability, integrity, 
and confidentiality also provide authentication and non-repudiation. 


4.8.  Access to all DoD information systems shall be based on a demonstrated need-to-
know, and granted in accordance with applicable laws and DoD 5200.2-R (reference (n)) for 
background investigations, special access and IT position designations and requirements.  An 
appropriate security clearance and non-disclosure agreement are also required for access to 
classified information in accordance with DoD 5200.1-R (reference (o)).  Further: 


4.8.1.  The minimum requirement for DoD information system access shall be a 
properly administered and protected individual identifier and password. 


4.8.2.  The use of Public Key Infrastructure (PKI) certificates and biometrics for 
positive authentication shall be in accordance with published DoD policy and procedures.  These 
technologies shall be incorporated in all new acquisitions and upgrades whenever possible.  
Where interoperable PKI is required for the exchange of unclassified information with vendors 
and contractors, the Department of Defense shall only accept PKI certificates obtained from a 
DoD-approved external certificate authority or other mechanisms approved in accordance with 
DoD policy. 


4.9.  In addition to the requirements in paragraph 4.8., foreign exchange personnel and 
representatives of foreign nations, coalitions or international organizations may be authorized 
access to DoD information systems containing classified or sensitive information only if all of 
the following conditions are met: 
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4.9.1.  Access is authorized only by the DoD Component Head in accordance with the 
Department of Defense, the Department of State (DoS), and DCI disclosure and interconnection 
policies, as applicable. 


4.9.2.  Mechanisms are in place to strictly limit access to information that has been 
cleared for release to the represented foreign nation, coalition or international organization, (e.g., 
North Atlantic Treaty Organization) in accordance with DoD Directive 5230.11 (reference (p)), 
for classified information, and other policy guidance for unclassified information such as 
reference (o), DoD Directive 5230.20E (reference (q)), and DoD Instruction 5230.27 (reference 
(r)). 


4.10.  Authorized users who are contractors, DoD direct or indirect hire foreign national 
employees, or foreign representatives as described in paragraph 4.9., above, shall always have 
their affiliation displayed as part of their e-mail addresses. 


4.11.  Access to DoD-owned, -operated or -outsourced web sites shall be strictly controlled 
by the web site owner using technical, operational, and procedural measures appropriate to the 
web site audience and information classification or sensitivity. 


4.11.1.  Access to DoD-owned, -operated or -controlled web sites containing official 
information shall be granted according to reference (o) and need-to-know rules established by 
the information owner. 


4.11.2.  Access to DoD-owned, -operated or -controlled web sites containing public 
information is not restricted; however, the information accessible through the web sites shall be 
limited to unclassified information that has been reviewed and approved for release in 
accordance with DoD Directive 5230.9 and DoD Instruction 5230.29 (references (s) and (t)). 


4.12.  DoD information systems shall regulate remote access and access to the Internet by 
employing positive technical controls such as proxy services and screened subnets, also called 
demilitarized zones (DMZ), or through systems that are isolated from all other DoD information 
systems through physical means.  This includes remote access for telework. 


4.13.  All DoD information systems shall be certified and accredited in accordance with 
DoD Instruction 5200.40 (reference (u)). 


4.14.  All interconnections of DoD information systems shall be managed to continuously 
minimize community risk by ensuring that the assurance of one system is not undermined by 
vulnerabilities of interconnected systems. 


4.14.1.  Interconnections of Intelligence Community (IC) systems and DoD 
information systems shall be accomplished using a process jointly established by the DoD CIO 
and the IC CIO. 
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4.14.2.  Connection to the Defense Information System Network (DISN) shall comply 
with connection approval procedures and processes, as established. 


4.14.3.  Interconnections among DoD information systems of different security 
domains or with other U.S. Government systems of different security domains shall be employed 
only to meet compelling operational requirements, not operational convenience.  Secure 
configurations of approved IA and IA-enabled IT products, uniform risk criteria, trained systems 
security personnel, and strict configuration control shall be employed.  The community risk shall 
be assessed and measures taken to mitigate that risk in accordance with procedures established 
by the DISN Designated Approving Authorities (DAAs) prior to interconnecting the systems. 


4.14.4.  The interconnection of DoD information systems with those of U.S. allies, 
foreign nations, coalition partners, or international organizations shall comply with applicable 
international agreements and, whenever possible, DoD IA policies.  Variations shall be approved 
by the responsible Combatant Commander and the DISN DAAs, and incorporated in the system 
security documentation.  Information provided through these interconnections must be released 
in accordance with reference (o) or reference (p). 


4.15.  All DoD information systems shall comply with DoD ports and protocols guidance 
and management processes, as established. 


4.16.  The conduct of all DoD communications security activities, including the acquisition 
of COMSEC products, shall be in accordance with DoD Directive C-5200.5 (reference (v)). 


4.17.  All IA or IA-enabled IT hardware, firmware, and software components or products 
incorporated into DoD information systems must comply with the evaluation and validation 
requirements of National Security Telecommunications and Information Systems Security Policy 
Number 11 (reference (w)).  Such products must be satisfactorily evaluated and validated either 
prior to purchase or as a condition of purchase; i.e., vendors will warrant, in their responses to a 
solicitation and as a condition of the contract, that the vendor's products will be satisfactorily 
validated within a period of time specified in the solicitation and the contract.  Purchase contracts 
shall specify that product validation will be maintained for updated versions or modifications by 
subsequent evaluation or through participation in the National IA Partnership (NIAP) Assurance 
Maintenance Program. 


4.18.  All IA and IA-enabled IT products incorporated into DoD information systems shall 
be configured in accordance with DoD-approved security configuration guidelines.1  


4.19.  Public domain software products, and other software products with limited or no 
warranty, such as those commonly known as freeware or shareware, shall only be used in DoD 
information systems to meet compelling operational requirements.  Such products shall be 
thoroughly assessed for risk and accepted for use by the responsible DAA. 
                                                 
1 Guidelines are available at http://iase.disa.mil/ and http://www.nsa.gov/  
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4.20.  DoD information systems shall be monitored based on the assigned mission assurance 
category and assessed risk in order to detect, isolate, and react to intrusions, disruption of 
services, or other incidents that threaten the IA of DoD operations or IT resources, including 
internal misuse.  DoD information systems also shall be subject to active penetrations and other 
forms of testing used to complement monitoring activities in accordance with DoD and 
Component policy and restrictions. 


4.21.  Identified DoD information system vulnerabilities shall be evaluated for DoD impact, 
and tracked and mitigated in accordance with DoD-directed solutions, e.g., Information 
Assurance Vulnerability Alerts. 


4.22.  All personnel authorized access to DoD information systems shall be adequately 
trained in accordance with DoD and Component policies and requirements and certified as 
required in order to perform the tasks associated with their IA responsibilities. 


4.23.  Individuals shall be notified of their privacy rights and security responsibilities in 
accordance with DoD Component General Counsel-approved processes when attempting access 
to DoD information systems. 


4.24.  Mobile code technologies shall be categorized and controlled to reduce their threat to 
DoD information systems in accordance with DoD and Component policy and guidance. 


4.25.  A DAA shall be appointed for each DoD information system operating within or on 
behalf of the Department of Defense, to include outsourced business processes supported by 
private sector information systems and outsourced information technologies.  The DAA shall be 
a U.S. citizen, a DoD employee, and have a level of authority commensurate with accepting, in 
writing, the risk of operating DoD information systems under his or her purview. 


4.26.  All military voice radio systems, to include cellular and commercial services, shall be 
protected consistent with the classification or sensitivity of the information transmitted on the 
system. 
 


5.  RESPONSIBILITIES 


5.1.  The Assistant Secretary of Defense for Networks and Information Integration, as the 
DoD Chief Information Officer, shall: 


5.1.1.  Monitor, evaluate and provide advice to the Secretary of Defense regarding all 
DoD IA activities. 


5.1.2.  Oversee appropriations earmarked for the DoD IA program and manage the 
supporting activities of the office of the Defense-wide Information Assurance Program (DIAP) 
Office in accordance with reference (a). 
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5.1.3.  Develop and promulgate additional IA policy guidance consistent with this 
Directive to address such topics as ports and protocols management, vulnerability management, 
biometrics, security management, IA education and training, mobile code, and interconnection 
between security domains. 


5.1.4.  Ensure the integration of IA initiatives with critical infrastructure protection 
sector liaisons, as defined in DoD Directive 3020.40 (reference (x)). 


5.1.5.  Establish a formal coordination process with the IC CIO to ensure proper 
protection of IC information within the Department of Defense. 


5.1.6.  Establish metrics and annually validate the IA readiness of all DoD Components 
as an element of mission readiness. 


5.1.7.  Ensure that responsibilities for IA aspects of Major Defense Acquisition 
Program design are integrated into existing Under Secretary of Defense (Acquisition, 
Technology, and Logistics) (USD(AT&L)) and Service Acquisition Executive processes. 


5.1.8.  Require the Director, Defense Information Systems Agency (DISA) to: 


5.1.8.1.  Develop, implement and oversee a single IA approach for layered 
protection (defense-in-depth) of the DISN in coordination with the Chairman of the Joint Chiefs 
of Staff, Director, Defense Intelligence Agency (DIA) and Director, National Security Agency 
(NSA). 


5.1.8.2.  Establish and manage connection approval processes for the DISN. 


5.1.8.3.  Develop and provide IA training and awareness products. 


5.1.8.4.  Develop and provide security configuration guidance for IA and IA-
enabled IT products in coordination with Director, NSA. 


5.1.8.5.  Establish and implement: 


5.1.8.5.1.  A DoD ports and protocols management process. 


5.1.8.5.2.  Procedures for mitigation of risks associated with the use of 
mobile code in DoD information systems. 


5.1.8.5.3.  A web-based resource providing access to current DoD and 
Federal IA and IA-related policy and guidance, including recent and pending legislation. 
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5.1.9.  Require the Director, Defense Intelligence Agency to: 


5.1.9.1.  Provide finished intelligence on IA, including threat assessments, to the 
DoD Components. 


5.1.9.2.  Develop, implement, and oversee an IA program for layered protection 
of the DoD non-cryptologic SCI systems including the DoD Intelligence Information System 
(DoDIIS) on the basis of defined DoD information systems and geographical or organizational 
boundaries. 


5.1.9.3.  Certify and accredit DoD non-cryptologic SCI and DoDIIS applications, 
enclaves, platform IT interconnections, and outsourced IT-based processes, and develop and 
provide an IA education, training, and awareness program for DoD non-cryptologic SCI systems 
and DoDIIS users and administrators. 


5.1.9.4.  Establish and manage a connection-approval process for the Joint 
Worldwide Intelligence Communications System. 


5.1.10.  Require the Director, Defense Security Service to monitor information system 
security practices and conduct regular inspections of DoD contractors processing classified 
information in accordance with DoD 5220.22-M (reference (y)). 


5.2.  The Under Secretary of Defense for Acquisition, Technology, and Logistics 
(USD(AT&L)) shall: 


5.2.1.  Require the Director, Defense Research and Engineering (DDR&E) to: 


5.2.1.1.  Monitor and oversee, in coordination with the Defense-wide Information 
Assurance Program Office, all Defense-wide IA research and technology investments and 
activities to include protection mechanisms, detection and monitoring, response and recovery, 
and IA assessment tools and techniques. 


5.2.1.2.  Require the Director, Defense Advanced Research Projects Agency 
(DARPA) to coordinate all DoD IA research and technology initiatives under DARPA's purview 
with the Director, NSA. 


5.2.2.  Integrate policies established by this Directive and reference (w) into 
acquisition policy and guidance to include the Federal Acquisition Regulations System 
(reference (z)), and incorporate such policies into acquisitions under his or her purview. 


5.2.3.  Oversee IA assessments, in coordination with the Director, Operational Testing 
and Evaluation. 
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5.3.  The Under Secretary of Defense for Personnel and Readiness shall, in coordination 
with the ASD(NII), develop and implement IA personnel management and skill tracking 
procedures and processes to ensure adequate personnel resources are available to meet critical 
DoD IA requirements. 


5.4.  The OSD Principal Staff Assistants shall: 


5.4.1.  Ensure end-to-end protection of information flows in their functional areas by 
guiding investments and other actions relating to IA. 


5.4.2.  Ensure that IA requirements for DoD information systems developed under 
their cognizance are fully coordinated at the DoD Component level and with the DIAP. 


5.4.3.  Appoint DAAs for Joint and Defense-wide information systems under their 
purview (e.g., the Defense Civilian Personnel Data System, Defense Message System, Defense 
Travel System, and the Joint Total Asset Visibility System). 


5.4.4.  Identify and include IA requirements in the design, acquisition, installation, 
operation, upgrade or replacement of all DoD information systems under their purview. 


5.5.  The Secretary of the Army shall serve as the Executive Agent for the integration of 
common biometric technologies throughout the Department of Defense. 


5.6.  The Chairman of the Joint Chiefs of Staff shall: 


5.6.1.  Serve as the principal military advisor to the Secretary of Defense on IA. 


5.6.2.  Ensure, in coordination with the ASD(NII), the validation of IA requirements 
for systems supporting Joint and Combined operations through the Joint Requirements Oversight 
Council. 


5.6.3.  Develop, coordinate, and promulgate IA policies, doctrine and procedures for 
Joint and Combined operations. 


5.7.  The Commander, United States Strategic Command, shall coordinate and direct DoD-
wide CND operations in accordance with reference (m). 


5.8.  The Director, National Security Agency (NSA), shall: 


5.8.1.  Implement an IA intelligence capability responsive to requirements for the 
Department of Defense, less DIA responsibilities. 


5.8.2.  Provide IA support to the DoD Components as required in order to assess the 
threats to, and vulnerabilities of, information technologies. 
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5.8.3.  Serve as the DoD focal point for IA cryptographic research and development in 
accordance with DDR&E direction and in coordination with the Director, DARPA. 


5.8.4.  Manage the development of the IA Technical Framework (reference (aa)) in 
support of defense-in-depth, and provide engineering support and other technical assistance for 
its implementation within the Department of Defense. 


5.8.5.  Serve as the DoD focal point for the NIAP and establish criteria and processes 
for evaluating and validating all IA and IA-enabled IT products used in DoD information 
systems. 


5.8.6.  Plan, design, and manage the implementation of the Key Management 
Infrastructure/PKI within the Department of Defense. 


5.8.7.  In coordination with the USD(AT&L), develop and maintain an information 
system security engineering process that supports IT acquisition. 


5.8.8.  Support the Director, Defense Information Systems Agency in the development 
of security configuration guidance for IA and IA-enabled IT products. 


5.8.9.  Develop, implement, and oversee an IA program for layered protection of DoD 
cryptologic SCI systems, an IA certification and accreditation process for DoD cryptologic SCI 
applications, enclaves, platform IT interconnections and outsourced IT-based processes, and an 
IA education, training, and awareness program for users and administrators of DoD cryptologic 
SCI systems. 


5.9.  The Director, Operational Testing and Evaluation, shall oversee IA assessments. 


5.10.  The Heads of the DoD Components shall: 


5.10.1.  Develop and implement an IA program focused on assurance of DoD 
Component-specific information and systems (e.g., sustaining base, tactical, and Command, 
Control, Communications, Computers, and Intelligence (C4I) interfaces to weapon systems) that 
is consistent with references (a) and (l) and defense-in-depth. 


5.10.2.  Coordinate with Joint and Defense-wide program offices to ensure 
interoperability of IA solutions across the DoD enterprise. 


5.10.3.  Collect and report IA management, financial, and readiness data to meet DoD 
IA internal and external reporting requirements. 


5.10.4.  Appoint DAAs for all DoD information systems for which they have 
responsibility. 
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5.10.5.  Identify and include IA requirements in the design, acquisition, installation, 
operation, upgrade or replacement of all DoD information systems for which they have 
responsibility. 


5.10.6.  Ensure that the Government's contract requirements properly reflect that IA or 
IA-enabled IT products are involved and must be properly evaluated and validated in accordance 
with paragraph 4.17., above. 


5.10.7.  Ensure that IA awareness, training, education, and professionalization are 
provided to all Component personnel commensurate with their respective responsibilities for 
developing, using, operating, administering, maintaining, and retiring DoD information systems. 


5.10.8.  Comply with established accreditation and connection approval processes 
required for all DoD information systems. 


5.10.9.  Coordinate all IA research and technology initiatives under their purview with 
the DDR&E. 
 


6.  EFFECTIVE DATE 


This Directive is effective immediately. 


 


 
Enclosures - 2  


E1.  References, continued 
E2.  Definitions 
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E1.  ENCLOSURE 1 


REFERENCES, continued 
 
 


(e)  DoD CIO Memorandum 6-8510, "Guidance and Policy for Department of Defense 
Global Information Grid Information Assurance," June 16, 2000 (hereby canceled) 


(f)  DoD 5025.1-M, "DoD Directives System Procedures," March 5, 2003 
(g)  Executive Order 12333, "United States Intelligence Activities," December 4, 1981 
(h)  DoD Directive 5144.1, “Assistant Secretary of Defense for Networks and 


Information Integration/DoD Chief Information Officer (ASD(NII)/DoD CIO),” 
May 2, 2005 


(i)  National Security Telecommunications and Information Systems Security Instruction 
(NSTISSI) No. 4009, "National Information Systems Security Glossary," September 
20002  


(j)  OMB Circular A-130, "Management of Federal Information Resources, Transmittal 
4," November 30, 2000 


(k)  DoD Directive 5000.1, "The Defense Acquisition System," May 12, 2003 
(l)  Sections 1423 and 1451 of title 40, United States Code, "Division E of the Clinger-


Cohen Act of 1996" 
(m)  DoD Directive O-8530.1, "Computer Network Defense," January 8, 2001 
(n)  DoD 5200.2-R, "DoD Personnel Security Program," December 16, 1986 
(o)  DoD 5200.1-R, "DoD Information Security Program Regulation," January 14, 1997 
(p)  DoD Directive 5230.11, "Disclosure of Classified Military Information to Foreign 


Governments and International Organizations," June 16, 1992 
(q)  DoD Directive 5230.20E, "Visits and Assignments of Foreign Nationals," June 22, 


2005 
(r)  DoD Instruction 5230.27, "Presentation of DoD-Related Scientific and Technical 


Papers at Meetings," October 6, 1987 
(s)  DoD Directive 5230.9, "Clearance of DoD Information for Public Release," April 9, 


1996 
(t)  DoD Instruction 5230.29, "Security and Policy Review of DoD Information for 


Public Release," August 6, 1999 
(u)  DoD Instruction 5200.40, "DoD Information Technology Security Certification and 


Accreditation (C&A) Process (DITSCAP)," December 30, 1997 
(v)  DoD Directive C-5200.5, "Communications Security (COMSEC)," (U) April 21, 


1990 
(w)  National Security Telecommunications and Information Systems Security Policy 


(NSTISSP) No. 11, "National Policy Governing the Acquisition of Information 
Assurance (IA) and IA-enabled Information Technology Products," January 2000 


(x)  DoD Directive 3020.40, “Defense Critical Infrastructure Program (DCIP),”  
August 19, 2005 


(y)  DoD 5220.22-M, "National Industrial Security Program Operating Manual," January 
1995 and "National Industrial Security Program Operating Manual Supplement," 
February 1995  
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___________ 
2   Available at http://www.nstissc.gov/html/library.html 


(z)  Title 48, Code of Federal Regulations, "Federal Acquisition Regulations System," 
October 1, 199633  


(aa)  Information Assurance Technical Framework (IATF), Release 3.0, September 
20004  


(ab)  DoD 7000.14-R, Vol 2B, Chapter 5, "DoD Financial Management Regulation," 
June 2000 


(ac)  Section 552a of title 5, United States Code, "The Privacy Act of 1974" 
(ad)  Section 278g-3 of title 15, United States Code, "Computer Security Act of 1987" 
(ae)  DoD 5400.7-R, "DoD Freedom of Information Act Program," September 4, 1998 
(af)  Section 552 of title 5, United States Code, "Freedom of Information Act" 
(ag)  DoD Directive 5210.83, "Department of Defense Unclassified Controlled Nuclear 


Information (DoD UCNI)", November 15, 1991 
(ah)  DoD Directive 5230.25, "Withholding of Unclassified Technical Data from Public 


Disclosure," November 6, 1984  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


________________ 
3   Available at http://web1.deskbook.osd.mil/htmlfiles/rlcats.asp 
4   Available at http://www.iatf.net 
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E2.  ENCLOSURE 2 


DEFINITIONS 
 
 


E2.1.1.  Application.  Software program that performs a specific function directly 
for a user and can be executed without access to system control, monitoring or 
administrative privileges.  Examples include office automation, electronic mail, web 
services, and major functional or mission software programs. 


E2.1.2.  Authentication.  Security measure designed to establish the validity of a 
transmission, message, or originator, or a means of verifying an individual's authorization 
to receive specific categories of information (reference (i)). 


E2.1.3.  Authorized User.  Any appropriately cleared individual with a requirement 
to access a DoD information system in order to perform or assist in a lawful and 
authorized governmental function. 


E2.1.4.  Availability.  Timely, reliable access to data and information services for 
authorized users (reference (i)). 


E2.1.5.  Community Risk.  Probability that a particular vulnerability will be 
exploited within an interacting population and adversely impact some members of that 
population. 


E2.1.6.  Computer Network.  The constituent element of an enclave responsible for 
connecting computing environments by providing short-haul data transport capabilities 
such as local or campus area networks, or long-haul data transport capabilities such as 
operational, metropolitan, or wide area and backbone networks. 


E2.1.7.  Computing Environment.  Workstation or server (host) and its operating 
system, peripherals, and applications (reference (i)). 


E2.1.8.  Confidentiality.  Assurance that information is not disclosed to unauthorized 
entities or processes (reference (i)). 


E2.1.9.  Connection Approval.  Formal authorization to interconnect information 
systems. 


E2.1.10.  Controlled Unclassified Information.  A term used, but not specifically 
defined in reference (o), to refer to sensitive information as defined in paragraph 
E2.1.41., below. 
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E2.1.11.  Defense-in-Depth.  The DoD approach for establishing an adequate IA 
posture in a shared-risk environment that allows for shared mitigation through: the 
integration of people, technology, and operations; the layering of IA solutions within and 
among IT assets; and, the selection of IA solutions based on their relative level of 
robustness. 


E2.1.12.  Defense Information System Network (DISN).  The DoD consolidated 
worldwide enterprise-level telecommunications infrastructure that provides the end-to-
end information transfer network for supporting military operations. 


E2.1.13.  Designated Approving Authority (DAA).  The official with the authority to 
formally assume responsibility for operating a system at an acceptable level of risk.  This 
term is synonymous with Designated Accrediting Authority and Delegated Accrediting 
Authority (reference (i)). 


E2.1.14.  DISN Designated Approving Authority (DISN DAA).  One of four DAAs 
responsible for operating the DISN at an acceptable level of risk.  The four DISN DAAs 
are the Directors of the DISA, the DIA, the NSA and the Director of the Joint Staff 
(delegated to the Joint Staff Director for Command, Control, Communications, and 
Computer Systems (J-6)). 


E2.1.15.  DMZ (Demilitarized Zone).  Perimeter network segment that is logically 
between internal and external networks.  Its purpose is to enforce the internal network's 
IA policy for external information exchange and to provide external, untrusted sources 
with restricted access to releasable information while shielding the internal network from 
outside attacks.  A DMZ is also called a "screened subnet." 


E2.1.16.  DoD Information System.  Set of information resources organized for the 
collection, storage, processing, maintenance, use, sharing, dissemination, disposition, 
display, or transmission of information.  Includes AIS applications, enclaves, outsourced 
IT-based processes, and platform IT interconnections. 


E2.1.16.1.  Automated Information System (AIS) Application.  For DoD 
information assurance purposes, an AIS application is the product or deliverable of an 
acquisition program, such as those described in reference (k).  An AIS application 
performs clearly defined functions for which there are readily identifiable security 
considerations and needs that are addressed as part of the acquisition.  An AIS 
application may be a single software application (e.g., Integrated Consumable Items 
Support); multiple software applications that are related to a single mission (e.g., payroll 
or personnel); or a combination of software and hardware performing a specific support 
function across a range of missions (e.g., Global Command and Control System, Defense  
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Messaging System).  AIS applications are deployed to enclaves for operations, and have 
their operational security needs assumed by the enclave.  Note that an AIS application is 
analogous to a "major application" as defined in reference (j); however, this term is not 
used in order to avoid confusion with the DoD acquisition category of Major Automated 
Information System. 


E2.1.16.2.  Enclave.  Collection of computing environments connected by one 
or more internal networks under the control of a single authority and security policy, 
including personnel and physical security.  Enclaves always assume the highest mission 
assurance category and security classification of the AIS applications or outsourced IT-
based processes they support, and derive their security needs from those systems.  They 
provide standard IA capabilities such as boundary defense, incident detection and 
response, and key management, and also deliver common applications such as office 
automation and electronic mail.  Enclaves are analogous to general support systems as 
defined in reference (j).  Enclaves may be specific to an organization or a mission, and 
the computing environments may be organized by physical proximity or by function 
independent of location.  Examples of enclaves include local area networks and the 
applications they host, backbone networks, and data processing centers. 


E2.1.16.3.  Outsourced IT-based Process.  For DoD IA purposes, an outsourced 
IT-based process is a general term used to refer to outsourced business processes 
supported by private sector information systems, outsourced information technologies, or 
outsourced information services.  An outsourced IT-based process performs clearly 
defined functions for which there are readily identifiable security considerations and 
needs that are addressed in both acquisition and operations. 


E2.1.16.4.  Platform IT Interconnection.  For DoD IA purposes, platform IT 
interconnection refers to network access to platform IT.  Platform IT interconnection has 
readily identifiable security considerations and needs that must be addressed in both 
acquisition, and operations.  Platform IT refers to computer resources, both hardware and 
software, that are physically part of, dedicated to, or essential in real time to the mission 
performance of special purpose systems such as weapons, training simulators, diagnostic 
test and maintenance equipment, calibration equipment, equipment used in the research 
and development of weapons systems, medical technologies, transport vehicles, 
buildings, and utility distribution systems such as water and electric.  Examples of 
platform IT interconnections that impose security considerations include communications 
interfaces for data exchanges with enclaves for mission planning or execution, remote 
administration, and remote upgrade or reconfiguration. 


E2.1.17.  Information Assurance (IA).  Measures that protect and defend 
information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.  This includes providing for 
restoration of information systems by incorporating protection, detection, and reaction 
capabilities. 
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E2.1.18.  IA Certification and Accreditation.  The standard DoD approach for 
identifying information security requirements, providing security solutions, and 
managing the security of DoD information systems. 


E2.1.19.  IA Control.  An objective IA condition of integrity, availability or 
confidentiality achieved through the application of specific safeguards or through the 
regulation of specific activities that is expressed in a specified format, i.e., a control 
number, a control name, control text, and a control class.  Specific management, 
personnel, operational, and technical controls are applied to each DoD information 
system to achieve an appropriate level of integrity, availability, and confidentiality in 
accordance with reference (j). 


E2.1.20.  IA Product.  Product or technology whose primary purpose is to provide 
security services (e.g., confidentiality, authentication, integrity, access control, non-
repudiation of data); correct known vulnerabilities; and/or provide layered defense 
against various categories of non-authorized or malicious penetrations of information 
systems or networks.  Examples include such products as data/network encryptors, 
firewalls, and intrusion detection devices. 


E2.1.21.  IA-Enabled Information Technology Product.  Product or technology 
whose primary role is not security, but which provides security services as an associated 
feature of its intended operating capabilities.  Examples include such products as 
security-enabled web browsers, screening routers, trusted operating systems, and 
security-enabled messaging systems. 


E2.1.22.  Information Owner.  Official with statutory or operational authority for 
specified information and responsibility for establishing the controls for its generation, 
collection, processing, dissemination, and disposal. 


E2.1.23.  Integrity.  Quality of an information system reflecting the logical 
correctness and reliability of the operating system; the logical completeness of the 
hardware and software implementing the protection mechanisms; and the consistency of 
the data structures and occurrence of the stored data.  Note that, in a formal security 
mode, integrity is interpreted more narrowly to mean protection against unauthorized 
modification or destruction of information (reference (i)). 


E2.1.24.  IT Position Category.  Applicable to unclassified DoD information 
systems, a designator that indicates the level of IT access required to execute the 
responsibilities of the position based on the potential for an individual assigned to the 
position to adversely impact DoD missions or functions.  Position categories include: IT-I 
(Privileged), IT-II (Limited Privileged) and IT-III (Non-Privileged), as defined in 
reference (o).  Investigative requirements for each category vary, depending on role and 
whether the incumbent is a U.S. military member, U.S. civilian government employee, 
U.S. civilian contractor or a foreign national.  The term IT Position is synonymous with 
the older term Automated Data Processing (ADP) Position. 
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E2.1.25.  Mission Assurance Category (MAC).  Applicable to DoD information 
systems, the mission assurance category reflects the importance of information relative to 
the achievement of DoD goals and objectives, particularly the warfighters' combat 
mission.  Mission assurance categories are primarily used to determine the requirements 
for availability and integrity.  The Department of Defense has three defined mission 
assurance categories: 


E2.1.25.1.  Mission Assurance Category I (MAC I).  Systems handling 
information that is determined to be vital to the operational readiness or mission 
effectiveness of deployed and contingency forces in terms of both content and 
timeliness.  The consequences of loss of integrity or availability of a MAC I system are 
unacceptable and could include the immediate and sustained loss of mission 
effectiveness.  MAC I systems require the most stringent protection measures. 


E2.1.25.2.  Mission Assurance Category II (MAC II).  Systems handling 
information that is important to the support of deployed and contingency forces.  The 
consequences of loss of integrity are unacceptable.  Loss of availability is difficult to deal 
with and can only be tolerated for a short time.  The consequences could include delay or 
degradation in providing important support services or commodities that may seriously 
impact mission effectiveness or operational readiness.  MAC II systems require 
additional safeguards beyond best practices to ensure adequate assurance. 


E2.1.25.3.  Mission Assurance Category III (MAC III).  Systems handling 
information that is necessary for the conduct of day-to-day business, but does not 
materially affect support to deployed or contingency forces in the short-term.  The 
consequences of loss of integrity or availability can be tolerated or overcome without 
significant impacts on mission effectiveness or operational readiness.  The consequences 
could include the delay or degradation of services or commodities enabling routine 
activities.  MAC III systems require protective measures, techniques or procedures 
generally commensurate with commercial best practices. 


E2.1.26.  Mobile Code.  Software modules obtained from remote systems, 
transferred across a network, and then downloaded and executed on local systems 
without explicit installation or execution by the recipient. 


E2.1.27.  National Information Assurance Partnership (NIAP).  Joint initiative 
between the NSA and the National Institute of Standards and Technology responsible for 
security testing needs of both IT consumers and producers and promoting the 
development of technically sound security requirements for IT products and systems and 
appropriate measures for evaluating those products and systems. 


E2.1.28.  Need-to-Know.  Necessity for access to, or knowledge or possession of, 
specific official DoD information required to carry out official duties (reference (i) 
modified). 
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E2.1.29.  Need-to-Know Determination.  Decision made by an authorized holder of 
official information that a prospective recipient requires access to specific official 
information to carry out official duties (reference (i)). 


E2.1.30.  Non-repudiation.  Assurance the sender of data is provided with proof of 
delivery and the recipient is provided with proof of the sender's identity, so neither can 
later deny having processed the data (reference (i)). 


E2.1.31.  Official DoD Information.  All information that is in the custody and 
control of the Department of Defense, relates to information in the custody and control of 
the Department, or was acquired by DoD employees as part of their official duties or 
because of their official status within the Department (reference (s)). 


E2.1.32.  Portfolio.  The aggregate of IT investments for DoD information systems, 
infrastructure and related technical activities that are linked to mission goals, strategies, 
and architectures, using various assessment and analysis tools to permit information and 
IT decisions to be based on their contribution to the effectiveness and efficiency of 
military missions and supporting business functions.  Portfolios enable the Department of 
Defense to manage IT resources and align strategies and programs with Defense-wide, 
functional, and organizational goals and measures. 


E2.1.33.  Proxy.  Software agent that performs a function or operation on behalf of 
another application or system while hiding the details involved.  Typical proxies accept a 
connection from a user, make a decision as to whether or not the user or client network 
address is authorized to use the requested service, optionally perform additional 
authentication, and then complete a connection on behalf of the user to a remote 
destination. 


E2.1.34.  Public Domain Software.  Software not protected by copyright laws of any 
nation that carries no warranties or liabilities, and may be freely used without permission 
of or payment to the creator. 


E2.1.35.  Public Information.  Official DoD information that has been reviewed and 
approved for public release by the information owner in accordance with reference (s). 


E2.1.36.  Research and Technology.  Activities that may be described as basic 
research, applied research, and advanced technology development, demonstrations or 
equivalent activities, regardless of budget activity.  Definitions for Basic Research, 
Applied Research and Advanced Technology Development are provided in the DoD 
FMR, Chapter 5 (reference (ab)). 


E2.1.37.  Robustness.  A characterization of the strength of a security function, 
mechanism, service or solution, and the assurance (or confidence) that it is implemented 
and functioning correctly.  The Department of Defense has three levels of robustness: 
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E2.1.37.1.  High Robustness:  Security services and mechanisms that provide 
the most stringent protection and rigorous security countermeasures. 


E2.1.37.2.  Medium Robustness:  Security services and mechanisms that 
provide for layering of additional safeguards above good commercial practices. 


E2.1.37.3.  Basic Robustness:  Security services and mechanisms that equate to 
good commercial practices. 


E2.1.38.  Security Domain.  Within an information system, the set of objects that is 
accessible.  Access is determined by the controls associated with information properties 
such as its security classification, security compartment or sensitivity.  The controls are 
applied both within the information system and in its connection to other classified or 
unclassified information systems. 


E2.1.39.  Sensitive But Unclassified (SBU).  A term commonly and inappropriately 
used within the Department of Defense as a synonym for Sensitive Information, which is 
the preferred term. 


E2.1.40.  Sensitive Compartmented Information (SCI).  Classified information 
concerning or derived from intelligence sources, methods, or analytical processes, which 
is required to be handled within formal access control systems established by the Director 
of Central Intelligence. 


E2.1.41.  Sensitive Information.  Information the loss, misuse, or unauthorized 
access to or modification of could adversely affect the national interest or the conduct of 
Federal programs, or the privacy to which individuals are entitled under Section 552a of 
title 5, United States Code, "The Privacy Act" (reference (ac)), but which has not been 
specifically authorized under criteria established by Executive order or an Act of 
Congress to be kept secret in the interest of national defense or foreign policy (Section 
278g-3 of title 15, United States Code, "The Computer Security Act of 1987" (reference 
(ad)).)  This includes information in routine DoD payroll, finance, logistics, and 
personnel management systems.  Sensitive information sub-categories include, but are 
not limited to the following: 


E2.1.41.1.  For Official Use Only (FOUO).  In accordance with DoD 5400.7-R 
(reference (ae)), DoD information exempted from mandatory public disclosure under the 
Freedom of Information Act (FOIA) (reference (af)). 


E2.1.41.2.  Privacy Data.  Any record that is contained in a system of records, 
as defined in the reference (ac) and information the disclosure of which would constitute 
an unwarranted invasion of personal privacy. 







DoDD 8500.01E, October 24, 2002 


ENCLOSURE 2 22


E2.1.41.3.  DoD Unclassified Controlled Nuclear Information (DoD UCNI).  
Unclassified information on security measures (security plans, procedures and 
equipment) for the physical protection of DoD Special Nuclear Material (SNM), 
equipment, or facilities in accordance with DoD Directive 5210.83 (reference (ag)).  
Information is Designated DoD UCNI when it is determined that its unauthorized 
disclosure could reasonably be expected to have a significant adverse effect on the health 
and safety of the public or the common defense and security by increasing significantly 
the likelihood of the illegal production of nuclear weapons or the theft, diversion, or 
sabotage of DoD SNM, equipment, or facilities. 


E2.1.41.4.  Unclassified Technical Data.  Data that is not classified, but is 
subject to export control and is withheld from public disclosure according to DoD 
Directive 5230.25 (reference (ah)). 


E2.1.41.5.  Proprietary.  Information that is provided by a source or sources 
under the condition that it not be released to other sources. 


E2.1.41.6.  Foreign Government Information.  Information that originated from 
a foreign government and that is not classified CONFIDENTIAL or higher, but must be 
protected in accordance with reference (o). 


E2.1.41.7.  Department of State Sensitive But Unclassified (DoS SBU).  
Information which originated from the DoS that has been determined to be SBU under 
appropriate DoS information security polices. 


E2.1.41.8.  Drug Enforcement Administration (DEA) Sensitive Information.  
Information originated by the DEA that requires protection against unauthorized 
disclosure to protect sources and methods of investigative activity, evidence, and the 
integrity of pretrial investigative reports. 


E2.1.42.  Supporting IA Infrastructures.  Collections of interrelated processes, 
systems, and networks that provide a continual flow of information assurance services 
throughout the Department of Defense, e.g., the key management infrastructure or the 
incident detection and response infrastructure. 


E2.1.43.  Telework.  Any arrangement in which an employee performs officially 
assigned duties at an alternative worksite on either a regular and recurring, or on an ad 
hoc, basis (not including while on official travel). 
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INSTRUCTION


NUMBER 8500.2
February 6, 2003


ASD(C3I)


SUBJECT:  Information Assurance (IA) Implementation 


References:  (a)  DoD Directive 8500.1, "Information Assurance," October 24, 2002
(b)  DoD 5025.1-M, "DoD Directives System Procedures," current edition
(c)  National Security Telecommunications and Information Systems 


Security Instruction (NSTISSI) No. 4009, "National Information 
Systems Security Glossary," September 2000 1


(d)  DoD Directive 8000.1, "Management of DoD Information Resources 
and Information Technology," February 27, 2002


(e)  through (ah), see enclosure 1


1.  PURPOSE 


This Instruction:


1.1.  Implements policy, assigns responsibilities, and prescribes procedures for 
applying integrated, layered protection of the DoD information systems and networks 
under reference (a).


1.2.  Authorizes the publication of DoD 8500.2-H, consistent with DoD 5025.1-M 
(reference (b)).
 _____________
1 Available at http://www.nstissc.gov/html/library.htm
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2.  APPLICABILITY AND SCOPE 


This Instruction applies to the Office of the Secretary of Defense, the Military 
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the 
Inspector General of the Department of Defense, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities in the Department of Defense (hereafter 
referred to collectively as "the DoD Components").


3.  DEFINITIONS 


Terms used in this Instruction are defined in reference (c) or enclosure 2.


4.  POLICY 


This Instruction implements the policies established in DoD Directive 8500.1 
(reference (a)).


5.  RESPONSIBILITIES 


5.1.  The Assistant Secretary of Defense for Command, Control, Communications, 
and Intelligence, as the DoD Chief Information Officer, shall:


5.1.1.  Oversee implementation of this Instruction.


5.1.2.  Ensure the adjudication of conflicts or disagreements among the DoD 
Components regarding interconnection of DoD information systems through the Global 
Information Grid (GIG) waiver process defined in DoD Directive 8000.1 and the DoD 
CIO Executive Board Charter (references (d) and (e)).


5.1.3.  Manage the Defense-wide Information Assurance Program (DIAP) 
office that shall:


5.1.3.1.  Maintain liaison with the office of the Intelligence Community 
(IC) Chief Information Officer (CIO) to ensure continuous coordination of DoD and IC 
IA activities and programs.


5.1.3.2.  Coordinate and advocate resources for IA enterprise solutions.


5.1.3.3.  Develop and maintain a Defense-wide view of IA resources that 
supports DoD Component and enterprise IA resource program decisions.
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5.1.3.4.  Develop a capability for enterprise-wide analysis of DoD 
Component IA programs based upon objective criteria, and provide an annual IA 
assessment to the DoD CIO that addresses the elements outlined in enclosure 3 of this 
Instruction.


5.1.3.5.  Publish the DoD CIO Annual IA Report.


5.1.3.6.  In coordination with the OUSD (Acquisition, Technology, and 
Logistics (AT&L)), ensure the DoD acquisition process incorporates IA planning 
consistent with the Clinger-Cohen Act of 1996 and DoD Directive 8500.1 (references 
(f) and (a)).


5.1.3.7.  In coordination with the OUSD(AT&L) and the DoD Components, 
establish a DoD core curriculum for IA training and awareness.


5.1.3.8.  In coordination with the OUSD(Personnel and Readiness), 
establish IA skills certification standards, as required.


5.1.3.9.  Provide oversight of DoD IA education, training, and awareness 
activities.


5.2.  The Chairman of the Joint Chiefs of Staff shall:


5.2.1.  Ensure, in coordination with the ASD(C3I), the validation of IA 
requirements for systems supporting Joint and Combined operations through the Joint 
Requirements Oversight Council (JROC).


5.2.2.  Integrate IA readiness into the Chairman's Readiness System (reference 
(g)) and the Joint Quarterly Readiness Review (JQRR) process command, control, 
communications, and computer (C4) joint functional area.


5.2.3.  Provide guidance and ensure IA is integrated into joint plans and 
operations consistent with policy guidance from the President and the Secretary of 
Defense.


5.2.4.  Develop and coordinate Joint IA policies and guidance.


5.2.5.  Develop IA doctrinal concepts for integration into joint doctrine.


5.2.6.  Appoint a Joint Staff DISN Designated Approving Authority (DAA).
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5.3.  The Commander, United States Strategic Command shall coordinate and direct 
DoD-wide computer network defense (CND) operations responsibilities (operational 
component of IA) in accordance with DoD Instruction O-8530.2 (reference (h)).


5.4.  The Director, Defense Information Systems Agency shall:


5.4.1.  Establish connection requirements and manage connection approval 
processes for the Defense Information Systems Network (DISN) (e.g., the Secret 
Internet Protocol Router Network, the Non-Classified Internet Protocol Router 
Network, and the DISN Video Services Global).   The DISN connection approval 
processes will address connection of DoD information systems, coalition partner 
information systems, and contractor support or commercial partner information systems.


5.4.2.  Ensure the establishment, development, and maintenance of a DoD ports 
and protocols management process for registration of port and protocol usage by all 
DoD information systems, applications, and services connected to the GIG.


5.4.3.  Serve as a DISN DAA.


5.4.4.  Establish and maintain the Information Assurance Support Environment 
(IASE) according to DoD Directive 8500.1 (reference (a)) and the Information 
Assurance Technology Analysis Center (IATAC) according to DoD Directive 3200.12. 
(reference (i)).


5.4.5.  Develop and provide IA training and awareness products, and a 
distributive training capability to support product delivery.


5.5.  The Director, Defense Intelligence Agency shall:


5.5.1.  Establish connection requirements and manage connection approval 
processes for the Joint Worldwide Intelligence Communications System (JWICS).   The 
JWICS connection approval process will address DoD information systems, coalition 
partner information systems, and contractor support or commercial partner information 
systems.


5.5.2.  Develop, implement, and maintain the IA certification and accreditation 
process for DoD non-cryptologic sensitive compartmented information (SCI) to include 
DoD Intelligence Information System (DoDIIS) IT systems, and networks to include 
JWICS.


5.5.3.  Serve as a DISN DAA.
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5.6.  The Director, National Security Agency shall:


5.6.1.  Approve all applications of cryptographic algorithms for the protection 
of confidentiality, integrity, or availability of classified information.


5.6.2.  Approve all cryptographic devices used to protect classified 
information.


5.6.3.  Generate Protection Profiles for IA and IA-enabled IT products used in 
DoD information systems based on Common Criteria (reference (j)), and coordinate the 
generation and review of these Profiles within the National Information Assurance 
Partnership (NIAP) framework.


5.6.4.  Engage the IA Industry and DoD user community to foster development, 
evaluation, and deployment of IA solutions that satisfy the guidance contained in this 
Instruction.


5.6.5.  Provide IA and information system security engineering (ISSE) services 
to the DoD Components, to include describing information protection needs, defining 
and designing system security to meet those needs, and assessing the effectiveness of 
system security.


5.6.6.  Maintain, update, and disseminate the Information Assurance Technical 
Framework (IATF) (reference (k)) in coordination with the National Institute for 
Standards and Technology (NIST).


5.6.7.  Serve as a DISN DAA.


5.6.8.  Manage the DoD IA Scholarship Program in accordance with Pub. L. 
106-398 (reference (l)).


5.7.  The Heads of the DoD Components shall:


5.7.1.  As Information Owners:


5.7.1.1.  Establish information classification, sensitivity, and need-to-know 
for DoD Component-specific information.


5.7.1.2.  Ensure that security classification guidance is issued and 
maintained and that such guidance is sufficient to address classification thresholds for 
compiled information in accordance with DoD 5200.1-R (reference (m)).
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5.7.1.3.  Assign mission assurance categories to DoD Component-specific 
DoD information systems according to the guidelines provided in enclosure 4 of this 
Instruction.


5.7.2.  Ensure that IA requirements are addressed and visible in all investment 
portfolios and investment programs incorporating DoD information systems.


5.7.3.  Ensure that ISSE is employed in the acquisition of all automated 
information system (AIS) applications under their responsibility.


5.7.4.  Ensure DoD information systems acquire and employ IA solutions in 
accordance with enclosures 3 and 4 of this Instruction.


5.7.5.  Appoint DAAs according to DoD Directive 8500.1 (reference (a)) and 
ensure they accredit each DoD information system according to the DoD Instruction 
5200.40 (reference (n)).


5.7.6.  Share research and technology, techniques, and lessons learned relating 
to IA with other DoD Components and the DIAP office.


5.7.7.  Ensure that IA awareness, training, education, and professionalization are 
provided to all military and civilian personnel, including contractors, commensurate with 
their respective responsibilities for developing, using, operating, administering, 
maintaining, and retiring DoD information systems in accordance with Deputy Secretary 
of Defense guidance (references (o) and (p)).


5.7.8.  Provide for an IA monitoring and testing capability according to DoD 
Directive 4640.6 (reference (q)) and applicable laws and regulations.


5.7.9.  Provide for vulnerability mitigation and an incident response and 
reporting capability to:


5.7.9.1.  Comply with DoD-directed mitigations in vulnerability alerts and 
provide support to computer network defense, as directed in DoD Instruction O-8530.2 
(reference (h)).


5.7.9.2.  Limit damage and restore effective service following a computer 
incident.
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5.7.9.3.  Collect and retain audit data to support technical analysis relating 
to misuse, penetration reconstruction, or other investigations, and provide this data to 
appropriate law enforcement or other investigating agencies.


5.7.10.  Ensure that contracts include requirements to protect DoD sensitive 
information, and that the contracts are monitored for compliance.


5.7.11.  Ensure that access to all DoD information systems and to specified 
types of information (e.g., intelligence, proprietary) under their purview is granted only 
on a need-to-know basis according to DoD Directive 8500.1 (reference (a)), and that all 
personnel having access are appropriately cleared or qualified under the provisions of 
DoD 5200.2-R (reference (r)).


5.7.12.  Ensure that Public Key Infrastructure (PKI) implementation within 
DoD Component-owned or -controlled DoD information systems complies with 
guidance, as established.


5.7.13.  Ensure implementation of the DoD ports and protocols management 
process according to guidance, as established.


5.7.14.  Ensure that all biometrics technology intended for integration into 
DoD information and weapon systems is coordinated with the DoD Biometrics 
Management Office and acquired according to DoD policy and procedures, as 
established.


5.7.15.  Ensure that appropriate notice of privacy rights and security 
responsibilities are provided to all individuals accessing DoD Component-owned or 
-controlled DoD information systems.


5.7.16.  Ensure that DoD Component-owned or -controlled DoD information 
systems are assessed for IA vulnerabilities on a regular basis, and that appropriate IA 
solutions to eliminate or otherwise mitigate identified vulnerabilities are implemented.


5.7.17.  Designate individuals authorized to receive code-signing certificates 
and ensure that such designations are kept to a minimum consistent with operational 
requirements.


5.7.18.  Ensure that IA solutions do not unnecessarily restrict the use of 
assistive technology by individuals with disabilities or access to or use of information 
and data by individuals with disabilities in accordance with sections 501, 504, and 508 of 
the Rehabilitation Act of 1973 (29 U.S.C. 791, 794, and 794d) (reference (s)).
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5.8.  Each Designated Approving Authority, in addition to satisfying all 
responsibilities of an Authorized User, shall:


5.8.1.  Ensure that IA is incorporated as an element of DoD information system 
life-cycle management processes.


5.8.2.  For DoD information systems or enclaves under his or her purview, 
ensure that all IA-related positions are assigned in writing, include a statement of IA 
responsibilities, and that appointees to positions receive appropriate IA training.


5.8.3.  Ensure that all Information Assurance Managers (IAMs), in addition to 
meeting all access requirements specified in paragraph 4.8., DoD Directive 8500.1, 
(reference (a)), are U.S. citizens.


5.8.4.  Grant DoD information systems under his or her purview formal 
accreditation to operate according to the DoD IA certification and accreditation process 
(reference (h)).


5.8.5.  Ensure that IA-related events or configuration changes that may impact 
accreditation are reported to affected parties, such as Information Owners and DAAs of 
interconnected DoD information systems.


5.9.  Each IA Manager, in addition to satisfying all responsibilities of an Authorized 
User, shall:


5.9.1.  Develop and maintain an organization or DoD information system-level 
IA program that identifies IA architecture, IA requirements, IA objectives and policies; IA 
personnel; and IA processes and procedures.


5.9.2.  Ensure that information ownership responsibilities are established for 
each DoD information system, to include accountability, access approvals, and special 
handling requirements.


5.9.3.  Ensure the development and maintenance of IA certification 
documentation according to DoD Instruction 5200.40 (reference (n)) by reviewing and 
endorsing such documentation, and recommending action to the DAA.


5.9.4.  Maintain a repository for all IA certification and accreditation 
documentation and modifications.
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5.9.5.  Ensure that IA Officers (IAOs) are appointed in writing, as required, and 
provide oversight to ensure that they are following established IA policies and 
procedures.   In addition to meeting all access requirements specified in DoD Directive 
8500.1, paragraph 4.8. (reference (a)), all newly appointed IAOs shall be U.S. citizens.   
Foreign nationals who are direct or indirect hires and are currently appointed as IAOs 
may continue in these positions provided they satisfy the provisions of DoD Directive 
8500.1, paragraph 4.8. (reference (a)); are under the supervision of an IAM who is a U.S. 
citizen; and are approved in writing by the DAA.   When circumstances warrant, a single 
individual who is a U.S. citizen may fill both the IAM and the IAO roles.


5.9.6.  Ensure that all IAOs and privileged users receive the necessary 
technical and IA training, education, and certification to carry out their IA duties.


5.9.7.  Ensure that compliance monitoring occurs, and review the results of 
such monitoring.


5.9.8.  Ensure that IA inspections, tests, and reviews are coordinated.


5.9.9.  Ensure that all IA management review items are tracked and reported.


5.9.10.  Ensure that incidents are properly reported to the DAA and the DoD 
reporting chain, as required, and that responses to IA-related alerts are coordinated.


5.9.11.  Act as the primary IA technical advisor to the DAA and formally notify 
the DAA of any changes impacting the DoD information system's IA posture.


5.10.  Each IA Officer, in addition to satisfying all responsibilities of an Authorized 
User, shall assist the IAM in meeting the duties and responsibilities outlined in 
paragraph 5.9., above, and:


5.10.1.  Ensure that all users have the requisite security clearances and 
supervisory need-to-know authorization, and are aware of their IA responsibilities before 
being granted access to the DoD information system.


5.10.2.  In coordination with the IAM, initiate protective or corrective 
measures when an IA incident or vulnerability is discovered.


5.10.3.  Ensure that IA and IA-enabled software, hardware, and firmware comply 
with appropriate security configuration guidelines.
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5.10.4.  Ensure that DoD information system recovery processes are 
monitored and that IA features and procedures are properly restored.


5.10.5.  Ensure that all DoD information system IA-related documentation is 
current and accessible to properly authorized individuals.


5.10.6.  Implement and enforce all DoD information system IA policies and 
procedures, as defined by its security certification and accreditation documentation.


5.11.  Each Privileged User with IA responsibilities (e.g. System Administrator), in 
addition to satisfying all responsibilities of an Authorized User, shall:


5.11.1.  Configure and operate IA and IA-enabled technology according to DoD 
information system IA policies and procedures and notify the IAO of any changes that 
might adversely impact IA.


5.11.2.  Establish and manage authorized user accounts for DoD information 
systems, including configuring access controls to enable access to authorized 
information and removing authorizations when access is no longer needed.


5.12.  Authorized Users shall:


5.12.1.  Hold a U.S. Government security clearance commensurate with the 
level of access granted.


5.12.2.  Access only that data, control information, software, hardware, and 
firmware for which they are authorized access and have a need-to-know, and assume only 
those roles and privileges for which they are authorized.


5.12.3.  Immediately report all IA-related events and potential threats and 
vulnerabilities involving a DoD information system to the appropriate IAO.


5.12.4.  Protect authenticators commensurate with the classification or 
sensitivity of the information accessed and share authenticators or accounts only with 
authorized personnel.   Report any compromise or suspected compromise of an 
authenticator of an authenticator to the appropriate IAO.


5.12.5.  Ensure that system media and output are properly marked, controlled, 
stored, transported, and destroyed based on classification or sensitivity and need-to-know.


5.12.6.  Protect terminals or workstations from unauthorized access.
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5.12.7.  Inform the IAO when access to a particular DoD information system is 
no longer required (e.g., completion of project, transfer, retirement, resignation).


5.12.8.  Observe policies and procedures governing the secure operation and 
authorized use of a DoD information system.


5.12.9.  Use the DoD information system only for authorized purposes.


5.12.10.  Not unilaterally bypass, strain, or test IA mechanisms.   If IA 
mechanisms must be bypassed, users shall coordinate the procedure with the IAO and 
receive written approval from the IAM.


5.12.11.  Not introduce or use unauthorized software, firmware, or hardware 
on the DoD information system.


5.12.12.  Not relocate or change DoD information system equipment or the 
network connectivity of equipment without proper IA authorization.


6.  PROCEDURES 


Implementation procedures are in enclosures 3 and 4.
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7.  EFFECTIVE DATE: 


This Instruction is effective immediately.


Enclosures - 4 
E1.  References, continued
E2.  Definitions
E3.  Information Assurance (IA) Program Implementation
E4.  Baseline Information Assurance Levels


DODI 8500.2, February 6, 2003


12







E1.  ENCLOSURE 1


REFERENCES, continued


(e)  "DoD Chief Information Officer Executive Board Charter," March 31, 2000
(f)  Public Law 104-106, "Division E of the Clinger-Cohen Act of 1996"
(g)  CJCS Instruction 3401.01B, "Chairman's Readiness System," 1 July 19992


(h)  DoD Instruction O-8530.2, "Support to Computer Network Defense," March 9, 2001
(i)  DoD Directive 3200.12, "DoD Scientific and Technical Information (STI) Program 


(STIP)," February 11, 1998
(j)  Common Criteria version 2.1, ISO International Standard 15408, or latest release3


(k)  "Information Assurance Technical Framework (IATF)," National Security Agency, 
Release 3.1, September 2002, or latest release4


(l)  Public Law 106-398, "Section 922 of the National Defense Authorization Act for 
Fiscal Year 2001"


(m)  DoD 5200.1-R, "DoD Information Security Program," January 1997
(n)  DoD Instruction 5200.40, "DoD Information Technology Security Certification and 


Accreditation Process (DITSCAP)," December 30, 1997
(o)  Deputy Secretary of Defense Memorandum, "Implementation of the 


Recommendations of the Information Assurance and Information Technology 
Integrated Process Team on Training, Certification, and Personnel Management in 
the Department of Defense," July 14, 20005


(p)  USD(P&R) and ASD(C3I) Memorandum, "Information Assurance (IA) Training and 
Certification," June 29, 19986


(q)  DoD Directive 4640.6, "Communications Security Telephone Monitoring and 
Recording," June 26, 1981


(r)  DoD 5200.2-R, "DoD Personnel Security Program Regulation," January 1987
(s)  29 U.S.C. 791, 794, and 794d, "Rehabilitation Act of 1973"
(t)  Joint Publication 1-02, "Department of Defense Dictionary of Military and 


Associated Terms," 12 April 2001 (as amended through 7 May 2002)


 ___________
2 Available at http://www.dtic.mil/doctrine/cjcsidirectives.htm


 3 Available at http://www.commoncriteria.org


 4 Available at http://www.iatf.net


 5 Available at http://iase.disa.mil/


 6 Available at http://iase.disa.mil/
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(u)  DoD Directive 5000.1, "The Defense Acquisition System," October 23, 2000
(v)  OMB Circular A-130, "Management of Federal Information Resources, Transmittal 


4," November 30, 20007
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E2.  ENCLOSURE 2


DEFINITIONS


E2.1.1.  Application.   Software program that performs a specific function directly 
for a user and can be executed without access to system control, monitoring, or 
administrative privileges.   Examples include office automation, electronic mail, web 
services, and major functional or mission software programs (DoD Directive 8500.1, 
reference (a)).


E2.1.2.  Authorized User.   Any appropriately cleared individual with a requirement 
to access a DoD information system in order to perform or assist in a lawful and 
authorized governmental function (reference (a)).


E2.1.3.  Common Criteria.   The International Common Criteria for Information 
Technology Security Evaluation (CC) defines general concepts and principles of 
information technology (IT) security evaluation and presents a general model of 
evaluation.   It presents constructs for expressing IT security objectives, for selecting 
and defining IT security requirements, and for writing high-level specifications for 
products and systems (reference (j)).


E2.1.4.  Community Risk.   Probability that a particular vulnerability will be 
exploited within an interacting population and adversely impact some members of that 
population (reference (a)).


E2.1.5.  Computer Network.   The constituent element of an enclave responsible 
for connecting computing environments by providing short-haul data transport 
capabilities, such as local or campus area networks, or long-haul data transport 
capabilities, such as operational, metropolitan or wide area and backbone networks 
(reference (a)).


E2.1.6.  Computing Environment.   A computer workstation or server (host) and its 
operating system, peripherals, and applications (reference (a)).


E2.1.7.  Computing Facility.   A room, building, or section of a building that houses 
key IT assets, such as application servers, network management servers, domain name 
servers, switches, firewalls, routers, and intrusion detection systems.   Computing 
facilities have physical and environmental security requirements identified in IA 
controls that focus on both the availability and confidentiality of the information 
processed.   (See also "facility.")
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E2.1.8.  Confidentiality Level.   Applicable to DoD information systems, the 
confidentiality level is primarily used to establish acceptable access factors, such as 
requirements for individual security clearances or background investigations, access 
approvals, and need-to-know determinations; interconnection controls and approvals; and 
acceptable methods by which users may access the system (e.g., intranet, Internet, 
wireless).   The Department of Defense has three defined confidentiality levels:  
classified, sensitive, and public.


E2.1.9.  Connection Approval.   Formal authorization to interconnect information 
systems (reference (a)).


E2.1.10.  Data.   Representation of facts, concepts, or instructions in a formalized 
manner suitable for communication, interpretation, or processing by humans or by 
automatic means.   Any representations, such as characters or analog quantities, to which 
meaning is or might be assigned (Joint Publication 1-02, reference (t)).


E2.1.11.  Defense-in-Depth.   The DoD approach for establishing an adequate IA 
posture in a shared-risk environment that allows for shared mitigation through:  the 
integration of people, technology, and operations; the layering of IA solutions within and 
among IT assets; and the selection of IA solutions based on their relative level of 
robustness (reference (a)).


E2.1.12.  Defense Information System Network (DISN).   The DoD consolidated 
worldwide enterprise-level telecommunications infrastructure that provides the 
end-to-end information transfer network for supporting military operations (reference 
(a)).


E2.1.13.  Designated Approving Authority (DAA).   The official with the authority to 
formally assume responsibility for operating a system at an acceptable level of risk.   
This term is synonymous with Designated Accrediting Authority and Delegated 
Accrediting Authority (reference (a)).


E2.1.14.  Discretionary Access Control (DAC).   A means of restricting access to 
an object (e.g., files, data entities) based on the identity and need-to-know of a subject 
(e.g., user, process) and/or groups to which the object belongs.   The controls are 
discretionary in the sense that a subject with certain access permission is capable of 
passing that permission (perhaps indirectly) to any other subject (unless restrained by a 
mandatory access control).


E2.1.15.  DISN Designated Approving Authority (DISN DAA).   One of four DAAs 
responsible for operating the DISN at an acceptable level of risk.   The four DISN DAAs 
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are the Directors of the Defense Information Systems Agency (DISA), the Defense 
Intelligence Agency (DIA), the National Security Agency (NSA), and the Director of the 
Joint Staff (delegated to Joint Staff Director for Command, Control, Communications, 
and Computer Systems (J-6)) (reference (a)).


E2.1.16.  DMZ (Demilitarized Zone).   Perimeter network that adds an extra layer 
of protection between internal and external networks by enforcing the internal network's 
IA policy for external information exchange.   A DMZ, also called a "screened subnet," 
provides external, untrusted sources with restricted access to releasable information 
while shielding the internal networks from outside attacks (reference (a)).


E2.1.17.  DoD Information System.   Set of information resources organized for 
the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, 
display, or transmission of information.   Includes AIS applications, enclaves, outsourced 
IT-based processes, and platform IT interconnections (NSTISSI No. 4009, reference (c) 
modified to include the four DoD categories).


E2.1.17.1.  Automated Information System (AIS) Application.   For DoD 
information assurance purposes, an AIS application is the product or deliverable of an 
acquisition program, such as those described in DoD Directive 5000.1. (reference (u)).   
An AIS application performs clearly defined functions for which there are readily 
identifiable security considerations and needs that are addressed as part of the 
acquisition.   An AIS application may be a single software application (e.g., Integrated 
Consumable Items Support (ICIS)); multiple software applications that are related to a 
single mission (e.g., payroll or personnel); or a combination of software and hardware 
performing a specific support function across a range of missions (e.g., Global 
Command and Control System (GCCS), Defense Messaging System (DMS)).   AIS 
applications are deployed to enclaves for operations, and have their operational security 
needs assumed by the enclave.   Note:  An AIS application is analogous to a "major 
application," as defined in OMB A-130 (reference (v)); however, this term is not used in 
order to avoid confusion with the DoD acquisition category of Major Automated 
Information System (MAIS).


E2.1.17.2.  Enclave.   Collection of computing environments connected by one 
or more internal networks under the control of a single authority and security policy, 
including personnel and physical security.   Enclaves always assume the highest mission 
assurance category and security classification of the AIS applications or outsourced 
IT-based processes they support, and derive their security needs from those systems.   
They provide standard IA capabilities, such as boundary defense, incident detection and 
response, and key management, and also deliver common applications, such as office 
automation and electronic mail.   Enclaves are analogous to general support systems as 


DODI 8500.2, February 6, 2003


17 ENCLOSURE 2







defined in OMB A-130 (reference (v)).   Enclaves may be specific to an organization or 
a mission, and the computing environments may be organized by physical proximity or 
by function independent of location.   Examples of enclaves include local area networks 
and the applications they host, backbone networks, and data processing centers.


E2.1.17.3.  Outsourced IT-based Process.   For DoD IA purposes, an outsourced 
IT-based process is a general term used to refer to outsourced business processes 
supported by private sector information systems, outsourced information technologies, 
or outsourced information services.   An outsourced IT-based process performs clearly 
defined functions for which there are readily identifiable security considerations and 
needs that are addressed in both acquisition and operations.


E2.1.17.4.  Platform IT Interconnection.   For DoD IA purposes, platform IT 
interconnection refers to network access to platform IT.   Platform IT interconnection 
has readily identifiable security considerations and needs that must be addressed in both 
acquisition, and operations.   Platform IT refers to computer resources, both hardware 
and software, that are physically part of, dedicated to, or essential in real time to the 
mission performance of special purpose systems such as weapons, training simulators, 
diagnostic test and maintenance equipment, calibration equipment, equipment used in the 
research and development of weapons systems, medical technologies, transport vehicles, 
buildings, and utility distribution systems such as water and electric.   Examples of 
platform IT interconnections that impose security considerations include:  
communications interfaces for data exchanges with enclaves for mission planning or 
execution, remote administration, and remote upgrade or reconfiguration (reference (a)).


E2.1.18.  Enclave Boundary.   The point at which an enclave's internal network 
service layer connects to an external network's service layer.


E2.1.19.  Evaluation Assurance Level (EAL).   One of seven increasingly rigorous 
packages of assurance requirements from CC (Common Criteria (IS 15408)) Part 3.   
Each numbered package represents a point on the CC's predefined assurance scale.   An 
EAL can be considered a level of confidence in the security functions of an IT product 
or system.


E2.1.20.  Facility.   A room, building, or section of a building that houses 
workstations and peripherals.   Facilities have physical and environmental security 
requirements identified in IA controls that focus on confidentiality of the information 
processed or displayed.   (See also "computing facility.")


E2.1.21.  Global Information Grid (GIG).   Globally interconnected, end-to-end set 
of information capabilities, associated processes, and personnel for collecting, 
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processing, storing, disseminating, and managing information on demand to warfighters, 
policy makers, and support personnel.   The GIG includes all owned and leased 
communications and computing systems and services, software (including applications), 
data, security services, and other associated services necessary to achieve Information 
Superiority.   It also includes National Security Systems (NSS) as defined in section 
5142 of the Clinger-Cohen Act of 1996 (reference (f)).   The GIG supports all DoD, 
National Security, and related Intelligence Community (IC) missions and functions 
(strategic, operational, tactical, and business) in war and in peace.   The GIG provides 
capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile 
platforms, and deployed sites).   The GIG provides interfaces to coalition, allied, and 
non-DoD users and systems.   Non-GIG IT is stand-alone, self-contained, or embedded IT 
that is not or will not be connected to the enterprise network.   The GIG includes any 
system, equipment, software, or service that meets one or more of the following 
criteria:


E2.1.21.1.  Transmits information to, receives information from, routes 
information among, or interchanges information among other equipment, software, and 
services.


E2.1.21.2.  Provides retention, organization, visualization, information 
assurance, or disposition of data, information, and/or knowledge received from or 
transmitted to other equipment, software, and services.


E2.1.21.3.  Processes data or information for use by other equipment, 
software, and services (JROCM 134-01, reference (w), format revised).


E2.1.22.  Information.   Any communication or representation of knowledge such as 
facts, data, or opinion in any medium or form, including textual, numerical, graphic, 
cartographic, narrative, or audiovisual forms (DoD Directive 8000.1, reference (d)).


E2.1.23.  Information Assurance (IA).   Measures that protect and defend 
information and information systems by ensuring their availability, integrity, 
authentication, confidentiality, and non-repudiation.   This includes providing for 
restoration of information systems by incorporating protection, detection, and reaction 
capabilities (reference (a)).


E2.1.24.  IA Architecture.   An abstract expression of IA solutions that assigns and 
portrays IA roles, and behavior among a set of IT assets, and prescribes rules for 
interaction and interconnection.   An IA architecture may be expressed at one of three 
levels:  DoD information system-wide, DoD Component-wide, or Defense-wide.   DoD 
Component-wide and Defense-wide IA architectures provide a uniform and systematic 
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way to assess and specify IA across multiple, interconnecting DoD information systems 
and to ensure that they take advantage of supporting IA infrastructures.


E2.1.25.  IA Certification and Accreditation (IA C&A).   The standard DoD approach 
for identifying information security requirements, providing security solutions, and 
managing the security of DoD information systems.


E2.1.26.  IA Control.   An objective IA condition of integrity, availability, or 
confidentiality achieved through the application of specific safeguards or through the 
regulation of specific activities that is expressed in a specified format (i.e., a control 
number, a control name, control text, and a control class).   Specific management, 
personnel, operational, and technical controls are applied to each DoD information 
system to achieve an appropriate level of integrity, availability, and confidentiality in 
accordance with OMB Circular A-130 (reference (v)).


E2.1.27.  IA Manager (IAM).   The individual responsible for the information 
assurance program of a DoD information system or organization.   While the term IAM 
is favored within the Department of Defense, it may be used interchangeably with the IA 
title Information Systems Security Manager (ISSM).


E2.1.28.  IA Officer (IAO).   An individual responsible to the IAM for ensuring that 
the appropriate operational IA posture is maintained for a DoD information system or 
organization.   While the term IAO is favored within the Department of Defense, it may 
be used interchangeably with other IA titles (e.g., Information Systems Security Officer, 
Information Systems Security Custodian, Network Security Officer, or Terminal Area 
Security Officer).


E2.1.29.  IA Product.   Product or technology whose primary purpose is to provide 
security services (e.g., confidentiality, authentication, integrity, access control or 
non-repudiation of data); correct known vulnerabilities; and/or provide layered defense 
against various categories of non-authorized or malicious penetrations of information 
systems or networks.   Examples include such products as data/network encryptors, 
firewalls, and intrusion detection devices (reference (a)).


E2.1.30.  IA-Enabled Product.   Product or technology whose primary role is not 
security, but which provides security services as an associated feature of its intended 
operating capabilities.   Examples include such products as security-enabled web 
browsers, screening routers, trusted operating systems, and security-enabled messaging 
systems (reference (a)).
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E2.1.31.  IA Support Environment (IASE).   A web-based resource providing access 
to current DoD and Federal IA and IA-related policy and guidance, including recent and 
pending legislation.


E2.1.32.  IA Technology Analysis Center (IATAC).   A formally chartered DoD 
institution that helps researchers, engineers, and program managers locate, analyze, use, 
and exchange scientific and technical information about information assurance.


E2.1.33.  Information Owner.   Official with statutory or operational authority for 
specified information and responsibility for establishing the controls for its generation, 
collection, processing, dissemination, and disposal (reference (a)).


E2.1.34.  Information System Security Engineering (ISSE).   An engineering process 
that captures and refines information protection requirements and ensures their 
integration into IT acquisition processes through purposeful security design or 
configuration.


E2.1.35.  Information Technology (IT).   Any equipment or interconnected system or 
subsystem of equipment that is used in the automatic acquisition, storage, manipulation, 
management, movement, control, display, switching, interchange, transmission or 
reception of data or information by the DoD Component.   For purposes of the 
preceding sentence, equipment is used by a DoD Component if the equipment is used by 
the DoD Component directly or is used by a contractor under a contract with the DoD 
Component that (1) requires the use of such equipment, or (2) requires the use, to a 
significant extent, of such equipment in the performance of a service or the furnishing 
of a product.   The term "information technology" includes computers, ancillary 
equipment, software, firmware and similar procedures, services (including support 
services), and related resources.   Notwithstanding the above, the term "information 
technology" does not include any equipment that is acquired by a Federal contractor 
incidental to a Federal contract.


E2.1.36.  IT Position Category.   Applicable to unclassified DoD information 
systems, a designator that indicates the level of IT access required to execute the 
responsibilities of the position based on the potential for an individual assigned to the 
position to adversely impact DoD missions or functions.   Position categories include:  
IT-I (Privileged), IT-II (Limited Privileged) and IT-III (Non-Privileged), as defined in 
DoD 5200.2-R (reference (r)).   Investigative requirements for each category vary, 
depending on role and whether the incumbent is a U.S. military member, U.S. civilian 
government employee, U.S. civilian contractor, or a foreign national.   The term IT 
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Position is synonymous with the older term Automated Data Processing (ADP) Position 
(reference (a)).


E2.1.37.  Key IT Assets.   For availability or continuity planning purposes, those IT 
assets that support mission or business essential functions or the uninterrupted 
operation of the enclave.   Examples include IT assets supporting MAC I or MAC II AIS 
applications; network operations (e.g., switches, hubs, routers, name servers, network 
management software, remote access servers, proxy servers, mail servers); and IA (e.g., 
firewalls, intrusion detection systems, key management systems, vulnerability 
assessment applications).


E2.1.38.  Mission Assurance Category.   Applicable to DoD information systems, 
the mission assurance category reflects the importance of information relative to the 
achievement of DoD goals and objectives, particularly the warfighters' combat mission.   
Mission assurance categories are primarily used to determine the requirements for 
availability and integrity.   The Department of Defense has three defined mission 
assurance categories:


E2.1.38.1.  Mission Assurance Category I (MAC I).   Systems handling 
information that is determined to be vital to the operational readiness or mission 
effectiveness of deployed and contingency forces in terms of both content and 
timeliness.   The consequences of loss of integrity or availability of a MAC I system are 
unacceptable and could include the immediate and sustained loss of mission 
effectiveness.   Mission Assurance Category I systems require the most stringent 
protection measures.


E2.1.38.2.  Mission Assurance Category II (MAC II).   Systems handling 
information that is important to the support of deployed and contingency forces.   The 
consequences of loss of integrity are unacceptable.   Loss of availability is difficult to 
deal with and can only be tolerated for a short time.   The consequences could include 
delay or degradation in providing important support services or commodities that may 
seriously impact mission effectiveness or operational readiness.   Mission Assurance 
Category II systems require additional safeguards beyond best practices to ensure 
assurance.


E2.1.38.3.  Mission Assurance Category III (MAC III).   Systems handling 
information that is necessary for the conduct of day-to-day business, but does not 
materially affect support to deployed or contingency forces in the short-term.   The 
consequences of loss of integrity or availability can be tolerated or overcome without 
significant impacts on mission effectiveness or operational readiness.   The 
consequences could include the delay or degradation of services or commodities 
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enabling routine activities.   Mission Assurance Category III systems require protective 
measures, techniques, or procedures generally commensurate with commercial best 
practices (reference (a)).


E2.1.39.  Mobile Code.   Software modules obtained from remote systems, 
transferred across a network, and then downloaded and executed on local systems 
without explicit installation or execution by the recipient (reference (a)).


E2.1.40.  National Information Assurance Partnership (NIAP).   Joint initiative 
between NSA and NIST responsible for security testing needs of both IT consumers and 
producers and promoting the development of technically sound security requirements 
for IT products and systems and appropriate measures for evaluating those products and 
systems (reference (a)).


E2.1.41.  Need-to-Know.   Necessity for access to, or knowledge or possession of, 
specific official DoD information required to carry out official duties (reference (a)).


E2.1.42.  Need-to-Know Determination.   Decision made by an authorized holder of 
official information that a prospective recipient requires access to specific official 
information to carry out official duties (reference (a)).


E2.1.43.  Official DoD Information.   All information that is in the custody and 
control of the Department of Defense, relates to information in the custody and control 
of the Department, or was acquired by DoD employees as part of their official duties or 
because of their official status within the Department (reference (a)).


E2.1.44.  Privileged User.   An authorized user who has access to system control, 
monitoring, or administration functions.


E2.1.45.  Public Information.   Official DoD information that has been reviewed and 
approved for public release by the information owner in accordance with DoD Directive 
5230.9 (reference (y)).


E2.1.46.  Remote Access.   Enclave-level access for authorized users that are 
external to the enclave that is established through a controlled access point at the 
enclave boundary.


E2.1.47.  Robustness.   A characterization of the strength of a security function, 
mechanism, service or solution, and the assurance (or confidence) that it is 
implemented and functioning correctly.   The Department of Defense has three levels of 
robustness:
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E2.1.47.1.  High Robustness.   Security services and mechanisms that provide 
the most stringent protection and rigorous security countermeasures.


E2.1.47.2.  Medium Robustness.   Security services and mechanisms that 
provide for layering of additional safeguards above good commercial practices.


E2.1.47.3.  Basic Robustness.   Security services and mechanisms that equate 
to best commercial practices (reference (a)).


E2.1.48.  Safeguard 


E2.1.48.1.  A protection included to counteract a known or expected condition.


E2.1.48.2.  An incorporated countermeasure or set of countermeasures within 
a base release.


E2.1.49.  Security Target.   Set of security requirements and specifications to be 
used as the basis for evaluation of an identified IA or IA-enabled product and its 
associated administrator and user guidance documentation.


E2.1.50.  Sensitive Compartmented Information (SCI).   Classified information 
concerning or derived from intelligence sources, methods, or analytical processes, that 
is required to be handled within formal access control systems established by the 
Director of Central Intelligence (reference (a)).


E2.1.51.  Sensitive Information.   Information, the loss, misuse, or unauthorized 
access to or modification of, could adversely affect the national interest or the conduct 
of Federal programs, or the privacy to which individuals are entitled under Section 552a 
of title 5, United States Code, "The Privacy Act" (reference (z)), but which has not been 
specifically authorized under criteria established by Executive order or an Act of 
Congress to be kept secret in the interest of national defense or foreign policy.   
(Section 278g-3 of title 15, United States Code, "The Computer Security Act of 1987" 
(reference (aa)).   Examples of sensitive information include, but are not limited to 
information in DoD payroll, finance, logistics, and personnel management systems.   
Sensitive information sub-categories include, but are not limited to, the following:


E2.1.51.1.  For Official Use Only (FOUO).   In accordance with DoD 5400.7-R 
(reference (ab)), DoD information exempted from mandatory public disclosure under 
the Freedom of Information Act (FOIA) (reference (ac)).
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E2.1.51.2.  Privacy Data.   Any record that is contained in a system of records 
as defined in the Privacy Act of 1974 (5 U.S.C. 552a) (reference (z)) and information 
the disclosure of which would constitute an unwarranted invasion of personal privacy.


E2.1.51.3.  DoD Unclassified Controlled Nuclear Information (DoD UCNI).   
Unclassified Information on security measures (including security plans, procedures, and 
equipment) for the physical protection of DoD Special Nuclear Material (SNM), 
equipment, or facilities in accordance with DoD Directive 5210.83 (reference (ad)).   
Information is Designated DoD UCNI only when it is determined that its unauthorized 
disclosure could reasonably be expected to have a significant adverse effect on the 
health and safety of the public or the common defense and security by increasing 
significantly the likelihood of the illegal production of nuclear weapons or the theft, 
diversion, or sabotage of DoD SNM, equipment, or facilities.


E2.1.51.4.  Unclassified Technical Data.   Data that is not classified but is 
subject to export control and is withheld from public disclosure according to DoD 
Directive 5230.25 (reference (ae)).


E2.1.51.5.  Proprietary Information.   Information that is provided by a source 
or sources under the condition that it not be released to other sources.


E2.1.51.6.  Foreign Government Information.   Information that originated 
from a foreign government and that is not classified CONFIDENTIAL or higher, but 
must be protected in accordance with DoD 5200.1-R (reference (m)).


E2.1.51.7.  Department of State Sensitive But Unclassified (DoS SBU).   
Information that originated from the Department of State (DoS) that has been 
determined to be SBU under appropriate DoS information security polices.


E2.1.51.8.  Drug Enforcement Administration (DEA) Sensitive Information.   
Information that is originated by the Drug Enforcement Administration and requires 
protection against unauthorized disclosure to protect sources and methods of 
investigative activity, evidence, and the integrity of pretrial investigative reports.


E2.1.52.  Special Purpose System.   System or platform that employs computing 
resources (i.e., hardware, firmware, and optionally software) that are physically 
embedded in, dedicated to, or necessary in real time for the performance of the 
system's mission.   These computer resources are referred to as platform IT.   Platform 
IT only performs (i.e., is dedicated to) the information processing assigned to it by its 
hosting special purpose system.   Examples of special purpose systems include weapons 
systems, training simulators, diagnostic test and maintenance equipment, calibration 
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equipment, equipment used in the research and development of weapons systems, 
medical technologies, transport vehicles, buildings, and utility distribution systems, such 
as water and electric.


E2.1.53.  Sources and Methods Intelligence (SAMI).   Any classified non-SCI 
information that has been determined by the Data or Information Owner to need the 
protection afforded by DCID 6/5 and bears a SAMI marking.   (See DCID 6/5, reference 
(af).)


E2.1.54.  Supporting IA Infrastructures.   Collections of interrelated processes, 
systems, and networks that provide a continual flow of information assurance services 
throughout the GIG (e.g., the key management infrastructure or the incident detection 
and response infrastructure) (reference (a)).


E2.1.55.  Wide Area Network (WAN).   A long haul or backbone information 
transport network, to include data, voice, or wireless, and its supporting infrastructure 
(e.g., switching capabilities).
   
   
   
   
Attachment - 1
       E2.A1.   Acronyms
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E2.A1 ENCLOSURE 2, ATTACHMENT 1


ACRONYMS
ADP  Automated Data Processing


AIS  Automated Information System


C4ISR  Command, Control, Communications, and Computers(C4) Intelligence Surveillance and 
Reconnaissance (ISR)


CC  Common Criteria


CCA  Clinger-Cohen Act


CIO  Chief Information Officer


CND  Computer Network Defense


CNSS  Committee for National Security Systems


COE  Common Operating Environment


COMSEC  Communications Security


COTS  Commercial-Off-the-Shelf


CTO  Command Tasking Order


DAA  Designated Approving Authority


DCI  Director of Central Intelligence


DCID  Director of Central Intelligence Directive


DEA  Drug Enforcement Agency


DIAP  Defense Information Assurance Program


DISA  Defense Information Systems Agency


DISN  Defense Information Systems Network


DITSCAP  DoD Information Technology Security Certification 


DMS  Defense Messaging System


DMZ  Demilitarized Zone


DNS  Domain Name Server


DoDIIS  DoD Intelligence Information System


DoD 
SBU  


Department of State Sensitive But Unclassified


EAL  Evaluated Assurance Level


ECA  External Certificate Authority


FIPS  Federal Information Processing Standard


FOIA  Freedom of Information Act


FOUO  For Official Use Only


FN  Foreign National


GCCS  Global Command and Control System


GIG  Global Information Grid


GOTS  Government-Off-the-Shelf
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HW  Hardware


IA  Information Assurance


IAM  Information Assurance Manager


IAO  Information Assurance Officer


IASE  Information Assurance Support Environment


IATAC  Information Assurance Technology Analysis Center


IATF  Information Assurance Technical Framework


IATFF  Information Assurance Technical Framework Forum


IAVA  Information Assurance Vulnerability Alert


IC  Intelligence Community


ICIS  Integrated Consumable Items Support


IDS  Intrusion Detection System


IM  Information Management


INFOCON  Information Operations Condition


ISSE  Information System Security Engineering


ISSM  Information Systems Security Manager


ISSO  Information Systems Security Officer


ISSP  Information Systems Security Plan or Policy


IT  Information Technology


JQRR  Joint Quarterly Readiness Review


JROC  Joint Requirements Oversight Council


JROC  Joint Requirements Oversight Council


JTA  Joint Technical Architecture


JWICS  Joint Worldwide Intelligence Communications System


KMI  Key Management Infrastructure


MAIS  Major Automated Information System


NATO  North Atlantic Treaty Organization


NIAP  National Information Assurance Partnership


NIPRNET  Non-classified Internet Protocol Router Network


NIST  National Institute of Standards and Technology


NSA  National Security Agency


NSTISSI  National Security Telecommunications and Information Systems Security Instruction
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NSTISSP  National Security Telecommunications and Information Systems Security Policy


OMB  Office of Management and Budget


PKE  Public Key Enabling


PKI  Public Key Infrastructure


PL  Public Law


PM  Program, Project, or Product Manager


PPBS  Planning, Programming, and Budgeting System


PPS  Ports, Protocols, and Services


SAMI  Sources and Methods Intelligence


SIPRNET  Secret Internet Protocol Router Network


SNM  Special Nuclear Material


SRG  Security Recommendation Guide


SSAA  System Security Authorization Agreement


SSL  Secure Socket Layer


SSS  System Security Structure


STIG  Security Technical Implementation Guide


SW  Software


UCNI  Unclassified Controlled Nuclear Information


VoIP  Voice over IP


WAN  Wide Area Network
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E3.  ENCLOSURE 3


INFORMATION ASSURANCE (IA) PROGRAM IMPLEMENTATION


E3.1.  INTRODUCTION 


E3.1.1.  The Department of Defense has a crucial responsibility to protect and 
defend its information and supporting information technology.   DoD information is 
shared across a Global Information Grid that is inherently vulnerable to exploitation and 
denial of service.   Factors that contribute to its vulnerability include:  increased 
reliance on commercial information technology and services; increased complexity and 
risk propagation through interconnection; the extremely rapid pace of technological 
change; a distributed and non-standard management structure; and the relatively low cost 
of entry for adversaries.


E3.1.2.  Complete confidence in the trustworthiness of information technology, 
users, and interconnections cannot be achieved, therefore the Department of Defense 
must embrace a risk management approach that balances the importance of the 
information and supporting technology to DoD missions against documented threats and 
vulnerabilities, the trustworthiness of users and interconnecting systems, and the 
effectiveness of IA solutions.


E3.1.3.  The DoD IA program is predicated upon five essential competencies that 
are the hallmark of any successful risk management program.   They include:


E3.1.3.1.  The ability to assess security needs and capabilities.


E3.1.3.2.  The ability to develop a purposeful security design or configuration 
that adheres to a common architecture and maximizes the use of common services.


E3.1.3.3.  The ability to implement required controls or safeguards.


E3.1.3.4.  The ability to test and verify.


E3.1.3.5.  The ability to manage changes to an established baseline in a secure 
manner.


E3.1.4.  This Enclosure provides an overview of the DoD IA program.   It lays out 
the multi-tiered management structure and information standards used for assessing, 
implementing, verifying, and managing changes to IA needs and capabilities across the 
Global Information Grid (GIG).
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E3.1.5.  The DoD IA management structure is described in the succeeding 
paragraphs of this Enclosure.   Defense-wide issues related to IA are managed across the 
life cycle of information technology by a number of organizations and partnerships.   
DoD Component-level programs ensure the integration of IA across multiple-DoD 
information systems and ensure compliance with Federal and DoD IA Controls.   DoD 
information systems represent both a discrete set of information resources for which IA 
accountability can be assigned, and the management structure responsible for defining 
and implementing the system's security policy.   For IA management purposes, DoD 
information systems are organized into the four categories detailed in section E3.4. of 
this Enclosure:  AIS applications, enclaves, outsourced IT-based processes, and platform 
IT.


E3.2.  THE DEFENSE IA PROGRAM 


The Defense IA program is focused on the establishment and promulgation of IA 
standards; the development, analysis, and exchange of IA management information; and 
the coordination of issues and decisions that have community or Defense-wide impact.   
It includes the following:


E3.2.1.  Program Coordination is effected by the Office of the Deputy Assistant 
Secretary of Defense for Security and Information Operations through the Defense-wide 
Information Assurance Program (DIAP) office, a standing organization with 
representation from the DoD Components.


E3.2.2.  IA Controls.   Consistent with OMB A-130, Appendix III (reference (v)), 
the Defense IA program establishes a baseline set of IA Controls to be applied to all 
DoD information systems.   The DoD IA Controls are provided in enclosure 4 of this 
Instruction.   Each IA Control is uniquely named and formally catalogued, and can 
therefore be referenced, measured, and reported against throughout the life cycle of a 
DoD information system.


E3.2.3.  IA Management Review and Assessment.   Federal Departments and 
Agencies must include IA in the resources management plan required by the Paperwork 
Reduction Act (reference (ag)).   Specific reporting requirements are provided annually 
by the Office of Management and Budget (reference (v)).   Additionally, the Department 
of Defense provides an annual IA report to Congress.   The DIAP coordinates IA 
reporting requirements and ensures that collected IA management information supports 
the DoD CIO in the validation of the DoD IA readiness.   At a minimum, annual and 
periodic reporting shall address the topics specified in section E3.3. of this Enclosure 
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as management review items.   Specific reporting formats and frequency shall be 
established by the DoD CIO and coordinated through the DIAP.


E3.2.4.  IA Technical Framework.   Under NSA leadership in partnership with the 
NIST, system security engineers, system owners and users, scientists, researchers, 
product and service vendors, and representatives of standards bodies and other consortia, 
work together to maintain the Information Assurance Technical Framework (IATF) 
(reference (k)).   The IATF is a common reference guide for selecting and applying 
adequate and appropriate IA and IA-enabled technology in accordance with the 
architectural principles of defense-in-depth described in the following subparagraphs:


E3.2.4.1.  Technical Defense in Multiple Locations.   Because adversaries can 
attack a target from multiple points via insiders or outsiders, protection mechanisms 
must be distributed among multiple locations and address multiple defensive focus 
areas, including networks and infrastructures, enclave boundaries, and computing 
environments.


E3.2.4.2.  Layered Technical Defenses.   Even the best available IA products 
have inherent weaknesses.   Eventually an adversary will likely find an exploitable 
vulnerability.   An effective countermeasure is the deployment of multiple defense 
mechanisms between the adversary and the target.   In order to reduce the likelihood or 
affordability of successful attacks, each mechanism should present unique obstacles and 
include both protection and detection measures.


E3.2.4.3.  Specified Robustness.   The strength and level of confidence 
required of each IA solution is a function of the value of what is being protected (e.g., 
the mission assurance category or confidentiality level of the information being 
supported by the DoD information system) and the threat.   In order to ensure that each 
component of an IA solution is correctly implementing its intended security services and 
is protecting its information from the identified threat, each component within the 
network system needs to provide an appropriate level of robustness.
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E3.2.4.3.1.  Robustness describes the strength of mechanism (e.g., the 
strength of a cryptographic algorithm) and assurance properties (i.e., confidence 
measures taken to ensure proper mechanism implementation) for an IA solution.   The 
more robust a particular component is, the greater the level of confidence in the 
protection provided to the security services it supports.   The three levels of robustness 
are discussed in detail in Chapter 4 in the IATF, reference (k).   It is also possible to use 
non-technical measures to achieve the equivalent of a level of robustness.   For 
example, physical isolation and protection of a network can be used to provide 
confidentiality.   In these cases, the technical solution requirement may be reduced or 
eliminated.


E3.2.4.3.2.  High robustness security services and mechanisms provide, 
through rigorous analysis, the most confidence in those security mechanisms.   
Generally, high robustness technical solutions require NSA-certified high robustness 
solutions for cryptography, access control and key management and high assurance 
security design as specified in NSA-endorsed high robustness protection profiles, where 
available.


E3.2.4.3.3.  Medium robustness security services and mechanisms provide 
for additional safeguards above Basic.   Medium robustness technical solutions require, 
at a minimum, strong (e.g., crypto-based) authenticated access control, NSA-approved 
key management, NIST FIPS-validated cryptography, and the assurance properties as 
specified in NSA-endorsed medium robustness protection profiles or the Protection 
Profile Consistency Guidance for Medium Robustness.


E3.2.4.3.4.  Basic robustness security services and mechanisms are 
usually represented by good commercial practice.   Basic robustness technical solutions 
require, at a minimum, authenticated access control, NIST-approved key management 
algorithms, NIST FIPS-validated cryptography, and the assurance properties specified in 
NSA-endorsed basic robustness protection profiles or the Protection Profile 
Consistency Guidance for Basic Robustness.


E3.2.4.3.5.  The graded IA controls in attachments 1 through 6 to 
enclosure 4 account for robustness and also provide for the use of more robust security 
solutions as they become available through evolution of such things as the DoD PKI 
program and development of additional U.S. protection profiles.


E3.2.4.4.  Integrated technical and non-technical defenses.   Achieving an 
acceptable level of information assurance is dependent upon a synergy among people, 
operations and technology.
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E3.2.5.  Product Specification and Evaluation.   At the enterprise level, 
implementation-independent specifications for IA and IA-enabled IT products are 
provided in the form of protection profiles.   Protection profiles are developed in 
accordance with the Common Criteria (reference (j)) within the NIAP framework.   
Regardless of the mission assurance category or confidentiality level of the DoD 
information system, all incorporated IA products, and IA-enabled IT products that require 
use of the product's IA capabilities, acquired under contracts executed after July 1, 
2002, shall comply with the evaluation and validation requirements of NSTISSP No. 11 
(reference (ah)), with the following qualifications:


E3.2.5.1.  If an approved U.S. Government protection profile exists for a 
particular technology area and there are validated products available for use that match 
the protection profile description, then acquisition is restricted to those products; or to 
products that vendors, prior to purchase, submit for evaluation and validation to a 
security target written against the approved protection profile.   Products used within the 
Department of Defense may be submitted for evaluation at evaluation assurance levels 
(EALs) 1-7 through the NIAP Common Criteria Evaluation and Validation Scheme 
(CCEVS).   Alternatively, the United States recognizes products that have been evaluated 
under the sponsorship of other signatories and in accordance with the International 
Common Criteria for Information Security Technology Evaluation Recognition 
Arrangement (CCRA) for EALs 1-4 only.


E3.2.5.2.  If an approved U.S. Government protection profile exists for a 
particular technology area, but no validated products that conform to the protection 
profile are available for use, the acquiring organization must require, prior to purchase, 
that vendors submit their products for evaluation and validation by a NIAP EVP or 
CCRA laboratory to a security target written against the approved protection profile or 
acquire other U.S.-recognized products that have been evaluated under the sponsorship 
of other signatories to the CCRA.


E3.2.5.3.  If no U.S. Government protection profile exists for a particular 
technology area and the acquiring organization chooses not to acquire products that have 
been evaluated by the NIAP CCEVS or CCRA laboratories, then the acquiring 
organization must require, prior to purchase, that vendors provide a security target that 
describes the security attributes of their products, and that vendors submit their 
products for evaluation and validation at a DAA-approved EAL.   Robustness 
requirements, mission, and customer needs will together enable an experienced 
information systems security engineer to recommend a specific EAL for a particular 
product to the DAA.
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E3.2.5.4.  Acquiring DoD organizations that anticipate using the IA 
functionality of subsequent versions of an evaluated product shall specify in the original 
contract that product validation will be kept current through vendors submitting the next 
version of their products for evaluation or through participation in the NIAP Assurance 
Maintenance Program or the CCRA Assurance Maintenance Program.


E3.2.5.5.  Products that are available under multiple-award schedule contracts 
or non-DoD Government-Wide Acquisition Contracts 12 awarded before July 1, 2002, 
must be evaluated when and if a version release of the product is made available under 
the contract.


E3.2.5.6.  Although products that have not satisfactorily completed evaluation 
may be used, contracts shall require that any evaluations initiated under the conditions 
described in subparagraphs E3.2.5.1. through E3.2.5.5., above, must be satisfactorily 
completed within a specified period of time.


E3.2.5.7.  Implementation of security-related software patches directed 
through the DoD IAVA program shall not be delayed pending evaluation of changes that 
may result from the patches.


E3.2.6.  Security Configuration Specification.   DISA and NSA support the Defense 
IA program through the development and dissemination of security implementation 
specifications for the configuration of IA- and IA-enabled IT products.   Examples of 
such specifications include Security Technical Implementation Guidelines (STIG) and 
Security Recommendation Guides (SRG).


E3.2.7.  Connection Management.   The DISN Security Accreditation Working 
Group (DSAWG) represents the DISN community and advises the DISN DAAs of likely 
community acceptance or rejection of community risk.   DISN connection decisions 
rest with the four DISN DAAs.   Adjudication of conflicts related to DISN connection 
decisions rests with the GIG Waiver Panel under the DoD CIO Executive Board.   (See 
reference (e).)


E3.2.8.  Computer Network Defense (CND).   The Commander, U.S. Strategic 
Command coordinates and directs DoD-wide CND operations (operational component 
of IA) according to DoD Instruction O-8530.2 (reference (h)).
 ___________
12 For example, GSA schedules and other contract vehicles established by other Federal Departments or 
Agencies that are available for DoD use.
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E3.2.9.  Key Management Infrastructure (KMI).   The KMI provides a common 
unified process for the secure creation, distribution, and management of cryptographic 
products, such as asymmetric keys (e.g., PKI) and traditional symmetric keys (e.g., 
Electronic Key Management System (EKMS)) that enable security services for DoD 
information systems.   KMI-enabled services, such as identification and authentication 
and access control, become increasingly important as the Department of Defense 
incorporates IA into its information systems.   Such capabilities, when combined with 
strong need-to-know management controls, continuously lower risk, thus enabling 
greater information system utility to DoD missions.


E3.2.10.  IA Support Services.   DISA supports the Defense IA program through the 
maintenance of the IASE, a web-based resource providing access to current DoD and 
Federal IA and IA-related policy and guidance, including recent and pending legislation.   
It also provides oversight for the DoD IATAC, a formally chartered DoD institution that 
helps researchers, engineers, and program managers locate, analyze, use, and exchange 
scientific and technical information according to DoD Directive 3200.12 (reference 
(i)).


E3.3.  ELEMENTS OF A DoD COMPONENT IA PROGRAM 


E3.3.1.  Adequate security of DoD information and supporting IT assets is a 
fundamental management responsibility.   Each DoD Component shall implement and 
maintain a program to adequately secure its information and IT assets.   DoD Component 
programs shall:


E3.3.1.1.  Ensure that DoD information systems operate effectively and 
provide appropriate confidentiality, integrity, and availability; and


E3.3.1.2.  Protect information commensurate with the level of risk and 
magnitude of harm resulting from loss, misuse, unauthorized access, or modification.


E3.3.2.  A DoD Component IA program must harmonize the IA requirements of 
multiple DoD information systems.   This shall be accomplished through development 
of a DoD Component-level IA architecture and supporting master plan, coordination of 
IA projects across multiple investments, clear assignment of organizational roles and 
responsibilities, and development and management of a professional IA workforce.


E3.3.3.  A key enabler of the IA program is the DoD Component-level IA 
architecture.   The IA architecture assigns IA roles and behavior to DoD Component IT 
assets, and prescribes rules for interaction and interconnection.   This provides a 
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uniform and systematic way to assess and specify IA across multiple DoD information 
systems and to ensure that emerging systems take advantage of supporting IA 
infrastructures and common IA services.   The architecture is not an end in itself and 
should not be exhaustive; rather, it is the basis for a DoD Component-level IA master 
plan that can be decomposed into specific IA planning guidance for IT enclaves and 
acquisition programs.   The planning guidance shall identify shortfalls in the current IA 
operational or technical configuration; support strategic operational and acquisition 
decisions; promote maximum use of supporting IA infrastructures such as the KMI; and 
promote the use of IA standards and evaluated or validated products.


E3.3.4.  Information assurance shall be traced as a programmatic entity in the 
Planning, Programming, and Budgeting System (PPBS) and visibility extended into 
budget execution.   Strategic IA goals and annual IA objectives shall be established 
according to the DoD Information Management Strategic Plan (reference (ai)), and 
funding and progress toward those objectives shall be tracked, reported, and validated.


E3.3.5.  Information assurance roles and responsibilities at all organizational and IT 
levels shall be clearly delineated in policy and doctrine.   Information assurance policies 
should explicitly address roles and responsibilities at organizational and IT interfaces, 
the expected behavior of all personnel, and the consequences of inconsistent behavior 
or non-compliance.   Doctrine and procedures that document how policy objectives are 
to be achieved should be developed and regularly updated or expanded to keep pace with 
new threats and the management challenges that accompany the introduction of new 
technology.   Policy and doctrine formulation and currency shall be a management 
review item.


E3.3.6.  IA functions may be performed full time by a DoD employee in an IT 
position, part time by a DoD employee in a designated IA role, or by a support 
contractor.   All personnel performing IA functions must satisfy both preparatory and 
sustaining DoD standard training and certification requirements as a condition of 
privileged access to any DoD information system.   DoD Component-level IA programs 
shall include a standard convention for naming and describing IA functions; tracking their 
association with positions, roles, and contracts; and tracking the training and certification 
of personnel assigned to the positions, roles or contracts.   Training programs shall take 
advantage of the core curriculum products offered by DISA, and comply with the training 
standards established by the Committee on National Security Systems (CNSS). 13   
Required versus actual IA workforce training and certification shall be a management 
review item.   Required versus actual compliance with qualifiying criteria for designated 
IT position categories and security clearances shall be a management review item.
 ___________
13 Formerly the National Security Telecommunications and Information Systems Security Committee (NSTISSC).
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E3.3.7.  All DoD employees and IT users shall maintain a degree of understanding 
of IA policies and doctrine commensurate with their responsibilities.   They shall be 
capable of appropriately responding to and reporting suspicious activities and 
conditions, and they shall know how to protect the information and IT they access.   To 
achieve this understanding, all DoD employees and IT users shall receive both initial and 
periodic refresher IA training.   Required versus actual IA awareness training shall be a 
management review item.


E3.3.8.  All changes to the configuration of the GIG (e.g., the introduction of new 
IT, changes in the capability of existing IT, changes to the infrastructure, procedural 
changes, or changes in the authorized or privileged user base) shall be reviewed for IA 
impact and managed accordingly.   DoD Component configuration management policies 
and processes shall address mobile code management, and the registration and 
management of ports, protocols and services, which shall be management review items.   
Strong configuration management is a foundation requirement for successful 
vulnerability management, and the two functions shall be highly coordinated.   As 
potential threats and vulnerabilities are identified, they must be prioritized, tracked and 
mitigated.   DoD Component IA programs shall provide a capability to track compliance 
with DoD directives and taskings to mitigate vulnerabilities or respond to threats in a 
coordinated manner.   Additionally, DoD Component IA programs shall provide the 
capability to systematically identify and assess vulnerabilities and to direct and track 
coordinated mitigations.   To the extent that system capabilities permit, mitigations shall 
be independently validated.   Compliance with DoD-directed solutions, such as 
USSTRATCOM Command Tasking Orders (CTOs), Information Assurance Vulnerability 
Alerts (IAVAs), and Information Operation Conditions (INFOCONs) shall be a 
management review item.


E3.3.9.  The DoD Component IA program shall ensure that mechanisms and 
procedures are employed to monitor all DoD information systems for unauthorized 
activity; to detect, report, and document unauthorized activity, such as attempted or 
realized penetrations of those systems; and to institute appropriate countermeasures or 
corrective actions.   Such activities shall be according to DoD Instruction O-8530-2 
(reference (h)) and related DoD guidance.


E3.3.10.  The DoD Component IA program shall regularly and systematically assess 
the IA posture of DoD Component-level information systems, and DoD 
Component-wide IA services and supporting infrastructures through combinations of 
self-assessments, independent assessments and audits, formal testing and certification 
activities, host and network vulnerability or penetration testing, and IA program reviews.


DODI 8500.2, February 6, 2003


38 ENCLOSURE 3







E3.3.11.  In summary, elements of a DoD Component IA program include an IA 
architecture and supporting master plan, coordination of IA investments, clear 
assignment of organizational roles and responsibilities, and development and 
management of a professional IA workforce.   The DoD Component IA program shall be 
integrated with the Defense IA program through the tracking and reporting of 
management review items, the identification of IA program plans and needs, and 
collaboration with other DoD Components for IA solutions.


E3.4.  ELEMENTS OF A DoD INFORMATION SYSTEM IA PROGRAM 


E3.4.1.  The foundation level of the DoD IA management structure is composed of 
IA programs at the individual DoD information system.   For IA management purposes, 
DoD information systems are organized into the four categories defined in enclosure 2 
of this Instruction and further described below:


E3.4.1.1.  AIS Applications.   An AIS application is the product or deliverable 
of an IT acquisition program.   It has readily identifiable security requirements that must 
be addressed as part of the acquisition and are the responsibility of the acquisition 
program manager (PM).   These requirements are established by its mission assurance 
category and information classification or sensitivity and need-to-know.   The IA 
solutions that satisfy the identified requirements must comply with the DoD 
Component-level IA architecture, and to the extent possible, draw upon the common IA 
capabilities provided by hosting enclaves.   An AIS application's mission assurance 
category and security classification remain fixed by its information and user base; they 
do not inflate to match an enclave's.   Thus, DoD AIS applications may be hosted in an 
enclave with a higher mission assurance category or security classification, but never in 
one with a lower mission assurance category or security classification.   An AIS 
application is also subject to DoD IA management processes and controls that focus on 
the protection and availability of the GIG itself (e.g., ports and protocols and mobile 
code).   Responsibility for IA services is negotiated with hosting enclaves through 
information systems security engineering (ISSE) and the IA certification and 
accreditation process.   An AIS application is deployed to an enclave for operations, at 
which time responsibility for operational security is assumed by the enclave.   The 
acquisition program manager retains responsibility for addressing security in new 
releases of the AIS application.


E3.4.1.2.  Enclaves.   An enclave is a collection of computing environments 
that is connected by one or more internal networks and is under the control of a single 
authority and security policy.   Examples include local area networks and the operational 
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AIS applications they host, backbone networks, and data processing centers.   DoD 
enclaves deliver standard IA capabilities such as boundary defense, incident detection 
and response, and key management.   They also deliver common applications such as 
office automation and electronic mail.   DoD enclaves always assume the highest 
mission assurance category and most stringent security domain (e.g., access control 
profile based on authorized classification level, releasability, and need-to-know rules of 
the AIS applications, outsourced IT-based processes, or platform IT interconnections 
they support, and derive their security needs from these systems).   An enclave's mission 
assurance category and security domain remain fixed during interconnection to other 
enclaves; they do not inflate to match the mission assurance category or security domain 
of an interconnecting enclave.   Enclaves with higher mission assurance categories 
connecting to enclaves with lower mission assurance categories are responsible for 
ensuring that the connection does not degrade its availability or integrity.   
Interconnections that include or impact the DISN or the JWICs are subject to DISN or 
JWICs connection management requirements and processes.   Interconnections that 
cross security domains are subject to DoD policy and procedures for controlled 
interfaces.


E3.4.1.3.  Outsourced It-Based Processes.   Outsourced IT-based processes 
include outsourced business processes supported by private sector information systems, 
outsourced information technologies, and outsourced information services.   They may 
provide functionality associated with an application, enclave, platform IT, or some 
combination.   If the outsourced IT-based process is effectively a DoD enclave; i.e., if it 
is established only for DoD purposes, is dedicated to DoD processing, and is under DoD 
configuration control (e.g., the DLA Business Systems Modernization Production 
Center or the Navy Marine Corps Intranet), it should be managed and reported as a DoD 
enclave.   If, however, it supports non-DoD users or processes and is not under DoD 
configuration control, it must be managed and reported as an outsourced IT-based 
process.   Confidentiality, availability, integrity, authentication, and non-repudiation 
requirements for DoD information in an outsourced environment are determined by its 
mission assurance category and classification or sensitivity and need-to-know.   
Technical security of the outsourced environment is the responsibility of the service 
provider.   Outsourced applications that are accessed by DoD users within DoD enclaves 
(e.g., Powertrack) are subject to DoD enclave boundary defense controls for incoming 
traffic (e.g., ports and protocols and mobile code).   Responsibility for procedural and 
administrative security is shared between the service provider and the supported DoD 
entity.   Security roles and responsibilities shall be made explicit in the acquisition 
along with the performance and service-level parameters by which the Department of 
Defense shall measure the IA profile of the outsourced IT-based process.
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E3.4.1.4.  Platform It Interconnection.   Platform IT refers to computer 
resources, both hardware and software, that are physically part of, dedicated to, or 
essential in real time to the mission performance of special purpose systems such as 
weapons, training simulators, diagnostic test and maintenance equipment, calibration 
equipment, equipment used in the research and development of weapons systems, 
medical technologies, transport vehicles, buildings, and utility distribution systems, such 
as water and electric.   The availability, integrity, confidentiality, authentication, and 
non-repudiation requirements of the data it processes in direct support of its intended 
purpose are inherently addressed in the system design and operation.   When platform IT 
interconnects with external networks in order to exchange information, the IA 
requirements generated by the exchange must be explicitly addressed as part of the 
interconnection.   If not already established, as part of the interconnection negotiation, 
the platform shall identify the mission assurance category and confidentiality level of its 
interconnecting IT.   The connecting enclave must meet or exceed the mission assurance 
category and confidentiality level of the interconnecting platform IT.   If the mission 
assurance category or confidentiality level of the platform IT is lower than that of the 
connecting enclave, the enclave is responsible for assuring that the enclave's integrity, 
availability, and confidentiality are not degraded by the interconnection.   The enclave is 
also responsible for providing any additional measures required to extend IA services, 
such as identification and authentication to the platform IT during the interconnection or 
to protect the platform IT from interconnection risk, such as unauthorized access.


E3.4.2.  As early as possible in the life cycle of IT-dependent programs, 
information owners shall establish the mission assurance category, security 
classification, sensitivity, and need-to-know of information and information systems.   
Information owners shall also establish the permissible uses of information and 
associated mission or business rules of use, and ensure that the distinction between 
information that is operationally sensitive and information that can be made available to 
the public is clear to all.   In turn, mission assurance category establishes the 
requirements for availability and integrity, and security classification, sensitivity, and 
need-to-know establish confidentiality requirements.   Enclosure 4 of this Instruction 
provides detailed lists of the IA Controls necessary to achieve the baseline levels of 
availability, integrity, and confidentiality for mission assurance category and 
classification.   The IA Controls provide a common management language for 
establishing IA needs; interacting with system security engineers to ensure a purposeful 
design to meet those needs consistent with DoD and DoD Component-level guidance; 
testing and validating the implemented IA solutions; managing changes to the validated 
baseline, negotiating interconnections, and reporting IA readiness.   The baseline IA 
Controls identified in enclosure 4 must be explicitly addressed as part of an information 
system security engineering process.   They may also be supplemented as follows:
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E3.4.2.1.  DoD Component IA programs may establish IA Controls that apply to 
DoD Component-specific information systems.   DoD Component-level IA Controls 
must neither contradict nor negate DoD baseline IA Controls, and must not degrade 
interoperability across the DoD enterprise.


E3.4.2.2.  Consistent with subparagraph E3.4.2.1., above, individual DoD 
information systems may establish local IA Controls.


E3.4.2.3.  AIS application-unique requirements for Joint and Defense-wide 
programs shall be negotiated with the Heads of the DoD Components rather than with 
individual hosting enclaves.


E3.4.3.  The IA Controls provided in enclosure 4 of this Instruction are 
distinguished from Common Criteria security functional requirements in that they apply 
to the definition, configuration, operation, interconnection, and disposal of DoD 
information systems.   They form a management framework for the allocation, 
monitoring, and regulation of IA resources that is consistent with Federal guidance 
provided in OMB A-130 (reference (v)).   In contrast, Common Criteria security 
functional requirements apply only to IA & IA-enabled IT products that are incorporated 
into DoD information systems.   They form an engineering language and method for 
specifying the security features of individual IT products, and for evaluating the security 
features of those products in a common way that can be accepted by all.
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E3.4.4.  All AIS applications shall employ ISSE as part of the acquisition process.   
Those AIS applications that undergo a system engineering process should initiate ISSE 
in parallel to ensure IA is built into the AIS application.   Considering IA objectives, 
requirements, functions, architecture, design, testing, and implementation in conjunction 
with the corresponding system engineering analogues allows IA to be optimized based on 
the technical and non-technical considerations of the individual AIS application.   All 
enclaves shall employ ISSE to implement or upgrade boundary defense and incident 
detection, to address configuration changes to other IA solutions that may impact 
enclave IA posture, and to implement interconnections across security domains.   Using 
the IA Controls as the baseline, the ISSE process elicits detailed IA requirements; 
develops the physical and logical architecture, and technical specifications to satisfy 
those requirements at an acceptable level of risk; insures IA is integrated into the 
overall system acquisition and engineering process; and tests the system to verify the 
design and implementation of IA solutions.   The ISSE process shall explicitly address 
all IA Controls by providing traceability from the IA Controls to the elicited 
requirements, the corresponding design, and the testing.   It also identifies those IA 
Controls that are provided by the enclave, and identifies any additional IA Controls 
required to meet AIS application-specific or unusual circumstances.


E3.4.5.  As with the security engineering of AIS applications and enclaves, the IA 
Controls form a baseline for allocating IA responsibilities between outsourced service 
providers and DoD users, and for ensuring that IA requirements are explicitly addressed 
in the acquisition of outsourced IT based processes.   They perform a like function for 
the allocation of IA responsibilities between enclaves and interconnecting platforms.   
The IA Controls establish the baseline for the IA capabilities to be provided by enclaves 
and the reference framework for the exchange of information for application hosting 
and for interconnection negotiation and approval.   The DoD IA Controls establish a 
common dialogue among information owners, PMs, outsourced service providers, 
enclave managers, information assurance certifying and accrediting authorities, and 
information system security engineers.   They aid in the negotiation and allocation of IA 
requirements and capabilities, enable traceability to specific IA solutions, and provide a 
consistent reference for certification activities and findings.


E3.4.6.  Information Assurance Managers (IAMs) are responsible for establishing, 
implementing and maintaining the DoD information system IA program, and for 
documenting the IA program through the DoD IA C&A process.   The program shall 
include procedures for:
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E3.4.6.1.  Ensuring that protection and detection capabilities are acquired or 
developed using an ISSE approach and are consistent with the DoD Component-level IA 
architecture.


E3.4.6.2.  Authorizing the use of DoD information system software, hardware, 
and firmware.


E3.4.6.3.  Addressing IA in the management of the DoD information system 
configuration.


E3.4.6.4.  Mitigating identified IA vulnerabilities, and reporting and responding 
to IA violations and incidents.


E3.4.6.5.  Continuity of IT and IA services.


E3.4.6.6.  Tracking compliance with the IA Controls applicable to the DoD 
information system and reporting IA management review items, such as C&A status, 
compliance with personnel security requirements, compliance with training and 
education requirements, and compliance with CTOs, IAVAs, and other directed solutions.


E3.4.7.  The IAM shall implement the IA program with the assistance of 
information assurance officers (IAOs), as required, and other privileged users (e.g., key 
managers, certificate managers, network administrators, system administrators, database 
administrators, and web administrators).   The IAM, IAOs, and privileged users shall hold 
U.S. Government security clearances commensurate with the level of information 
processed by the system or enclave.   They shall maintain a working knowledge of the 
system or enclave functions, its technical IA safeguards, and its operational IA 
measures.   The IAM shall develop and implement a role-based access scheme that 
accounts for all privileged access and implements the principles of least privilege and 
separation of functions.   Privileged users and IAOs shall access only that data, control 
information, software, hardware, and firmware for which they are authorized access and 
have a need-to-know, and assume only those roles and privileges for which they are 
authorized.   The IAM shall maintain visibility over all privileged user assignments to 
ensure separation of functions and compliance with personnel security criteria 
established in DoD 5200.2-R (reference (q)).


E3.4.8.  Assignment to privileged user roles with IA management access shall be 
according to Table E3.T1., below:
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Table E3.T1.   Investigative Levels for User with IA Management Access
to DoD Unclassified Information Systems


Investigative Levels for Users with IA Management Access to DoD Unclassified Information Systems 
(Investigative levels are defined in DoD 5200.2-R) 


-- The Term Foreign Nationals (FN) refers to all individuals who are Non-U.S. citizens including U.S. 
military personnel, DoD civilian employees and contractors --


Limited Privileged Access - IT-II


User Roles FN
(See Note)


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Conditions or Examples


IAM (with no IA 
administrative 
privileges)


Not Allowed NACI NACLC NACLC None


IAO (with no IA 
administrative 
privileges)


Conditionally 
Allowed- 
NACLC - 
(equivalent)


NACI NACLC NACLC FN - With DAA written approval, 
direct or indirect hires may 
continue as IAOs until replaced, 
provided they serve under the 
immediate supervision of a U.S. 
citizen IAM, and have no 
supervisory duties.


Supervisor of IT-II 
or IT-I positions 


Not Allowed NACI NACLC NACLC None


Administrator 
(with no IA 
administrative 
privileges)


Allowed:  
NACLC - 
(equivalent)


NACI NACLC NACLC Examples:  AIS administration, OS 
administration, end-user 
administration, administration of 
common applications such as 
email, word processing.
FN - Under the immediate 
supervision of a U.S. citizen.


Maintenance of 
IA-enabled 
products 


Conditionally 
Allowed - 
NACLC - 
(equivalent)


NACI NACLC NACLC FN - Under the immediate 
supervision of a U.S. citizen. 
All - Also subject to IA Controls 
(e.g., PEPF and ECRB)14


 ___________
14 All IA Controls, to include PEPF and ECRB are defined in enclosure 4 of this Instruction.
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Table E3.T1.   Investigative Levels for User with IA Management Access
to DoD Unclassified Information Systems, continued


Investigative Levels for Users with IA Management Access to DoD Unclassified Information Systems 
(Investigative levels are defined in DoD 5200.2-R) 


-- The Term Foreign Nationals (FN) refers to all individuals who are Non-U.S. citizens including U.S. 
military personnel, DoD civilian employees and contractors --


Privileged Access - IT-I


User Roles FN
(See Note)


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Conditions or Examples


DAA or IAM Not Allowed SSBI SSBI SSBI None


IAO (with IA 
administrative 
privileges)


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI FN - With DAA written approval, 
direct or indirect hires may 
continue as IAOs until replaced, 
provided they serve under the 
immediate supervision of a U.S. 
citizen IAM, and have no 
supervisory duties.


Monitoring and 
testing 


Not Allowed SSBI SSBI SSBI None


Administrator 
(with IA 
administrative 
privileges)


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI Examples:  Administration of IA 
devices (e.g., boundary devices, 
IDS, routers and switches)
FN - Under the immediate 
supervision of a U.S. citizen, and 
with written approval of the Head 
of the DoD Component


Maintenance of IA 
products


Conditionally 
Allowed - SSBI 
- (equivalent)


SSBI SSBI SSBI FN - Under the immediate 
supervision of a U.S. citizen, and 
with written approval of the Head 
of the DoD Component
All - Also subject to IA controls 
(e.g., PEPF and ECRB)


Note:  FN direct and indirect hires covered by the provisions of a Status of Forces Agreement (SOFA), or 
other international agreement, require host-nation personnel security investigations that are the equivalent 
of the U.S. investigative level indicated.
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Investigative Levels for DoD Information System Users Responsible for PKI Certificate Issuance


User Roles Foreign 
National


U.S. 
Civilian


U.S. 
Military


U.S. 
Contractor


Unclassified and Classified (SECRET and Below) 
Certificate Issuance -(IT-II)


Not Allowed NACI NACLC NACLC


Classified Certificate Issuance - ABOVE SECRET - 
(IT-I)


Not Allowed SSBI SSBI SSBI


E3.4.9.  In summary, all elements of a DoD information system IA program shall be 
developed, implemented, and maintained through the DoD IA C&A process.   The DoD IA 
C&A process shall be the mechanism for negotiating IA requirements and capabilities 
between DoD information systems and their supporting enclaves.   Information 
Assurance Managers shall integrate DoD information system IA programs with the DoD 
Component IA program by tracking and reporting management review items.
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E4.  ENCLOSURE 4


BASELINE INFORMATION ASSURANCE LEVELS


E4.1.1.  This enclosure establishes a baseline level of information assurance for all 
DoD information systems through the assignment of specific IA Controls to each 
system.   Assignment is made according to mission assurance category and 
confidentiality level.   Mission assurance category (MAC) I systems require high 
integrity and high availability, MAC II systems require high integrity and medium 
availability, and MAC III systems require basic integrity and availability.   Confidentiality 
levels are determined by whether the system processes classified, sensitive, or public 
information.   Mission assurance categories and confidentiality levels are independent, 
that is a MAC I system may process public information and a MAC III system may 
process classified information.   The nine combinations of mission assurance category 
and confidentiality level establish nine baseline IA levels that may coexist within the 
GIG.   See Table E4.T2.   These baseline IA levels are achieved by applying the specified 
set of IA Controls in a comprehensive IA program that includes acquisition, proper 
security engineering, connection management, and IA administration as described in 
enclosure 3 of this Instruction.


E4.1.2.  An IA Control describes an objective IA condition achieved through the 
application of specific safeguards or through the regulation of specific activities.   The 
objective condition is testable, compliance is measurable, and the activities required to 
achieve the IA Control are assignable and thus accountable.


Figure E4.F1.   Example of an IA Control


IA Control Subject Area:  Enclave and Computing Environment.


IA Control Number:  ECCT-1.


IA Control Name:  Encryption for Confidentiality (Data in Transit).


IA Control Text:  Unclassified, sensitive data transmitted through a commercial or wireless 
network are encrypted using NIST-certified cryptography.


E4.1.3.  An IA Control is comprised of the following, as illustrated in Figure E4.F1.:


E4.1.3.1.  IA Control Subject Area.   One of eight groups indicating the major 
subject or focus area to which an individual IA Control is assigned.   A complete list of 
IA Control Subject Areas is provided at Table E4.T1.


E4.1.3.2.  IA Control Name.   A brief title phrase that describes the individual 
IA Control.
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Table E4.T1.   IA Control Subject Areas
Abbreviation Subject Area Name Number of Controls in Subject Area


DC Security Design & Configuration 31


IA Identification and Authentication 9


EC Enclave and Computing Environment 48


EB Enclave Boundary Defense 8


PE Physical and Environmental 27


PR Personnel 7


CO Continuity 24


VI Vulnerability and Incident Management 3


E4.1.3.3.  IA Control Text.   One or more sentences that describe the IA 
condition or state that the IA Control is intended to achieve.


E4.1.3.4.  IA Control Number.   A unique identifier comprised of four letters, a 
dash, and a number.   The first two letters are an abbreviation for the subject area name 
and the second two letters are an abbreviation for the individual IA Controlname.   The 
number represents a level of robustness in ascending order that is relative to each IA 
Control.   In the example in Figure E4.F2., the control level is two (2), which means 
there is a related IA Control, ECCT-1, that provides less robustness.   There may also be 
an IA Control, ECCT-3, that provides greater robustness.


Figure E4.F2.   Elements of an IA Control Number


E4.1.4.  Information Assurance Controls may have one, two, or three levels.   The 
levels generally align to the mission assurance categories or confidentiality levels, 
however, there are exceptions.   For instance, some IA Controls have a single level that 
applies equally to all mission assurance categories or confidentiality levels.   In such 
cases, the IA Controls are included in each applicable list.   See enclosure 4, attachments 
1 - 6.   For example, DCIS-1, IA for IT Services, states, "Acquisition or outsourcing of IT 
services explicitly addresses Government, service provider, and end user IA roles and 
responsibilities."    It applies equally to all mission assurance categories and is included 
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in attachments 1, 2, and 3.   In other cases, an IA Control may only apply to a given 
mission assurance category or confidentiality level.   For example, ECCM-1, COMSEC, 
states, "COMSEC activities comply with DoD Directive C-5200.5."   It applies only to 
classified information systems, and appears only in attachment 4.


E4.1.5.  The organization of IA into three major service areas instead of the five 
that are included in the DoD definition is a convenience, and is intended to neither 
contradict nor supplant the definition.   Within this organizing scheme, the IA Controls 
that deliver identification and authentication and non-repudiation overlap the other three 
service areas to varying degrees, but are most generally included in integrity.   Some 
integrity IA Controls also support confidentiality.   When an IA Control is required for 
both integrity and confidentiality, the higher level prevails.


E4.1.6.  The set of IA Controls applicable to any given DoD information system is 
always a combination of the IA Controls for its mission assurance category and the IA 
Controls for its confidentiality level, as listed in Table E4.T2., below.


Table E4.T2.   Applicable IA Controls by Mission Assurance Category
 and Confidentiality Level


Mission Assurance Category and Confidentiality Level Applicable IA Controls


MAC I, Classified Attachments A1 and A4


MAC I, Sensitive Attachments A1 and A5


MAC I, Public Attachments A1 and A6


MAC II, Classified Attachments A2 and A4


MAC II, Sensitive Attachments A2 and A5


MAC II, Public Attachments A3 and A6


MAC III, Classified Attachments A3 and A4


MAC III, Sensitive Attachments A3 and A5


MAC III, Public Attachments A3 and A6


E4.1.7.  Operating Environment.   For information assurance purposes, two 
important characteristics of a DoD information system determine the overall robustness 
of its operating environment:   internal system exposure and external system exposure.
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E4.1.7.1.  Internal system exposure is a measure of the difference between the 
established security criteria for individual access and the actual accessprivileges of 
authorized users.   The greater the difference, the higher the internal system exposure 
and the lower the overall robustness of the operating environment.   For example, a 
system containing classified information that grants access to personnel without 
security clearances has a higher level of internal system exposure and a lower level of 
environmental robustness than a system that limits access to persons that are cleared 
for access to all information on the system.


E4.1.7.2.  External system exposure is a measure of the degree of isolation 
from other information systems, either through physical or cryptographic means.   The 
greater the isolation, the lower the external system exposure and the higher the overall 
robustness of the operating environment.   For example, a standalone information system 
or local area network has a lower level of system exposure and a higher level of 
environmental robustness than a system that uses the Internet for user connectivity.


E4.1.7.3.  The DoD baseline IA controls enforce DoD policies that limit 
internal and external system exposure according to confidentiality level, as summarized 
in Table E4.T3., below:
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Table E4.T3.   Operating Environment Summary by Confidentiality Level


Confidentiality Level Internal System Exposure External System Exposure


High (Systems 
Processing Classified 
Information)


• Each user has a clearance for all 
information processed, stored or 
transmitted by the system. 
• Each user has access approval 
for all information stored or 
transmitted by the system. 
• Each user is granted access 
only to information for which the 
user has a valid need-to-know.


• System complies with DoDD C-5200.5 
(reference (aj)) requirements for physical or 
cryptographic isolation. 
• All Internet access is prohibited. 
• All enclave interconnections with enclaves 
in the same security domain require 
boundary protection (e.g., firewalls, IDS, and 
a DMZ). 
• All enclave interconnections with enclaves 
in a different security domain require a 
controlled interface. 
• All interconnections undergo a security 
review and approval.


Medium (Systems 
Processing Sensitive 
Information


• Each user has access approval 
for all information stored or 
transmitted by the system. 
• Each user is granted access 
only to information for which the 
user has a valid need-to-know. 
• Each IT user meets security 
criteria commensurate with the 
duties of the position.


• All non-DoD network access (e.g., Internet) 
is managed through a central access point 
with boundary protections (e.g., a DMZ). 
• All enclave interconnections with enclaves 
in the same security domain require 
boundary protection (e.g., firewalls, IDS, and 
a DMZ). 
• All remote user access is managed 
through a central access point. 
• All interconnections undergo a security 
review and approval.


Basic (Systems 
Processing Public 
Information)


• Each user has access approval 
for all information stored or 
transmitted by the system.
• Each IT user meets security 
criteria commensurate with the 
duties of the position.


• N/A as the purpose of system is providing 
publicly released information to the public.


E4.1.8.  Internal and external system exposure are often assigned levels of High, 
Medium, and Low.   The combined levels of internal and external system exposure may 
be referred to as total system exposure.   Total system exposure is a general indicator 
of risk, and is the inverse of a system's operating environment robustness, a term used in 
U.S. Government protection profiles.   Table E4.T4., below, outlines the total system 
exposure and operating environment robustness of DoD information systems that are 
compliant with the baseline IA controls for confidentiality:
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E4.T4.   Levels of Total System Exposure and Operating Environment Robustness by Confidentiality 
Level


Confidentiality 
Level


Level of Internal 
System Exposure


Level of External 
System Exposure


Level of Total 
System Exposure


Level of Operating 
Environment 
Robustness


High Low Low Low High


Medium Low Medium Medium Medium


Basic Low N/A Low Basic


E4.1.9.  Each DoD information system shall be reviewed against the mission 
assurance category definitions provided in enclosure 2 of this Instruction and assigned 
to a mission assurance category.   Each DoD information system shall be assigned a 
confidentiality level based on the classification or sensitivity of the information 
processed.   The assigned mission assurance category and confidentiality level shall be 
used to determine the applicable IA Controls from Table E4.T2.   These IA Controls 
shall constitute the baseline requirements for IA certification and accreditation or 
reaccredidation.


Attachments - 6
E4.A1.  Mission Assurance Category I Controls for Integrity and Availability
E4.A2.  Mission Assurance Category II Controls for Integrity and Availability
E4.A3.  Mission Assurance Category III Controls for Integrity and Availability
E4.A4.  Confidentiality Controls for DoD Information Systems Processing 


Classified Information
E4.A5.  Confidentiality Controls for DoD Information Systems Processing Sensitive 


Information
E4.A6.  Confidentiality Controls for DoD Information Systems Processing Public 


Information
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E4.A1.  ATTACHMENT 1 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY I CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category I DoD information systems.   There are 70 total IA  Controls, 32 
for integrity and 38 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity 


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics.


Security Design and Configuration Integrity


DCCB-2          Control Board


All information systems are under the control of a chartered Configuration Control Board 
that meets regularly according to DCPR-1.   The IAM is a member of the CCB.


Security Design and Configuration Integrity 


DCCS-2          Configuration Specifications


A  DoD reference document such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a DoD reference document is 
not available, the system owner works with DISA  or NSA  to draft configuration guidance 
for inclusion in a Departmental reference guide.


Security Design and Configuration Availability 


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services such as incident monitoring, analysis 
and response; operation of IA  devices such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity 


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF).


Security Design and Configuration Availability 


DCHW-1          HW Baseline


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) 
and as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container 
or otherwise not collocated with the original.


Security Design and Configuration Integrity 


DCID-1          Interconnection Documentation


For AIS applications, a list of all (potential) hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected IT platforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements. 


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.


DODI 8500.2, February 6, 2003


55 ENCLOSURE 4, ATTACHMENT 1







Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 
mobile code technologies that cannot block or disable unsigned mobile code (e.g., 
Windows Scripting Host) is prohibited. 
       (3) Category 2 mobile code, which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software 
is configured to prompt the user prior to executing mobile code in attachments.


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Integrity 


DCPA-1          Partitioning the Application


User interface services (e.g., web services) are physically or logically separated from data 
storage and management services (e.g., database management systems).   Separation 
may be accomplished through the use of different computers, different CPUs, different 
instances of the operating system, different network addresses, combinations of these 
methods, or other methods, as appropriate.


Security Design and Configuration Availability 


DCPB-1          IA  Program and Budget


A  discrete line item for Information Assurance is established in programming and budget 
documentation. 
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Control Number, Name and Text IA  Service


Security Design and Configuration Availability 


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government.


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.


Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements 
for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) A  testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles (e.g., DAA  and IAM/IAO) are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).


Security Design and Configuration Integrity


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.
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Security Design and Configuration Integrity


DCSP-1          Security Support Structure Partitioning


The security support structure is isolated by means of partitions, domains, etc., including 
control of access to, and integrity of, hardware, software, and firmware that perform security 
functions.   The security support structure maintains separate execution domains (e.g., 
address spaces) for each executing process.


Security Design and Configuration Integrity


DCSQ-1          Software Quality 


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-2          System State Changes 


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the integrity 
of the system state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Identification and Authentication Integrity


IAKM-2          Key Management


Symmetric Keys are produced, controlled and distributed using NSA-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled, and 
distributed using DoD PKI Class 3 or Class 4 certificates and hardware security tokens 
that protect the user's private key. 


Identification and Authentication Integrity


IATS-2          Token and Certificate Standards 


Identification and authentication is accomplished using the DoD PKI Class 3 or 4 
certificate and hardware security token (when available) or an NSA-certified product.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is deployed 
with the capability to immediately alert personnel of any unusual or inappropriate activity 
with potential IA  implications, and with a user configurable capability to automatically 
disable the system if serious IA  violations are detected.


Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.   Access and changes to the data are recorded in transaction logs 
that are reviewed periodically or immediately upon system security events.   Users are 
notified of time and date of the last change in data content.
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Enclave and Computing Environment Integrity 


ECDC-1          Data Change Controls


Transaction-based systems (e.g., database management systems, transaction 
processing systems) implement transaction roll-back and transaction journaling, or 
technical equivalents.


Enclave and Computing Environment Integrity


ECID-1          Host Based IDS


Host-based intrusion detection systems are deployed for major applications and for 
network management assets, such as routers, switches, and domain name servers (DNS).


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Integrity


ECND-2          Network Device Controls 


An effective network device control program (e.g., routers, switches, firewalls) is 
implemented and includes:   instructions for restart and recovery procedures; restrictions 
on source code access, system utility access, and system documentation; protection from 
deletion of system and application files, and a structured process for implementation of 
directed solutions (e.g., IAVA).   Audit or other technical measures are in place to ensure 
that the network device controls are not compromised.   Change controls are periodically 
tested.


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles 
(e.g., key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-2          Production Code Change Controls


Application programmer privileges to change production code and data are limited and 
reviewed every 3 months.


Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation 


Tools are available for the review of audit records and for report generation from audit 
records.


Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation guides 
have been applied.


DODI 8500.2, February 6, 2003


59 ENCLOSURE 4, ATTACHMENT 1







Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECSD-2          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.   Change controls include review 
and approval of application change requests and technical system features to assure that 
changes are executed by authorized personnel and are properly implemented.


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup 


The audit records are backed up not less than weekly onto a different system or media 
than the system being audited.


Enclave and Computing Environment Integrity


ECTM-2          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS, and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).   Mechanisms are in place to assure 
the integrity of all transmitted information (including labels and security parameters) and to 
detect or prevent the hijacking of a communication session (e.g., encrypted or covert 
communication channels).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection 


All servers, workstations and mobile computing devices implement virus protection that 
includes a capability for automatic updates.


Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking 


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.
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Enclave Boundary Defense Availability


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-2          Emergency Lighting


An automatic emergency lighting system is installed that covers all areas necessary to 
maintain mission or business essential functions, to include emergency exits and 
evacuation routes.


Physical and Environmental Availability 


PEFD-2          Fire Detection


A  servicing fire department receives an automatic notification of any activation of the 
smoke detection or fire suppression system.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are 
promptly resolved.


Physical and Environmental Availability


PEFS-2          Fire Suppression System


A  fully automatic fire suppression system is installed that automatically activates when it 
detects heat, smoke, or particles.


Physical and Environmental Availability


PEHC-2          Humidity Controls


Automatic humidity controls are installed to prevent humidity fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.
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Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).


Physical and Environmental Availability


PETC-2          Temperature Controls


Automatic temperature controls are installed to prevent temperature fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy 


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The rules 
include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-2          Alternate Site Designation


An alternate site is identified that permits the restoration of all mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-3          Data Backup Procedures


Data backup is accomplished by maintaining a redundant secondary system, not 
collocated, that can be activated without loss of data or disruption to the operation.
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Continuity Availability


CODP-3          Disaster and Recovery Planning


A  disaster plan exists that provides for the smooth transfer of all mission or business 
essential functions to an alternate site for the duration of an event with little or no loss of 
operational continuity.   (Disaster recovery procedures include business recovery plans, 
system contingency plans, facility disaster recovery plans, and plan acceptance.)


Continuity Availability


COEB-2 Enclave Boundary Defense


Enclave boundary defense at the alternate site must be configured identically to that of the 
primary site.


Continuity Availability


COED-2          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans or significant portions are exercised 
semi-annually.


Continuity Availability


COEF-2          Identification of Essential Functions


Mission and business-essential functions are identified for priority restoration planning 
along with all assets supporting mission or business-essential functions (e.g., 
computer-based services, data and applications, communications, physical infrastructure).


Continuity Availability


COMS-2          Maintenance Support


Maintenance support for key IT assets is available to respond 24 X 7 immediately upon 
failure.


Continuity Availability


COPS-3          Power Supply


Electrical systems are configured to allow continuous or uninterrupted power to key IT 
assets and all users accessing the key IT assets to perform mission or 
business-essential functions.   This may include an uninterrupted power supply coupled 
with emergency generators or other alternate power source.


Continuity Availability


COSP-2          Spares and Parts


Maintenance spares and spare parts for key IT assets are available 24 X 7 immediately 
upon failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done 
in a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.
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Vulnerability and Incident Management Availability


VIIR-2          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least every 
6 months.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.
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E4.A2.  ATTACHMENT 2 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY II CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category II DoD information systems.   There are 70 total IA  Controls, 32 
for integrity and 38 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics. 


Security Design and Configuration Integrity


DCCB-2          Control Board


All information systems are under the control of a chartered Configuration Control Board 
that meets regularly according to DCPR-1.   The IAM is a member of the CCB.


Security Design and Configuration Integrity


DCCS-2          Configuration Specifications


A  DoD reference document such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a Departmental reference 
document is not available, the system owner works with DISA  or NSA  to draft configuration 
guidance for inclusion in a DoD reference guide.


Security Design and Configuration Availability


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services such as incident monitoring, analysis 
and response; operation of IA  devices, such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Security Design and Configuration Integrity


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF). 


Security Design and Configuration Availability


DCHW-1          HW Baseline 


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) and 
as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Security Design and Configuration Integrity


DCID-1          Interconnection Documentation


For AIS applications, a list of all (potential) hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected ITplatforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements.


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.
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Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile 
code technologies that cannot block or disable unsigned mobile code (e.g., Windows 
Scripting Host) is prohibited. 
       (3) Category 2 mobile code which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software is 
configured to prompt the user prior to executing mobile code in attachments. 


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Integrity


DCPA-1          Partitioning the Application 


User interface services (e.g., web services) are physically or logically separated from data 
storage and management services (e.g., database management systems).   Separation 
may be accomplished through the use of different computers, different CPUs, different 
instances of the operating system, different network addresses, combinations of these 
methods, or other methods as appropriate.


Security Design and Configuration Availability


DCPB-1          IA  Program and Budget


A  discrete line item for Information Assurance is established in programming and budget 
documentation.
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Security Design and Configuration Availability


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty, such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government. 


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.


Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) A  testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles, e.g., DAA  and IAM/IAO, are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).
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Security Design and Configuration Integrity


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.


Security Design and Configuration Integrity


DCSP-1          Security Support Structure Partitioning


The security support structure is isolated by means of partitions, domains, etc., including 
control of access to, and integrity of, hardware, software, and firmware that perform security 
functions.   The security support structure maintains separate execution domains (e.g., 
address spaces) for each executing process.


Security Design and Configuration Integrity


DCSQ-1          Software Quality


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-2          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the integrity 
of the system state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Identification and Authentication Integrity


IAKM-2          Key Management


Symmetric Keys are produced, controlled and distributed using NSA-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled and 
distributed using DoD PKI Class 3 or Class 4 certificates and hardware security tokens 
that protect the user's private key.


Identification and Authentication Integrity


IATS-2          Token and Certificate Standards


Identification and authentication is accomplished using the DoD PKI Class 3 or 4 
certificate and hardware security token (when available) or an NSA-certified product.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is deployed 
with the capability to immediately alert personnel of any unusual or inappropriate activity 
with potential IA  implications, and with a user configurable capability to automatically 
disable the system if serious IA  violations are detected.
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Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.   Access and changes to the data are recorded in transaction logs 
that are reviewed periodically or immediately upon system security events.   Users are notified 
of time and date of the last change in data content.


Enclave and Computing Environment Integrity


ECDC-1          Data Change Controls


Transaction-based systems (e.g., database management systems, transaction processing 
systems) implement transaction roll-back and transaction journaling, or technical equivalents.


Enclave and Computing Environment Integrity


ECID-1          Host Based IDS


Host-based intrusion detection systems are deployed for major applications and for network 
management assets such as routers, switches, and domain name servers (DNS).


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official function.


Enclave and Computing Environment Integrity


ECND-2          Network Device Controls


An effective network device control program (e.g., routers, switches, firewalls) is implemented 
and includes:   instructions for restart and recovery procedures; restrictions on source code 
access, system utility access, and system documentation; protection from deletion of system 
and application files, and a structured process for implementation of directed solutions, e.g., 
IAVA.   Audit or other technical measures are in place to ensure that the network device 
controls are not compromised.   Change controls are periodically tested.


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles (e.g., 
key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-2          Production Code Change Controls


Application programmer privileges to change production code and data are limited and 
reviewed every 3 months.


Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation


Tools are available for the review of audit records and for report generation from audit 
records.
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Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation 
guides have been applied.


Enclave and Computing Environment Integrity


ECSD-2          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.   Change controls include review 
and approval of application change requests and technical system features to assure that 
changes are executed by authorized personnel and are properly implemented. 


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup


The audit records are backed up not less than weekly onto a different system or media 
than the system being audited.


Enclave and Computing Environment Integrity


ECTM-2          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS, and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).   Mechanisms are in place to assure 
the integrity of all transmitted information (including labels and security parameters) and to 
detect or prevent the hijacking of a communication session (e.g., encrypted or covert 
communication channels).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection


All servers, workstations and mobile computing devices implement virus protection that 
includes a capability for automatic updates.
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Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings, 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.


Enclave Boundary Defense Availability 


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-2          Emergency Lighting


An automatic emergency lighting system is installed that covers all areas necessary to 
maintain mission or business essential functions, to include emergency exits and 
evacuation routes.


Physical and Environmental Availability


PEFD-2          Fire Detection


A  servicing fire department receives an automatic notification of any activation of the 
smoke detection or fire suppression system.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are 
promptly resolved.


Physical and Environmental Availability


PEFS-2          Fire Suppression System


A  fully automatic fire suppression system is installed that automatically activates when it 
detects heat, smoke or particles.


Physical and Environmental Availability


PEHC-2          Humidity Controls


Automatic humidity controls are installed to prevent humidity fluctuations potentially harmful 
to personnel or equipment operation.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.
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Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).


Physical and Environmental Availability


PETC-2          Temperature Controls


Automatic temperature controls are installed to prevent temperature fluctuations potentially 
harmful to personnel or equipment operation.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The rules 
include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-2          Alternate Site Designation


An alternate site is identified that permits the restoration of all mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-2          Data Back-up Procedures


Data backup is performed daily, and recovery media are stored off-site at a location that 
affords protection of the data in accordance with its mission assurance category and 
confidentiality level.
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Continuity Availability


CODP-2          Disaster and Recovery Planning


A  disaster plan exists that provides for the resumption of mission or business essential 
functions within 24 hours activation.   (Disaster recovery procedures include business 
recovery plans, system contingency plans, facility disaster recovery plans, and plan 
acceptance.)


Continuity Availability


COEB-1          Enclave Boundary Defense


Enclave boundary defense at the alternate site provides security measures equivalent to 
the primary site.


Continuity Availability


COED-1          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans are exercised annually.


Continuity Availability


COEF-2          Identification of Essential Functions


Mission and business essential functions are identified for priority restoration planning 
along with all assets supporting mission or business essential functions (e.g., 
computer-based services, data and applications, communications, physical infrastructure).


Continuity Availability


COMS-2          Maintenance Support


Maintenance support for key IT assets is available to respond 24 X 7 immediately upon 
failure.


Continuity Availability


COPS-2          Power Supply


Electrical systems are configured to allow continuous or uninterrupted power to key IT 
assets.   This may include an uninterrupted power supply coupled with emergency 
generators.


Continuity Availability


COSP-1          Spares and Parts


Maintenance spares and spare parts for key IT assets can be obtained within 24 hours of 
failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done 
in a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.
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Vulnerability and Incident Management Availability


VIIR-1          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least 
annually.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.
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E4.A3.  ATTACHMENT 3 TO ENCLOSURE 4


MISSION ASSURANCE CATEGORY III CONTROLS FOR INTEGRITY AND 
AVAILABILITY


This attachment lists the threshold integrity and availability IA  Controls Mission 
Assurance Category III DoD information systems.   There are 64 total IA  Controls, 27 
for integrity and 37 for availability.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Availability


DCAR-1          Procedural Review


An annual IA  review is conducted that comprehensively evaluates existing policies and 
processes to ensure procedural consistency and to ensure that they fully support the goal 
of uninterrupted operations.


Security Design and Configuration Integrity


DCBP-1          Best Security Practices


The DoD information system security design incorporates best security practices such as 
single sign-on, PKE, smart card, and biometrics.


Security Design and Configuration Integrity


DCCB-1          Control Board


All DoD information systems are under the control of a chartered configuration control 
board that meets regularly according to DCPR-1.


Security Design and Configuration Integrity


DCCS-1          Configuration Specifications


A  DoD reference document, such as a security technical implementation guide or security 
recommendation guide constitutes the primary source for security configuration or 
implementation guidance for the deployment of newly acquired IA- and IA-enabled IT 
products that require use of the product's IA  capabilities.   If a DoD reference document is 
not available, the following are acceptable in descending order as available: 
       (1) Commercially accepted practices (e.g., SANS); 
       (2) Independent testing results (e.g., ICSA); or 
       (3) Vendor literature.


Security Design and Configuration Availability


DCCT-1          Compliance Testing


A  comprehensive set of procedures is implemented that tests all patches, upgrades, and 
new AIS applications prior to deployment.


Security Design and Configuration Integrity


DCDS-1          Dedicated IA  Services


Acquisition or outsourcing of dedicated IA  services, such as incident monitoring, analysis 
and response; operation of IA  devices, such as firewalls; or key management services are 
supported by a formal risk analysis and approved by the DoD Component CIO.
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Security Design and Configuration Integrity


DCFA-1          Functional Architecture for AIS Applications


For AIS applications, a functional architecture that identifies the following has been 
developed and is maintained: 
       - all external interfaces, the information being exchanged, and the protection 
mechanisms associated with each interface 
       - user roles required for access control and the access privileges assigned to each 
role (See ECAN) 
       - unique security requirements (e.g., encryption of key data elements at rest) 
       - categories of sensitive information processed or stored by the AIS application, and 
their specific protection plans (e.g., Privacy Act, HIPAA) 
       - restoration priority of subsystems, processes, or information (See COEF).


Security Design and Configuration Availability


DCHW-1          HW Baseline


A  current and comprehensive baseline inventory of all hardware (HW) (to include 
manufacturer, type, model, physical location and network topology or architecture) required 
to support enclave operations is maintained by the Configuration Control Board (CCB) and 
as part of the SSAA.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.


Security Design and Configuration Integrity


DCID-1          Interconnection Documentation


For AIS applications, a list of all [potential] hosting enclaves is developed and maintained 
along with evidence of deployment planning and coordination and the exchange of 
connection rules and requirements. 
   
For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based 
processes, and interconnected IT platforms is developed and maintained along with 
evidence of deployment planning and coordination and the exchange of connection rules 
and requirements.


Security Design and Configuration Integrity


DCII-1          IA  Impact Assessment


Changes to the DoD information system are assessed for IA  and accreditation impact 
prior to implementation.


Security Design and Configuration Integrity 


DCIT-1          IA  for IT Services


Acquisition or outsourcing of IT services explicitly addresses Government, service provider, 
and end user IA  roles and responsibilities.
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Security Design and Configuration Integrity


DCMC-1          Mobile Code


The acquisition, development, and/or use of mobile code to be deployed in DoD systems 
meets the following requirements: 
       (1) Emerging mobile code technologies that have not undergone a risk assessment by 
NSA  and been assigned to a Risk Category by the DoD CIO is not used. 
       (2) Category 1 mobile code is signed with a DoD-approved PKI code signing 
certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile 
code technologies that cannot block or disable unsigned mobile code (e.g., Windows 
Scripting Host) is prohibited. 
       (3) Category 2 mobile code, which executes in a constrained environment without 
access to system resources (e.g., Windows registry, file system, system parameters, 
network connections to other than the originating host) may be used. 
       (4) Category 2 mobile code that does not execute in a constrained environment may be 
used when obtained from a trusted source over an assured channel (e.g., SIPRNET, SSL 
connection, S/MIME, code is signed with a DoD-approved code signing certificate). 
       (5) Category 3 mobile code may be used. 
       (6) All DoD workstation and host software are configured, to the extent possible, to 
prevent the download and execution of mobile code that is prohibited. 
       (7) The automatic execution of all mobile code in email is prohibited; email software is 
configured to prompt the user prior to executing mobile code in attachments.


Security Design and Configuration Integrity


DCNR-1          Non-repudiation


NIST FIPS 140-2 validated cryptography (e.g., DoD PKI class 3 or 4 token) is used to 
implement encryption (e.g., AES, 3DES, DES, Skipjack), key exchange (e.g., FIPS 171), 
digital signature (e.g., DSA, RSA, ECDSA), and hash (e.g., SHA-1, SHA-256, SHA-384, 
SHA-512).   Newer standards should be applied as they become available.


Security Design and Configuration Availability


DCPD-1          Public Domain Software Controls


Binary or machine executable public domain software products and other software 
products with limited or no warranty such as those commonly known as freeware or 
shareware are not used in DoD information systems unless they are necessary for 
mission accomplishment and there are no alternative IT solutions available.   Such 
products are assessed for information assurance impacts, and approved for use by the 
DAA.   The assessment addresses the fact that such software products are difficult or 
impossible to review, repair, or extend, given that the Government does not have access to 
the original source code and there is no owner who could make such repairs on behalf of 
the Government.


Security Design and Configuration Availability


DCPP-1          Ports, Protocols, and Services


DoD information systems comply with DoD ports, protocols, and services guidance.   AIS 
applications, outsourced IT-based processes and platform IT identify the network ports, 
protocols, and services they plan to use as early in the life cycle as possible and notify 
hosting enclaves.   Enclaves register all active ports, protocols, and services in accordance 
with DoD and DoD Component guidance.
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Security Design and Configuration Integrity


DCPR-1          CM Process


A  configuration management (CM) process is implemented that includes requirements 
for: 
       (1) Formally documented CM roles, responsibilities, and procedures to include the 
management of IA  information and documentation; 
       (2) A  configuration control board that implements procedures to ensure a security 
review and approval of all proposed DoD information system changes, to include 
interconnections to other DoD information systems; 
       (3) a testing process to verify proposed configuration changes prior to implementation 
in the operational environment; and 
       (4) A  verification process to provide additional assurance that the CM process is 
working effectively and that changes outside the CM process are technically or procedurally 
not permitted.


Security Design and Configuration Availability


DCSD-1          IA  Documentation


All appointments to required IA  roles (e.g., DAA  and IAM/IAO) are established in writing, to 
include assigned duties and appointment criteria such as training, security clearance, and 
IT-designation.   A  System Security Plan is established that describes the technical, 
administrative, and procedural IA  program and policies that govern the DoD information 
system, and identifies all IA  personnel and specific IA  requirements and objectives (e.g., 
requirements for data handling or dissemination, system redundancy and backup, or 
emergency response).


Security Design and Configuration Integrity 


DCSL-1          System Library Management Controls


System libraries are managed and maintained to protect privileged programs and to 
prevent or minimize the introduction of unauthorized code.


Security Design and Configuration Integrity


DCSQ-1          Software Quality


Software quality requirements and validation methods that are focused on the 
minimization of flawed or malformed software that can negatively impact integrity or 
availability (e.g., buffer overruns) are specified for all software development initiatives.


Security Design and Configuration Integrity


DCSS-1          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.


Security Design and Configuration Availability


DCSW-1          SW Baseline


A  current and comprehensive baseline inventory of all software (SW) (to include 
manufacturer, type, and version and installation manuals and procedures) required to 
support DoD information system operations is maintained by the CCB and as part of the 
C&A  documentation.   A  backup copy of the inventory is stored in a fire-rated container or 
otherwise not collocated with the original.
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Identification and Authentication Integrity


IAKM-1          Key Management


Symmetric Keys are produced, controlled, and distributed using NIST-approved key 
management technology and processes.   Asymmetric Keys are produced, controlled, and 
distributed using DoD PKI Class 3 certificates or pre-placed keying material.


Identification and Authentication Integrity


IATS-1          Token and Certificate Standards


Identification and authentication is accomplished using the DoD PKI Class 3 certificate and 
hardware security token (when available).


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.


Enclave and Computing Environment Integrity


ECCD-1          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only by 
authorized personnel.


Enclave and Computing Environment Integrity


ECIM-1          Instant Messaging


Instant messaging traffic to and from instant messaging clients that are independently 
configured by end users and that interact with a public service provider is prohibited within 
DoD information systems.   Both inbound and outbound public service instant messaging 
traffic is blocked at the enclave boundary.   Note:  This does not include IM services that are 
configured by a DoD AIS application or enclave to perform an authorized and official function.


Enclave and Computing Environment Integrity


ECND-1          Network Device Controls


An effective network device (e.g., routers, switches, firewalls) control program is 
implemented and includes:   instructions for restart and recovery procedures; restrictions on 
source code access, system utility access, and system documentation; protection from 
deletion of system and application files, and a structured process for implementation of 
directed solutions (e.g., IAVA).


Enclave and Computing Environment Integrity


ECPA-1          Privileged Account Control


All privileged user accounts are established and administered in accordance with a 
role-based access scheme that organizes all system and network privileges into roles (e.g., 
key management, network, system administration, database administration, web 
administration).   The IAM tracks privileged role assignments.


Enclave and Computing Environment Integrity


ECPC-1          Production Code Change Controls


Application programmer privileges to change production code and data are limited and are 
periodically reviewed.
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Enclave and Computing Environment Integrity


ECRG-1          Audit Reduction and Report Generation


Tools are available for the review of audit records and for report generation from audit 
records.


Enclave and Computing Environment Availability


ECSC-1          Security Configuration Compliance


For Enclaves and AIS applications, all DoD security configuration or implementation guides 
have been applied.


Enclave and Computing Environment Integrity


ECSD-1          Software Development Change Controls


Change controls for software development are in place to prevent unauthorized programs 
or modifications to programs from being implemented.


Enclave and Computing Environment Integrity


ECTM-1          Transmission Integrity Controls


Good engineering practices with regards to the integrity mechanisms of COTS, GOTS and 
custom developed solutions are implemented for incoming and outgoing files, such as 
parity checks and cyclic redundancy checks (CRCs).


Enclave and Computing Environment Integrity


ECTP-1          Audit Trail Protection


The contents of audit trails are protected against unauthorized access, modification, or 
deletion.


Enclave and Computing Environment Availability


ECVI-1          Voice over IP


Voice over Internet Protocol (VoIP) traffic to and from workstation IP telephony clients that 
are independently configured by end users for personal use is prohibited within DoD 
information systems.   Both inbound and outbound individually configured voice over IP 
traffic is blocked at the enclave boundary.   Note:  This does not include VoIP services that 
are configured by a DoD AIS application or enclave to perform an authorized and official 
function.


Enclave and Computing Environment Availability


ECVP-1          Virus Protection


All servers, workstations, and mobile computing devices implement virus protection that 
includes a capability for automatic updates.


Enclave and Computing Environment Availability


ECWN-1          Wireless Computing and Networking


Wireless computing and networking capabilities from workstations, laptops, personal 
digital assistants (PDAs), handheld computers, cellular phones, or other portable 
electronic devices are implemented in accordance with DoD wireless policy, as issued.   
(See also ECCT).   Unused wireless computing capabilities internally embedded in 
interconnected DoD IT assets are normally disabled by changing factory defaults, settings 
or configurations prior to issue to end users.   Wireless computing and networking 
capabilities are not independently configured by end users.
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Enclave Boundary Defense Availability


EBCR-1          Connection Rules


The DoD information system is compliant with established DoD connection rules and 
approval processes.


Enclave Boundary Defense Availability


EBVC-1          VPN Controls


All VPN traffic is visible to network intrusion detection systems (IDS).


Physical and Environmental Availability


PEEL-1          Emergency Lighting


An automatic emergency lighting system is installed that covers emergency exits and 
evacuation routes.


Physical and Environmental Availability


PEFD-1          Fire Detection


Battery-operated or electric stand-alone smoke detectors are installed in the facility.


Physical and Environmental Availability


PEFI-1          Fire Inspection


Computing facilities undergo a periodic fire marshal inspection.   Deficiencies are promptly 
resolved.


Physical and Environmental Availability


PEFS-1          Fire Suppression System


Handheld fire extinguishers or fixed fire hoses are available should an alarm be sounded 
or a fire be detected.


Physical and Environmental Availability


PEHC-1          Humidity Controls


Humidity controls are installed that provide an alarm of fluctuations potentially harmful to 
personnel or equipment operation; adjustments to humidifier/de-humidifier systems may 
be made manually.


Physical and Environmental Availability


PEMS-1          Master Power Switch


A  master power switch or emergency cut-off switch to IT equipment is present.   It is 
located near the main entrance of the IT area and it is labeled and protected by a cover to 
prevent accidental shut-off.


Physical and Environmental Integrity


PESL-1          Screen Lock


Unless there is an overriding technical or operational problem, a workstation screen-lock 
functionality is associated with each workstation.   When activated, the screen-lock function 
places an unclassified pattern onto the entire screen of the workstation, totally hiding what 
was previously visible on the screen.   Such a capability is enabled either by explicit user 
action or a specified period of workstation inactivity (e.g., 15 minutes).   Once the 
workstation screen-lock software is activated, access to the workstation requires 
knowledge of a unique authenticator.   A  screen lock function is not considered a 
substitute for logging out (unless a mechanism actually logs out the user when the user 
idle time is exceeded).
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Physical and Environmental Availability


PETC-1          Temperature Controls


Temperature controls are installed that provide an alarm when temperature fluctuations 
potentially harmful to personnel or equipment operation are detected; adjustments to 
heating or cooling systems may be made manually.


Physical and Environmental Availability


PETN-1          Environmental Control Training


Employees receive initial and periodic training in the operation of environmental controls.


Physical and Environmental Availability


PEVR-1          Voltage Regulators


Automatic voltage control is implemented for key IT assets.


Personnel Availability


PRRB-1          Security Rules of Behavior or Acceptable Use Policy


A  set of rules that describe the IA  operations of the DoD information system and clearly 
delineate IA  responsibilities and expected behavior of all personnel is in place.   The 
rules include the consequences of inconsistent behavior or non-compliance.   Signed 
acknowledgement of the rules is a condition of access.


Continuity Availability


COAS-1          Alternate Site Designation


An alternate site is identified that permits the partial restoration of mission or business 
essential functions.


Continuity Availability


COBR-1          Protection of Backup and Restoration Assets


Procedures are in place assure the appropriate physical and technical protection of the 
backup and restoration hardware, firmware, and software, such as router tables, 
compilers, and other security-related system software.


Continuity Availability


CODB-1          Data Backup Procedures


Data backup is performed at least weekly.


Continuity Availability


CODP-1          Disaster and Recovery Planning


A  disaster plan exists that provides for the partial resumption of mission or business 
essential functions within 5 days of activation.   (Disaster recovery procedures include 
business recovery plans, system contingency plans, facility disaster recovery plans, and 
plan acceptance.)


Continuity Availability


COEB-1          Enclave Boundary Defense


Enclave boundary defense at the alternate site provides security measures equivalent to 
the primary site.


Continuity Availability


COED-1          Scheduled Exercises and Drills


The continuity of operations or disaster recovery plans are exercised annually.
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Continuity Availability


COEF-1          Identification of Essential Functions


Mission and business essential functions are identified for priority restoration planning.


Continuity Availability


COMS-1          Maintenance Support


Maintenance support for key IT assets is available to respond within 24 hours of failure.


Continuity Availability


COPS-1          Power Supply


Electrical power is restored to key IT assets by manually activated power generators upon 
loss of electrical power from the primary source.


Continuity Availability


COSP-1          Spares and Parts


Maintenance spares and spare parts for key IT assets can be obtained within 24 hours of 
failure.


Continuity Availability


COSW-1          Backup Copies of Critical SW


Back-up copies of the operating system and other critical software are stored in a fire 
rated container or otherwise not collocated with the operational software.


Continuity Availability


COTR-1          Trusted Recovery


Recovery procedures and technical system features exist to ensure that recovery is done in 
a secure and verifiable manner.   Circumstances that can inhibit a trusted recovery are 
documented and appropriate mitigating procedures have been put in place.


Vulnerability and Incident Management Availability


VIIR-1          Incident Response Planning


An incident response plan exists that identifies the responsible CND Service Provider in 
accordance with DoD Instruction O-8530.2, defines reportable incidents, outlines a 
standard operating procedure for incident response to include INFOCON, provides for user 
training, and establishes an incident response team.   The plan is exercised at least 
annually.


Vulnerability and Incident Management Availability


VIVM-1          Vulnerability Management


A  comprehensive vulnerability management process that includes the systematic 
identification and mitigation of software and hardware vulnerabilities is in place.    
Wherever system capabilities permit, mitigation is independently validated through 
inspection and automated vulnerability assessment or state management tools.   
Vulnerability assessment tools have been acquired, personnel have been appropriately 
trained, procedures have been developed, and regular internal and external assessments 
are conducted.   For improved interoperability, preference is given to tools that express 
vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention 
and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of 
vulnerabilities.
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E4.A4.  ATTACHMENT 4 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
CLASSIFIED INFORMATION


This attachment lists the 45 confidentiality IA  Controls for classified DoD information 
systems.   Seven integrity IA  Controls also support confidentiality.   They are included 
in this list, and flagged as "Integrity." If the control level differs between this attachment 
and the applicable MAC attachment (E4.A1., E4.A2., or E4.A3.) for a given DoD 
information system, the higher level prevails.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   The 
acquisition of all IA- and IA-enabled COTS IT products is limited to products that have 
been evaluated or validated through one of the following sources - the International 
Common Criteria (CC) for Information Security Technology Evaluation Mutual 
Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS 
validation program.   Robustness requirements, the mission, and customer needs will 
enable an experienced information systems security engineer to recommend a 
Protection Profile, a particular evaluated product or a security target with the appropriate 
assurance requirements for a product to be submitted for evaluation (See also 
DCSR-1).


Security Design and Configuration Confidentiality


DCSR-3          Specified Robustness – High


Only high-robustness GOTS or COTS IA  and IA-enabled IT products are used to protect 
classified information when the information transits networks that are at a lower 
classification level than the information being transported.   High-robustness products 
have been evaluated by NSA  or in accordance with NSA-approved processes. 
   
COTS IA  and IA-enabled IT products used for access control, data separation or privacy 
on classified systems already protected by approved high-robustness products at a 
minimum, satisfy the requirements for basic robustness.   If these COTS IA  and 
IA-enabled IT products are used to protect National Security Information by 
cryptographic means, NSA-approved key management may be required.


Security Design and Configuration Integrity


DCSS-2          System State Changes


System initialization, shutdown, and aborts are configured to ensure that the system 
remains in a secure state.   Tests are provided and periodically run to ensure the 
integrity of the system state.


Identification and Authentication Confidentiality


IAGA-1          Group Identification and Authentication


Group authenticators for application or network access may be used only in conjunction 
with an individual authenticator.   Any use of group authenticators not based on the 
DoD PKI has been explicitly approved by the Designated Approving Authority (DAA).
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Subject 
Area


Control Number, Name and Text IA  Service


Identification and Authentication Confidentiality


IAIA-2          Individual Identification and Authentication


DoD information system access is gained through the presentation of an individual 
identifier (e.g., a unique token or user logon ID) and password.   For systems utilizing a 
logon ID as the individual identifier, passwords are, at a minimum, a case sensitive, 
8-character mix of upper case letters, lower case letters, numbers, and special 
characters, including at least one of each (e.g., emPagd2!).   At least four characters 
must be changed when a new password is created.   Deployed/tactical systems with 
limited data input capabilities implement these measures to the extent possible. 
Registration to receive a user ID and password includes authorization by a supervisor, 
and is done in person before a designated registration authority.   Multiple forms of 
certification of individual identification such as a documentary evidence or a 
combination of documents and biometrics are presented to the registration authority. 
Additionally, to the extent capabilities permit, system mechanisms are implemented to 
enforce automatic expiration of passwords and to prevent password reuse, and 
processes are in place to validate that passwords are sufficiently strong to resist 
cracking and other attacks intended to discover a user's password.   All factory set, 
default or standard-user IDs and passwords are removed or changed.   Authenticators 
are protected commensurate with the classification or sensitivity of the information 
accessed; they are not shared; and they are not embedded in access scripts or stored 
on function keys.   Passwords are encrypted both for storage and for transmission.


Identification and Authentication Integrity


IAKM-3          Key Management


Symmetric and asymmetric keys are produced, controlled and distributed using 
NSA-approved key management technology and processes.


Enclave and Computing Environment Confidentiality


ECAD-1          Affiliation Display


To help prevent inadvertent disclosure of controlled information, all contractors are 
identified by the inclusion of the abbreviation "ctr" and all foreign nationals are identified 
by the inclusion of their two character country code in: 
       - DoD user e-mail addresses (e.g., john.smith.ctr@army.mil or 
john.smith.uk@army.mil); 
       - DoD user e-mail display names (e.g., John Smith, Contractor 
<john.smith.ctr@army.mil> or John Smith, United Kingdom <john.smith.uk@army.mil>); 
and 
       - automated signature blocks (e.g., John Smith, Contractor, J-6K, Joint Staff or John 
Doe, Australia, LNO, Combatant Command). 
Contractors who are also foreign nationals are identified as both (e.g., 
john.smith.ctr.uk@army.mil). 
Country codes and guidance regarding their use are in FIPS 10-4.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECAN-1          Access for Need-to-Know


Access to all DoD information is determined by both its classification and user 
need-to-know.   Need-to-know is established by the Information Owner and enforced by 
discretionary or role-based access controls.   Access controls are established and 
enforced for all shared or networked file systems and internal websites, whether 
classified, sensitive, or unclassified.   All internal classified, sensitive, and unclassified 
websites are organized to provide at least three distinct levels of access: 
       (1) Open access to general information that is made available to all DoD 
authorized users with network access.   Access does not require an audit transaction. 
       (2) Controlled access to information that is made available to all DoD authorized 
users upon the presentation of an individual authenticator.   Access is recorded in an 
audit transaction. 
       (3) Restricted access to need-to-know information that is made available only to an 
authorized community of interest.   Authorized users must present an individual 
authenticator and have either a demonstrated or validated need-to-know.   All access to 
need-to-know information and all failed access attempts are recorded in audit 
transactions.


Enclave and Computing Environment Integrity


ECAR-3          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files 
       - Date and time of the event. 
       - Type of event. 
       - Success or failure of event. 
       - Successful and unsuccessful logons. 
       - Denial of access resulting from excessive number of logon attempts. 
       - Blocking or blacklisting a user ID, terminal or access port, and the reason for the 
action. 
       - Activities that might modify, bypass, or negate safeguards controlled by the 
system. 
       - Data required to audit the possible use of covert channel mechanisms. 
       - Privileged activities and other system-level access. 
       - Starting and ending time for access to the system. 
       - Security relevant actions associated with periods processing or the changing of 
security labels or categories of information.


Enclave and Computing Environment Integrity


ECAT-2          Audit Trail, Monitoring, Analysis and Reporting


An automated, continuous on-line monitoring and audit trail creation capability is 
deployed with the capability to immediately alert personnel of any unusual or 
inappropriate activity with potential IA  implications, and with a user-configurable 
capability to automatically disable the system if serious IA  violations are detected.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECCD-2          Changes to Data


Access control mechanisms exist to ensure that data is accessed and changed only 
by authorized personnel.   Access and changes to the data are recorded in transaction 
logs that are reviewed periodically or immediately upon system security events.   Users 
are notified of time and date of the last change in data content.


Enclave and Computing Environment Confidentiality


ECCM-1          COMSEC


COMSEC activities comply with DoD Directive C-5200.5.


Enclave and Computing Environment Confidentiality


ECCR-2          Encryption for Confidentiality (Data at Rest)


If required by the information owner, NIST-certified cryptography is used to encrypt 
stored classified non-SAMI information.


Enclave and Computing Environment Confidentiality


ECCR-3          Encryption for Confidentiality (Data at Rest)


If a classified enclave contains SAMI and is accessed by individuals lacking an 
appropriate clearance for SAMI, then NSA-approved cryptography is used to encrypt all 
SAMI stored within the enclave.


Enclave and Computing Environment Confidentiality


ECCT-2          Encryption for Confidentiality (Data in Transit)


Classified data transmitted through a network that is cleared to a lower level than the 
data being transmitted are separately encrypted using NSA-approved cryptography 
(See also DCSR-3).


Enclave and Computing Environment Confidentiality


ECIC-1          Interconnections among DoD Systems and Enclaves


Discretionary access controls are a sufficient IA  mechanism for connecting DoD 
information systems operating at the same classification, but with different 
need-to-know access rules.   A  controlled interface is required for interconnections 
among DoD information systems operating at different classifications levels or 
between DoD and non-DoD systems or networks.   Controlled interfaces are 
addressed in separate guidance.


Enclave and Computing Environment Confidentiality


ECLC-1          Audit of Security Label Changes


The system automatically records the creation, deletion, or modification of 
confidentiality or integrity labels, if required by the information owner.


Enclave and Computing Environment Confidentiality


ECLO-2          Logon


Successive logon attempts are controlled using one or more of the following: 
       - access is denied after multiple unsuccessful logon attempts. 
       - the number of access attempts in a given period is limited. 
       - a time-delay control system is employed. If the system allows for multiple logon 
sessions for each user ID, the system provides a capability to control the number of 
logon sessions.   Upon successful logon, the user is notified of the date and time of 
the user's last logon, the location of the user at last logon, and the number of 
unsuccessful logon attempts using this user ID since the last successful logon.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege."   
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECML-1          Marking and Labeling


Information and DoD information systems that store, process, transit, or display data in 
any form or format that is not approved for public release comply with all requirements 
for marking and labeling contained in policy and guidance documents such as DoD 
5200.1R.   Markings and labels clearly reflect the classification or sensitivity level, if 
applicable, and any special dissemination, handling, or distribution instructions.


Enclave and Computing Environment Confidentiality 


ECMT-2          Conformance Monitoring and Testing 


Conformance testing that includes periodic, unannounced in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, conducted, and independently validated.   Testing is intended to ensure that 
the system's IA  capabilities continue to provide adequate assurance against 
constantly evolving threats and vulnerabilities. 


Enclave and Computing Environment Confidentiality


ECNK-1          Encryption for Need-To-Know


Information in transit through a network at the same classification level, but which 
must be separated for need-to-know reasons, is encrypted, at a minimum, with 
NIST-certified cryptography.   This is in addition to ECCT (encryption for confidentiality – 
data in transit).


Enclave and Computing Environment Confidentiality


ECNK-2          Encryption for Need-To-Know


SAMI information in transit through a network at the same classification level is 
encrypted using NSA-approved cryptography.   This is to separate it for need-to-know 
reasons.   This is in addition to ECCT (encryption for confidentiality – data in transit).


Enclave and Computing Environment Confidentiality


ECRC-1          Resource Control


All authorizations to the information contained within an object are revoked prior to 
initial assignment, allocation, or reallocation to a subject from the system's pool of 
unused objects.   No information, including encrypted representations of information, 
produced by a prior subject's actions is available to any subject that obtains access to 
an object that has been released back to the system.   There is absolutely no residual 
data from the former object.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), 
then audit records are retained for 5 years.   Otherwise, audit records are retained for 
at least 1 year.


Enclave and Computing Environment Integrity


ECTB-1          Audit Trail Backup


The audit records are backed up not less than weekly onto a different system or 
media than the system being audited.


Enclave and Computing Environment Confidentiality


ECTC-1          Tempest Controls


Measures to protect against compromising emanations have been implemented 
according to DoD Directive S-5200.19.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave and Computing Environment Confidentiality


IAAC-1          Account Control


A  comprehensive account management process is implemented to ensure that only 
authorized users can gain access to workstations, applications, and networks and 
that individual accounts designated as inactive, suspended, or terminated are promptly 
deactivated. 


Enclave Boundary Defense Confidentiality


EBBD-3          Boundary Defense 


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, and at 
layered or internal enclave boundaries and key points in the network as required.   All 
Internet access is prohibited. 


Enclave Boundary Defense Confidentiality 


EBRP-1          Remote Access for Privileged Functions 


Remote access for privileged functions is discouraged, is permitted only for 
compelling operational needs, and is strictly controlled.   In addition to EBRU-1, 
sessions employ security measures such as a VPN with blocking mode enabled.   A  
complete audit trail of each remote session is recorded, and the IAM/O reviews the 
log for every remote session. 
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave Boundary Defense Confidentiality 


EBRU-1          Remote Access for User Functions 


All remote access to DoD information systems, to include telework access, is 
mediated through a managed access control point, such as a remote access server 
in a DMZ.   Remote access always uses encryption to protect the confidentiality of the 
session.   The session-level encryption equals or exceeds the robustness established 
in ECCT.   Authenticators are restricted to those that offer strong protection against 
spoofing.   Information regarding remote access mechanisms (e.g., Internet address, 
dial-up connection telephone number) is protected. 


Physical and Environmental Confidentiality


PECF-2          Access to Computing Facilities


Only authorized personnel with appropriate clearances are granted physical access to 
computing facilities that process classified information.


Physical and Environmental Confidentiality


PECS-2          Clearing and Sanitizing


All documents, equipment, and machine-readable media containing classified data 
are cleared and sanitized before being released outside its security domain according 
to DoD 5200.1-R.


Physical and Environmental Confidentiality


PEDD-1          Destruction


All documents, machine-readable media, and equipment are destroyed using 
procedures that comply with DoD policy (e.g., DoD 5200.1-R).


Physical and Environmental Confidentiality


PEDI-1          Data Interception


Devices that display or output classified or sensitive information in human-readable 
form are positioned to deter unauthorized individuals from reading the information.


Physical and Environmental Confidentiality


PEPF-2          Physical Protection of Facilities


Every physical access point to facilities housing workstations that process or display 
classified information is guarded or alarmed 24 X 7.   Intrusion alarms are monitored. 
Two (2) forms of identification are required to gain access to the facility (e.g., ID badge, 
key card, cipher PIN, biometrics).   A  visitor log is maintained.


Physical and Environmental Confidentiality


PEPS-1          Physical Security Testing


A  facility penetration testing process is in place that includes periodic, unannounced 
attempts to penetrate key computing facilities.


Physical and Environmental Confidentiality


PESP-1          Workplace Security Procedures


Procedures are implemented to ensure the proper handling and storage of 
information, such as end-of-day security checks, unannounced security checks, and, 
where appropriate, the imposition of a two-person rule within the computing facility.
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Subject 
Area


Control Number, Name and Text IA  Service


Physical and Environmental Confidentiality


PESS-1          Storage


Documents and equipment are stored in approved containers or facilities with 
maintenance and accountability procedures that comply with DoD 5200.1-R.


Physical and Environmental Confidentiality


PEVC-1          Visitor Control to Computing Facilities


Current signed procedures exist for controlling visitor access and maintaining a 
detailed log of all visitors to the computing facility.


Personnel Confidentiality


PRAS-2          Access to Information


Individuals requiring access to classified information are processed for access 
authorization in accordance with DoD personnel security policies.


Personnel Confidentiality


PRMP-2          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.   Except as authorized by the DAA, personnel who perform maintenance 
on classified DoD information systems are cleared to the highest level of information 
on the system. Cleared personnel who perform maintenance on a classified DoD 
information systems require an escort unless they have authorized access to the 
computing facility and the DoD information system.   If uncleared or lower-cleared 
personnel are employed, a fully cleared and technically qualified escort monitors and 
records all activities in a maintenance log.   The level of detail required in the 
maintenance log is determined by the IAM.   All maintenance personnel comply with 
DAA  requirements for U.S. citizenship, which are explicit for all classified systems.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.


Personnel Integrity


PRTN-1          Information Assurance Training


A  program is implemented to ensure that upon arrival and periodically thereafter, all 
personnel receive training and familiarization to perform their assigned IA 
responsibilities, to include familiarization with their prescribed roles in all IA- related 
plans such as incident response, configuration management and COOP or disaster 
recovery. 
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E4.A5.  ATTACHMENT 5 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
SENSITIVE INFORMATION


This attachment lists the 34 confidentiality IA  Controls for sensitive DoD information 
systems.   Three integrity IA  Controls also support confidentiality.   They are included 
in this list, and flagged as "Integrity."   If the control level for the Integrity control 
differs between this attachment and the applicable attachment for MAC (E4.A1., E4.A2., 
or E4.A3.) for a given DoD information system, the higher level prevails.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   
The acquisition of all IA- and IA-enabled COTS IT products is limited to products that 
have been evaluated or validated through one of the following sources - the 
International Common Criteria (CC) for Information Security Technology Evaluation 
Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the 
FIPS validation program.   Robustness requirements, the mission, and customer 
needs will enable an experienced information systems security engineer to 
recommend a Protection Profile, a particular evaluated product or a security target with 
the appropriate assurance requirements for a product to be submitted for evaluation 
(See also DCSR-1).


Security Design and Configuration Confidentiality 


DCSR-2          Specified Robustness - Medium


At a minimum, medium-robustness COTS IA  and IA-enabled products are used to 
protect sensitive information when the information transits public networks or the 
system handling the information is accessible by individuals who are not authorized to 
access the information on the system.   The medium-robustness requirements for 
products are defined in the Protection Profile Consistency Guidance for Medium 
Robustness published under the IATF. 
   
COTS IA  and IA-enabled IT products used for access control, data separation, or 
privacy on sensitive systems already protected by approved medium-robustness 
products, at a minimum, satisfy the requirements for basic robustness.   If these COTS 
IA  and IA-enabled IT products are used to protect National Security Information by 
cryptographic means, NSA-approved key management may be required.


Identification and Authentication Confidentiality


IAGA-1          Group Identification and Authentication


Group authenticators for application or network access may be used only in 
conjunction with an individual authenticator.   Any use of group authenticators not 
based on the DoD PKI has been explicitly approved by the Designated Approving 
Authority (DAA).
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Subject 
Area


Control Number, Name and Text IA  Service


Identification and Authentication Confidentiality


IAIA-1          Individual Identification and Authentication


DoD information system access is gained through the presentation of an individual 
identifier (e.g., a unique token or user login ID) and password.   For systems utilizing a 
logon ID as the individual identifier, passwords are, at a minimum, a case sensitive 
8-character mix of upper case letters, lower case letters, numbers, and special 
characters, including at least one of each (e.g., emPagd2!).   At least four characters 
must be changed when a new password is created.   Deployed/tactical systems with 
limited data input capabilities implement the password to the extent possible. 
Registration to receive a user ID and password includes authorization by a supervisor, 
and is done in person before a designated registration authority.   Additionally, to the 
extent system capabilities permit, system mechanisms are implemented to enforce 
automatic expiration of passwords and to prevent password reuse.   All factory set, 
default or standard-user IDs and passwords are removed or changed.   Authenticators 
are protected commensurate with the classification or sensitivity of the information 
accessed; they are not shared; and they are not embedded in access scripts or stored 
on function keys.   Passwords are encrypted both for storage and for transmission.


Enclave and Computing Environment Confidentiality


ECAD-1          Affiliation Display


To help prevent inadvertent disclosure of controlled information, all contractors are 
identified by the inclusion of the abbreviation "ctr" and all foreign nationals are 
identified by the inclusion of their two-character country code in: 
       - DoD user e-mail addresses (e.g., john.smith.ctr@army.mil or 
john.smith.uk@army.mil); 
       - DoD user e-mail display names (e.g., John Smith, Contractor 
<john.smith.ctr@army.mil> or John Smith, United Kingdom <john.smith.uk@army.mil>); 
and 
       - automated signature blocks (e.g., John Smith, Contractor, J-6K, Joint Staff or John 
Doe, Australia, LNO, Combatant Command). 
Contractors who are also foreign nationals are identified as both (e.g., 
john.smith.ctr.uk@army.mil). 
Country codes and guidance regarding their use are in FIPS 10-4.
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECAN-1          Access for Need-to-Know


Access to all DoD information is determined by both its classification and user 
need-to-know.   Need-to-know is established by the Information Owner and enforced by 
discretionary or role-based access controls.   Access controls are established and 
enforced for all shared or networked file systems and internal websites, whether 
classified, sensitive, or unclassified.   All internal classified, sensitive, and unclassified 
websites are organized to provide at least three distinct levels of access: 
       (1) Open access to general information that is made available to all DoD 
authorized users with network access.   Access does not require an audit transaction. 
       (2) Controlled access to information that is made available to all DoD authorized 
users upon the presentation of an individual authenticator.   Access is recorded in an 
audit transaction. 
       (3) Restricted access to need-to-know information that is made available only to an 
authorized community of interest.   Authorized users must present an individual 
authenticator and have either a demonstrated or validated need-to-know.   All access to 
need-to-know information and all failed access attempts are recorded in audit 
transactions.


Enclave and Computing Environment Confidentiality


ECAR-2          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files. 
       - Date and time of the event. 
       - Type of event. 
       - Success or failure of event. 
       - Successful and unsuccessful logons. 
       - Denial of access resulting from excessive number of logon attempts. 
       - Blocking or blacklisting a user ID, terminal or access port and the reason for the 
action. 
       - Activities that might modify, bypass, or negate safeguards controlled by the system.


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.


Enclave and Computing Environment Confidentiality


ECCR-1          Encryption for Confidentiality (Data at Rest)


If required by the information owner, NIST-certified cryptography is used to encrypt 
stored sensitive information.


Enclave and Computing Environment Confidentiality


ECCT-1          Encryption for Confidentiality (Data in Transit)


Unclassified, sensitive data transmitted through a commercial or wireless network are 
encrypted using NIST-certified cryptography (See also DCSR-2).
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECIC-1          Interconnections among DoD Systems and Enclaves


Discretionary access controls are a sufficient IA  mechanism for connecting DoD 
information systems operating at the same classification, but with different 
need-to-know access rules.   A  controlled interface is required for interconnections 
among DoD information systems operating at different classifications levels or 
between DoD and non-DoD systems or networks.   Controlled interfaces are 
addressed in separate guidance.


Enclave and Computing Environment Confidentiality


ECLO-1          Logon


Successive logon attempts are controlled using one or more of the following: 
       - access is denied after multiple unsuccessful logon attempts. 
       - the number of access attempts in a given period is limited. 
       - a time-delay control system is employed. 
If the system allows for multiple-logon sessions for each user ID, the system provides 
a capability to control the number of logon sessions.


Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege." 
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECML-1          Marking and Labeling


Information and DoD information systems that store, process, transit, or display data in 
any form or format that is not approved for public release comply with all requirements 
for marking and labeling contained in policy and guidance documents, such as DOD 
5200.1R.   Markings and labels clearly reflect the classification or sensitivity level, if 
applicable, and any special dissemination, handling, or distribution instructions.


Enclave and Computing Environment Confidentiality


ECMT-1          Conformance Monitoring and Testing


Conformance testing that includes periodic, unannounced, in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, and conducted.   Testing is intended to ensure that the system's IA 
capabilities continue to provide adequate assurance against constantly evolving 
threats and vulnerabilities.


Enclave and Computing Environment Confidentiality


ECNK-1          Encryption for Need-To-Know


Information in transit through a network at the same classification level, but which 
must be separated for need-to-know reasons, is encrypted, at a minimum, with 
NIST-certified cryptography.   This is in addition to ECCT (encryption for confidentiality).
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Subject 
Area


Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECRC-1          Resource Control


All authorizations to the information contained within an object are revoked prior to 
initial assignment, allocation, or reallocation to a subject from the system's pool of 
unused objects.   No information, including encrypted representations of information, 
produced by a prior subject's actions is available to any subject that obtains access to 
an object that has been released back to the system.   There is absolutely no residual 
data from the former object.


Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), then 
audit records are retained for 5 years.   Otherwise, audit records are retained for at 
least 1 year.


Enclave and Computing Environment Confidentiality


ECTC-1          Tempest Controls


Measures to protect against compromising emanations have been implemented 
according to DoD Directive S-5200.19.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave and Computing Environment Confidentiality


IAAC-1          Account Control


A  comprehensive account management process is implemented to ensure that only 
authorized users can gain access to workstations, applications, and networks and that 
individual accounts designated as inactive, suspended, or terminated are promptly 
deactivated.


Enclave Boundary Defense Confidentiality


EBBD-2          Boundary Defense


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, at 
layered or internal enclave boundaries and at key points in the network, as required.   
All Internet access is proxied through Internet access points that are under the 
management and control of the enclave and are isolated from other DoD information 
systems by physical or technical means.


Enclave Boundary Defense Confidentiality


EBPW-1          Public WAN Connection


Connections between DoD enclaves and the Internet or other public or commercial 
wide area networks require a demilitarized zone (DMZ).
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Enclave Boundary Defense Confidentiality


EBRP-1          Remote Access for Privileged Functions


Remote access for privileged functions is discouraged, is permitted only for 
compelling operational needs, and is strictly controlled.   In addition to EBRU-1, 
sessions employ security measures, such as a VPN with blocking mode enabled.   A  
complete audit trail of each remote session is recorded, and the IAM/O reviews the log 
for every remote session.


Enclave Boundary Defense Confidentiality


EBRU-1          Remote Access for User Functions


All remote access to DoD information systems, to include telework access, is 
mediated through a managed access control point, such as a remote access server 
in a DMZ.   Remote access always uses encryption to protect the confidentiality of the 
session.   The session level encryption equals or exceeds the robustness established 
in ECCT.   Authenticators are restricted to those that offer strong protection against 
spoofing.   Information regarding remote access mechanisms (e.g., Internet address, 
dial-up connection telephone number) is protected.


Physical and Environmental Confidentiality


PECF-1          Access to Computing Facilities


Only authorized personnel with a need-to-know are granted physical access to 
computing facilities that process sensitive information or unclassified information that 
has not been cleared for release.


Physical and Environmental Confidentiality


PECS-1          Clearing and Sanitizing


All documents, equipment, and machine-readable media containing sensitive data are 
cleared and sanitized before being released outside of the Department of Defense 
according to DoD 5200.1-R and ASD(C3I) Memorandum, dated June 4, 2001, subject: 
"Disposition of Unclassified DoD Computer Hard Drives."


Physical and Environmental Confidentiality


PEDI-1          Data Interception


Devices that display or output classified or sensitive information in human-readable 
form are positioned to deter unauthorized individuals from reading the information.


Physical and Environmental Confidentiality


PEPF-1          Physical Protection of Facilities


Every physical access point to facilities housing workstations that process or display 
sensitive information or unclassified information that has not been cleared for release 
is controlled during working hours and guarded or locked during non-work hours.


Physical and Environmental Confidentiality


PEPS-1          Physical Security Testing


A  facility penetration testing process is in place that includes periodic, unannounced 
attempts to penetrate key computing facilities.
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Subject 
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Control Number, Name and Text IA  Service


Physical and Environmental Confidentiality


PESP-1          Workplace Security Procedures


Procedures are implemented to ensure the proper handling and storage of 
information, such as end-of-day security checks, unannounced security checks, and, 
where appropriate, the imposition of a two-person rule within the computing facility.


Physical and Environmental Confidentiality


PESS-1          Storage


Documents and equipment are stored in approved containers or facilities with 
maintenance and accountability procedures that comply with DoD 5200.1-R.


Physical and Environmental Confidentiality


PEVC-1          Visitor Control to Computing Facilities


Current signed procedures exist for controlling visitor access and maintaining a 
detailed log of all visitors to the computing facility.


Personnel Confidentiality


PRAS-1          Access to Information


Individuals requiring access to sensitive information are processed for access 
authorization in accordance with DoD personnel security policies.


Personnel Confidentiality


PRMP-1          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.


Personnel Integrity


PRTN-1          Information Assurance Training


A  program is implemented to ensure that upon arrival and periodically thereafter, all 
personnel receive training and familiarization to perform their assigned IA 
responsibilities, to include familiarization with their prescribed roles in all IA- related 
plans such as incident response, configuration management and COOP or disaster 
recovery.
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E4.A6.  ATTACHMENT 6 TO ENCLOSURE 4


CONFIDENTIALITY CONTROLS FOR DOD INFORMATION SYSTEMS PROCESSING 
PUBLICLY RELEASED INFORMATION


This attachment lists the 10 confidentiality IA  controls that govern access to DoD 
information systems processing information cleared for public release.   Two integrity 
IA  controls also support confidentiality.


Subject 
Area


Control Number, Name and Text IA  Service


Security Design and Configuration Confidentiality


DCAS-1          Acquisition Standards


The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that 
have been evaluated by the NSA  or in accordance with NSA-approved processes.   The 
acquisition of all IA- and IA-enabled COTS IT products is limited to products that have 
been evaluated or validated through one of the following sources - the International 
Common Criteria (CC) for Information Security Technology Evaluation Mutual 
Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS 
validation program.   Robustness requirements, the mission, and customer needs will 
enable an experienced information systems security engineer to recommend a 
Protection Profile, a particular evaluated product or a security target with the appropriate 
assurance requirements for a product to be submitted for evaluation (See also 
DCSR-1)


Security Design and Configuration Confidentiality


DCSR-1          Specified Robustness - Basic


At a minimum, basic-robustness COTS IA  and IA-enabled products are used to protect 
publicly released information from malicious tampering or destruction and ensure its 
availability.   The basic-robustness requirements for products are defined in the 
Protection Profile Consistency Guidance for Basic Robustness published under the 
IATF.


Enclave and Computing Environment Confidentiality


ECAR-1          Audit Record Content


Audit records include: 
       - User ID. 
       - Successful and unsuccessful attempts to access security files. 
       - Date and time of the event. 
       - Type of event.


Enclave and Computing Environment Integrity


ECAT-1          Audit Trail, Monitoring, Analysis and Reporting


Audit trail records from all available sources are regularly reviewed for indications of 
inappropriate or unusual activity.   Suspected violations of IA  policies are analyzed and 
reported in accordance with DoD information system IA  procedures.
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Subject 
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Control Number, Name and Text IA  Service


Enclave and Computing Environment Confidentiality


ECLP-1          Least Privilege


Access procedures enforce the principles of separation of duties and "least privilege." 
Access to privileged accounts is limited to privileged users.   Use of privileged 
accounts is limited to privileged functions; that is, privileged users use non-privileged 
accounts for all non-privileged functions.   This control is in addition to an appropriate 
security clearance and need-to-know authorization.


Enclave and Computing Environment Confidentiality


ECMT-1          Conformance Monitoring and Testing


Conformance testing that includes periodic, unannounced, in-depth monitoring and 
provides for specific penetration testing to ensure compliance with all vulnerability 
mitigation procedures, such as the DoD IAVA  or other DoD IA  practices is planned, 
scheduled, and conducted.   Testing is intended to ensure that the system's IA 
capabilities continue to provide adequate assurance against constantly evolving 
threats and vulnerabilities.


Enclave and Computing Environment Integrity


ECRR-1          Audit Record Retention


If the DoD information system contains sources and methods intelligence (SAMI), then 
audit records are retained for 5 years.   Otherwise, audit records are retained for at 
least 1 year.


Enclave and Computing Environment Confidentiality


ECWM-1          Warning Message


All users are warned that they are entering a Government information system, and are 
provided with appropriate privacy and security notices to include statements informing 
them that they are subject to monitoring, recording and auditing.


Enclave Boundary Defense Confidentiality


EBBD-1          Boundary Defense


Boundary defense mechanisms to include firewalls and network intrusion detection 
systems (IDS) are deployed at the enclave boundary to the wide area network, and 
Internet access is permitted from a demilitarized zone (DMZ) that meets the DoD 
requirement that such contacts are isolated from other DoD systems by physical or 
technical means.   All Internet access points are under the management and control of 
the enclave.


Enclave Boundary Defense Confidentiality


EBPW-1          Public WAN Connection


Connections between DoD enclaves and the Internet or other public or commercial 
wide area networks require a DMZ.


DODI 8500.2, February 6, 2003


101 ENCLOSURE 4, ATTACHMENT 6







Subject 
Area
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Personnel Confidentiality


PRMP-1          Maintenance Personnel


Maintenance is performed only by authorized personnel.   The processes for 
determining authorization and the list of authorized maintenance personnel is 
documented.


Personnel Confidentiality


PRNK-1          Access to Need-to-Know Information


Only individuals who have a valid need-to-know that is demonstrated by assigned 
official Government duties and who satisfy all personnel security criteria (e.g., IT 
position sensitivity background investigation requirements outlined in DoD 5200.2-R) 
are granted access to information with special protection measures or restricted 
distribution as established by the information owner.
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This instruction implements AFPD 63-1, Capability Based Acquisition System, and AFPD 63-12, Assur-
ance of Operational Safety, Suitability, and Effectiveness (OSS&E).  It also implements portions of AFPD
63-5, Quality Assurance; AFPD 63-10, Aircraft Structural Integrity; and AFPD 63-11, Modification Sys-
tem.  It identifies elements of Air Force systems engineering (SE) practice and management required to
provide and sustain, in a timely manner, cost-effective products and systems that are operationally safe,
suitable, and effective.  These efforts must be rigorously applied and managed, independent of whether
Air Force, Government civilian, or contractor personnel accomplish any particular task.  This instruction
includes guidance for preparation and approval of the Systems Engineering Plan (SEP) in accordance
with Department of Defense (DoD) policy for both space and non-space systems. 


Air Force senior leadership has made numerous commitments to DoD and the Inspector General to
improve the quality of Air Force products and systems, and the credibility and rigor of the processes by
which they are developed, produced, integrated, tested, fielded, operated, maintained, sustained, and sup-
ported.  This document honors these commitments by integrating many technical interests into a life cycle
SE approach.  It is the first increment of a structured approach to consolidate the technical aspects of Air
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tainment; operational support activities; test and evaluation (T&E); upgrades; and temporary and perma-
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Throughout this document the term “Program Manager” (PM) is used for consistency with DoD policy
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lent to the DoDD 5000.1 “PM” term.  Current versions of cited/referenced documents apply unless a spe-
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1.  LIFE CYCLE SYSTEMS ENGINEERING  


1.1.  Systems Engineering (SE).  Systems engineering encompasses the entire set of scientific, techni-
cal, and managerial efforts needed to conceive, evolve, verify, deploy, support, and sustain a robust
product, platform, system, or integrated system-of-systems (SoS) capability to meet user needs across
the life cycle.  SE may be referred to as a discipline, a methodology, an approach, a practice, a process,
a set of processes and sub-processes, or various other terms; however, its fundamental elements – sys-
tematic technical processes and measurements – remain the same regardless of the collective nomen-
clature.  SE provides a solid technical foundation that effectively unifies, integrates, and focuses the
efforts of all stakeholders – researchers, acquirers, developers, users, operators, testers, trainers, main-
tainers, and sustainers – throughout the life cycle of a product or system.  It develops a relevant tech-
nical knowledge base that is matured, maintained, and transferred in a disciplined manner for the
entire life cycle of the concept, product, or system. 


1.1.1.  Air Force SE – Life Cycle Perspective.  Air Force SE involves comprehensive planning,
management, and execution of rigorous technical efforts to develop, field, and sustain robust prod-
ucts and systems.  Application of SE fundamentals must begin with concept inception, and must
cover all efforts across all life cycle phases, to include sustainment and disposal, for all Air Force
products and systems.  These systems must exhibit and preserve attributes of operational safety,
suitability, and effectiveness (OSS&E) and mission assurance throughout their operational life.     


1.1.1.1.  Non-Space Systems.  The non-space life cycle as described in DoD Instruction
(DoDI) 5000.2, Operation of the Defense Acquisition System covers Concept Refinement,
Technology Development, System Development and Demonstration, Production and Deploy-
ment, and Operations and Support (O&S).  Demilitarization and Disposal and reclamation also
require disciplined application of the full spectrum of SE efforts.  Chapter 4.3 of the Defense
Acquisition Guidebook contains details of SE-related tasks during each phase, and phase
entry/exit criteria.   


1.1.1.2.  Space Systems.  For space systems acquired under National Security Space Acquisi-
tion Policy (NSS) 03-01, the life cycle includes a period of Concept Studies followed by Con-
cept Development, Preliminary Design, Complete Design, and Build and Operations. 


1.1.1.3.  Information Technology (IT) Systems.  For Air Force IT systems that fall within the
scope of “IT Lean,” the life cycle phases outlined in the IT Lean Guidebook are:  Define Need,
Design, Build & Test, and Release & Sustain.  All other IT systems follow DoDI 5000.2. 


1.1.2.  Air Force SE Management Responsibilities.  Program Manager (PM) and Chief/Lead Engi-
neer responsibilities are typically not formally assigned prior to Milestone A (Key Decision Point
[KDP] A for space systems).  For early capability development efforts, such as science and tech-
nology (S&T) and concept studies, the term “program” refers to the specific activity; a designated
project or capability manager performs the SE tasks identified herein as PM and Chief/Lead Engi-
neer responsibilities.  Air Logistics Center (ALC) and related post-Milestone/ KDP C SE efforts
may be assigned to the applicable System Program Manager (SPM), System Support Manager
(SSM), Product Group Manager (PGM) (including software), Commodity Manager, or Supply
Chain Manager (SCM).  When contractors are engaged to accomplish SE tasks, PMs and Chief/
Lead Engineers must determine the need to include relevant performance incentives in solicita-
tion, evaluation, award, and execution processes. 
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1.1.2.1.  PM.  The PM (or ALC designee, for sustainment efforts) is responsible to ensure
application of SE across all program areas throughout the product or system life cycle (ref.
AFI 63-101, Operations of Capabilities-Based Acquisition System and AFI 63-107, Integrated
Product Support Planning and Assessment). 


1.1.2.2.  Chief/Lead Engineer.  The Chief/Lead Engineer is the PM’s designated technical
authority in the disciplined execution of the SE process, including development of the Systems
Engineering Plan (SEP) (Para. 1.1.3.1.1.).  The Chief/Lead Engineer or designee is responsible
to the PM for establishment, implementation, management, and control of SE activities neces-
sary to develop and field robust products and systems that exhibit attributes of system security,
OSS&E and Mission Assurance.  These activities and processes include, but are not limited to,
those identified in Para. 1.1.3.   


1.1.2.3.  Center-level Technical Authority.  A designated SE Technical Authority at each Prod-
uct, Test, and Logistics Center is responsible to the Program Executive Officer (PEO) or the
Center Commander/Director for a portfolio approach to SE implementation, across all techni-
cal efforts and programs regardless of ACAT or life cycle phase.   


1.1.3.  Air Force Implementation of SE Processes.  SE begins with comprehensive planning.  It
addresses architecting, requirements development and management, design, technical manage-
ment and control, and test and evaluation (T&E) / verification and validation (V&V).  These fun-
damental elements must be accomplished on all development, acquisition, and sustainment
projects.  They are not to be implemented independently, but must be integrated to mutually rein-
force each other.  Program or project teams should tailor the breadth and depth of application of
the various SE sub-elements and processes to the complexities and needs of their specific effort,
commensurate with its point in the life cycle.  “Tailor” does not mean “eliminate without adequate
supporting rationale.” 


1.1.3.1.  Planning.  SE must be applied during concept development/refinement efforts, during
technology development efforts, and from capability development through sustainment for all
products.  SE planning must ultimately address the entire scope of technical effort required to
conceive, develop, produce, integrate, verify, and field the system or solution, and sustain it
through its life cycle.   


1.1.3.1.1.  SEP.  Department of Defense (DoD) policy requires all programs to develop a
SEP to capture SE planning.  Attachment 2 identifies SEP requirements for all Air Force
efforts, including those that may not formally be identified as “programs” (e.g., modifica-
tions managed at a Logistics or Test Center). 


1.1.3.1.1.1.  The SEP should be developed in concert with the technical planning sup-
porting the Acquisition Strategy, the Initial Capabilities Document (ICD), and other
relevant predecessor documents.  It must remain consistent with the program’s Life
Cycle Management Plan (LCMP) (or legacy Product Support Master Plan [PSMP]),
Capability Development Document (CDD), and Capability Production Document
(CPD) as program planning and execution mature.  With concurrence of the highest
SEP signatory (refer to Attachment 2), existing legacy planning documentation may
be updated to include additional required content for a SEP.  Such documents will be
subject to the review, update, and approval process described in Attachment 2.  
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1.1.3.1.1.2.  The SEP must be reviewed annually, and updated as required throughout
the life cycle of the program to reflect significant events such as changes in program
office organization, a major supplier or contractor, or funding profiles.  The PM or
higher signature authority may also direct a SEP update.  The Center SE Technical
Authority (PEO Chief Engineer for PEOs not organizationally aligned with a Product
Center) is responsible to ensure that all programs accomplish these reviews and
updates.  Space programs include the SEP in the Integrated Program Summary (IPS).   


1.1.3.1.2.  Integrated Master Plan (IMP) and Integrated Master Schedule (IMS).  The Inte-
grated Master Plan and Integrated Master Schedule Preparation and Use Guide describes
the IMP/IMS.  The IMP/IMS must be integrated at all levels; contain sufficient detail
about SE efforts, resources, monitoring, and control; and capture key events.  Additional
requirements for non-space systems IMP/IMS appear in AFI 63-101.  For space systems,
the SE content of the IMP/IMS is contained in the instructions for preparing the IPS. 


1.1.3.2.  Architecting.  Architectural descriptions must conform to requirements of the DoD
Architecture Framework (DoDAF), be linked to the Joint Capabilities Integration and Devel-
opment System (JCIDS) and the AF capabilities-based requirements process (AFI 10-601,
Capabilities Based Requirements Development), and be compliant with CJCSI 6212.01,
Interoperability and Supportability of Information Technology (IT) and National Security Sys-
tems (NSS).  The descriptions must be of sufficient detail to describe the product or system,
interfaces and dependencies on other products and systems, and interoperability requirements.
They should be developed as early as possible, and must be maintained throughout the life
cycle.  Legacy systems may use equivalent system and functional diagrams until the next mod-
ification or milestone.  AFPD 33-4, Enterprise Architecting, contains additional detail on
implementation of architectures in the Air Force. 


1.1.3.3.  Requirements Development and Management. All requirements, including those
derived from external DoDAF-compliant architectures and higher levels within the system,
must be traceable and documented.  The Chief/Lead Engineer is the PM’s designated technical
authority responsible for managing and approving the translation of users’ capability-based
requirements (ref. AFI 10-601) into achievable technical (design, interface, manufacturing,
verification) requirements for the product or system.   


1.1.3.4.  Design.  The Chief/Lead Engineer is responsible to ensure development of robust
design solutions that balance technical and programmatic requirements, including consider-
ations for additional capability increments.  Robust designs are relatively insensitive to varia-
tions in manufacturing and operational environments, and accommodate change by
incorporating attributes of scalability and expandability.  Throughout sustainment, the Chief/
Lead Engineer must ensure that the system does not deteriorate in robustness as a result of nor-
mal use or modifications. 


1.1.3.5.  Technical Management and Control.  PMs and Chief/Lead Engineers must apply fun-
damental technical management processes (ref Defense Acquisition Guidebook, Para. 4.2.2.2)
throughout the life cycle to integrate stakeholder efforts.  They must simultaneously ensure
that contractors, and other personnel supporting programs and technical efforts, adequately
employ these processes.  PMs and Chief/Lead Engineers must balance supportability, life
cycle costs, performance, and schedule considerations in making program decisions. 
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1.1.3.5.1.  Technical Reviews.  Technical reviews assess design progress, technical risk,
and program maturity at key points in the life cycle (ref Defense Acquisition Guidebook,
Para. 4.5.8).  For mature systems in sustainment, periodic reviews ensure system integrity.
Reviews must be event-driven, with entrance and exit criteria established ahead of time as
identified in the SEP.  The PM and Chief/Lead Engineer (or designees) are responsible for
co-chairing reviews, and identifying independent subject matter experts (SME) to partici-
pate as reviewers.  All technical actions generated during reviews will be presented to the
PM for approval via formal processes. 


1.1.3.5.2.  Technical Measurements.  Programs and projects must use SE measurements in
conjunction with reviews to monitor progress, assess risks, and identify potential prob-
lems.  Typical measurements include technical performance measures (TPM), key perfor-
mance parameters (KPP), leading indicators, and OSS&E characteristics.  While some
measures require significant user inputs, the Chief/Lead Engineer is responsible for overall
management of technical measures. 


1.1.3.5.3.  Integrated Risk Management.  Programs and projects must implement and doc-
ument a risk management plan.  Risk levels must be established and risk acceptance must
be coordinated with the user in accordance with DoDI 5000.2.  All risks must be identified,
analyzed, mitigated, tracked, and controlled throughout the life cycle.  The Chief/Lead
Engineer is responsible for execution of the technical aspects of the risk management pro-
cess. 


1.1.3.5.4.  Configuration Management (CM).  Product and system characteristics, includ-
ing components, key processes, and methods used to verify compliance with design and
performance requirements, must be documented.  CM must include a change management
process to approve and track changes and non-conformance to the configuration baselines.
The PM is the decision authority for all changes to technical requirements, configurations,
and baselines.  The Chief/ Lead Engineer is responsible for implementation of the CM
effort, and any decisions that the PM may delegate.  The change management process must
identify these authorities.  


1.1.3.5.5.  Data Management (DM).  A structured DM process must be established in
accordance with DoD 5010.12-M, Procedures for the Acquisition and Management of
Technical Data and DoDD 8320.2, Data Sharing in a Net Centric Department of Defense.
PMs and Chief/Lead Engineers must ensure data requested is consistent with the acquisi-
tion strategy, the solicitation, and sustainment planning. 


1.1.3.5.6.  Interface Management.  Internal and external interface requirements for the sys-
tem and its constituent elements must be established, documented, and managed.  External
interfaces must consider physical and functional interoperability and information
exchange requirements with respect to constituent elements of SoS and families of systems
(FoS).  When properly documented, various operational and system architectural views
will capture this information. 


1.1.3.5.7.  Decision Analysis.  Key decisions must be based on clearly established criteria
for trade studies or similar evaluations of alternatives.  PMs and Chief/Lead Engineers
must ensure that all studies, analyses, and decisions that impact the system architecture are
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documented in accordance with established Air Force Enterprise Architecture products
and practices. 


1.1.3.6.  T&E/V&V.  A structured T&E strategy and process must be established to provide
early feedback to the requirements and acquisition processes according to AFI 99-103, Capa-
bilities-Based Test and Evaluation, AFI 10-601, and AFI 63-101.  When practicable, tests for
different objectives should be combined, with the goal of more efficient test resource utiliza-
tion.  T&E/V&V activities should be integrated to the maximum extent possible to ensure
early identification and resolution of deficiencies, minimize acquisition and operational risks,
and ensure that fielded systems continue to perform as required in the face of changing opera-
tional requirements and threats.   


1.1.4.  Air Force SE Outcomes and Focus Areas.  Robust products and systems that exhibit
attributes of system security and OSS&E/Mission Assurance are a principal outcome of properly
planned and applied SE.  Further details on OSS&E/Mission Assurance appear in Attachment 3.
Development, acquisition, and sustainment efforts must also address Environment, Safety, and
Occupational Health (ESOH) Integration (Attachment 4); Human Systems Integration (HSI)
(Attachment 5); Maintenance Engineering/Sustaining Engineering (ME/SE) (Attachment 6);
Product and System Integrity (Attachment 7); and Software Engineering (Attachment 8).
Attachment 9 identifies additional technical considerations that carry varying degrees of weight
during the product/system life cycle. 


1.2.  System-of-Systems Engineering (SoSE). SoSE emphasizes interoperability among systems
developed under different sponsorship, management, and primary acquisition processes.    Families
and systems of systems generally provide greater operational capability than individual systems alone
can deliver.  Among numerous other areas, SoSE must address HSI, architectures, and technical
interoperability standards in order to ensure that the constituent systems will be compliant and com-
patible with interfacing systems in the FoS/SoS environment.  It must also acknowledge that the con-
figuration of the collective entity is dynamic. 


2.  RESPONSIBILITIES AND AUTHORITIES 


2.1.  SAF/AQ (for non-space systems) and SAF/US (for space systems) will: 


2.1.1.  Appoint a Secretariat-level SE Technical Authority. 


2.1.2.  Ensure a rigorous SE approach is applied to development, integration, production, demon-
stration, T&E, V&V, and sustainment of concepts, technologies, systems, end items, and SoS.  


2.1.2.1.  Formulate policy and provide guidance for rigorous OSS&E assurance for Air Force
operational systems and end items. 


2.1.2.2.  Coordinate with AF/A4/7 to ensure that applicable inspection, maintenance, mainte-
nance training, supply, and repair source guidance addresses OSS&E assurance and preserva-
tion. 


2.1.3.  Ensure PEOs, in conjunction with Lead/Using Commands, implement a disciplined
life-cycle SE process that supports security/OSS&E/mission assurance of fielded systems by col-
laboration with operators, testers, maintainers, and sustainers (ref. AFI 63-101). 
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2.1.4.  Ensure that all relevant technical issues (including, but not necessarily limited to, those in
Para. 1.2. and Attachment 9) are adequately addressed as part of the milestone/KDP decision pro-
cess.   


2.1.5.  Assign lead Air Force responsibility for Air Force elements of SoS.  Develop Air Force
SoSE processes and frameworks, in conjunction with SAF/XC, to include SoS integration and
configuration, infrastructure experimentation, and provisional fielding. 


2.1.6.  Establish SE content of Air Force-level training requirements for PMs and SE practitioners. 


2.1.7.  Assure adequate maintenance of technical requirements documentation in support of SE
implementation throughout the life cycle of Air Force systems and end items. 


2.1.8.  Ensure use of MIL-STD-882D System Safety methodology to integrate ESOH consider-
ations into SE, in accordance with DoD policy. 


2.1.9.  Serve as acceptance authority for program ESOH risks classified “High” as defined by
DoDI 5000.2. 


2.1.10.  Advise and assist SAF/XC in matters pertaining to SE aspects of IT Lean Process policy
and guidance. 


2.2.  SAF/XC will: 


2.2.1.  Formulate architecture policy, guidance, and standards to facilitate the development of
architecture data and integrated architectures to support the Air Force SE process. 


2.2.2.  Formulate policy for modeling and simulation (M&S) efforts, including but not limited to
those performed in support of acquisition, T&E, training, and capability-based analyses.  Ensure
M&S efforts conducted as part of the SE process employ commonly accepted standards and pro-
cedures. 


2.2.3.  Establish, with HQ USAF/A5, a linkage to capability objectives and solution sets identified
in the Integrated Capabilities Review and Risk Assessment (I-CRRA) as innovations (i.e., Battle
Labs, ACTDs, JCTDs, etc.) and relevant Joint/Air Force experimentation programs associated
with a capability.  This linkage will ensure capabilities are captured in the Air Force Enterprise
Architecture, help the Air Force make investment decisions, and provide additional guidance on
SE and SoSE matters to PMs and PEOs. 


2.2.4.  Develop a framework to improve integration with Joint capabilities, and to explore and
evaluate air and space effects supporting Joint combatant commanders’ warfighting operations.
The framework must include SoSE processes and strong SE principles, and must ensure Air Force
IT systems are based on approved DoD IT Standards Registry (DISR) (DoD/Joint) interoperabil-
ity standards in end-to-end SoS warfighting integration scenarios.  


2.2.5.  Direct IT Lean Process policy and guidance.  In coordination with SAF/AQ, ensure that SE
principles are reflected in the IT Lean Process to reinforce the application of robust SE to the IT
lifecycle. 


2.2.6.  Develop and promulgate policy for certification and accreditation of systems. 


2.3.  HQ USAF/A3/5 will: 
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2.3.1.  Direct that operational capabilities documents address applicable and appropriate life cycle
requirements, i.e., HSI, OSS&E assurance, Military Flight Operations Quality Assurance
(MFOQA), Aircraft Information Programs (AIP), system security, fuel efficiency, etc. 


2.3.2.  Direct users to preserve baselined OSS&E characteristics of systems and end items for
OSS&E assurance, including operation of systems and end items in accordance with approved
TOs and technical data.  Require users to report any degradation of baselined characteristics, or
any changes in operational configuration, usage, or environment, to the responsible PM. 


2.3.3.  Direct that operational training policy supports OSS&E assurance. 


2.4.  HQ USAF/A4/7 will : 


2.4.1.  Support a rigorous approach to OSS&E assurance for Air Force operational systems and
end items in accordance with AF SE policy and guidance.   


2.4.2.  Establish, operate, and maintain Air Force logistics information systems to support assur-
ance of OSS&E, and to allow PMs and Chief/Lead Engineers insight into the usage, maintenance,
and reliability of Air Force operational systems and end items. 


2.4.3.  Support implementation of life cycle guidance that applicable inspection, maintenance,
maintenance training, supply, and repair source guidance addresses OSS&E assurance and preser-
vation. 


2.4.4.  Ensure appropriate guidance directs that provisions for systems and end items be procured
to appropriate technical data including specifications and standards, and maintained in accordance
with approved TOs and technical data. 


2.5.  HQ USAF/TE will: 


2.5.1.  Direct that T&E policy and program-specific documentation support application of SE
practices throughout the system life cycle. 


2.5.2.  Ensure T&E directives and documentation support T&E of systems and end items for
OSS&E throughout their operational life. 


2.6.  HQ AFSC/AF/SE will: 


2.6.1.  Provide relevant mishap reports, investigation information, and recommendations be pro-
vided to the responsible PM for a system or end item involved in a mishap. 


2.6.2.  Provide guidance to program SE personnel for reviewing and assessing safety analyses, and
recommend potential areas for further investigation and analysis. 


2.6.3.  Advocate for System Safety support so program SE efforts include mishap prevention pro-
grams and integration of ESOH considerations.  This includes ATD/ACTD/JCTD projects. 


2.6.4.  Recommend policy and formulate guidance for application of MFOQA to support assur-
ance of OSS&E, and to allow PMs and Chief/Lead Engineers insight into operational use of the
aircraft system. 


2.7.  Program Executive Officers (PEO) (for systems in their portfolio), Air Logistics Center (ALC)
Commanders/Directors (for systems/programs managed at ALCs), and Test Center Commanders/
Directors (for systems/programs managed at Test Centers) will: 
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2.7.1.  Ensure use of a rigorous SE approach in all programs within their portfolio, with emphasis
on assurance of OSS&E and awareness of SoS impacts/implications. 


2.7.2.  Appoint a Center-level SE Technical Authority (or direct-report Chief Engineer for PEOs
not organizationally aligned with a Product Center).  


2.7.3.  Assign SE responsibility, to include assurance of OSS&E of fielded systems, to the appro-
priate PM for all systems and end items delivered to the user. 


2.7.4.  Serve as acceptance authority for program ESOH risks classified “Serious” as defined by
DoDI 5000.2. 


2.7.5.  Direct that program budgets include certification and accreditation activities throughout the
lifecycle of the system. 


2.8.  SE Technical Authority appointees shall: 


2.8.1.  Review SEPs in the portfolio and oversee their implementation. 


2.8.2.  Assess performance of Chief/Lead Engineers assigned to individual programs within the
portfolio or Center. 


2.8.3.  Validate implementation of approved technical planning, documentation, and strategies. 


2.8.4.  Ensure coordination of technical planning (SEPs, strategies, risk assessments, etc.) between
the cognizant ALC and Product Center PMs for fielded systems undergoing modifications man-
aged by a Product Center. 


2.9.  Air Force Materiel Command (AFMC) and Air Force Space Command (AFSPC) will: 


2.9.1.  Direct policy that defines application of a rigorous SE approach to the acquisition and sus-
tainment of FoS, SoS, and systems by their respective centers and the Air Force Research Labora-
tory (AFRL).   


2.9.2.  Support programs by: 


2.9.2.1.  Providing independent subject matter experts for technical reviews. 


2.9.2.2.  Providing assistance in SEP development and review. 


2.9.3.  Appoint a MAJCOM-level SE Technical Authority for space (AFSPC) and non-space
(AFMC) programs. 


2.9.4.  Ensure SE-based technology transition guidance promotes early collaboration with AFRL
and other research establishments to facilitate smoother and more rapid transition of emerging
technology.  This includes documentation of trade space decisions for use in subsequent life cycle
phases, and support to Lead MAJCOMs in development of Analyses of Alternatives (AoA). 


2.9.5.  Establish MAJCOM policy and guidance to address processes and technical data, including
specifications and standards, for assuring preservation of baselined OSS&E characteristics of sys-
tems and end items.  These processes and standards may be tailored to individual programs in the
four Air Force product lines (aircraft, weapons, command and control [C2], and space), as well as
to ALCs for FoS maintenance and sustainment issues. Ensure data acquisition systems are com-
patible with the Logistics Enterprise Architecture (LogEA) as established by HQ USAF/A4/7. 
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2.9.6.  Establish MAJCOM policy and guidance to ensure that personnel assigned to perform SE
duties at AFRL and Product, Test, and Logistics Centers receive SE training commensurate with
their responsibilities for SE, system security, and OSS&E/mission assurance. 


2.9.7.  Work with Lead/Using Commands to identify procedures and processes for defining appro-
priate technical baselines when ATD or ACTD/JCTD assets remain with an operational user.  Des-
ignate responsibility for OSS&E assurance for these items. 


2.9.8.  Direct that PMs and Chief/Lead Engineers for programs, systems, and end items in sustain-
ment continue rigorous application of SE principles, and that appropriate decision-makers assess
all relevant aspects of SE performance during program reviews, with a focus on assuring OSS&E
of those systems. 


2.10.  Program Managers (PM) will: 


2.10.1.  Direct implementation of rigorous SE practices as described in Chapter 1.   


2.10.2.  Ensure that all relevant technical planning is documented in a SEP.  Approve the SEP for
the program or project.  Execute the technical aspects of the program or project in accordance with
the approved SEP.  Provide a draft SEP at Acquisition Strategy Panel (ASP) meetings in order to
ensure that all participants understand the linkages between the program's technology risks, the
chief engineer's plan to manage those risks, and how these factors are addressed in and impact the
acquisition strategy. 


2.10.3.  Provide information on relevant technical issues to the MDA’s designated SE technical
authority as part of the acquisition decision process. 


2.10.4.  Provide information on all identified hazards, implemented mitigation measures, and
accepted residual risks to testers, operators, trainers, and maintainers as part of testing and fielding
new or modified systems or end items. 


2.10.5.  Provide to safety investigations analyses of hazards that contributed to Class A and Class
B mishaps.  Recommend materiel risk reduction measures, especially those that minimize poten-
tial human error. 


2.10.6.  Direct availability of the technical knowledge base for use in reporting, inspections,
audits, future program efforts (e.g., out-year increments), or by other DoD entities. 


2.10.7.  Determine, document, track, and maintain positive control of all system baselines, includ-
ing OSS&E baselines, in coordination with Lead/Using Commands and other users. 


2.10.8.  Establish and document relationships and responsibilities for OSS&E assurance, and man-
agement of OSS&E baselines, with other organizations that support or interface with systems or
end items that they manage.  


2.10.9.  Identify all required certifications supporting initial use, full operation, and OSS&E of the
system or end item.  Ensure that all certifications are maintained in support of OSS&E assurance
unless otherwise directed. 


2.10.10.  Serve as acceptance authority for program ESOH risks classified “Medium” or “Low” as
defined by DoDI 5000.2. 
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2.10.11.  Direct accomplishment of appropriate T&E/V&V to ensure all baseline requirements are
met.  Support necessary activities to enable continuation of OSS&E/mission assurance throughout
the operational life of systems and end items that they manage. 


2.10.12.  Direct integration of ESOH risk management and SE in accordance with
MIL-STD-882D.  Risk acceptance decisions are to be made at the appropriate management level
in accordance with DoDI 5000.2 or NSS 03-01. 


2.10.12.1.  Require reviews of risk assessments, mitigation measure selections, and residual
risk acceptance decisions in technical and program reviews. 


2.10.12.2.  Ensure compliance with AF implementation requirements (32 CFR 989) for the
National Environmental Policy Act (NEPA). 


2.10.12.3.  Ensure that risk analyses include risks to program cost, schedule, and performance
from statutory and regulatory ESOH compliance, as well as risks resulting from routine sys-
tem operations and maintenance (O&M) and from mishaps. 


2.10.13.  Provide selection criteria and recommendations to the selection authority for mainte-
nance, supply, and repair sources when the PM is not the selection authority.  Select and qualify
sources when they are the selection authority. 


2.10.14.  Ensure that manufacturing, supply, and repair entities maintain accountability for pro-
ducing and delivering quality products.   


2.10.15.  Ensure proper control of system or end item configurations.  This includes assessment of
OSS&E assurance for all supply items not directly procured by the program, and for changes ini-
tiated by Lead/Using Commands.    


2.10.16.  Use fielded performance data from Air Force maintenance, deficiency reporting, system
integrity, operational instrumentation, and mishap reporting systems to continuously evaluate sys-
tem and end item performance in support of OSS&E assurance. 


2.10.17.  Track and take appropriate action on mishap recommendations involving a managed sys-
tem or end item to ensure OSS&E. 


2.10.18.  Ensure that Total Ownership Cost (TOC) impacts are considered when approving
changes in design, operational use, configuration, maintenance procedures, or part substitutions.   


2.10.19.  Advocate technology insertion into the system or end item to optimize the balance of
operation and support costs, performance, and sustaining OSS&E. 


2.11.  Chief/Lead Engineers will: 


2.11.1.  Develop the technical strategy to support the overall acquisition strategy for the program
or project.  Document this strategy in the SEP. 


2.11.2.  Be responsible and accountable to the PM for consistent application of SE throughout the
product, system, or end item life cycle.  This includes establishment, implementation, manage-
ment, and control of SE processes and subprocesses. 


2.11.3.  Provide information on relevant technical issues to the MDA’s designated SE Technical
Authority as part of the acquisition decision process.   
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2.11.4.  Develop, maintain, and preserve documentation of the technical knowledge base for use in
reporting, inspections/audits, future program efforts (out-year increments), or by other DoD enti-
ties. 


2.11.5.  Implement a consistent and rigorous process for development, establishment, and control
of technical requirements. 


2.11.6.  Develop and maintain the content of all required baseline technical data. 


2.11.7.  Be responsible and accountable to the PM for technical assessments for required certifica-
tions.  Ensure these certifications are accomplished, or supporting documentation is available,
before relevant need dates.   


2.11.8.  Maintain technical visibility of all components used in their systems, to include all supply
items (e.g., Defense Logistics Agency, Air Force, Navy, Army, etc.), and Lead/Using Command
or Air Reserve Component initiated changes.  Accountability or responsibility for system or end
item performance may not be delegated.  However, Chief/Lead Engineers may, during the opera-
tional life of their systems, delegate authority for technical activities to technically competent
organic or contractor entities capable of performing those activities. 


2.11.9.  Ensure continuous evaluation of system and end item performance by using fielded per-
formance data from Air Force maintenance systems, deficiency reporting systems, mishap report-
ing systems, operational instrumentation systems, and integrity programs. 


2.11.10.  Chair, or select appropriate designee(s) to chair, technical reviews and working groups.
Approve independent SME participants nominated by program or project team members. 


2.11.11.  Ensure risk management and mishap recommendations involving a managed system or
end item are tracked and acted upon to provide continuing OSS&E assurance. 


2.11.12.  Implement robust HSI and System Security Engineering (SSE) processes as part of the
overall SE effort.  


2.11.13.  Ensure use of fielded system performance data to develop sustainment actions (e.g.,
integrity programs, MFOQA, “Lead-the-Fleet” programs, inspections, maintenance, training,
tests, HSI and ESOH risk assessments, etc.) to prevent OSS&E degradation. 


2.11.14.  Coordinate changes to HSI characteristics and OSS&E baselines with other Product and/
or Logistics Centers when systems or end items involve more than one product line. 


2.11.15.  Use TO 00-35D-54, “USAF Deficiency Reporting, Investigating, and Resolution” to
investigate and identify root cause of deficiencies.  Ensure Deficiency Report closures include
consideration of impacts to product quality, reliability, and OSS&E.  


2.11.16.  Maintain visibility of product quality at manufacturing, supply, and repair entities.  Pro-
vide selection and qualification criteria for new sources of supply.   


2.11.17.  Monitor available data sources such as Federal Aviation Administration (FAA) Airwor-
thiness Directives, advisories and alerts, Original Equipment Manufacturer service literature, the
AF Deficiency Reporting System (G021), Government/Industry Data Exchange Program
(GIDEP), AF safety mishap reporting system, etc., for information relevant to their engineering
responsibilities. 
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2.11.18.  Evaluate potential TOC impacts of changes in operational use, maintenance procedures,
configuration, or part substitutions, including those recommended by external sources (Para.
2.11.17.).   


2.11.19.  Investigate areas for technology insertion into the system or end item to optimize the bal-
ance of O&S costs, performance, and maintaining OSS&E. 


2.11.20.  Coordinate technical planning (SEPs, strategies, risk assessments, etc.) with other cogni-
zant PMs and Chief/Lead Engineers for fielded systems undergoing modifications managed at a
Product Center. 


2.11.21.  Confer with the Center Test Authority on test-related issues as necessary. 


2.12.  Lead/Using Commands and other Air Force users will: 


2.12.1.  Coordinate AFMC and AFSPC support for AoA development in efforts to derive, priori-
tize, and refine capability requirements (AFPD 10-6 and AFI 10-601). 


2.12.2.  Develop capability baselines in conjunction with Air Force SMEs and the PM. 


2.12.3.  Require coordination of any new operational change to the system or end item with the
PM responsible for the system or end item. 


2.12.4.  Require coordination of any new or modified configuration or maintenance procedure
with the PM responsible for the system or end item prior to implementation.  Obtain PM approval
of changes to configurations and maintenance procedures. 


2.12.5.  Require key personnel involved in requirements development and OSS&E baseline main-
tenance to be trained in a rigorous SE approach as described in Chapter 1. 


2.12.6.  Ensure that operation and maintenance training supports the continued use of systems and
end items consistent with preservation of their OSS&E baselines. 


2.12.7.  Establish and maintain OSS&E baselines for systems or end items acquired directly. 


2.12.7.1.  Report any degradation of baselined characteristics to the responsible Com-
mand-designated individual or organization. 


2.12.7.2.  Direct policy and guidance to subordinate units to assure the preservation of base-
lined characteristics. 


2.12.7.3.  Establish processes and technical standards to assure the preservation of baselined
characteristics. 


2.12.8.  Ensure that operators, testers, and maintainers apply Operational Risk Management
(ORM) to systems and end items. 


2.12.8.1.  Use System Safety hazard data provided by the PM as the baseline for applying
ORM to the system or end item. 


2.12.8.2.  Work with PMs responsible for systems and end items to assess newly identified
hazards, or to reassess identified hazards where an identified risk appears to be incorrect or
mitigation measures do not appear to be adequate. 


2.12.9.  Provide HQ USAF/A4/7 with a current listing of responsible organizations for managed
systems and end items. 
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2.13.  Air Education and Training Command (AETC) will: 


2.13.1.  Establish and maintain the Air Force Center for Systems Engineering (CSE) at the Air
Force Institute of Technology (AFIT) to: 


2.13.1.1.  Promulgate and document case studies of SE implementation during concept defini-
tion, acquisition, and sustainment. 


2.13.1.2.  Facilitate collaborative SE efforts among DoD, the Services, Defense agencies,
other Government organizations, industry, professional organizations, and academia. 


2.13.1.3.  Provide SE expertise for Advisory Boards and Review Panels. 


2.13.1.4.  Provide a forum to shape academic curricula for Air Force SE educators.  


2.13.1.5.  Facilitate SE education including graduate degrees, certificate programs, and profes-
sional continuing education. 


2.13.1.6.  Assist with development of Air Force guidance on SE processes and practices. 


2.13.1.7.  Recommend and coordinate with Air Force organizations on development of SE pol-
icy. 


2.13.2.  Ensure that operation and maintenance training courses provide instruction on the impor-
tance of OSS&E and ORM. 


Sue C. Payton 
Assistant Secretary of the Air Force for Acquisition 
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icy03-01%2027%20Dec_signed_update.pdf


Policy Addendum for Systems Engineering  http://www.acq.osd.mil/se/publications.htm 


Policy for Implementing Systems Engineering in DoD
    http://www.acq.osd.mil/se/publications.htm 


Systems Engineering Plan (SEP) Preparation Guide   http://www.acq.osd.mil/se/publications.htm 


SEP Focus Areas for Technical Planning   http://www.acq.osd.mil/se/publications.htm 


TO 00-35D-54, “USAF Deficiency Reporting, Investigation, and Resolution” 
     http://www.tinker.af.mil/shared/media/document/AFD-061214-036.pdf  


References for the Practice and Management of SE 


MIL-STD-499B, Systems Engineering (not released) 


EIA-632, Processes for Engineering a System 


IEEE 1220, Application and Management of the Systems Engineering Process 


ISO 15288, System Life Cycle Processes 


Abbreviations and Acronyms 


ACAT—Acquisition Category 


ACTD—Advanced Concept Technology Demonstration 



https://www.safus.hq.af.mil/usa/usap/space/documents/nss_acq_policy03-01%2027%20Dec_signed_update.pdf

https://www.safus.hq.af.mil/usa/usap/space/documents/nss_acq_policy03-01%2027%20Dec_signed_update.pdf

http://akss.dau.mil/dag/DoD5000.asp?view=document&doc=1

http://akss.dau.mil/dag/DoD5002/Subject.asp

http://www.dtic.mil/whs/directives/corres/pdf/501012m_0593/p501012m.pdf

http://www.dtic.mil/whs/directives/corres/html2/d80001x.htm

http://cse.afit.edu/docs/SE

http://www.acq.osd.mil/ds/se/publications.htm

http://www.acq.osd.mil/ds/se/ed/publications/IMP_IMS_Guide_v9.pdf

https://www.safxc.hq.af.mil/Lean_Reeng/Guidebook.htm

http://engineering.wpafb.af.mil/mdg/mdg.asp

https://www.afmc-mil.wpafb.af.mil/HQ-AFMC/SE/docs/systems/882d.pdf

http://www.acq.osd.mil/se/publications.htm

http://www.acq.osd.mil/se/publications.htm

http://www.acq.osd.mil/se/publications.htm

http://www.acq.osd.mil/se/publications.htm

http://www.tinker.af.mil/shared/media/document/AFD-061214-036.pdf
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AETC—Air Education and Training Command 


AFI—Air Force Instruction 


AFIT—Air Force Institute of Technology 


AFMC—Air Force Materiel Command 


AFPD—Air Force Policy Directive 


AFRL—Air Force Research Laboratory 


AFSPC—Air Force Space Command 


AIP—Aircraft Information Program 


ALC—Air Logistics Center 


AoA—Analysis of Alternatives 


ASP—Acquisition Strategy Panel 


ATD—Advanced Technology Demonstration 


C2—Command and Control 


C4ISR—Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance 


CDD—Capability Development Document  


CM—Configuration Management 


COTS—Commercial Off-The-Shelf 


CPD—Capability Production Document 


CSE—Center for Systems Engineering 


DISR—DoD IT Standards Registry 


DM—Data Management 


DoD—Department of Defense 


DoDAF—DoD Architecture Framework  


DoDD—DoD Directive 


DoDI—DoD Instruction 


EIA—Electronic Industries Alliance  


EMC—Electromagnetic Compatibility 


ESOH—Environment, Safety, and Occupational Health 


HAF—Headquarters Air Force 


FAA—Federal Aviation Administration 


HAF—Headquarters Air Force 


HSI—Human Systems Integration 
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ICD—Initial Capabilities Document  


I-CRRA—Integrated Capabilities Review and Risk Assessment 


IEEE—Institute of Electrical and Electronics Engineers  


IMP—Integrated Master Plan 


IMS—Integrated Master Schedule 


ISO—International Standards Organization 


IT—Information Technology 


JCIDS—Joint Capabilities Integration and Development System 


JCTD—Joint Concept Technology Demonstration 


KDP—Key Decision Point 


KPP—Key Performance Parameter 


LCMP—Life Cycle Management Plan 


LSE—Logistics Support Element 


M&S—Modeling and Simulation 


MAJCOM—Major Command 


MDA—Milestone Decision Authority 


ME/SE—Maintenance Engineering / Sustaining Engineering 


MFOQA—Military Flight Operations Quality Assurance 


MIL-STD—Military Standard  


MOSA—Modular Open Systems Approach 


MS—Milestone 


NDI—Non-Developmental Item 


NEPA—National Environmental Policy Act 


NSS—National Security Space  


O&M—Operations and Maintenance  


O&S—Operations and Support  


ORM—Operational Risk Management 


OSJTF—Open Systems Joint Task Force 


OSS&E—Operational Safety, Suitability, and Effectiveness 


PESHE—Programmatic Environment, Safety, and Occupational Health Evaluation 


PEO—Program Executive Officer 


PGM—Product Group Manager 
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PM—Program Manager 


PSMP—Product Support Master Plan 


RDS—Records Disposition Schedule 


RF—Radio Frequency 


RMP—Risk Management Plan 


S&T—Science and Technology 


SCM—Supply Chain Manager 


SE—Systems Engineering 


SEP—Systems Engineering Plan 


SME—Subject Matter Expert 


SoS—System of Systems 


SoSE—System of Systems Engineering 


SPM—System Program Manager 


SSE—System Security Engineering 


SSM—System Support Manager 


TEMP—Test and Evaluation Master Plan  


T&E—Test and Evaluation 


TCTO—Time Compliance Technical Order 


TO—Technical Order 


TOC—Total Ownership Cost 


TPM—Technical Performance Measure 


URL—Uniform Resource Locator 


V&V—Verification and Validation 


Terms 


Assurance—A planned and systematic pattern of actions necessary to provide confidence that expected
performance is achieved. 


Baseline—A description of any system or end item, with associated limitations, must be understood,
acknowledged, and maintained during operational deployment, use, experimentation, exercises, training,
and maintenance of the system or end item.  The baseline is established in development and updated as
changes (threat, operational usage, aging, etc.) and improvements are made to the system or end item.
The baseline generally includes configuration data (specifications, drawings, and software code listings),
capabilities documents, TOs, Time Compliance Technical Orders (TCTO), certifications, training,
maintenance facilities, spare parts, threat scenarios, etc. 
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End Item—Equipment that can be used by itself to perform a military function.  A final product when
assembled or completed, and ready for issue/deployment. 


Family of Systems (FoS)—A set of systems that provides similar capabilities through different
approaches to achieve similar or complementary effects, e.g., track moving targets.  A FoS could include
unmanned or manned aerial vehicles with appropriate sensors, a space-based platform, or a special
operations capability.  Each family member can provide a degree of capability with differing
characteristics of persistence, accuracy, timeliness, etc. (CJCSI 3170.01). 


Human Systems Integration (HSI)—A disciplined, unified, and interactive systems engineering
approach to integrate human considerations into system development, design, and life cycle management
to improve total system performance and reduce costs of ownership.  The major categories or domains of
HSI are:  manpower, personnel, training, human factors engineering, safety and occupational health,
survivability, and habitability. 


Integrated Program Summary (IPS)—For space programs, the IPS provides a concise record that
documents accomplishments, status, and plans at each KDP and Build Approval.  The IPS consolidates a
minimum set of pre-approved material (e.g., capability documents, acquisition strategy, Test and
Evaluation Master Plan [TEMP]) with newly generated material that covers relevant subject matter; it
serves as the starting point for independent program reviews.  Enclosure 4 to NSS 03-01 contains details
of IPS content.  


Interoperability—The ability of systems, units, or forces to provide data, information, materiel, and
services to, and accept (receive) the same from, other systems, units, or forces; and to use the data,
information, materiel, and services so exchanged to enable them to operate effectively together.
Examples include weapons that use the same size ammunition in order to use common stocks, or
compatible nozzles and receptacles to permit ground and in-flight refueling of other nations’ aircraft.
Other examples include network-centric Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance (C4ISR) systems that describe their output information with tagged
meta-data, searchable by users who can find and pull it from anywhere on the network. 


IT Lean Process—The IT Lean Process is a streamlined acquisition process for IT that establishes
clearly defined phases, activities, and decision points.  It is based on the DoD 5000 process, but is
streamlined to accommodate the need to rapidly develop and field IT systems. 


Logistics Support Elements (LSE)—LSEs encompass the logis t ics  services,  mater iel ,  and
transportation required to support continental United States-based and worldwide-deployed forces
(CJCSI 3170.01).  They include:  maintenance planning; manpower and personnel; supply support;
support equipment; technical data; training and training support; computer resources support; facilities;
packaging, handling, storage, and transportation; and design interface.  


Milestone Decision Authority (MDA)—The designated individual with overall responsibility for a
program.  The MDA has the authority to approve entry of an acquisition program into the next phase of
the acquisition process, and is accountable for cost, schedule, and performance reporting to higher
authority, including congressional reporting (DoDD 5000.1). 


Mission Assurance—An integrated engineering-level assessment of analysis, production, verification,
validation, operation, maintenance, and problem resolution processes performed over the lifecycle of a
program by which an operator/user determines that there is an acceptable level of risk to employment of a
system or end item to deliver an intended capability in an intended environment.  The objective of the
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assurance process is to identify and mitigate design, production, and test deficiencies that could impact
mission success. 


Operational Risk Management (ORM)—A decision-making process to systematically evaluate
possible courses of action, identify risks and benefits, and determine the best course of action for any
given situation. 


OSS&E Baseline—A description of the OSS&E characteristics and limitations of any system, system
increment, end item, or end item increment that must be understood, acknowledged and maintained
during operational use, deployment, experimentation, exercises, training, and maintenance of the system
or end item.  The OSS&E baseline is established in development and updated as changes (threat,
operational usage, aging, etc.) and improvements are made to the system or end item.  The OSS&E
baseline can include the configuration baseline (specifications, drawings, and software code listings),
capability documents, TOs, certifications, training, maintenance facilities, spare parts, threat scenarios,
etc. 


Programmatic Environment, Safety, and Occupational Health Evaluation (PESHE)—The PESHE
documents the status of ESOH hazard identification, assessment, mitigation, verification, and residual
risk assessment, and the National Environmental Policy Act (NEPA) compliance schedule.  It describes
the PM’s strategy for integrating across the ESOH disciplines and into systems engineering using
MIL-STD-882D System Safety methodology, provides a repository for ESOH risk data, and provides a
method for tracking progress.  


Program Manager (PM)—The individual specifically designated to be responsible for the life cycle
management of a system or end item.  The program manager is vested with full authority, responsibility,
and resources to execute and support an approved Air Force program.  The PM is accountable for credible
cost, schedule, and performance reporting to the MDA (DoDD 5000.1). 


Science and Technology (S&T)—The Air Force S&T Program contains all basic and applied research
efforts, and advanced technology development efforts that are executed by AFRL (AFPD 61-1). 


System—A specific grouping of subsystems, components, or elements designed and integrated to
perform a military function. 


System of Systems (SoS)—A set or arrangement of interdependent systems that are related or connected
to provide a given capability; the loss of any part of the system will significantly degrade the performance
or capabilities of the whole (CJCSI 3170.01).  A configuration of systems in which component systems
can be added or removed during use; each provides useful services in its own right; and each is managed
for those services.  As a single entity, generally irrespective of configuration, the SoS exhibits synergistic,
transcendent capabilities.   


System-of-Systems Engineering (SoSE)—The process of planning, analyzing, organizing, and
integrating the capabilities of a mix of existing and new systems into an SoS capability that is greater than
the sum of the capabilities of the constituent parts.  SoSE emphasizes interoperability among systems
developed under different sponsorship, management, and primary acquisition processes. 


System Security Engineering—SSE is the vehicle for integrating security into the overall SE process.
The purpose of SSE is to eliminate, reduce, or control through engineering and design any characteristics
that could result in the deployment of systems with operational security deficiencies.  It helps identify,
evaluate, and eliminate or contain system vulnerabilities to new or postulated security threats in the
operational environment.  SSE must be applied to new acquisition efforts (including off-the-shelf and







AFI63-1201   23 JULY 2007 23


non-developmental items) and to modifications of existing systems and end items, in order to minimize
the operational costs of protecting deployed systems.  An SSE program that supports economical
achievement of overall program objectives, and takes into account the strategy outlined in the Program
Protection Plan, should be in place no later than the Technology Development phase.  SSE must be
integrated into all other technical planning, and should be documented in the program SEP. 


Systems Engineering (SE)—An interdisciplinary approach encompassing the entire set of scientific,
technical, and managerial efforts needed to evolve, verify, deploy, and support an integrated and
life-cycle-balanced set of system solutions that satisfy customer needs. Figure A1.1. and Figure A1.2. are
two common graphical representations of the SE process, as applied to development of a product or
system from a set of defined requirements. 


Figure A1.1.  Systems Engineering “Engine” (from DAU) 
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Figure A1.2.  Systems Engineering “V” Diagram (adapted from Forsberg and Mooz) 


System Safety—The DoD SE methodology for integrating environment, safety, and occupational health
considerations as documented in MIL-STD-882D, Department of Defense Standard Practice for System
Safety. 
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Attachment 2  


SEP SUBMITTAL AND SIGNATURE REQUIREMENTS 


NOTES:
1. All programs that are Post-MS/KDP C require a SEP, regardless of whether program management


responsibility is assigned to a Product Center or a Logistics Center. 


2. Consistent with AFI 63-1101 Para. 1.2.3, SEPs are not required for programs scheduled for final
decommissioning within five years of the date of this AFI.  Programs with a SEP in place are
exempt from annual reviews/updates within five years of scheduled final decommissioning; how-
ever, execution of SEP efforts shall continue through decommissioning.   


3. SPM - System Program Manager; SSM - System Support Manager; PGM - Product Group Man-
ager (including software); SCM - Supply Chain Manager. 


4. Annual SEP review is mandatory.  Significant program changes (e.g., supplier/subcontractor,
organization, funding, etc.) require a SEP update, with signature requirements determined locally. 


5. “CE” is assigned Chief Engineer/Lead Engineer (designated project/capability manager for
pre-acquisition efforts); “PM” is Program Manager (assigned SSM, PGM, or SCM for ALC
efforts). 


6. SEP shall be coordinated through SAF/AQR and the cognizant HAF Capability Directorate. 


7. ACAT I and non-delegated ACAT II programs only. 


8. ACAT ID/IAM programs only; DoD Space MDA is final signatory for space programs. 


                            Life Cycle Phase 


    
                       Event 


Pre-
Acquisition 


Effort 


Acquisition 
  Program (1)  
(all ACAT)  


Sustainment Activity 
 (non-ACAT) (1, 2) 


SPMs/SSMs (3)   PGMs/SCMs (3) 
All ASPs (Draft copy) X X X X 
Concept Decision X 
All Milestone (MS) / Key 
  Decision Point (KDP) Reviews X 


SEP Reviews / Updates (2, 4) X X X X 
Signatories 
 (initial submittals and updates) 
CE (5) X X X X 


PM (5) X X X X 
Center SE Technical Authority X X X X 
PEO X 
Center Commander/Director X X 
SAE     X (6,7) 
DAE X (8) 
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Attachment 3  


OPERATIONAL SAFETY, SUITABILITY, AND EFFECTIVENESS (OSS&E) / MISSION 
ASSURANCE 


A3.1.  Organizations responsible for preserving OSS&E of Air Force systems or end items must ensure
that operational use, configuration changes, maintenance repairs, aging, part substitutions, and similar
activities and events do not degrade baselined characteristics of systems or end items over their opera-
tional life.   


A3.1.1.  OSS&E addresses: 


A3.1.1.1.  Operational Safety.  The condition of having acceptable risk to life, health, property,
and environment caused by a system or end item when employing that system or end item in an
operational environment.  This requires a formal risk management process (Para. 1.1.3.5.3.). 


A3.1.1.2.  Operational Suitability.  The degree to which a system or end item can be placed satis-
factorily in field use, with consideration given to availability, compatibility, transportability,
interoperability, reliability, maintainability, wartime use rates, full-dimension protection, opera-
tional safety, human factors, architectural and infrastructure compliance, manpower supportabil-
ity, logistics supportability, natural environmental effects and impacts, and documentation and
training requirements. 


A3.1.1.3.  Operational Effectiveness.  The overall degree of mission accomplishment of a system
or end item used by representative personnel in the environment planned or expected (e.g., natu-
ral, electronic, threat) for operational employment, considering organization, doctrine, tactics,
information assurance, force protection, survivability, vulnerability, and threat (including counter-
measures; initial nuclear weapons effects; and nuclear, biological, and chemical contamination
threats). 


A3.1.2.  OSS&E baselines must be documented and maintained for the entire operational life of the
product, system, or end item. 


A3.1.2.1.  Planning to establish and maintain the initial OSS&E baseline should be documented in
the program SEP submitted for Milestone/KDP B.  The planning must be updated in the SEP sub-
mitted for Milestone/KDP C, and the initial baseline definition must be included with this submit-
tal.  The baseline must identify training, inspection, and maintenance procedures. 


A3.1.2.2.  OSS&E baselines must be updated to reflect any modifications or changes to the prod-
uct, system, or end item.  “Modification” includes demilitarization of items that may be reconsti-
tuted for return to service, or weapon systems that may be cannibalized for parts. 


A3.1.2.3.  Preservation of baseline OSS&E characteristics includes ensuring the currency and
accuracy of training, inspection, and maintenance procedures. 


A3.1.3.  Operators, maintainers, sustainers, and other personnel responsible for accomplishing tasks
associated with assuring OSS&E must: 


A3.1.3.1.  Link the SE System Safety process with operators’ and maintainers’ application of
Operational Risk Management (ORM), and investigation and reporting of mishaps involving the
system. 
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A3.1.3.2.  Ensure that operators and maintainers are properly trained, using approved procedures,
to preserve OSS&E baselines. 


A3.1.3.3.  Maintain products and systems according to approved Technical Orders (TO).   


A3.1.3.4.  Ensure availability of current, valid, verified TOs and technical data to Lead/Using
Commands and other users.  These documents must clearly identify procedures and requirements
necessary to preserve OSS&E baselines, and any operational limitations of systems or end items. 


A3.1.3.5.  Use only parts approved by the PM (or Chief/Lead Engineer, as delegated) in the sys-
tem. 


A3.1.3.6.  Obtain and maintain all required certifications, (e.g., airworthiness, space flightworthi-
ness, SEEK EAGLE, Information Assurance, Nuclear Surety, Non-Nuclear Munitions Safety
Board, Force Protection, Interoperability, etc.) prior to system or end item operational use.  Certi-
fications are directed under separate, standalone Air Force policy and guidance. 


A3.1.3.7.  Maintain and document configuration control of the system. 


A3.1.3.8.  Report any required changes in use or maintenance to the PM. 


A3.1.3.9.  Document and track faults for trend analysis. 


A3.1.3.10.  Analyze ESOH mishap data. 


A3.1.3.11.  Actively monitor health of aging systems or end items by applying fully integrated
efforts to assess the ongoing integrity of critical aspects, and support fleet viability assessments.   


A3.1.3.12.  Initiate modifications/improvements necessary to assure OSS&E. 


A3.1.3.13.  Ensure approved testing is completed, and identified deficiencies are corrected or
accepted by the user, before validating OSS&E baselines.  


A3.1.4.  Additional OSS&E considerations include: 


A3.1.4.1.  Integrity Programs.  PMs must ensure that effective and integrated integrity programs
are designed into and implemented on all new or modified systems (Para. 1.1.4.). 


A3.1.4.2.  Military Flight Operations Quality Assurance (MFOQA).  PMs must assure that effec-
tive and integrated MFOQA programs are designed into and implemented on all new or modified
systems. 


A3.1.4.3.  Inspections and Maintenance.  Inspections and maintenance procedures must be
reviewed to prevent OSS&E degradation.  This includes use of fielded system or end item perfor-
mance data to maintain OSS&E. 


A3.1.4.4.  Deficiency Reporting (DR).  A DR program (TO 00-35D-54) ensures that all validated
Deficiency Reports are tracked to actual resolution of the deficiency.  A critical characteristic of a
robust DR process is the timeliness with which the PM ensures that deficiencies are resolved.
Deficiencies must not be formally closed until resolved to the satisfaction of the originator. 


A3.1.4.5.  Technology Demonstrations.  OSS&E restrictions or limitations must be provided for
Advanced Technology Demonstration (ATD), Advanced Concept Technology Demonstration
(ACTD), Joint Concept Technology Demonstration (JCTD), and experimental leave-behind sys-
tems and end items.  Organizations responsible for preservation of OSS&E baselines must be
identified for any items left with a user for continued operations (Para. 2.9.7.). 
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Attachment 4  


ENVIRONMENT, SAFETY, AND OCCUPATIONAL HEALTH (ESOH) INTEGRATION  


A4.1.  ESOH considerations must be integrated into the SE process using MIL-STD-882D system safety
practices.  SE ESOH efforts must appear in the SEP, the Risk Management Plan (RMP), and the Program-
matic Environment, Safety, and Occupational Health Evaluation (PESHE).  The initial SEP must identify
the basic strategy to integrate ESOH into SE; PESHE elements should be incorporated into the RMP and
the IMP/IMS.   


A4.1.1.  ESOH hazards (including hazardous materials usage) must be eliminated where practicable,
and risks minimized where the hazards cannot be eliminated.  An ESOH hazard tracking system must
be used to record identified hazards, initial risk assessments, risk mitigation measures, residual risk
levels, and residual risk acceptance decisions throughout the life of the program.  


A4.1.2.  ESOH risks include those resulting from routine system operations and maintenance (O&M)
and mishaps, as well as risks to program cost, schedule, and performance from requirements to com-
ply with ESOH laws and regulations.  Technical and program reviews must include ESOH risk man-
agement status. 


A4.1.3.  The PESHE documents the status of ESOH hazard tracking, and the National Environmental
Policy Act (NEPA) compliance schedule.  It describes the PM’s strategy for integrating across the
ESOH disciplines into SE, provides a repository for ESOH risk data, and provides a method for track-
ing progress.   
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Attachment 5  


HUMAN SYSTEMS INTEGRATION (HSI)   


A5.1.  HSI considers all human-related domains in an integrated manner.  It must be addressed throughout
the life cycle, and must be consistently integrated into SE implementation to balance total system perfor-
mance (hardware, software, and human), OSS&E assurance, survivability, safety, and affordability.  HSI
employs human factors engineering to design systems that effectively utilize manpower; provide effective
training; can be operated and maintained by users; and are suitable (habitable and safe with minimal envi-
ronmental and occupational health hazards) and survivable (for both the crew and equipment).  Additional
HSI information appears in DoDI 5000.2, Chapter 6 of the Defense Acquisition Guidebook, and the
LCMP (AFI 63-107).  


A5.1.1.  PMs and Chief/Lead Engineers must establish a comprehensive plan early in the acquisition
process to address HSI factors in balancing system performance with TOC, and to ensure that product/
system designs accommodate the characteristics of the user population that will operate, maintain, and
support them.  HSI planning should define the division of roles and responsibilities with ESOH for the
overlapping domains of safety and occupational health.  HSI planning should be documented in the
SEP. 


A5.1.2.  HSI must be included in all key acquisition documents. 


A5.1.3.  All HSI-related specialty engineering activities must be fully integrated into the SE processes
to address the needs of the human-in-the-loop aspects of the system being developed, with specific
emphasis on O&M considerations. 


A5.1.4.  HSI requirements must be considered as either functional or performance capabilities during
trade studies. 


A5.1.5.  HSI requirements must be tested and evaluated with appropriate feedback mechanisms for
assuring OSS&E. 


A5.1.6.  Technical requirements must include HSI performance metrics.  
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Attachment 6  


MAINTENANCE ENGINEERING / SUSTAINING ENGINEERING (ME/SE) 


A6.1.  PMs and Chief/Lead Engineers must employ ME/SE principles.  ME/SE involves the review,
assessment, definition, and resolution of hardware deficiencies revealed throughout the life cycle, includ-
ing development and production as well as operational service.  ME/SE returns the item to existing spec-
ified performance requirements.  Typical ME/SE activities include: 


A6.1.1.  Identification of Deficiencies.  PMs and Lead/Using Commands must identify technical and
supportability deficiencies on operational systems (AFI 21-104, AFI 21-118, AFI 63-501, and TO
00-35D-54).   


A6.1.2.  Analysis and Development of Corrective Action.  PMs must analyze identified deficiencies
to determine the cause and develop corrective action options.  They must determine if the problem is
a system deficiency, and must assess the potential for correcting the problem.  This assessment typi-
cally includes a business case analysis or economic analysis to determine the relative life cycle costs
associated with various corrective action strategies and options.   


A6.1.3.  Implementation of Corrective Actions.  Funded corrective actions derived from ME/SE activ-
ities, whether addressing configuration or maintenance issues, must include OSS&E verification
requirements, and must be approved by the PM for incorporation into fielded systems.  Managers of
ME/SE projects must collaborate with the PM and Chief/Lead Engineer of the affected system in
project planning and implementation. 


A6.1.4.  Metrics.  ME/SE metrics must be indicators of the overall sustainment health of a system. 
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Attachment 7  


PRODUCT AND SYSTEM INTEGRITY   


A7.1.  The integrity process provides life management analyses and data necessary to maintain OSS&E
by planning for operational support activities that monitor and report on system safety, suitability, and
effectiveness characteristics.  Weapon system integrity programs ensure that system-level performance
and safety requirements will be met under any combination of design usage environments throughout the
operational life of a system.  PMs and Chief/Lead Engineers must: 


A7.1.1.  Establish, evaluate, and substantiate the system (airframe, weapon, space, missile, C2, etc.)
integrity to preserve OSS&E.  


A7.1.2.  Acquire, evaluate, and apply operational usage data to provide a continual update of system
integrity. 


A7.1.3.  Provide quantitative information for decisions on force structure planning, inspection and
modification priorities, and related operational and support decisions. 


A7.1.4.  Provide a basis for improving system integrity criteria and methods of design, evaluation, and
substantiation for future systems and modifications. 


A7.1.5.  Provide a fully integrated monitoring system that includes all relevant aspects of system
integrity, e.g., aircraft structures, engine structures, mechanical equipment and subsystems, avionics/
electronics. 


Refer to the following documents: 


AFPD 63-10, Aircraft Structural Integrity 


AFI 63-1001, Aircraft Structural Integrity Program 


MIL-STD-1530, “Aircraft Structural Integrity Program” 


MIL-HDBK-515 (USAF), “Weapon System Integrity Guide (WSIG)” 


MIL-HDBK-1783, “Engine Structural Integrity Program” 


MIL-HDBK-1798A, “Mechanical Equipment and Subsystems Integrity” 


MIL-HDBK-87244 (USAF), “Avionics/Electronics Integrity” 
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Attachment 8  


SOFTWARE ENGINEERING  


A8.1.  Software engineering and acquisition considerations must be addressed throughout the product or
system life cycle, beginning with pre-Milestone/KDP A activities, and must be documented in the SEP.
Software engineering practitioners and managers must: 


A8.1.1.  Estimate software development and integration efforts at high (80-90%) confidence levels. 


A8.1.2.  Ensure baselines are realistic and compatible with the Expectation Management Agreement
for the program or project. 


A8.1.3.  Manage computer systems and software-specific risks as an integral part of the program risk
management process. 


A8.1.4.  Identify software-related strengths, weaknesses, and experience for all developer team mem-
bers with significant software development responsibilities. 


A8.1.5.  Ensure developer teams apply effective software development processes. 


A8.1.6.  Ensure the program office supports developer teams. 


A8.1.7.  Collect and analyze Earned Value Management data at the software level. 


A8.1.8.  Employ a core set of basic software metrics. 


A8.1.9.  Plan and develop life cycle software support capabilities and options.  


A8.1.10.  Support the transfer of lessons learned to future programs by providing feedback to affected
organizations.   
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Attachment 9  


ADDITIONAL SE PROGRAM AREAS OF CONSIDERATION 


This list is not all-inclusive.  Items are listed alphabetically to eliminate any perception of relative impor-
tance.  PMs and Chief/Lead Engineers must ensure that these considerations are addressed as part of SE
implementation (refer to Para. 1.1.3.), or provide rationale for their elimination. 


A9.1.  Aircraft Information Programs (AIP) 


A9.2.  Commercial Off-The-Shelf (COTS)/Non-Developmental Items (NDI) 


A9.3.  Corrosion Prevention and Mitigation 


A9.4.  Deployment 


A9.5.  Diminishing Manufacturing Sources 


A9.6.  Electromagnetic Compatibility (EMC) and Radio Frequency (RF) Management 


A9.7.  Information Assurance  


A9.8.  Infrastructure and Facilities 


A9.9.  Integrated Diagnostics 


A9.10.  Interoperability 


A9.11.  Intelligence Integration 


A9.12.  Logistics Support Elements (Product Support Elements) including but not limited to 


A9.12.1.  Design Interface  


A9.12.2.  Material Management  


A9.12.3.  Technical Data Management (including data rights, drawings, and T.O.s) 


A9.12.4.  Support Equipment 


A9.12.5.  Maintenance Planning and  Management 


A9.12.6.  Facilities 


A9.12.7.  Packaging, Handling, Shipping, and Transportability 


A9.12.8.  Manpower and Personnel  


A9.12.9.  Training 


A9.13.  Manufacturing and Quality Assurance  
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A9.14.  Military Flight Operations Quality Assurance (MFOQA) 


A9.15.  Modeling and Simulation  


A9.16.  Modular Open Systems Approach (MOSA) 


A9.17.  Parts, Materials, and Processes 


A9.18.  Producibility 


A9.19.  Reliability, Availability, and Maintainability  


A9.20.  Security 


A9.21.  Specifications and Standards 


A9.22.  Standardization 


A9.23.  Supportability 


A9.24.  Survivability/Vulnerability 


A9.25.  System Safety  


A9.26.  System Security Engineering  


A9.27.  Technology Maturation and Transition 


A9.28.  Technology Obsolescence 


A9.29.  Total Ownership Cost (TOC) 


A9.30.  Training 





		1. LIFE CYCLE SYSTEMS ENGINEERING

		1.1. Systems Engineering (SE). Systems engineering encompasses the entire set of scientific, tech...

		1.1.1. Air Force SE – Life Cycle Perspective. Air Force SE involves comprehensive planning, manag...

		1.1.1.1. Non-Space Systems. The non-space life cycle as described in

		1.1.1.2. Space Systems. For space systems acquired under

		1.1.1.3. Information Technology (IT) Systems. For Air Force IT systems that fall within the scope...



		1.1.2. Air Force SE Management Responsibilities. Program Manager (PM) and Chief/Lead Engineer res...

		1.1.2.1. PM. The PM (or ALC designee, for sustainment efforts) is responsible to ensure applicati...

		1.1.2.2. Chief/Lead Engineer. The Chief/Lead Engineer is the PM’s designated technical authority ...

		1.1.2.3. Center-level Technical Authority. A designated SE Technical Authority at each Product, T...



		1.1.3. Air Force Implementation of SE Processes. SE begins with comprehensive planning. It addres...

		1.1.3.1. Planning. SE must be applied during concept development/refinement efforts, during techn...

		1.1.3.1.1. SEP.

		1.1.3.1.1.1. The SEP should be developed in concert with the technical planning supporting the Ac...

		1.1.3.1.1.2. The SEP must be reviewed annually, and updated as required throughout the life cycle...



		1.1.3.1.2. Integrated Master Plan (IMP) and Integrated Master Schedule (IMS). The



		1.1.3.2. Architecting. Architectural descriptions must conform to requirements of the DoD Archite...

		1.1.3.3. Requirements Development and Management. All requirements, including those derived from ...

		1.1.3.4. Design. The Chief/Lead Engineer is responsible to ensure development of robust design so...

		1.1.3.5. Technical Management and Control. PMs and Chief/Lead Engineers must apply fundamental te...

		1.1.3.5.1. Technical Reviews. Technical reviews assess design progress, technical risk, and progr...

		1.1.3.5.2. Technical Measurements. Programs and projects must use SE measurements in conjunction ...

		1.1.3.5.3. Integrated Risk Management. Programs and projects must implement and document a risk m...

		1.1.3.5.4. Configuration Management (CM). Product and system characteristics, including component...

		1.1.3.5.5. Data Management (DM). A structured DM process must be established in accordance with

		1.1.3.5.6. Interface Management. Internal and external interface requirements for the system and ...

		1.1.3.5.7. Decision Analysis. Key decisions must be based on clearly established criteria for tra...



		1.1.3.6. T&E/V&V. A structured T&E strategy and process must be established to provide early feed...



		1.1.4. Air Force SE Outcomes and Focus Areas. Robust products and systems that exhibit attributes...



		1.2. System-of-Systems Engineering (SoSE). SoSE emphasizes interoperability among systems develop...



		2. RESPONSIBILITIES AND AUTHORITIES

		2.1. SAF/AQ (for non-space systems) and SAF/US (for space systems) will:

		2.1.1. Appoint a Secretariat-level SE Technical Authority.

		2.1.2. Ensure a rigorous SE approach is applied to development, integration, production, demonstr...

		2.1.2.1. Formulate policy and provide guidance for rigorous OSS&E assurance for Air Force operati...

		2.1.2.2. Coordinate with AF/A4/7 to ensure that applicable inspection, maintenance, maintenance t...



		2.1.3. Ensure PEOs, in conjunction with Lead/Using Commands, implement a disciplined life-cycle S...

		2.1.4. Ensure that all relevant technical issues (including, but not necessarily limited to, thos...

		2.1.5. Assign lead Air Force responsibility for Air Force elements of SoS. Develop Air Force SoSE...

		2.1.6. Establish SE content of Air Force-level training requirements for PMs and SE practitioners.

		2.1.7. Assure adequate maintenance of technical requirements documentation in support of SE imple...

		2.1.8. Ensure use of MIL-STD-882D System Safety methodology to integrate ESOH considerations into...

		2.1.9. Serve as acceptance authority for program ESOH risks classified “High” as defined by

		2.1.10. Advise and assist SAF/XC in matters pertaining to SE aspects of IT Lean Process policy an...



		2.2. SAF/XC will:

		2.2.1. Formulate architecture policy, guidance, and standards to facilitate the development of ar...

		2.2.2. Formulate policy for modeling and simulation (M&S) efforts, including but not limited to t...

		2.2.3. Establish, with HQ USAF/A5, a linkage to capability objectives and solution sets identifie...

		2.2.4. Develop a framework to improve integration with Joint capabilities, and to explore and eva...

		2.2.5. Direct IT Lean Process policy and guidance. In coordination with SAF/AQ, ensure that SE pr...

		2.2.6. Develop and promulgate policy for certification and accreditation of systems.



		2.3. HQ USAF/A3/5 will:

		2.3.1. Direct that operational capabilities documents address applicable and appropriate life cyc...

		2.3.2. Direct users to preserve baselined OSS&E characteristics of systems and end items for OSS&...

		2.3.3. Direct that operational training policy supports OSS&E assurance.



		2.4. HQ USAF/A4/7 will :

		2.4.1. Support a rigorous approach to OSS&E assurance for Air Force operational systems and end i...

		2.4.2. Establish, operate, and maintain Air Force logistics information systems to support assura...

		2.4.3. Support implementation of life cycle guidance that applicable inspection, maintenance, mai...

		2.4.4. Ensure appropriate guidance directs that provisions for systems and end items be procured ...



		2.5. HQ USAF/TE will:

		2.5.1. Direct that T&E policy and program-specific documentation support application of SE practi...

		2.5.2. Ensure T&E directives and documentation support T&E of systems and end items for OSS&E thr...



		2.6. HQ AFSC/AF/SE will:

		2.6.1. Provide relevant mishap reports, investigation information, and recommendations be provide...

		2.6.2. Provide guidance to program SE personnel for reviewing and assessing safety analyses, and ...

		2.6.3. Advocate for System Safety support so program SE efforts include mishap prevention program...

		2.6.4. Recommend policy and formulate guidance for application of MFOQA to support assurance of O...



		2.7. Program Executive Officers (PEO) (for systems in their portfolio), Air Logistics Center (ALC...

		2.7.1. Ensure use of a rigorous SE approach in all programs within their portfolio, with emphasis...

		2.7.2. Appoint a Center-level SE Technical Authority (or direct-report Chief Engineer for PEOs no...

		2.7.3. Assign SE responsibility, to include assurance of OSS&E of fielded systems, to the appropr...

		2.7.4. Serve as acceptance authority for program ESOH risks classified “Serious” as defined by

		2.7.5. Direct that program budgets include certification and accreditation activities throughout ...



		2.8. SE Technical Authority appointees shall:

		2.8.1. Review SEPs in the portfolio and oversee their implementation.

		2.8.2. Assess performance of Chief/Lead Engineers assigned to individual programs within the port...

		2.8.3. Validate implementation of approved technical planning, documentation, and strategies.

		2.8.4. Ensure coordination of technical planning (SEPs, strategies, risk assessments, etc.) betwe...



		2.9. Air Force Materiel Command (AFMC) and Air Force Space Command (AFSPC) will:

		2.9.1. Direct policy that defines application of a rigorous SE approach to the acquisition and su...

		2.9.2. Support programs by:

		2.9.2.1. Providing independent subject matter experts for technical reviews.

		2.9.2.2. Providing assistance in SEP development and review.



		2.9.3. Appoint a MAJCOM-level SE Technical Authority for space (AFSPC) and non-space (AFMC) progr...

		2.9.4. Ensure SE-based technology transition guidance promotes early collaboration with AFRL and ...

		2.9.5. Establish MAJCOM policy and guidance to address processes and technical data, including sp...

		2.9.6. Establish MAJCOM policy and guidance to ensure that personnel assigned to perform SE dutie...

		2.9.7. Work with Lead/Using Commands to identify procedures and processes for defining appropriat...

		2.9.8. Direct that PMs and Chief/Lead Engineers for programs, systems, and end items in sustainme...



		2.10. Program Managers (PM) will:

		2.10.1. Direct implementation of rigorous SE practices as described in Chapter 1.

		2.10.2. Ensure that all relevant technical planning is documented in a SEP. Approve the SEP for t...

		2.10.3. Provide information on relevant technical issues to the MDA’s designated SE technical aut...

		2.10.4. Provide information on all identified hazards, implemented mitigation measures, and accep...

		2.10.5. Provide to safety investigations analyses of hazards that contributed to Class A and Clas...

		2.10.6. Direct availability of the technical knowledge base for use in reporting, inspections, au...

		2.10.7. Determine, document, track, and maintain positive control of all system baselines, includ...

		2.10.8. Establish and document relationships and responsibilities for OSS&E assurance, and manage...

		2.10.9. Identify all required certifications supporting initial use, full operation, and OSS&E of...

		2.10.10. Serve as acceptance authority for program ESOH risks classified “Medium” or “Low” as def...

		2.10.11. Direct accomplishment of appropriate T&E/V&V to ensure all baseline requirements are met...

		2.10.12. Direct integration of ESOH risk management and SE in accordance with MIL-STD-882D. Risk ...

		2.10.12.1. Require reviews of risk assessments, mitigation measure selections, and residual risk ...

		2.10.12.2. Ensure compliance with AF implementation requirements (32 CFR 989) for the National En...

		2.10.12.3. Ensure that risk analyses include risks to program cost, schedule, and performance fro...



		2.10.13. Provide selection criteria and recommendations to the selection authority for maintenanc...

		2.10.14. Ensure that manufacturing, supply, and repair entities maintain accountability for produ...

		2.10.15. Ensure proper control of system or end item configurations. This includes assessment of ...

		2.10.16. Use fielded performance data from Air Force maintenance, deficiency reporting, system in...

		2.10.17. Track and take appropriate action on mishap recommendations involving a managed system o...

		2.10.18. Ensure that Total Ownership Cost (TOC) impacts are considered when approving changes in ...

		2.10.19. Advocate technology insertion into the system or end item to optimize the balance of ope...



		2.11. Chief/Lead Engineers will:

		2.11.1. Develop the technical strategy to support the overall acquisition strategy for the progra...

		2.11.2. Be responsible and accountable to the PM for consistent application of SE throughout the ...

		2.11.3. Provide information on relevant technical issues to the MDA’s designated SE Technical Aut...

		2.11.4. Develop, maintain, and preserve documentation of the technical knowledge base for use in ...

		2.11.5. Implement a consistent and rigorous process for development, establishment, and control o...

		2.11.6. Develop and maintain the content of all required baseline technical data.

		2.11.7. Be responsible and accountable to the PM for technical assessments for required certifica...

		2.11.8. Maintain technical visibility of all components used in their systems, to include all sup...

		2.11.9. Ensure continuous evaluation of system and end item performance by using fielded performa...

		2.11.10. Chair, or select appropriate designee(s) to chair, technical reviews and working groups....

		2.11.11. Ensure risk management and mishap recommendations involving a managed system or end item...

		2.11.12. Implement robust HSI and System Security Engineering (SSE) processes as part of the over...

		2.11.13. Ensure use of fielded system performance data to develop sustainment actions (

		2.11.14. Coordinate changes to HSI characteristics and OSS&E baselines with other Product and/ or...

		2.11.15. Use

		2.11.16. Maintain visibility of product quality at manufacturing, supply, and repair entities. Pr...

		2.11.17. Monitor available data sources such as Federal Aviation Administration (FAA) Airworthine...

		2.11.18. Evaluate potential TOC impacts of changes in operational use, maintenance procedures, co...

		2.11.19. Investigate areas for technology insertion into the system or end item to optimize the b...

		2.11.20. Coordinate technical planning (SEPs, strategies, risk assessments, etc.) with other cogn...

		2.11.21. Confer with the Center Test Authority on test-related issues as necessary.



		2.12. Lead/Using Commands and other Air Force users will:

		2.12.1. Coordinate AFMC and AFSPC support for AoA development in efforts to derive, prioritize, a...

		2.12.2. Develop capability baselines in conjunction with Air Force SMEs and the PM.

		2.12.3. Require coordination of any new operational change to the system or end item with the PM ...

		2.12.4. Require coordination of any new or modified configuration or maintenance procedure with t...

		2.12.5. Require key personnel involved in requirements development and OSS&E baseline maintenance...

		2.12.6. Ensure that operation and maintenance training supports the continued use of systems and ...

		2.12.7. Establish and maintain OSS&E baselines for systems or end items acquired directly.

		2.12.7.1. Report any degradation of baselined characteristics to the responsible Command-designat...

		2.12.7.2. Direct policy and guidance to subordinate units to assure the preservation of baselined...

		2.12.7.3. Establish processes and technical standards to assure the preservation of baselined cha...



		2.12.8. Ensure that operators, testers, and maintainers apply Operational Risk Management (ORM) t...

		2.12.8.1. Use System Safety hazard data provided by the PM as the baseline for applying ORM to th...

		2.12.8.2. Work with PMs responsible for systems and end items to assess newly identified hazards,...



		2.12.9. Provide HQ USAF/A4/7 with a current listing of responsible organizations for managed syst...



		2.13. Air Education and Training Command (AETC) will:

		2.13.1. Establish and maintain the Air Force Center for Systems Engineering (CSE) at the Air Forc...

		2.13.1.1. Promulgate and document case studies of SE implementation during concept definition, ac...

		2.13.1.2. Facilitate collaborative SE efforts among DoD, the Services, Defense agencies, other Go...

		2.13.1.3. Provide SE expertise for Advisory Boards and Review Panels.

		2.13.1.4. Provide a forum to shape academic curricula for Air Force SE educators.

		2.13.1.5. Facilitate SE education including graduate degrees, certificate programs, and professio...

		2.13.1.6. Assist with development of Air Force guidance on SE processes and practices.

		2.13.1.7. Recommend and coordinate with Air Force organizations on development of SE policy.



		2.13.2. Ensure that operation and maintenance training courses provide instruction on the importa...





		Attachment 1

		Figure A1.1. Systems Engineering “Engine” (from DAU)

		Figure A1.2. Systems Engineering “V” Diagram (adapted from Forsberg and Mooz)



		Attachment 2

		Attachment 3

		A3.1. Organizations responsible for preserving OSS&E of Air Force systems or end items must ensur...

		A3.1.1. OSS&E addresses:

		A3.1.1.1. Operational Safety. The condition of having acceptable risk to life, health, property, ...

		A3.1.1.2. Operational Suitability. The degree to which a system or end item can be placed satisfa...

		A3.1.1.3. Operational Effectiveness. The overall degree of mission accomplishment of a system or ...



		A3.1.2. OSS&E baselines must be documented and maintained for the entire operational life of the ...

		A3.1.2.1. Planning to establish and maintain the initial OSS&E baseline should be documented in t...

		A3.1.2.2. OSS&E baselines must be updated to reflect any modifications or changes to the product,...

		A3.1.2.3. Preservation of baseline OSS&E characteristics includes ensuring the currency and accur...



		A3.1.3. Operators, maintainers, sustainers, and other personnel responsible for accomplishing tas...

		A3.1.3.1. Link the SE System Safety process with operators’ and maintainers’ application of Opera...

		A3.1.3.2. Ensure that operators and maintainers are properly trained, using approved procedures, ...

		A3.1.3.3. Maintain products and systems according to approved Technical Orders (TO).

		A3.1.3.4. Ensure availability of current, valid, verified TOs and technical data to Lead/Using Co...

		A3.1.3.5. Use only parts approved by the PM (or Chief/Lead Engineer, as delegated) in the system.

		A3.1.3.6. Obtain and maintain all required certifications, (

		A3.1.3.7. Maintain and document configuration control of the system.

		A3.1.3.8. Report any required changes in use or maintenance to the PM.

		A3.1.3.9. Document and track faults for trend analysis.

		A3.1.3.10. Analyze ESOH mishap data.

		A3.1.3.11. Actively monitor health of aging systems or end items by applying fully integrated eff...

		A3.1.3.12. Initiate modifications/improvements necessary to assure OSS&E.

		A3.1.3.13. Ensure approved testing is completed, and identified deficiencies are corrected or acc...



		A3.1.4. Additional OSS&E considerations include:

		A3.1.4.1. Integrity Programs. PMs must ensure that effective and integrated integrity programs ar...

		A3.1.4.2. Military Flight Operations Quality Assurance (MFOQA). PMs must assure that effective an...

		A3.1.4.3. Inspections and Maintenance. Inspections and maintenance procedures must be reviewed to...

		A3.1.4.4. Deficiency Reporting (DR). A DR program (TO 00-35D-54) ensures that all validated Defic...

		A3.1.4.5. Technology Demonstrations. OSS&E restrictions or limitations must be provided for Advan...







		Attachment 4

		A4.1. ESOH considerations must be integrated into the SE process using MIL�STD�882D system safety...

		A4.1.1. ESOH hazards (including hazardous materials usage) must be eliminated where practicable, ...

		A4.1.2. ESOH risks include those resulting from routine system operations and maintenance (O&M) a...

		A4.1.3. The PESHE documents the status of ESOH hazard tracking, and the National Environmental Po...





		Attachment 5

		A5.1. HSI considers all human-related domains in an integrated manner. It must be addressed throu...

		A5.1.1. PMs and Chief/Lead Engineers must establish a comprehensive plan early in the acquisition...

		A5.1.2. HSI must be included in all key acquisition documents.

		A5.1.3. All HSI-related specialty engineering activities must be fully integrated into the SE pro...

		A5.1.4. HSI requirements must be considered as either functional or performance capabilities duri...

		A5.1.5. HSI requirements must be tested and evaluated with appropriate feedback mechanisms for as...

		A5.1.6. Technical requirements must include HSI performance metrics.





		Attachment 6

		A6.1. PMs and Chief/Lead Engineers must employ ME/SE principles. ME/SE involves the review, asses...

		A6.1.1. Identification of Deficiencies. PMs and Lead/Using Commands must identify technical and s...

		A6.1.2. Analysis and Development of Corrective Action. PMs must analyze identified deficiencies t...

		A6.1.3. Implementation of Corrective Actions. Funded corrective actions derived from ME/SE activi...

		A6.1.4. Metrics. ME/SE metrics must be indicators of the overall sustainment health of a system.





		Attachment 7

		A7.1. The integrity process provides life management analyses and data necessary to maintain OSS&...

		A7.1.1. Establish, evaluate, and substantiate the system (airframe, weapon, space, missile, C2, e...

		A7.1.2. Acquire, evaluate, and apply operational usage data to provide a continual update of syst...

		A7.1.3. Provide quantitative information for decisions on force structure planning, inspection an...

		A7.1.4. Provide a basis for improving system integrity criteria and methods of design, evaluation...

		A7.1.5. Provide a fully integrated monitoring system that includes all relevant aspects of system...





		Attachment 8

		A8.1. Software engineering and acquisition considerations must be addressed throughout the produc...

		A8.1.1. Estimate software development and integration efforts at high (80-90%) confidence levels.

		A8.1.2. Ensure baselines are realistic and compatible with the Expectation Management Agreement f...

		A8.1.3. Manage computer systems and software-specific risks as an integral part of the program ri...

		A8.1.4. Identify software-related strengths, weaknesses, and experience for all developer team me...

		A8.1.5. Ensure developer teams apply effective software development processes.

		A8.1.6. Ensure the program office supports developer teams.

		A8.1.7. Collect and analyze Earned Value Management data at the software level.

		A8.1.8. Employ a core set of basic software metrics.

		A8.1.9. Plan and develop life cycle software support capabilities and options.

		A8.1.10. Support the transfer of lessons learned to future programs by providing feedback to affe...





		Attachment 9

		A9.1. Aircraft Information Programs (AIP)

		A9.2. Commercial Off-The-Shelf (COTS)/Non-Developmental Items (NDI)

		A9.3. Corrosion Prevention and Mitigation

		A9.4. Deployment

		A9.5. Diminishing Manufacturing Sources

		A9.6. Electromagnetic Compatibility (EMC) and Radio Frequency (RF) Management

		A9.7. Information Assurance

		A9.8. Infrastructure and Facilities

		A9.9. Integrated Diagnostics

		A9.10. Interoperability

		A9.11. Intelligence Integration

		A9.12. Logistics Support Elements (Product Support Elements) including but not limited to

		A9.12.1. Design Interface

		A9.12.2. Material Management

		A9.12.3. Technical Data Management (including data rights, drawings, and T.O.s)

		A9.12.4. Support Equipment

		A9.12.5. Maintenance Planning and Management

		A9.12.6. Facilities

		A9.12.7. Packaging, Handling, Shipping, and Transportability

		A9.12.8. Manpower and Personnel

		A9.12.9. Training



		A9.13. Manufacturing and Quality Assurance

		A9.14. Military Flight Operations Quality Assurance (MFOQA)

		A9.15. Modeling and Simulation

		A9.16. Modular Open Systems Approach (MOSA)

		A9.17. Parts, Materials, and Processes

		A9.18. Producibility

		A9.19. Reliability, Availability, and Maintainability

		A9.20. Security

		A9.21. Specifications and Standards

		A9.22. Standardization

		A9.23. Supportability

		A9.24. Survivability/Vulnerability

		A9.25. System Safety

		A9.26. System Security Engineering

		A9.27. Technology Maturation and Transition

		A9.28. Technology Obsolescence

		A9.29. Total Ownership Cost (TOC)

		A9.30. Training
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