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SCHEDULE OF CHANGES

BLOCK 14. Continuation
The purpose of this modification is to:

e Remove the mandatory requirement to purchase products from the NETCENTS-2
NetCentric Products contracts.

e Incorporate and update clauses

e Incorporate technical requirements contained in the NETCENTS-2 NetCentric Products
contracts into the NETCENTS-2 Network Operations (NetOps) and Infrastructure Full
and Open contracts.

The removal of this requirement allows the contractor to purchase products from all sources to
include the NETCENTS-2 NetCentric Product contract.

Changes are as follows:

1. PART 1-THE SCHEDULE - SECTION B - SUPPLIES OR SERVICES AND
PRICES/COSTS

Paragraph A (3) of Contract Line Item Number (CLIN) s

a. 0600 is changed
FROM:

"The products proposed to make up the solutions in CLINs 0100 and 0200 shall be purchased
from the NETCENTS-2 NetCentric Products contract. In addition, contractor shall provide at
least two quotes from NETCENTS-2 NetCentric Products contractor as proof of price
reasonableness to the Contracting Officer."

TO:

"The products proposed to make up the solutions in CLINs 0100 and 0200 shall be purchased in-
accordance-with Section J, Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract."

b. 1600 is changed
FROM:

"The products proposed to make up the solutions in CLINs 1100 and 1200 shall be purchased
from the NETCENTS-2 NetCentric Products contract. In addition, contractor shall provide at
least two quotes from NETCENTS-2 NetCentric Products contractor as proof of price
reasonableness to the Contracting Officer."

TO:
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SCHEDULE OF CHANGES

"The products proposed to make up the solutions in CLINs 1100 and 1200 shall be purchased in-
accordance-with Section J, Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract."

c. 2600 is changed
FROM:

"The products proposed to make up the solutions in CLINs 2100 and 2200 shall be purchased
from the NETCENTS-2 NetCentric Products contract. In addition, contractor shall provide at
least two quotes from NETCENTS-2 NetCentric Products contractor as proof of price
reasonableness to the Contracting Officer."

TO:

"The products proposed to make up the solutions in CLINs 2100 and 2200 shall be purchased in-
accordance-with Section J, Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract."

d. 3600 is changed
FROM:

"The products proposed to make up the solutions in CLINs 3100 and 3200 shall be purchased
from the NETCENTS-2 NetCentric Products contract. In addition, contractor shall provide at
least two quotes from NETCENTS-2 NetCentric Products contractor as proof of price
reasonableness to the Contracting Officer."

TO:

"The products proposed to make up the solutions in CLINs 3100 and 3200 shall be purchased in-
accordance-with Section J, Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract."

e. 4600 is changed
FROM:

"The products proposed to make up the solutions in CLINs 4100 and 4200 shall be purchased
from the NETCENTS-2 NetCentric Products contract. In addition, contractor shall provide at
least two quotes from NETCENTS-2 NetCentric Products contractor as proof of price
reasonableness to the Contracting Officer."

TO:

"The products proposed to make up the solutions in CLINs 4100 and 4200 shall be purchased in-
accordance-with Section J, Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract."

2. PART | - THE SCHEDULE - SECTION H - SPECIAL CONTRACT REQUIREMENTS
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SCHEDULE OF CHANGES

Clause H137 TASK ORDER RFP PROCEDURES (NOV 2009), paragraph 4 is changed
FROM:

"Contractors providing solutions through this contract shall purchase products from the
NETCENTS-2 NetCentric Products contract in accordance with Section J, Attachment 1, Para
3.5.1 and as authorized in clause H098. All such quotes received shall be included in the
proposal submission and priced under the ODC CLINSs."

TO:

"Contractors providing solutions through this contract may purchase products from the
NETCENTS-2 NetCentric Products contract in accordance with Section J, Attachment 1, Para
3.5.1 and as authorized in clause H098. All such quotes received shall be included in the
proposal submission and priced under the ODC CLINs."

3. PART Il - CONTRACT CLAUSES - SECTION | - CONTRACT CLAUSES

Incorporate and update clauses

a. 52.204-21Basic Safeguarding of Covered Contractor Information Systems (Jun 2016)
b. 52.227-19 Commercial Computer Software License (Dec 2007)

(a) Notwithstanding any contrary provisions contained in the Contractor's standard commercial
license or lease agreement, the Contractor agrees that the Government will have the rights that
are set forth in paragraph (b) of this clause to use, duplicate or disclose any commercial
computer software delivered under this contract. The terms and provisions of this contract shall
comply with Federal laws and the Federal Acquisition Regulation. (b)(1) The commercial
computer software delivered under this contract may not be used, reproduced, or disclosed by the
Government except as provided in paragraph (b)(2) of this clause or as expressly stated
otherwise in this contract. (2) The commercial computer software may be--(i) Used or copied for
use with the computer(s) for which it was acquired, including use at any Government installation
to which the computer(s) may be transferred; (ii) Used or copied for use with a backup computer
if any computer for which it was acquired is inoperative; (iii) Reproduced for safekeeping
(archives) or backup purposes; (iv) Modified, adapted, or combined with other computer
software, provided that the modified, adapted, or combined portions of the derivative software
incorporating any of the delivered, commercial computer software shall be subject to same
restrictions set forth in this contract; (v) Disclosed to and reproduced for use by support service
Contractors or their subcontractors, subject to the same restrictions set forth in this contract; and
(vi) Used or copied for use with a replacement computer. (3) If the commercial computer
software is otherwise available without disclosure restrictions, the Contractor licenses it to the
Government without disclosure restrictions.

(c) The Contractor shall affix a notice substantially as follows to any commercial computer
software delivered under this contract: Notice--Notwithstanding any other lease or license
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SCHEDULE OF CHANGES

agreement that may pertain to, or accompany the delivery of, this computer software, the rights
of the Government regarding its use, reproduction and disclosure are as set forth in Government
Contract No. as identified in each individual delivery order.

c. 252.204-7008 Compliance with Safeguarding Covered Defense Information Controls
(Oct 2016)

4. PART Il - LIST OF DOCUMENTS, EXHIBITS & ATTACHMENTS - SECTION J -
ATTACHMENT 1, NETCENTS-2 SOLUTIONS Network Operations (NetOps) and
Infrastructure Full and Open Performance Work Statement (PWS) Paragraph 3.5.1 is
amended as follows:

a. Paragraph 3.5.1 heading is changed
FROM: "Contractors Use of NETCENT-2 Products Contract"
TO: "Products”

b. Paragraph 3.5.1 is changed
FROM:

"The contractor shall obtain all products and associated peripheral equipment required by each
individual task order from the NETCENTS-2 Products contract.”

TO:

"The contractor may obtain all products and associated peripheral equipment required by each
individual task order from the NETCENTS-2 Products contract or from its own reliable source.
The Contractor shall ensure that services, solutions and products meet the standards identified in
the AF Standard Center of Excellence Repository (SCOER) located at
<http://www.netcents.af.mil/contracts/netcents-2/netops/documents/index.asp>. The contractor
shall adhere to requirements in the following paragraphs when providing products. These
paragraphs describe general product requirements, types of products that are considered to
comprise each of the product categories, and guidelines for product support.”
c. Incorporate the technical requirements contained in the NETCENTS-2 NetCentric
Product IDIQ contracts Statement of Work (SOW) paragraph 2 into the NETCENTS-
2 SOLUTIONS Network Operations (NetOps) and Infrastructure Full and Open
Performance Work Statement (PWS) paragraph 3.5.1. Paragraph numbers and
Headings are listed below as they will appear in the PWS.

3.5.1.1. General Product Requirements

3.5.1.1.1. Hardware and Associated Software and Peripherals
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3.5.1.1.2. Information Assurance (IA) Technical Considerations
3.5.1.1.3. Authorized Resellers

3.5.1.1.4. Technical Refresh

3.5.1.1.5. Products

3.5.1.1.6. Standards and Certifications

3.5.1.1.6.1 Quality Certification

3.5.1.2. Specific Products Categories
3.5.1.2.1. Networking Equipment
3.5.1.2.2. Servers/Storage
3.5.1.2.3. Peripherals
3.5.1.2.4. Multimedia

3.5.1.2.5. Software
3.5.1.2.6. ldentity Management/Biometric Hardware and Associated Software

5.3.1.3. Product Support Requirements
5.3.1.3.1. Product Delivery Capability
5.3.1.3.1.1 Delivery Delays
5.3.1.3.1.1.1. Items on Backorder
5.3.1.3.1.1.1.2. Installation
5.3.1.3.1.1.1.3. Warranty
5.3.1.3.1.1.1.4. Customer Support
5.3.1.3.1.1.1.5. Product Maintenance
5.3.1.3.1.1.1.6. Special Asset Tagging
5.3.1.3.1.1.1.7. Radio Frequency ldentification (RFID)
5.3.1.3.1.1.1.8. Software Tagging
5.3.1.3.1.1.1.9. TEMPEST Requirements
5.3.1.3.1.1.1.10 Remanufactured/Refurbished Products

All other terms and conditions remain unchanged.
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Qty Unit Price

ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
BASE PERIOD
0600 CLIN Change

Noun: OTHER DIRECT COSTS

PSC: D316

NSN: N - Not Applicable

Contract type: S-COST

Inspection: DESTINATION

Acceptance: DESTINATION

FOB: DESTINATION

Descriptive Data:
A. The contractor shall provide other direct costs as specified in each task order
and the basic contract.

(1) No profit shall be paid on purchases made under this CLIN; however,
DCAA approved burden rates are authorized.

(2) ODCs must be purchased in accordance with the Contractor's approved
purchasing system, as applicable.

(3) The products proposed to make up the solutions in CLINs 0100
and 0200 shall be purchased in-accordance-with Section J,
Attachment 1, paragraph 3.5.1 of the Performance Work Statement
(PWS) of this contract.

B. The contractor will provide ODCs on a cost reimbursable basis only.
C. Ordering Period: Effective date of award through three (3) years.

D. Period of Performance: To be cited in each individual task order.
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Qty Unit Price

ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
OPTION PERIOD 1
1600 OPTION CLIN

Noun: OTHER DIRECT COSTS

PSC: D316

NSN: N - Not Applicable

Contract type: S-COST

Inspection: DESTINATION

Acceptance: DESTINATION

FOB: DESTINATION

Descriptive Data:
A. The contractor shall provide other direct costs as specified in each task order and the
basic contract.

(1) No profit shall be paid on purchases made under this CLIN; however, DCAA
approved burden
rates are authorized.

(2) ODCs must be purchased in accordance with the Contractor's approved

purchasing system, as
applicable.

(3) The products proposed to make up the solutions in CLINs 1100 and
1200 shall be

purchased in-accordance-with Section J, Attachment 1, paragraph 3.5.1 of
the Performance

Work Statement (PWS) of this contract.

B. The contractor will provide ODCs on a cost reimbursable basis only.
C. Ordering Period: Effective date of option period through one (1) year.

D. Period of Performance: To be cited in each individual task order.
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Qty Unit Price

ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
OPTION PERIOD 2
2600 OPTION CLIN

Noun: OTHER DIRECT COSTS

PSC: D316

NSN: N - Not Applicable

Contract type: S-COST

Inspection: DESTINATION

Acceptance: DESTINATION

FOB: DESTINATION

Descriptive Data:
A. The contractor shall provide other direct costs as specified in each task order and the
basic contract.

(1) No profit shall be paid on purchases made under this CLIN; however, DCAA
approved burden rates are authorized.

(2) ODCs must be purchased in accordance with the Contractor's approved
purchasing system, as applicable.

(3) The products proposed to make up the solutions in CLINs 2100 and
2200 shall be purchased in-accordance-with Section J, Attachment 1,
paragraph 3.5.1 of the Performance Work Statement (PWS) of this
contract.

B. The contractor will provide ODCs on a cost reimbursable basis only.
C. Ordering Period: Effective date of option period through one (1) year.

D. Period of Performance: To be cited in each individual task order.
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Qty Unit Price

ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
OPTION PERIOD 3
3600 OPTION CLIN

Noun: OTHER DIRECT COSTS

PSC: D316

NSN: N - Not Applicable

Contract type: S-COST

Inspection: DESTINATION

Acceptance: DESTINATION

FOB: DESTINATION

Descriptive Data:
A. The contractor shall provide other direct costs as specified in each task order and the
basic contract.

(1) No profit shall be paid on purchases made under this CLIN; however, DCAA
approved burden rates are authorized.

(2) ODCs must be purchased in accordance with the Contractor's approved
purchasing system, as applicable.

(3) The products proposed to make up the solutions in CLINs 3100 and
3200 shall be purchased in-accordance-with Section J, Attachment 1,
paragraph 3.5.1 of the Performance Work Statement (PWS) of this
contract.

B. The contractor will provide ODCs on a cost reimbursable basis only.
C. Ordering Period: Effective date of option period through one (1) year.

D. Period of Performance: To be cited in each individual task order.
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Qty Unit Price

ITEM SUPPLIES OR SERVICES Purch Unit Total Item Amount
For OPTION PERIOD 4
4600 OPTION CLIN

Noun: OTHER DIRECT COSTS

PSC: D316

NSN: N - Not Applicable

Contract type: S-COST

Inspection: DESTINATION

Acceptance: DESTINATION

FOB: DESTINATION

Descriptive Data:
A. The contractor shall provide other direct costs as specified in each task order and the
basic contract.

(1) No profit shall be paid on purchases made under this CLIN; however, DCAA
approved burden rates are authorized.

(2) ODCs must be purchased in accordance with the Contractor's approved
purchasing system, as applicable.

(3) The products proposed to make up the solutions in CLINs 4100 and
4200 shall be purchased in-accordance-with Section J, Attachment 1,
paragraph 3.5.1 of the Performance Work Statement (PWS) of this
contract.

B. The contractor will provide ODCs on a cost reimbursable basis only.
C. Ordering Period: Effective date of option period through one (1) year.

D. Period of Performance: To be cited in each individual task order.
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LIST OF ATTACHMENTS

DOCUMENT PGS DATE TITLE

ATTACHMENT 8 62 12 JUL 2017 NC 2 NETWORK OPERATIONS (NET OPS) AND
INFRASTRUCTURE CONTRACT (PWS)
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NETCENTS-2 SOLUTIONS
Network Operations (NetOps) and Infrastructure
Full and Open Performance Work Statement (PWS)

29 October 2015
Revised 12 July 2017

NETCENTS-2
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PERFORMANCE WORK STATEMENT (PWS)
NETWORK OPERATIONS (NetOps) AND INFRASTRUCTURE SOLUTIONS

1. NETCENTS-2 INTRODUCTION
1.1 NETCENTS-2 Goal

The goal of the overall NETCENTS-2 program is to support missions that require voice, data, and video
communications, information services, solutions, and products to deliver the right information, in the right
format, to the right place, at the right time — efficient in peace, effective in war, and ensuring success
across the spectrum of operations. NETCENTS-2 supports the IT lifecycle to include legacy operational
and sustainment activities, re-engineering of legacy capabilities into target architectures and environments,
and future service-oriented capabilities. NETCENTS-2 is an enabler to meet Air Force IT transformation
goals to allow for innovation with the ability to more rapidly provision and field capabilities. NETCENTS-2
enables the ability to segregate aspects of full system lifecycles into more granular components that can
be composed into integrated capabilities for the warfighter. Furthermore, NETCENTS-2 enables different
solution providers to participate over the course of the program lifecycle. For example, the solution
providers for development may be different from those that accomplish deployment, operation, and
support.

1.2 NETCENTS-2 Scope

The NETCENTS-2 ID/IQ contracts will provide a wide range of IT Network-centric and Telephony products,
services and solutions covering the full spectrum of netcentric operations and missions, including existing
legacy infrastructure, networks, systems and operations as well as emerging requirements based on the
AF Chief Information Officer’s (ClO’s) SOA construct. The contracts will provide Network-Centric
Information Technology, Networking, and Security, Voice, Video and Data Communications, system
solutions and services to satisfy the Combat Support (CS), Command and Control (C2), and Intelligence
Reconnaissance and Surveillance (ISR) Air Force and Department of Defense (DoD) requirements
worldwide. These contracts will provide users the capabilities to find, access, collaborate, fuse, display,
manage, and store information on the Department of Defense (DoD) Information Network (DoDIN). AF
sites may include commercial-off-the-shelf (COTS) National Security Systems (NSS), intelligence data
handling equipment, C2 equipment, Local Area Networks (LAN), Wide Area Networks (WAN), secure and
non-secure video, voice and data systems, and/or mission equipment. The equipment processes
information of varying security classifications and may include sites that are Sensitive Compartmented
Information Facilities (SCIFs).

All effort supported under this contract shall be provided in accordance with Department of Defense,
United States Air Force, or DOD Intelligence Information Systems (DoDIIS), and National Security Agency
standards as applicable to the task order. Efforts under this contract will support industry best practices
when not proscribed by aforementioned standards.

1.3 NETCENTS-2 Acquisition Strategy

NETCENTS-2 consists of various related IDIQ contracts in an effort to meet the above-stated goals. There
are functions where performance on one task order may limit, because of dependencies or type of activity
(e.g., support to the Government), work on other task orders. Total solutions will potentially be composed
of combinations of subsets of the contract. NETCENTS-2 comprises the following suite of contracts:

1. Netcentric Products — COTS products to support the network

2. NetOps and Infrastructure Solutions — Solutions to support network operations, core enterprise
services, and infrastructure development and operations (includes legacy Telephony)
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3. Application Services - Services to sustain, migrate, integrate, re-engineer, and expose Mission
Applications for secure access by authorized users, by establishing web and netcentric services,
to include help desk, testing and operational support, in legacy and netcentric enterprise
environments

4. Enterprise Integration and Service Management (A&AS) - Enterprise levelintegration/portfolio
management activities

5. IT Professional Support and Engineering Services Advisory and Assistance Services (A&AS)

The NETCENTS-2 contracts enable the delivery of products, services and solutions that adhere to the AF
Enterprise Architecture (AF EA) and complement each other as depicted in Figure 1.

{7
Application Services §
=
NETOPS and Infrastructure Solutions § 2
452
Netcentric COTS Products —E =
< -
. d =
Program IT Professional Support and Engineering Services (A&AS) |5 = |

Figure 1. Relationship of Contract Areas

1.4 Air Force IT Challenge

Currently, the Air Force has multiple, disparate and sub-optimized collections of computing and
communications resources. Each set of resources is managed independently, resulting in costly and
inefficient redundancy. Different networks, multiple computing centers, and stove-pipe systems all make it
difficult for end users to access consistent and relevant information in a timely manner, allocate resources
to respond to demand, and consequently make timely and informed decisions.

1.5 NETCENTS-2 Solution

NETCENTS-2 is a vehicle enabling the IT lifecycle to include legacy operational and sustainment activities,
migration of legacy systems, and future service-oriented capabilities. NETCENTS-2 provides a
streamlined, enterprise-supported contract vehicle that enables the consolidation of many existing base-
level contracts for Operations and Maintenance (O&M) activities. In addition, NETCENTS-2 supports the
re-engineering and modernization of legacy systems through the rapid, incremental delivery of solutions,
enabling improved day-to-day operations and warfighting mission execution. NETCENTS-2 provides a
contract vehicle for the acquisition of the components, such as infrastructure, services, resources and
activities, required to implement service-oriented capabilities.
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To support the re-engineering of legacy systems and future service-oriented capabilities, the AF has
created a set of information sharing business rules called the Singularly-Managed Infrastructure (SMI) and
Enterprise Level Security (ELS) (SMI-ELS). SMI-ELS is not a technical solution or specific product, instead
it guides a business model informed by governance and architecture that affects all aspects of a Doctrine,
Organization, Training, Materiel, Leadership and education, Personnel and Facilities (DOTMLPF) solution
for the effective implementation of a secure Net-Centric Data Strategy (NCDS). SMI-ELS gives form to
processes such as architecture and acquisition; technical solutions such as networks, vocabulary- based
web services, applications, data repositories, and computing infrastructures; and force transformation, to
drive Air Force systems and users into higher degrees of information and knowledge- based operations.

The NETCENTS-2 scope of work directly supports SMI-ELS objectives, as follows:

1. SMiI: The Singularly Managed Infrastructure will place AF core service computing and
communications resources under a single enterprise-wide management construct. This does not
mean consolidating resources into a single physical location for management purposes. Many high-
end computing platforms, like those used to run simulations, may have internal management
constructs as their resources are not shared across the enterprise. However, any interaction between
these localized collections and any other computing resources will fall under the SMI construct.
Likewise, not all communications (i.e., Military Strategic Tactical Relay (MILSTAR) satellites) may be
individually managed under the SMI concept, but the overall capability delivered by these resources
will adhere to SMI concepts. The SMI will operate over existing physical locations, with some
adaptation of those physical locations based on business case analyses, to manage all computing
resources from the enterprise perspective. Existing data centers, such as the MAJCOM Computing
Centers, will be integrated into the SMI and the management of the resources within those Centers will
be subject to the SMI processes and procedures.

2. ELS: The Enterprise Level Security will enable authorized users to locate, access, and utilize
information from authoritative sources regardless of the location of the data as long asinformation
security guidelines stipulated are met.

NETCENTS-2 also provides the contract vehicle to support the development of vocabulary-based web
services, content delivery and presentation services, and new mission applications that operate in
netcentric enterprise environments and exploit SOA infrastructures.

This contract provides the services management support required by SMI-ELS. Service Management
(SM) ensures that: (1) agreed upon services are delivered when and where they are supposed to be
delivered and (2) services operate as agreed upon. Using NETCENTS-2 contract vehicles, portfolio
managers implement SM with a focus on risk mitigation and policies that require built-in closed-loop
governance mechanisms.

1.6 Governance

The services and solutions delivered under NETCENTS-2 in support of Air Force operations will be subject
to the oversight of an Air Force enterprise level governance structure and set of processes. The
governance processes will employ systems engineering fundamentals, ensure adherence to the Air Force
Enterprise Architecture, and be implemented along with the normal reviews in the acquisition process.

The governance structure has three tiers, strategic, operational, and tactical, where policy will be set at the
strategic level, reviews for compliance and technical rigor will be done at the operational level, and contract
mechanics will be handled at the tactical level. Further explanation of the governance structure is
explained in the User’s Guide.
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2. CONTRACT PURPOSE

The purpose of this contract is to provide Network Operations (NetOps), Infrastructure, and Service
Oriented Architecture (SOA) implementation and transformation services and solutions to the United
States AF (USAF) and Department of Defense (DoD) agencies at locations inside the contiguous United
States (CONUS), outside the contiguous United States (OCONUS) and in war zone areas. The services
and solutions provided will address the development, acquisition, integration, test, deployment, and
sustainment of Air Force (AF) infrastructure and network operations, production, research and
development, and Command, Control, Communications, Computers (C4) and, Intelligence, Surveillance,
Reconnaissance (ISR) mission capabilities. The proposed solutions shall be in compliance with existing
DoD, USAF, and Intelligence Community (IC) standardization and interoperability policies. Technology
refreshment and system evolution within this contract will track proven, accepted, and available leading
edge technology within industry.

This contract supports the Department of Defense Information Network (DoDIN) architecture, Defense
Information Infrastructure (DII), IC Information Sharing environments, and AF and Defense
Communications Systems infrastructure for computer and telecommunications network mission areas.
Solutions and services provided under this contract will help the DoD and IC achieve information
superiority as called for in Joint Vision 2020 and will promote adherence to the Systems Engineering
Process (SEP) as specified in the DoD 5000-series.

2.1 Contract Goal

The goal of this contract is to provide a full range of innovative, reasonably priced, world-class information
technology services and solutions to support the full spectrum of netcentric operations and missions. It will
help our warfighters be efficient in peace and effective in war while providing them the right information in
the right format to the right place at the right time. NETCENTS-2 will support USAF, DoD, and other
Federal Agency customers that work in transitory, static, and deployed locations throughout the world.
The netcentric services and solutions provided will combine with joint and interagency assets and
capabilities from land, sea, air, space, and cyberspace components, as well as coalition and allied
capabilities, to create an interoperable force capability.

2.2 Contract Scope

This contract will provide a wide range of services and solutions covering existing legacy infrastructure,
networks, systems and operations as well as emerging requirements. and guidance provided by the IC
Information sharing Executive (ISE) and AF Chief Information Officer’s (CIO) . The contracts will provide
Network-Centric Information Technology, Networking, and Security, Voice, Video and Data
Communications, system solutions and services to satisfy the Combat Support (CS), Command and
Control (C2), and Intelligence Reconnaissance and Surveillance (ISR) Air Force and Department of
Defense (DoD) requirements worldwide. This NetOps contract will provide users the capabilities to find,
access, collaborate, fuse, display, manage, and store information on the Department of Defense (DoD)
Information Network (DoDIN) and IC Information sharing environment as applicable. Other services
include, but are not limited to, wireless devices/capabilities, Personal Digital Assistants (PDAS) to include
Blackberries and information intensive data applications (e.g. video-teleconferencing, imagery, modeling,
simulation, streaming video, web-enabled weapon systems and applications, information management,
Everything over IP (EolP), and Voice over IP (VolP). This contract will support the transformation of AF
global-level command and control and administration of Information Technology (IT) resources from base-
level Network Control Centers (NCC), MAJCOM Coordination Centers (MCCC), MAJCOM Network
Operations Security Centers (NOSC), and Network Operations Divisions (NOD) and Network Security
Divisions (NSD) to regionally consolidated Area Processing Capabilities (APC), Enterprise Service Units
(ESV), Integrated NOSCs (I-NOSC) and Enterprise Service Desks (ESD).

Through this contract vehicle, customers can acquire network infrastructure system solutions, operations,
and maintenance, as well as systems management, configuration management, and NetOps Core IT
services (e.g., e-mail, storage, and directory services). System solutions shall follow disciplined System
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Engineering Processes and shall include, but not be limited to: establishment of the SOA Singularly
Managed Infrastructure with Enterprise Level Security (SMI-ELS), including Metadata Environments
(MDESs), Enclaves, Federation and Enterprise Management of the AF Architecture; Network Operations
including (DoDIN) Web Content Management, (DoDIN) Enterprise Management (EM) and DoDIN Network
Defense (DoDNetD); and Network Infrastructure Messaging and Site Preparation and Installation services.
This contract will provide NetOps services and solutions support to establish, operate, and maintain the
network and SOA infrastructure required to provide netcentric capabilities and traditional network
operations.

2.3 Netcentric Strategies, Standards, and the Use of This Contract by Other Agencies and
Departments

Specific standards, guidance, and applicable documents within this contract are written with the intent of
accomplishing Air Force netcentric strategies. These strategies will evolve over time and, when
appropriate, the AF will revise and replace standards accordingly. The contractor shall conform to Air
Force strategies and visions and adhere to associated standards. Other agencies and departments are
encouraged to use this contract for the same purpose and may specify and substitute other standards,
guidance, and applicable documents within their task orders that are appropriate to provide solutions
tailored to meet their netcentric strategies. AF functional communities may be required by law or other
National guidance to meet non-AF standards and guidance; in these cases the mandated standards and
guidance will be identified in individual task orders.

The Air Force reserves the right to restrict use of this contract and to disallow DoD and other Federal
Agencies from using this contract.

3. REQUIREMENTS

The contractor shall provide a wide range of services and solutions that support existing legacy
infrastructure, networks, systems, and operations, as well as evolving the infrastructure, networks, systems
and operations to comply with the AF enterprise architecture.

3.1 SMI-ELS Infrastructure Implementation and Operation

3.1.1 Singularly Managed Infrastructure (SMI)

The contractor shall provide services and solutions to realize a SMI that brings together at the middleware
layer disparate networks and communications capabilities into a consistent AF enterprise-wide IT
capability. The SMI shall support all AF mission requirements, and share data through federation with
other infrastructure environments across the DoD, Federal agencies, and Joint and Coalition
environments. The contractor shall provide the capabilities for Core Enterprise Services (CES), transport
layers, metadata environments, enclaves, Communities of Interest (COIs), and federation that make an
SMI possible.

3.1.1.1 Core Enterprise Services (CES)

The contractor shall provide services and solutions that provide infrastructure capabilities to execute and
manage content delivery services that deliver information to the warfighter and operational end user. CES
will include but not be limited to storage management, messaging, transaction management, workflow
management, search and discovery, directory services and service execution through an application
server capability for control and management of multiple services. CES will provide monitoring for Quality
of Service (QoS), and governance of configuration and contract management to ensure a stable
environment. The contractor shall ensure these solutions exploit the DoD CES when and wherever
possible, and deliver AF-specific CES as required to augment the DoD CES to fulfill the AF mission.
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Notes: Cyber Security (CS) related services, while part of Core Enterprise Services, are listed separately
in the Enterprise Level Security section. Transport layer capabilities are covered in the Network
Operations section and deliver the physical infrastructure upon which middleware and services operate,
including physical plants and network operations capabilities.

3.1.1.2 Enclaves

The contractor shall provide services and solutions to identify a logical partitioning of the network and its
information assets into capabilities-based enclaves. In the SMI-ELS Concept Document, enclaves are
defined as virtual collections of hardware, software (including services), networks, and users that share
common features, such as: authentication, authorization, trust, account directories, and policies. The
contractor shall provide services and solutions to enable the establishment of trust relationships and inter-
enclave credentialing through which enclaves can interoperate and control the direction and nature of
information exchanges, allowing the execution of multi-enclave service threads. The contractor shall
provide services and solutions to facilitate migration of legacy enclave environments to enclaves compliant
with the SMI-ELS Concept Document.

3.1.1.3 Federation

The contractor shall provide services and solutions that facilitate federation—a set of minimal agreements
between enclave layer components which enable interaction between enclaves to take place
transparently. The contractor shall provide federation capabilities within single domains and across
multiple domains. Where applicable, the contractor shall provide federation capabilities across other
domains within the DoD and IC to share mission critical information. The contractor shall establish
federated naming and authentication between enclaves to enable discovery across them in accordance
with applicable guidance, policy and direction. Contractor services and solutions shall adhere to core
specifications, standards, and technologies, such as PKI, SAML, JMS, and WS-*, etc.

3.1.1.4 Metadata Environments

Metadata environments include the generation, consumption, and management of metadata to enable the
operati